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ABSTRACT Data confidentiality and security are important issues due to the sensitivity of the data
and its relationship with users’ privacy. Sensitive data includes images and texts that can be transmitted
over the Internet, Internet of Things devices and edge-fog-cloud system. These devices require speed and
accuracy responses, and they are vulnerable to hacking. To solve these problems, encryption algorithms
provide necessary solution to meet these requirements. Advanced Encryption Standard represents the best
development in data encryption; however, it is computational expensive. In this research, an improved
advanced encryption standard algorithm is proposed with advanced security and lightweight computation
utilized for encrypting of images and texts. The algorithm is improved using various steps including key
generation which is performed in two steps. First, using an innovative, proven chaotic function distinguished
by its sensitivity to any change in its variables. Second, using three-dimensional Lorenzo function. In our
research, a unique key was used for all rounds, and round key then used like advanced encryption standard.
Two new dynamic substitution boxes are used one for odd rounds and the other for even rounds in which the
speed does not exceeding a millisecond. The mix column function was replaced by a circular permutation
function at the bit level, which improved the speed and performance of the algorithm, Our extensive
simulation results indicated enhanced speed, randomness, and high efficiency in encrypting Internet of
Things data. The algorithm was evaluated using the National Institute of Standards and Technology tests.

INDEX TERMS AES, chaotic map, circular permutation, cryptography, dynamic S-box, IoT, lightweight
algorithm.

I. INTRODUCTION

Internet of Things (IoT) has transformed industries, smart
homes, and healthcare, but it has also brought up new secu-
rity challenges, especially for low-resource devices [1]. Fog
computing increases data security and privacy; however, its
high processing requirements and its drawbacks with tra-
ditional methods necessitate lightweight cryptography [2].
Advanced encryption standard (AES) algorithm is widely
utilized due to its exceptional dependability and applica-
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bility in various applications [3]. IoT devices struggle to
handle AES algorithm due to its complexity [4], [5]. Low-
powered IoT devices can benefit from lightweight algorithms
since they balance security and resource efficiency [6]. The
main purpose of data encrypting is to prevent unauthorized
access during transmission and storage [7]. For defensive
purposes, encryption technique or system must be nearly
unbreakable [8]. Pseudo-random key sequences have been
generated for processing data encryption and decryption [9].
The chaotic sequence can theoretically be made unbreakable
by utilizing pseudo-randomness and predictive complexity
of chaotic systems and their sensitivity to initial values to
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produce the same encryption effect as a random key in a
one-time pad [10], [11]. Because of the differences in the
computational costs, encrypting image formats presents secu-
rity risks, especially when delivering images via wireless
networks [12]. This research aims to create an effective,
lightweight, fast, and safe encryption framework for images
(gray and color) and text byg safeguarding important data
within these resource-limited devices’ networks. Our goal is
to create a more reliable and secure IoT utilizing the com-
bined capabilities of AES improvement and chaos-based key
generation in the Fog computing architecture.

In particular, the novelty of the proposed works includes
the following:

o Chaos-based key generation: as far as the authors are
concerned, this is the first-time chaotic maps are uti-
lized to generate pseudo-random key streams for image
and text encryption, taking advantage of their inherent
resistance to statistical analysis and sensitivity to initial
conditions.

o AES enhancement for IoT: improving AES algorithm’s
performance for image encryption on IoT devices with
limited resources while preserving a high level of secu-
rity.

Simulation results indicated that the proposed approach
is faster at encrypting data when benchmarked with state-
of-the-art algorithms. Furthermore, it is demonstrated that
the throughput of the proposed method is 32,803.69 for
encryption and 92,619.39 for decryption. While the algorithm
nonlinear characteristic is maintained, the recommended
modifications did not weaken the security of the conventional
AES. Cipher attacks require extensive amount of time to
break the proposed algorithm.

The reminder of this paper is organized as follows.
Section II provided extensive information about the literature
review. The suggested work and associated approach are cov-
ered in Section III. The results and analysis of the proposed
method are shown in Section IV, along with benchmark with
state-of-the-art techniques. Sections V and 6 show the results
and the conclusion, respectively.

Il. RELATED WORK
This section discusses the development of secure keys and
lightweight image encryption technique.

The authors in [13] combined Henon map with AES
algorithm in which AES algorithm encrypts plain image,
while the Henon map generates a random key for the encryp-
tion stage, enhancing security and withstanding more attacks.
The results showed that their approach performs satisfactorily
when encrypting images [13].

The authors in [14] introduced a technique based on AES
to enhance the S-box generation, in which they claim that
their algorithm demonstrates its effectiveness in generating
encrypted messages with a larger average avalanche impact
when benchmarked with the original AES method. Avalanche
effect shows that the outcomes of encrypted texts by the
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modified S-box is 51% on average showing an improvement
of 3% on average when benchmarked with the original AES
method.

In [15], the authors introduce a novel AES encryption
S-box with superior distance to Strict Avalanche Criterion
(SAC), Bit Independence Criterion (BIC), and algebraic
complexity, enhancing security measures by evaluating key
cryptographic parameters. The authors claimed that their
proposed S-box performs at least as well as the standard
S-boxes.

In [16], an enhanced AES algorithm incorporates dynamic
S-box creation and key generation was proposed. The authors
indicated that their algorithm enhances security against
attacks in online transactions, banking, and e-commerce by
adding complexity to the cipher text.

A keystream generation method utilizing the Chebyshev
map was proposed in [17], the algorithm offers real-time
image encryption with strong cryptographic strength,
meeting NIST requirements. Only a small portion of a
minute is needed for the application, which is considered
a long time.

The enhanced AES technique proposed in [18], uses a
256-bit random number generator to generate a randomized
S-box, enhances security in military applications and IoT
security with low overheads.

In [19], Small Lightweight Cryptographic Algorithm
(SLA), a lightweight encryption technique based on the sub-
stitution permutation network (SPN), offers faster security
than the Feistel-based ciphers, making it suitable for embed-
ded settings like Radio-Frequency Identification (RFID) tags
and wireless sensor nodes.

Based on chaotic theory, a first phase of permutation has
been added to the AES algorithm to improve confusion rates
was proposed in [20]. Two DNA sequences are used to create
the mixing matrix from the logistic map 3D; the first sequence
serves as a key in the add round key. The decryption output
is a DNA sequence sent to the recipient. Completing the
encryption and decryption procedures after five statistical and
NIST checks took a few seconds.

The research proposed in [21] creates S-box using shifting,
a circle map, and a password key, highlighting its dynamic
nature, input-output interaction, and intricate production pro-
cess.

Table 1 shows various techniques for data encryptions
with their advantages and disadvantages. As it can be
noted, majority of these techniques suffer from low speed,
complexity, and low security. The aim of this work is to
overcome these issues by using lightweight algorithm with
improved process complexity while preserving the security
of the data.

lll. BACKGROUND AND METHODOLOGY

In this section, basic background about the well-known
Advanced Encryption standard as well as our proposed
methodology will be provided.
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TABLE 1. Benchmarking various techniques for data encryptions.

Reference

Improvement

Advantages

Disadvantages

Quality measure
security)

(time,

[13]

Encrypt images
using the AES
algorithm.

Generate a random
key by utilizing the
Henon map.

XOR operation
between the results
of the first and a
second steps is
used.

Key is sensitive to
any modification

Employing AES
encryption and the

XOR  operation
gives the method
its enhanced level
of safety.

AES is a reasonably secure
algorithm, but it cannot be
used to encrypt photographs.

It is complex and it is time
consuming because the data
associated with the images are
much larger and include a
higher degree of redundancy
than text data.

. The method is highly
safe and low speed.

[14]

Enhanced AES S-
box generation by
combining its
original S-box

S-box is generated
by Logistic Map.

Proposes method
to produce the S-
box.

Modified  S-box

scored higher
average of
avalanche effect

compared to the
original method.

The method does not change
the process on how AES works
but rather proposes another
method to produce the S-box.

e The results of the
method do not differ
from the original
algorithm,

e It has high complexity
and time consumption.

[15]

Introduce a way to

The performance
of the new S-box
is at least as good
as the
performance  of
the existing S-
boxes.

The proposed S-
box has better
distance to SAC,
BIC and algebraic
complexity.

The time it takes to generate S-
box is longer compared to the
original algorithm.

e It has more security but
more consumption time

e It is not suitable for low
resource devices.

[16]

create S-

box for AES
Enhance AES
algorithm with

hybrid approach of
Dynamic Key and S-
box Generation.

AES algorithm
with hybrid
approach provides
strong security in
message
transmission by
adding more
complexity in
AES to increase
Confusion and
Diffusion in
Cipher text.

It protects
message from
Brute-force
Attack,
Differential

Requires high computational
resources.

e Effective technique for
the applications based
on Internet.
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TABLE 1. (Continued.) Benchmarking various techniques for data encryptions.

Attack, Algebraic
Attack and Linear
Attack.

Effective
technique for the
applications
which are based
on internet.

[17] e Use a type of Results show that Time required for the The algorithm has good
chaotic map like the any change in application is parts of the coding strength with
Chebyshev 1D input will change minute added benefit that resists
map, based on the the output. security analysis and
parameters, for a Considered long time for requires only parts of the
good random It has good coding real-time image encryption. minute considered long
appearance. strength with time.

added benefit that
. The output is a test resists security
of several analysis.
measurements,
including
complexity balance
and time execution.

[18] e  Enhance AES Provides a higher Claiming that the overhead is |elt has high degree of security
algorithm with a degree of security an additional 0.005 seconds and long time to
randomized S box. compared to taken to generate the random execution

original AES due number and re-arrange the S-

to the utilized Box that make the proposed |*Complex computation like
randomized  S- method lower than the original the standard AES.

box. AES.

[19] e Ultra-lightweight Lightweight e Half of the ciphertext bits |eHas highest throughput of
encryption scheme. cryptographic are affected by a single 97,050.44167 kilobytes

scheme, bit change in the per second

It relies on
substitution
permutation
network (SPN).

It uses  64-bit
plaintext and
supports a  key
length of 80/128-
bits.

It has nonlinear
layers, XOR
operations, and
round permutation
layers.

Construction of
a strong non-

linear S-box
(confusion

layer) uses
Galois field
multiplication
which meets
cryptographic

properties  and
provides a novel
method to
construct
diffusion layers
by 32-bit binary
matrix.

The scheme
provides a
sufficient

security  level
against most of
the well-known
attacks on block
ciphers, such as

proposed cipher’s key.

. This is not good, as the
effect must spread to all
ciphertext.

eHigh speed and enough

security.
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TABLE 1. (Continued.) Benchmarking various techniques for data encryptions.

linear and
differential
cryptanalysis.

[20] e Enhancement AES | e Increasing the | ® A new step added to the AES's | ¢ The time in the
based on 3D Chaos random and break four stages of permutation. encryption and
Theory and DNA the link between decryption in  the
Operations the plaintext and | ® Increased the computational enhancement algorithm

encrypted texts by complexity and time takes a few
e A new step added increasing the consumption  because  the milliseconds.
to the AES's four confusion and standard AES is high complex
stages of diffusion through and time consumption.
permutation. the stages of the
system.
e Chaos theory is
adopted in the
permutation  stage
and the shift phase.
e  DNA adopted at the
phase of the mix
and add round key
stage due to its high
storage capacity.

[21] e AES S-Box | ® Using dynamic S- | ¢ AES S-box Generation is an | e A few milliseconds are
generation  Based Box that important stage, and in this needed to implement S-
on user’s Password eliminates ~ AES method it depends on the key. box generation and
Key and 1D Circle security risks. enhance the original
Map. e If the key is revealed, the AES S-box algorithm

security of the entire algorithm security.
will be threatened.
Proposed e Enhance the AES | ¢ Improving the | ® The proposed work has been | e The time taken for
work algorithm in three algorithm in terms implemented to encode text, encryption and
stages key of safety by color, and grayscale images. decryption is considered
generation  based making the S-box very short compared to
novel chaotic map, dynamic e It will be tested for video the state-of-the-art
S-box  generation encryption in the future. methods.
based key, | ® Improving its
replacing mix speed by e The algorithm has also
column function. replacing the mix been  improved to
column function increase its security and
that consumes make it suitable for IoT
time and devices.
computation and
making it suitable
for IoT devices.

A. ADVANCED ENCRYPTION STANDARD ALGORITHM
(AES)

The AES algorithm, a symmetric key algorithm, established
by the US National Institute for Standard and Technol-
ogy (NIST) as the standard for digital data encryption
method [22]. AES comprises three types, which are: AES-
128, AES-192, and AES-256, each with varying key sizes that
determine the allocation of rounds [23], [24]. AES’s functions
are Add-Round-Key, Shift-Rows, Mix-Columns, and Sub-
Bytes [25], [26]. The 128-bit AES algorithm uses 08 rounds
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of transformations, including Add Round Key, Sub Bytes,
Shift Rows, and Mix Columns, with round 10 having all
transformations except for Mix Column, and the decryption
process is the exact inverse.

B. PROPOSED METHOD OF LIGHTWEIGHT AES

This work proposes a lightweight, fast, and secure improved
AES encryption method for IoT sensor data security called
simple swift [oT guard (ss IoT g). It creates secret keys using
an innovative map and Lorenzo 3Dimension. The algorithm
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Algorithm 1 Key Generation by the Proposed Map

Algorithm 2 Generating Key Using the Lorenzo Map

Inputs: p, x, n: The parameter ‘p,” the most important variable
in deciding how the logistic map behaves; x: The initial value,
n: The number of iterations to generate the key

Output: key: A byte array containing the generated key

- Loop ‘n’ times:

Step1: Run the new chaotic equation for n steps and define

xxr)+ {0 —x)
09 xr )%1

Step 2: If ‘x’ is larger than 0.5, put ’1’ to ’binary string’;
Else, append *0’.
Step 3: If the length of the ‘binary string’ reaches 8:
a. Convert ‘binary string’ to an integer value.
b. Add the integer value (byte) to the ‘key’ byte array.
c. Reset ‘binary string’ to an empty string for the next
set of bits.
Step 4: Return the generated ‘key’ byte array.

f&)=(

generates two S-boxes and uses circular permutations instead
of mixed columns. Figure 1 shows our proposed algorithm.

As illustrated in Figure 1, our proposed algorithm has the
following improvements.

1) KEY GENERATION OF SYSTEM
key generation is performed using two proposed methods.

a: A NOVEL CHAOTIC MAP FOR KEY GENERATION

This work presents a new chaotic map that has been derived
from logistic maps and experiments, which allows the devel-
opment of a chaotic pseudo-random number generator.

The generated pseudo-random numbers pass randomness
tests with uniform distribution. A technique for s-box pro-
duction is proposed, using an encryption key with a high
correlation with s-box generation.

Expanding the map enhances system complexity and key
space, improving cryptosystem security. Additional statistical
analyses and computer simulations validate the suggested
map’s high level of security.

The proposed function that generates random pseudo num-
ber is define as follows.

fx) = (W) %1 (1)

09 xr
where x is the generated values selected between 0 and 1, r is
the initial value.

Algorithm 1 shows the full key generation process using
the proposed f function.

b: LORENZO MAPS 3D FOR KEY GENERATION

A chaotic map in general has three categories of dimensions.
The 3D-Lorenzo chaotic map approach uses three variables
to represent the geometric position of points in space [28].
In our study, this approach is employed due to its simplicity,
allowing the utilization of the user input, and generating
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Inputs: p, r, t (parameters for the Lorenzo model), Xo1d, Yold,
Zolg (initial random values within the range [0, 1].), n: The
number of iterations to generate the key
Output: key: A byte array containing the generated key
Loop ‘n’ times
Begin

Run Lorenzo Model for n Steps:

Xpew = P- (X — ),

Ynew = (X. 2) + (1. X) — y,

Znew = (X. y) + (t. 2)

Return the Key
End

accurate output data as follows.

x=p-(x-y), @
y=x.2)+rx)—y, 3)
z=(x.y) + (1.2). 4

where X, y and z represent the input values p, r, t are parame-
ters with p = 10, r = 28, t = 8/3 while x1, X, and x3 are the
input values.

Algorithm 2 shows the process of generating security keys
using the proposed 3D-Lorenz map.

2) AES ENHANCEMENT

This study presents a novel method for creating improved
S-boxes with enhanced cryptographic features, including
bit independence criteria, periodicity, algebraic complexity,
strict avalanche criteria, and distance to SAC. Furthermore,
it substitutes circular permutation at the bit level for the mix
column function of the conventional AES algorithm.

a: S-BOX GENERATION

The 15TProposed Dynamic S-Box and inverse S-Box
generation for odd rounds

The First Step: The s-box is generated by selecting two
shared bytes from the sender and recipient and converting
them to a binary representation of these bytes. The binary
representation is then subjected to an XOR with two adjacent
bits until 15 bits are obtained and stored in a 16 x 16 blank
matrix. Then, bit number 16 is obtained by XOR bit number
16 with the first bit of the new array, and bit number 17 is
obtained by XOR with the first and second bit of the new
array, and so on until 256 bits are obtained as illustrated in
Figure 2, for example, the two bytes ‘rz’ can be presented
in binary as ‘0111001001111010. The primary bytes in the
banner representation are ignored to generate fresh starting
values, even if the generation method is announced and even
if the s-box itself is known, enhancing the algorithm’s secu-
rity and making it difficult to predict the s-box values. The
binary representation is converted to bytes, yielding a 2 x
16-byte (32-byte) matrix.

VOLUME 12, 2024
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Plaintext [ Key by innovative chaos f. ] Plaintext
[ Add Round Key ]4—— w[0,3}—» Add round key
x 2
Dynamic sboxInverse il | Inverse Dynamic | —g
JE— o =
B Expand Key 5 2
— =
= Circular permutation Inverse Shift rows
5 x
=
2 v
= | Shift rows | Inv. Circular permutation
v v T
Add round key ‘F_— w4, 7F—» | Add round key =
x 2
=
v 3
N | Dynamic shox | o
v T
Dynamic sbox | Inverse;hlft rows |
> v .
- .
g | Circular | 4
z v
[
| Shift rows | Inv. Circular permutation
v I |
Add round key | b | Add round key | =
| 1——[36,39+—» v 2
X T 3
Shift rows | Inverse Dynamic | _&:
= I *
—E | Dynamic sbox | Inverse Shift rows
S NS 3
= | Add round key | ]i—w[4(),431—>[ Add Round Key ]
r
Chiphertext Chiphertext

FIGURE 1. Proposed enhanced AES structure.

FIGURE 2. First step to S-box generation.

The Second Step: Another 2 x 16 bytes (32) are obtained
by shifting to the right. The shifting is made by the values
of the second digit after the decimal point of the value f(x)
defined in Equation (1); to avoid revealing the main values
that were used to generate keys using 16 values, where each
row is shifted with the corresponding value of these digits as
illustrated in Figure 3. This step obtained a new (16 x 2) byte
matrix (32 bytes).

VOLUME 12, 2024

The Third Step: The first and second phases are combined
to create a matrix (16 x 4) of 64 bytes. A mask is generated
on this matrix, where its value helps make equal or nearly
equal numbers of ones and zeros if the matrix is converted to
binary representation. This step creates a matrix of (16 x 8),
or 64 bytes.

The Fourth Step: The matrices that have been obtained
from the first, second, and third steps will be merged, and a
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0.6166666666666671 The highlighted value is the shift
value of the 1st row of the matrix 0.08277777777778184
The highlighted value is the shift value of the 2% row of
the matrix
0.37357407407412513 The highlighted value is
the shift value of the 3rd row of the matrix

0.027914197531504925

FIGURE 3. The process of shifting the values using the second step of the
proposed algorithm.

0.6166666666666671 The highlighted value is the shift
value of the 1st row of the matrix 0.08277777777778184
The highlighted value is the shift value of the 2" row of
the matrix

0.37357407407412513 The highlighted value is the shift
value of the 3rd row of the matrix

0.027914197531504925

FIGURE 4. The process of shifting the values using the fourth step of the
proposed algorithm.

(16 x 8) byte matrix is obtained. A shift is made to the left by
the values in third digit after the decimal point as illustrated
in Figure 4 resulting in a new (16 x 8) matrix.

The Fifth Step: In this step the matrices from four phases
will be used to create a 256-byte matrix. This matrix is
subjected to simple equations to enhance complexity and
security. Even if the two bytes in the first step are exposed, the
s-box remains difficult to identify because creating the s-box
is related to knowing the key.

x = 255 — expanded key, &)
y = 255 — final step[16][16], 6)
sbox = (x + y)%256. @)

where x, and y represent the stored key value and the final
s-box stored step, respectively.

The SHA-256 hash method expands a key if its size is less
than 256 bytes, eliminating duplicates and adding remain-
ing integers between 0 and 255. This generation starts with
two bytes, expands them, and then forms an S-box. Note
(Appendix A illustrates the 1% S-box generation and its
inverse).

The 2"dproposed S-Box and S-Box Inverse for even
rounds generated by this equation:

After deleting any duplicates, the remaining integers are
added in the range of [0, 255].

sbox[row][column] = (3 x (row X 16 + column) + j)%255
3

The 15tand 2"9S-Boxes Inverse Generation:

95878

TABLE 2. Time Comparative with standard AES.
Plain Text = {00’ ‘11" 22’ "33’ ‘44’ ‘55’ ‘66" ‘77" ‘88’ ‘99"aa’ ‘bb" ‘cc’ ‘dd’ ‘ee’
‘ff} Cipher Text=]U _D U& 0/ $i > -¢ av LK 1), PP@ -Z Ei i p!

Standard | Dynamic Dynamic
S-Box S-Box(one | S-Box(two
sbox) sbhox)
Encryption(seconds) 0.20558 0.003562 0.003902
Decryption(seconds) 0.28773 0.001326 | 0.001382
S-Box Generation 1.5555 0.0012474 | 0.0013842
(seconds)

Each number’s row and column values are returned to
complete the inverse S-box.

b: REPLACING THE MIX COLUMN WITH CIRCLE
PERMUTATION AT THE BIT LEVEL

The time-consuming mix column function has been replaced
with an inventive circular permutation function at the bit level
due to its speed and high randomness, making it suitable
for IoT. It reduces complexity and achieves the concepts of
confusion and diffusion; this is accomplished by performing
acircular permutation between locations in the 4 x 4 byte text
matrix after converting it to its binary representation, which
will be 4 x 32 bits in size. The change will include text in
the values, not just the locations, after returning it to its byte
representation, as shown in Figure 5.

IV. SIMULATION RESULTS AND DISCUSSION

The dimensions of plaintext blocks, key and algorithm sen-
sitivity, and comparative analysis lengths are addressed in
this section. Simulations are performed on a Lenovo laptop
running Windows 10 (64-bit OS) with Python 3.7, equipped
with an Intel(R) CoreTM i5-5200U processor running at
2.20GHz and 8 GB of RAM.

Key generation is based on the parameters of the chaotic
map. The key will change drastically with even the smallest
alteration. In terms of the algorithm, the s-box plays a crucial
role. Two-byte inputs are necessary for the process of gener-
ation.

The algorithm and the outcomes are very different because
any changes to these two bytes or the chaotic map’s param-
eters will result in a big change. The sbox cryptographic
criteria tests (Balancedness, Nonlinearity,

Algebraic Complexity, Strict Avalanche Criterion, differ-
ential cryptanalysis) were tested for both S-boxes for even
and odd cycles.

Our study uses a chaotic map to generate a primary with
a length based on algorithm setting. The text is divided into
blocks of 16 bytes, with block padding applied if the final text
block is smaller than the permitted size.

Tests were acceptable showing that the two boxes enjoy
high efficiency, safety and that the s-boxes implementation
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010
J10001000\10

0071 1 0 TR0 0 IO 0 01l
AL0O00100(Q10C i(l)‘ ’
01 010 10%L1 0 110 L 0 0 o

(0, 0)(0. 1)(0, 2)(0, 3)(0, 4)(0. 3)(0. 6)(0, T)D, 8)(0. 9)(0, 10)(0, 11)(0, 12)(0. 13 ONIAONISHOMEHONITH0. 12)(0. 19)(0, 20)(0, 21) (0, 22)(0, 23)(0, 24 GGG 0. 2°)(0. 30)(0. 31)
(1,001, 1L, 21, 301, 431, L, 631, 7L, 8y, 91, 1oL, 12)01, 1331, 14) (1, 151, 16)1, 17y (1, 1831, 19yiEa, 2 L. 23)00. 2400, 291, 26) ¢, 271, 281, 29001, ol
(2, 0)(2, 1)(2. 2)(2, 302, 42 32, 6)(2, T2, )2, (2. 10JENIIH2. 12)(2, 13)(2, 142, 15)(2, 16)(2, 1T)(2, 18)(2, 19y(@202. 2. 22)(2. 24)(2, 259)(2. 26) (2, 27)(2. 28)(2, 29)(2. 30) [
(3.003.D)(3.2)(3, 303, 4) (3, . 6)3. T3, 83, (3, 10)3, 11)(3, 12)3, 13 EHAENSIEHE GHNG. 19)6. 193, 20) (3, 20) ¢, 2263, 2363, 24 . 20)3. 30)G. 31)

Original locations:
(0,3)(0,4)(0,5)(0,6)(1,9)(2,9)(3,6)(3,5)(3,4)(3,3)(2,0)(1,0)(0,14)(0,15)(0,16)(0,17)(1,20)(2,20)(3,17)(3,16)(3,
15)(3,14)(2,11)(1,11)(0,25)(0,26)(0,27)(0,28)(1,31)(2,31)(3,28)(3,27)(3,26)(3,25)(2,22)(1,22)

New locations:
(3,3)(2,0)(1,0)(0,3)(0,4)(0,5)(0,6)(1,9)(2,9)(3,6)(3,5)(3,4)(3,14)(2,11)(1,11)(0,14)(0,15)(0,16)(0,17)(1,20)(2,
20)(3,17)(3,16)(3,15)(3,25)(2,22)(1,22)(0,25)(0,26)(0,27)(0,28)(1,31)(2,31)(3,28)(3,27)(3,26)

FIGURE 5. The permutation process using the proposed algorithm.

(a) Original

(b) Encrypted image  (c) Decrypted image

FIGURE 6. The encryption and decryption images using our proposed
algorithm.

time is short, only takes one millisecond. Also, the encryption
and decryption time of the algorithm is considered ideal. Our
proposed algorithm is applied to encrypt images for secu-
rity purposed while transmitted over wireless communication
channels. Figure 6 shows the results of the encrypted and
decrypted images.

The effectiveness of our algorithm is evaluated by assess-
ing the CPU time for encryption, decryption, key setup, and
S-Box creation, comparing standard methods and enhanced
AES with two dynamic S-Boxes, and replacing the mix
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FIGURE 7. Time Comparison (KB/s) with Other Algorithms(taken from [1],
[29], [30], and [31]).

column with circular permutation at the bit level. Table 2
shows the encryption and decryption process time for plain
text and its corresponding cipher text, which clearly indicated
that our proposed technique shows improved time measure.
Figure 6 shows our proposed techniques benchmarked with
the literature.

Table 3 shows various quality measures of NIST test for
our proposed technique the NIST data test is a standard-
ized evaluation process used to appreciate the performance
of different algorithms, especially those connected to data
handling, analysis, and security.

V. CONCLUSION

The proposed work results in enhancing the AES algorithm
for IoT devices by making it lightweight due to the rapid and
stochastic nature of these devices, utilizing two key genera-
tion methods: an innovative chaotic and Lorenzo’s 3D chaotic
maps; using two separate dynamism boxes, for even and odd
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TABLE 3. NIST test outcome.

Test Name [17] [32] [33] Prop(.)se
algorithm

Frequency 0.511369 0.873 0.670 0.534146

Block Frequency 0.515017 0.598 0.485 0.739918

Cumulative Sums 0.528055 0.844 0.135 0.911413

Runs 0.544917 0.758 0.330 0.122325

Longest Run 1.000 0.639 0.100 0.213309

Binary Matrix | 0.000000 0.576 0.677 0911413

Rank

Fast Fourier | 0.381350 0.889 0.618 0739918

Transform

Non Overlapping 1.000000 0.843 0.389 0911413

Template

Overlapping 1.000000 0.793 0.203 0.066882

Template

Universal 0.600640 0.844 0.511 0.000000

Approximate 1.000000 0.571 0.483 0.534146

Entropy

Randqn 0.941084 0.931 0.594 N/A

Excursions

RandomExcursions | 0.983947 0.502 0.573 N/A

Variant

Serial 0.498961 0.861 0.373 0.350485

Linear Complexity 1.000000 0.766 0.462 0.739918

rounds. With high dynamism, its generation time does not
take more than 1.2 milliseconds. Changing one of the two
bytes that have been used in generating the s-box or one of
the parameters of the chaotic map will lead to changing the
output of the s-box. The mix column function was replaced by
an inventive function that involves cyclic permutations at the
bit level. The updated approach offers flexibility and speed in
image retrieval, enhancing performance and efficiency in IoT
data encryption, particularly for color and grayscale images,
with an identical level of precision.

Moreover, NIST testing of our method revealed that it
complies with the accepted encryption requirements. The
updated AES algorithm, which complies with encryption
requirements, has the potential to ensure safe encryption of
IoT data. The key generation approach, particularly in IoT
applications, offers security and efficiency and meets encryp-
tion criteria, demonstrating how cryptographic algorithms
can be improved to meet evolving cybersecurity needs.

Future works will involve the use of the proposed tech-
niques for the encryption and decryption of video data.
Another direction for research will involve proposing new
lightweight appropriate for IoT devices have the same prop-
erties as this method.

APPENDIX A

Example of It S-Box Generation for Odd Rounds:

First Step: choose two bytes = ‘rz’ and convert them to it
is binary representation:

0,1,1,1,0,0,1,0,0,1,1,1, 1,0, 1, 0]

95880

The process involves performing XOR for each two-bit adja-

cent bit, as explained in the first step.
(1,0,0,1,0,1,1,0,1,0,0,0, 1, 1, 1, 0]
[1707 17 17 1509 1’ 17 1705 07 1’()7 07 15 1]
[19 1’01 07 17 190’ OS 1701 l? 1703 1701 0]
0,1,0,1,0,1,0,1,1,1,0,1, 1, 1,0, 0]
(1,1,1,1,1,1,1,0,0,1,1,0,0, 1,0, 1]
[07 07 01 07 O’ O) 1709 1705 1705 17 17 17 1]
[0,0,0,0,0,1,1,1, 1,1, 1, 1,0,0,0, 1]
[0,0,0,0,1,0,0,0,0,0,0,1,0,0, 1, 1]
[0,0,0,1,1,0,0,0,0,0,1,1,0, 1,0, 1]
[07 07 11 07 1307 O’ O! 07 1107 1’ 19 17 11 1]
0,1,1,1,1,0,0,0,1,1,1,0,0,0,0, 1]
(1,0,0,0,1,0,0,1,0,0,1,0,0,0,1, 0]
(1,0,0,1,1,0,1,1,0,1,1,0,0, 1, 1, 1]
[1907 11 07 11 190’ 11 1701 170’ 1907 01 0]
(1.1,1,1,0,1,1,0, 1,1, 1,1, 1,0, 0, 1]
[0,0,0,1,1,0,1,1,0,0,0,0, 1,0, 1, 1]

It is important to note that the two bytes used for the
beginning are not inserted into the S-box values; only the new
values are obtained from them. In this step we get 16*2(32
byte).

Second Step: The shift to the right is adjusted by the
number of values produced by the new chaotic function used

to create the key, with values coming in second after the
comma.

Shift values: [1,8,7,2,8,3,2,6,5,3,7,3,4,6,6,2]
The shift list represents the shift amount for each row in
the matrix, resulting from the first step.

[o,1,0,0,1,0,1,1,0,1,0,0,0,1, 1, 1]
[1,0,0,1,0,0,1,1,1,0,1,1,1,0,1,1]
[0,1,1,0,1,0,0,1,1,0,0,1,1,0,0, 1]
[0,0,0,1,0,1,0,1,0,1,1,1,0,1, 1, 1]
[0,1,1,0,0,1,0,1,1,1,1,1,1,1, 1, 0]
[1,1,1,0,0,0,0,0,0,1,0,1,0,1,0,1]
[0,1,0,0,0,0,0,1,1,1,1,1,1,1,0,0]
[o,1,0,0,1,1,0,0,0,0,1,0,0,0,0,0]
[1,0,1,0,1,0,0,0,1,1,0,0,0,0,0,1]
[1,1,1,0,0,1,0,1,0,0,0,0,1,0,1,1]
[1,1,0,0,0,0,1,0,1,1,1,1,0,0,0, 1]
[o,1,0,1,0,0,0,1,0,0,1,0,0,1,0,0]
[0o,1,1,1,1,0,0,1,1,0,1,1,0,1, 1, 0]
[1,0,1,0,0,0,1,0,1,0,1,1,0,1,1,0]
[1,1,1,0,0,1,1,1,1,1,0,1,1,0, 1, 1]
[1,1,0,0,0,1,1,0,1,1,0,0,0,0,1,0]

In this step, we get 16*2 bytes (32 bytes).
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Third Step: The two matrices that come from the first and 165 163 210 209 193 177 31 241
second steps should be combined to create a matrix that is 238 178 8 238 221 17 133 ] 192
16 * 4 bytes. Apply a mask to the new matrix. 102 165 75 204 151 111 1 249

Mask matrix = [[3, 10,9, 7], [4, 6, 5, 4], [2, 8, 14, 1], [13, 170 | 110 | 138 | 187 | 249 | 27 140 | 108
15, 11, 12]] 239 86 86 239 60 84 87 211

The resulting array will be new 16 * 4 bytes 5 3 oo % 3 o 00 e

;2? 17777 15313 ?g; 193 124 80 63 46 184 86 6
151 111 1 249 32 76 49 128 164 2 47 80
249 27 120 108 96 212 162 7 81 189 92 48
60 4 7 211 10 215 121 194 117 151 66 253
213 41 100 166 240 195 133 227 37 37 148 | 218
46 184 36 6 19 68 162 72 34 202 117 72
164 B 47 30 155 103 121 182 56 234 230 | 218
81 189 92 48 173 168 162 182 214 108 11 133
117 151 66 253 189 126 249 246 169 127 142 201
37 37 148 718 108 44 27 11 254 222 84 199
22 22421 ;’(7) 27128 . Fifth St.ep: To create a 16 * l6-byt€f matrix, com-
bine matrices from the first, second, third, and fourth
214 108 11 133 phases, then implement simple equations using a 256-byte
169 127 142 201 array.
254 222 84 199 Key=(b’\x8d\xc2_\x88\x14\xc83\xd8\xe5DF\xc7

\x7f\xceWp’)

Fourth Step: To create a 16 * 8-byte matrix, merge ; )
Key expansion by the SHA-256 hash algorithm.

the matrices from the first, second, and third steps.
Shift the matrix to the left by the new chaotic function values X =255- e.xpanded key
in the third place after a comma. y = 255 — final step [16][16]

Shift values: [2, 6,2,3,7,4,0,6,2,2.6,1,1,0,0,6] s-box = (x +y) % 256 . '

The shift list represents the shift amount for each row in We obtain thls' sjbox after removing duplicate numbers and
the matrix, resulting from the first step. adding the remaining numbers between [0, 255].

219 | 174 | 84 | 47 41 133 | 152 | 53 | 116 | 23 | 230 | 102 | 190 | 127 0 157
77 3 33 5 6 226 | 236 | 204 8 56 52 36 | 239 | 195 | 50 72
129 | 198 | 14 | 145 | 151 | 120 | 213 | 115 | 179 | 247 | 60 54 | 173 | 91 74 27
169 | 26 | 177 | 88 45 87 | 206 | 168 | 172 | 18 93 24 25 | 107 1 32
216 | 30 80 | 132 | 211 | 31 | 217 | 180 | 78 90 49 34 35 37 40 62
225 | 51 | 255 | 42 43 46 48 11 58 75 | 117 | 59 | 141 | 12 61 | 16l
176 | 163 | 69 | 175 | 137 | 63 | 215 | 67 38 | 143 | 65 | 112 | 244 7 164 | 248
68 70 15 | 153 | 71 73 1249 | 142 | 79 85 19 22 86 | 100 | 105 | 156
16 89 | 187 | 94 95 97 98 | 125 | 234 | 99 | 199 | 122 | 101 | &1 | 103 | 83
96 | 106 | 111 | 113 | 114 | 10 | 246 | 232 | 104 | 121 | 136 | 200 | 181 | 39 9 123
124 | 76 4 171 | 126 | 224 | 128 | 134 | 237 | 165 | 135 | 139 | 212 | 17 | 131 | 140
205 | 28 | 170 | 144 | 57 | 146 | 147 | 44 | 148 | 149 | 229 | 150 | 191 | 155 | 158 | 159
92 | 167 | 55 64 | 178 | 160 | 182 | 183 | 119 2 184 | 185 | 186 | 21 | 188 | 108
189 | 192 | 13 | 130 | 193 | 207 | 82 | 222 | 196 | 197 | 201 | 202 | 203 | 208 | 209 | 20
210 | 162 | 214 | 109 | 227 | 218 | 194 | 220 | 251 | 221 | 223 | 110 | 228 | 231 | 233 | 238
240 | 29 | 138 | 66 | 241 | 242 | 243 | 118 | 245 | 154 | 166 | 235 | 250 | 252 | 253 | 254

Dynamic S-box
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14 62 201 | 17 162 | 19 20 109 | 24 158 | 149 | 87 93 210 | 34 114
128 | 173 | 57 122 | 223 [ 205 | 123 | 9 59 60 49 47 177 | 241 | 65 69
63 18 75 76 27 77 104 | 157 | 78 4 83 84 183 | 52 85 3

86 74 30 81 26 7 43 194 | 25 180 | 88 91 42 94 79 101
195 | 106 | 243 | 103 | 112 | 98 113 | 116 | 31 117 | 46 89 161 | 16 72 120
66 141 | 214 | 143 | 2 121 | 124 | 53 51 129 | 73 45 192 | 58 131 | 132
144 | 133 | 134 | 137 | 125 | 140 | 11 142 | 152 | 126 | 145 | 61 207 | 227 | 235 | 146
107 | 147 | 148 | 39 8 90 247 | 200 | 37 153 | 139 | 159 | 160 | 135 | 164 | 13
166 | 32 211 | 174 | 67 5 167 | 170 | 154 | 100 | 242 | 171 | 175 | 92 119 | 105
179 | 35 181 | 182 | 184 | 185 | 187 | 36 6 115 | 249 | 189 | 127 | 15 190 | 191
197 | 95 225 | 97 110 | 169 | 250 | 193 | 55 48 178 | 163 | 56 44 1 99
96 50 196 | 40 71 156 | 198 | 199 | 202 | 203 | 204 | 130 | 206 | 208 | 12 188
209 | 212 | 230 | 29 216 | 217 | 33 138 | 155 | 218 | 219 | 220 | 23 176 | 54 213
221 | 222 | 224 | 68 172 | 38 226 | 102 | 64 70 229 |1 0 231 | 233 | 215 | 234
165 | 80 21 228 | 236 | 186 | 10 237 | 151 | 238 | 136 | 251 | 22 168 | 239 | 28
240 | 244 | 245 | 246 | 108 | 248 | 150 | 41 111 | 118 | 252 | 232 | 253 | 254 | 255 | 82

Tnverse Dynamic S-box
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