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Abstract: Blockchain technology holds the potential to significantly enhance efficiency and
safety in freeport operations. However, fully realising its benefits necessitates a thorough
assessment of the obstacles hindering its applications, which often depends on expert
opinions characterised by uncertainty and inconsistency. This issue remains inadequately
addressed in the existing literature due to the limitations of currently employed methods. To
address this gap, this study aims to develop a novel methodology for assessing blockchain
adoption barriers in freeports. It makes methodological contributions by combining the
Decision-Making Trial and Evaluation Laboratory (DEMATEL) and Bayesian Network (BN)
methods to identify and quantify complex interrelationships between barriers and facilitate
probabilistic predictions of barrier strength. The model is parameterised using the ranked
nodes method to reduce the reliance on expert-assigned probabilities. Primary data on
barriers’ causal relationships are collected from experts with interdisciplinary experience
in blockchain and freeport operations, grounding the analysis in real-world insights. This
study makes practical contributions by analysing the blockchain application within a new
context (i.e., freeports) and presenting novel findings. Key managerial insights include
identifying high investment costs as the most interactive barrier and lack of trust among
stakeholders as the most essential barrier. Additionally, evaluating the overall impact of
barriers enables targeted strategies for freeport policymakers.

Keywords: freeport; blockchain adoption barriers; DEMATEL; Bayesian network

1. Introduction
The notion of a freeport is often derived from a broader concept of free trade zones,

which are a series of government-assigned special economic zones where normal tax and
customs rules are relaxed to stimulate national economies [1]. Freeports are typically
situated near seaports or airports, serving as hubs for international trade and industrial
growth. Some of the busiest freeports, such as the Port of Singapore, Jebel Ali Free Zone,
Tanger Med in Morocco, Hong Kong, and major Chinese ports, illustrate the significant
role of freeports in handling millions of TEUs annually and enabling seamless international
commerce. For instance, the Port of Singapore processed over 39 million TEUs in 2023,
setting a new record for the port [2]. However, the increasing volume of global tradecoupled
with rising expectations for efficiency and security, necessitates a paradigm shift in the
operational modalities of freeports. Vulnerabilities in traditional port logistics, such as
fragmented systems and reliance on paper-based processes, expose operations to fraud
and data breaches [3]. Similarly, free trade ports (FTPs) face issues like untidy information
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sharing, low transparency, and payment insecurity [4]. The increasing complexity and
fragility of global supply chains, alongside inconsistent regulatory environments and
logistical disruptions, leave freeports highly susceptible to cyberattacks and operational
failures as trade volumes and interconnectedness continue to grow [5,6]. To address
these vulnerabilities, there is a growing push toward digitalisation—an integral process
that incorporates digital technologies into all areas of freeport operations, fundamentally
transforming how they function and deliver value. This shift highlights the increasing
importance of data-driven solutions in enhancing operational efficiency and decision-
making in maritime [7,8]. According to a global survey, the digital transformation of
freeport operations, through advancements in digital trade and information resource
sharing, drives unparalleled operational efficiency while playing a crucial role in promoting
sustainable freeport systems [9]. Moreover, the adoption of digital technologies equips
freeports with robust security protocols and surveillance systems [1].

While the digital transformation of freeports signals a new era of operational efficiency
and security, the integration of blockchain technology stands out as a promising develop-
ment. Blockchain technology, first introduced by Nakamoto (2008) [10], with its inherent
features of decentralisation, transparency, and immutability, offers remarkable benefits for
enhancing the efficiency and safety of freeport operations. This potential is underscored in
various industry and academic publications. For instance, the Malta Freeport and Hainan
Free Trade Zone are among the freeports that have implemented blockchain technology.
Despite its potential to transform freeport operations, its widespread adoption remains
limited, facing numerous barriers and challenges that have to be addressed. For instance,
the challenges faced by TradeLens, a blockchain-based platform developed by IBM and
Maersk, reflect such key obstacles as the lack of full global industry collaboration and diffi-
culties in convincing stakeholders, including shippers and freight forwarders, of its value.
These issues, along with high costs and limited incentives, exemplify the organisational
and economic barriers that can hinder blockchain adoption in complex ecosystems [11].
Moreover, a literature review, coupled with expert consultations conducted for this study,
highlights several barriers, including technological barriers, such as difficulties in inte-
grating blockchain with existing IT systems, and organisational hurdles, e.g., resistance to
change and a general lack of understanding about blockchain among employees. Addition-
ally, regulatory and legal ambiguities related to blockchain technology present significant
impediments, deterring its broad implementation in freeports. However, no study has
yet explored the barriers to blockchain adoption specifically in freeport operations. While
research in maritime and supply chain contexts has identified key barriers, their interre-
lationships have been inadequately explored. Understanding these interrelationships is
crucial because the interconnected barriers often amplify each other, making it difficult to
address them in isolation. Existing methods fail to effectively handle the uncertainty and
variability inherent in these complex interdependencies, limiting their ability to provide
actionable insights. To bridge these research gaps, this study aims to develop an innovative
methodology for evaluating the barriers to blockchain adoption in freeports. Specifically, it
seeks to answer the following key research questions:

1. What are the primary barriers to blockchain adoption in freeport operations, and how
do these barriers influence one another?

2. What methods can be employed to systematically evaluate these barriers while ad-
dressing uncertainty?

3. How can the findings inform policymakers and stakeholders in developing effective
strategies for blockchain implementation in freeports?

Initially, this study undertakes a comprehensive literature review within the realms
of freeports, maritime operations, and supply chains to identify common barriers to
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blockchain adoption. Subsequently, it involves professionals with expertise in both
blockchain technology and freeport operations to assess the causal relationships among
the identified barriers through a semi-structured survey based on the Decision-Making
Trial and Evaluation Laboratory (DEMATEL). Furthermore, this study applies a hybrid
DEMATEL and Bayesian Network (DEMATEL-BN) methodology to construct a causal
network and probabilistic model, combining the DEMATEL findings and BN’s capabilities
for learning and inference, with the BN structure parameterised using the ranked nodes
approach. The model’s consistency is confirmed through sensitivity analysis.

The rest of the paper is structured as follows: Section 2 reviews blockchain adoption
in freeport-related industries, barrier assessment methods, and adoption barriers, and
highlights the study’s novel contributions. Section 3 outlines the methodology designed for
this study, including the steps for barrier identification, assessment, and sensitivity analysis.
Section 4 demonstrates the practical application of these steps, while Section 5 discusses
the implications of this research. Finally, Section 6 concludes the paper.

2. Literature Review
This literature review is divided into four subsections. It provides an overview of re-

search on blockchain adoption in industries relevant to freeports, established and emerging
methodologies for analysing its adoption barriers, and the examined barriers in existing
literature. Finally, it outlines the novel contributions of this study.

2.1. Blockchain Adoptions in Related Industries

Although digital transformation in freeports is gaining attention in the industry, aca-
demic investigation in this area is very limited, particularly research focusing on the
potential of blockchain to enhance efficiency and security in freeport operations. Wang
et al. [1] formulated an innovative conceptual framework illustrating a generic freeport
model supported by 5G technology. Several studies have examined blockchain’s trans-
formative role in the Hainan FTP. For instance, Liu and Wu [3] examined blockchain’s
application in Hainan’s intelligent port logistics, offering insights into how blockchain
technology can revolutionise logistics and trade in free trade zones. Shi and Fan [4] focused
on the rapid development of cross-border e-commerce within the Hainan FTP, identify-
ing blockchain as a solution to challenges such as information service inefficiencies and
payment security. They proposed a blockchain-based supply chain information service
platform tailored to Hainan’s local needs and free trade policies. Similarly, Tian et al. [6]
explored the strategic implications of incorporating blockchain in the Hainan FTP’s supply
chain network, suggesting that its adoption significantly influenced global supply chain
redesign and pricing strategies.

Given the scarcity of research on freeport operations, the literature review broadens
its scope to include maritime and supply chain studies. Blockchain technology is increas-
ingly recognised as a transformative force in both the maritime industry and supply chain
management (SCM), offering unparalleled transparency, efficiency, and security [12]. It en-
hances logistics and supply chains by enabling secure, real-time information exchanges and
automating transactions via smart contracts. Key applications include tracking product ori-
gins, managing product flow, forecasting demand, reducing fraud, providing open access
to supply chain data, minimising environmental impact, and streamlining transactions [13].
These applications often intersect, offering comprehensive improvements in SCM. Ac-
cording to the study by Han and Fang [14], blockchain technology transformed supply
chain finance by modernising traditional methods and fostering new models, enhancing
green practices and risk management, and promoting transparent, efficient, and sustainable
operations across different industries. Despite its potential, technological, organisational,
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and environmental challenges hinder its broad adoption in SCM, keeping blockchain in
SCM at an early stage of development. For example, adopting blockchain technology may
reduce the demand from privacy-sensitive customers, even if they do not use blockchain
traceability services, despite the increase in the product’s retail price due to blockchain
adoption [15].

Blockchain use cases have been steadily developed and tested in the maritime indus-
try since 2017, particularly in documents, operations, finance, and insurance, while also
pointing to its synergy with IoT and smart grids for more secure and efficient maritime
operations [16]. Shin et al. [17] delved into blockchain’s specific applications within the
maritime and shipping sectors, pinpointing document management, transaction over-
sight, and operational enhancements as key areas of implementation. Kapidani et al. [18]
analysed expert opinions from two developing countries, Montenegro and South Africa,
to highlight the benefits, uncertainties, and knowledge gaps associated with blockchain
implementation in emerging maritime economies. In recent studies, Zhang et al. [19]
proposed an improved blockchain-based cold chain traceability system for marine fish-
ery vessels, using the Node-grouped and Reputation-evaluated Practical Byzantine Fault
Tolerance (NR-PBFT) consensus algorithm to enhance the reliability and efficiency of the
blockchain system. H. Li et al. [20] used a hotelling model to examine the pricing strategies
and blockchain technology investment preferences of two competitive shipping platforms
across three scenarios: neither platform invests, only one platform invests, and both plat-
forms invest. Meanwhile, Z. Li et al. [21] used a game model to analyse the investment and
subsidy strategy for low-carbon port operations, considering the effectiveness of blockchain
in enhancing cargo owners’ low-carbon trust.

Current research outlines a promising yet challenging path ahead for blockchain in
enhancing the transparency, efficiency, and sustainability of freeport operations, as well
as the relevant supply chains and maritime transport. The exploration of blockchain’s
potential, coupled with strategies to overcome its adoption barriers, is crucial in realising
its full benefits across these sectors. However, the existing literature lacks a thorough
quantitative analysis of the risks and obstacles associated with blockchain applications.
As an exploratory study, Nguyen et al. [22] assessed potential risks in container shipping
blockchain information systems with inputs from the industry, using a network model and a
quantitative analysis with probabilistic indexes for multi-event risk scenarios. Nevertheless,
their study presupposed blockchain’s adoption, neglecting the pre-adoption phase barriers.
Additionally, their methodology relied on expert-provided probabilities to assess the
likelihood of causal connection among different risk events and overlooked the magnitude
of the risks themselves. A more thorough approach is required to address these limitations.
This study enriches the discourse by proposing a new method to identify and evaluate
critical obstacles to blockchain adoption, specifically within the freeport context, offering
valuable insights into facilitating its broader integration.

2.2. Methods for Assessing Barriers to Blockchain Adoptions

Existing research on blockchain application barriers employs both qualitative and
quantitative methodologies, with qualitative approaches such as literature reviews, case
studies, and thematic analyses being particularly prevalent. For instance, Mohammed
et al. [23] utilised a systematic literature review of 52 articles from 2016 to 2021 to craft
a conceptual framework that outlines the enablers, benefits, and challenges of adopting
blockchain in food supply chains. Similarly, Sargent and Breese [24] conducted a structured
literature review of 76 articles to identify major barriers to blockchain adoption in supply
chains, while Moretto and Macchion [25] engaged with blockchain providers and compa-
nies in the fashion sector to evaluate perspectives on adoption influencers and obstacles, as
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well as the effects on supply chain variables. Nonetheless, these qualitative methods fall
short in evaluating the importance of various criteria and their interrelationships.

Some studies resort to more sophisticated Multi-Criteria Decision-Making (MCDM)
techniques. Table 1 showcases the MCDM methods used in the referenced literature,
highlighting their respective benefits and drawbacks. Although these methods offer valu-
able insights for identifying and prioritising key barriers against the implementation of
blockchain technology, each has inherent limitations. For example, the Analytic Hierarchy
Process (AHP) and Delphi are inadequate for analysing interdependencies among the
influential factors. Interpretive Structural Modelling (ISM) identifies relationships between
the factors but is restricted to transitive relationships, lacks the ability to quantify the
strength of these relationships, and does not classify them into cause-and-effect groups.
In contrast, DEMATEL effectively analyses complex systems with interdependencies and
causal relationships. However, as with other MCDM methods discussed above, it does
not address uncertainty or variability in these interrelationships and lacks adaptability for
dynamic scenario analysis, limiting its applicability in formulating actionable strategies.

Table 1. MCDM methods used in existing research.

Methods References Advantages Limitations

AHP [26–29] Priorities multiple criteria.

Sensitive to inconsistent data;
time-consuming and complex to

collect data; cannot reflect
interrelationships among

multiple criteria.

DEMATEL [26,30–32] Reflects causal structure
among multiple criteria.

Time-consuming and complex to
collect data.

Delphi [29,31,33] Consensus-driven; can be
conducted remotely.

Time-consuming; results can be
influenced by dominant

individuals; may not
reach consensus.

ISM [32,34] Analyses relationships
between system elements.

Time-consuming and complex to
collect data; limited to transitive

relationships and unable to
quantify their strength; cannot

classify factors into
cause-and-effect groups.

Best-Worst
Method (BWM) [33,35]

Efficient data collection;
fewer comparisons; easy

to use.

Cannot reflect interrelationships
among multiple criteria.

Recognising the limitations of traditional MCDM methodologies, hybrid emerging
models have been proposed to overcome these challenges by integrating advanced quanti-
tative methods, such as BNs. Specifically, the combination of DEMATEL and BN is selected
for its superior capacity to delineate and quantify the complex interdependencies and
uncertainties that characterise blockchain adoption scenarios. As a kind of MCDM tool,
DEMATEL was first proposed by the Battelle Memorial Institute at the Geneva Research
Center [36]. DEMATEL visualises complicated, structural, and causal relationships with a
matrix and graph and can convert a relationship between causes and effects of criteria into
a unique structural model [37]. It has been widely applied in evaluating key success factors
or barriers in many emerging issues [38,39]. While DEMATEL uses “influence intensity” to
measure the impact of one element on another, the Weighted Influence Non-linear Gauge
System (WINGS) method, inspired by DEMATEL and first introduced by Michnik [40], in-
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corporates a second measure: “strength of elements”. However, WINGS has been criticised
for its limitations in handling uncertain information [41], particularly uncertainties related
to the strength of elements. Additionally, due to its static nature, WINGS fails to account
for consistency, where changes in one element’s strength should affect another if they
share a strong causal relationship. This study integrates BN with DEMATEL to address
these limitations.

BN theory, introduced by Pearl [42], employs a probabilistic graphical model to
evaluate the importance of variables and their interconnections while accounting for system
uncertainties [43–45]. Among various risk assessment techniques, BN stands out for its
superior capabilities in learning and inference, offering robust data tolerance and enabling
both backward and forward risk diagnosis and predictive analysis [46–48]. These attributes
make BN particularly adept at overcoming DEMATEL’s limitations in handling probabilistic
assessments and uncertainties.

On the other hand, constructing a BN based on the opinions of decision-makers
presents significant challenges, especially when a large converging connection of multiple
parent nodes exists. This convergence results in an exponential increase in the complexity
of CPT, exceeding expert capacity. Often, these decision-makers struggle to differentiate
between direct and indirect causal relationships, which can result in inconsistencies and
the formation of cycles in the BN model. Moreover, when multiple decision-makers are
involved, their opinions may conflict, leading to divergent and contradictory inputs. This
issue becomes particularly problematic when attempting to amalgamate these varying
opinions into a cohesive decision-making support model. To address these complexities,
it is crucial to adopt a systematic approach like DEMATEL. This method leverages the
knowledge of decision-makers in a structured manner, enabling the effective identification
and integration of their insights into the BN construction process [49]. Additionally, this
study incorporates the ranked nodes method introduced by Fenton et al. [50] into the
DEMATEL-BN approach to address the complexity of configuring CPTs based on expert
opinions. This method relies on minimal expert elicitation to construct CPTs, reducing
the need for significant subjective judgement. Other methods sharing this characteristic,
such as the symmetric model [51,52] and the noisy-or approach [53], are limited to Boolean
nodes with binary states. In contrast, the ranked nodes approach stands out by enabling
analysis across multiple states, which better aligns with real-world scenarios.

Although some studies have applied the combination of DEMATEL and BN across
various fields, such as safety management in the high-tech industry [49], smart Product Ser-
vice System (PSS) design [51], supplier selection for a large automobile manufacturer [54],
and marine ranching risk management [53], to the authors’ best knowledge, there are no
relevant studies in the context of freeports, and the applications of DEMATEL-BN are
highly context-specific. This highlights the need for further investigation on how to adapt
the DEMATEL-BN approach to best fit the new field of blockchain barriers in freeports.
This research pioneers the application of the hybrid approach to formulating a compre-
hensive framework enabling the assessment of barriers affecting blockchain applications
in freeports. Additionally, this study enriches the limited research that integrates DEMA-
TEL and BN with a clear and comprehensive framework. It specifically elaborates on the
processes of causal network construction and refinement, BN parameterisation, and the
model’s consistency test. In doing so, it establishes best practices that can be applied to
similar research challenges. Such benefits can be achieved through the development of the
proposed new methodology in Section 3.
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2.3. Barriers to Blockchain Adoption

To identify critical barriers to blockchain adoption in freeports, this study broadens
the literature review to include the relevant applied contexts, such as ports, maritime, and
supply chains, given the limited research specifically focused on freeports. Consequently,
Table 2 presents barriers to blockchain implementation examined in relevant research across
various scenarios, including manufacturing, e-commerce, container shipping, and diverse
supply chain types. It provides a comprehensive view of the challenges in integrating
blockchain technology in these areas. However, the frequency of occurrence of these barriers
varies, and some have not been explicitly defined in the existing literature, highlighting
the need for further refinement. The barriers chosen for this study will be presented and
explained in the next section.

Table 2. The examined barriers in the existing research.

No. Barriers [30] [35] [26] [55] [31] [32] [56] [27] [23] [24] [25] [28] [29] [57] [34]

B1 Legal and
regulatory
challenges

Y Y Y Y Y Y Y Y Y Y

B2 Lack of industry
standard

Y Y Y Y Y Y Y Y Y Y Y Y Y

B3 Lack of
scalability

Y Y Y Y Y Y Y Y

B4 Concerns about
data security
and privacy

Y Y Y Y Y Y Y Y Y Y

B5 Lack of trust Y Y Y Y Y Y Y Y

B6 Lack of
stakeholder
collaboration

Y Y Y Y Y Y Y Y Y Y Y

B7 Lack of
technology
capacity
resources

Y Y Y Y Y Y Y Y Y

B8 Lack of
knowledge
and expertise

Y Y Y Y Y Y Y Y Y Y Y Y Y Y

B9 High investment
cost

Y Y Y Y Y Y Y Y Y Y Y Y Y

B10 Lack of
interoperability

Y Y Y Y

B11 Business model
and road map

Y

B12 Operational
challenges

Y Y

B13 Lack of
management
support

Y Y

B14 Framework
complexity

Y
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Table 2. Cont.

No. Barriers [30] [35] [26] [55] [31] [32] [56] [27] [23] [24] [25] [28] [29] [57] [34]

B15 The majority
attack

Y

B16 Culture of an
organisation

Y

B17 Management,
social, or
cultural issues

Y

B18 Market
competition and
uncertainty

Y

2.4. New Contributions

The new contributions of this paper are as follows:

(1) Pioneering BN for blockchain adoption analysis.

This study introduces the use of a BN inference mechanism in analysing blockchain adop-
tion, presenting a novel quantitative model that enables probabilistic prediction of the
internal strength of barriers to blockchain adoption in freeports under uncertainty.

(2) Integrating DEMATEL and BN.

By integrating the DEMATEL and BN methods, this study offers a systematic approach
to identifying and quantifying the interrelationships among blockchain adoption barriers.
This integrated model makes a valuable contribution to systems analysis by offering a
robust framework for understanding and addressing the multifaceted nature of factors
within complex systems.

(3) Applying the ranked nodes approach.

The ranked nodes approach is applied to configure Conditional Probability Tables (CPTs)
within the DEMATEL-BN model. This innovation minimises reliance on expert-assigned
probabilities, reducing uncertainty while maintaining the BN model’s capacity to account
for multi-state effects.

(4) Analysing the blockchain application in the freeport context.

From an applied research perspective, this study pioneers the exploration of blockchain
application in the freeport context, offering actionable managerial insights into the most
interactive and essential barriers to blockchain application and the combined effects of
these barriers.

3. Methodology
This section comprises four subsections, outlining the interactive steps to formulate its

logic flow. The first subsection presents the proposed framework for this study, the second
presents the most commonly examined barriers identified from the literature review, and
the last two sections elaborate on the detailed steps of barrier assessment and sensitivity
analysis, respectively.

3.1. The Proposed Framework

This study integrates DEMATEL and BN to develop a new model for assessing barriers
to blockchain technology application and applies it in the freeport context. Compared to
the traditional DEMATEL approach, the BN component offers a significant advantage by
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effectively addressing uncertainty and variability in the interrelationships among barriers.
The proposed framework is presented in Figure 1. First, key barriers to the adoption of
blockchain in supply chains and maritime scenarios are identified through a systematic
literature review. In the barrier assessment stage, the DEMATEL approach is employed
to evaluate the causal relationship among the identified barriers. It leverages expert
insights with interdisciplinary knowledge in freeports and blockchain. The total influence
matrix derived from DEMATEL forms the basis for constructing the causal network of
the following BN model, thereby enhancing BN with a systematic approach to gathering
expert judgment. Additionally, CPTs are generated using the ranked nodes approach,
which further advances the DEMATEL-BN model by addressing the uncertainty of expert-
assigned probabilities. The consistency of the model is subsequently verified through
sensitivity analysis.
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3.2. Barrier Identification

From the 18 barriers listed in Table 2, this study selected the 10 most frequently
examined barriers (B1 to B10) to analyse their interrelationships. The remaining eight
barriers were excluded due to their low frequency of appearance in the literature, occurring
no more than twice, and vague definitions. This selection aligns with the majority of existing
studies on interrelationship analysis of barriers to blockchain adoption. For instance,
Govindan, Khan et al., and Nguyen et al. [30,31,57] analysed 10 barriers, while Balci and
Surucu-Balci [34] examined 8. Table 3 provides descriptions of the identified barriers.
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Table 3. Descriptions of the identified barriers.

No. Barriers Descriptions

B1 Legal and regulatory challenges
Users and operators of blockchain face uncertainty due to the

absence of established legal frameworks, resulting in
regulatory challenges.

B2 Lack of industry standard
Varied global practices regarding product standards, taxation,

and customs regulations make integrating these rules into
blockchain networks challenging across different jurisdictions.

B3 Lack of scalability

The restricted block size and increasing transaction volumes
strain the network, requiring more nodes for processing. This

limitation can lead to network slowdowns as transaction
volumes surge.

B4 Concerns about data security
and privacy

Cyber threats pose risks of unauthorised data access and
dissemination. Moreover, businesses may hesitate to disclose

sensitive information due to concerns about competitive
advantage and privacy breaches.

B5 Lack of trust Industry stakeholders exhibit a lack of confidence in
blockchain technology, undermining its widespread adoption.

B6 Lack of stakeholder collaboration Bringing together relevant parties to establish private
distributed networks proves challenging in many instances.

B7 Lack of technology
capacity resources

Limited internet speed, storage capacity, and digital platform
availability impede blockchain adoption.

B8 Lack of knowledge and expertise

Blockchain technology is nascent, leaving many stakeholders
unaware of its economic implications. Organisations struggle
with the complexities of implementation, requiring specialised

technical expertise and infrastructure.

B9 High investment cost
The substantial costs associated with building the blockchain
infrastructure and management capabilities deter adoption,

particularly for small and medium-sized enterprises.

B10 Lack of interoperability

Interoperability refers to the ability of different blockchains to
communicate and share information effectively.

Incompatibility among various blockchain projects written in
different languages and on diverse platforms leads to network

isolation and information asymmetry, hindering seamless
communication and collaboration.

3.3. Barrier Assessment

A DEMATEL-BN model is implemented to evaluate the causal relationships among
the identified barriers using the following steps. For a detailed illustration of this process,
please refer to Section 4.2.

(1) A DEMATEL-based survey is conducted to rate direct causal relationships among
the identified barriers using expert opinions. A scale from 0 to 4 is used to indicate
the influence level (aij) of the ith identified barrier on the jth, where “0” stands for no
influence and “4” stands for very high influence.
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(2) Equations (1)–(4) are used to compute the direct relation matrix and total relation
matrix [30,58]. In particular, the initial relationship matrix A is established for a total
of n barriers, as shown in Equation (1).

A =


0 · · · a1n
...

. . .
...

an1 · · · 0

 (1)

The normalising factor K and the normalised matrix N are calculated according to
Equations (2) and (3).

K = 1/max1≪i≪n

n

∑
j=1

aij (2)

N = K × A (3)

The total influence matrix T (T =
[
tij
]
) is obtained according to Equation (4).

T = N × (I − N)−1 (4)

where “I” signifies the unit (identity) matrix.
Based on the total influence matrix, the DEMATEL causal influence graph can be set

up with “R + C” on the x-axis and “R − C” on the y-axis, where R is the sum of rows and C
is the sum of columns for each barrier, as depicted in Equations (5) and (6).

R = [ri]n×1 =

[
n

∑
j=1

tij

]
n×1

(5)

C =
[
cj
]

1×n =

[
n

∑
i

tij

]
1×n

(6)

(3) In this step, the total influence matrix of DEMATEL is utilised to establish a basis for
constructing a Directed Acyclic Graph (DAG) as a preparatory step for building a
BN model. With tij representing the intensity of total influence that one barrier has
on another, this process consists of connecting all causal relations where tij exceeds
a certain threshold value and refining the network by removing cycles [49,59]. This
threshold is determined to ensure that the network connects the identified barriers as
extensively as possible while minimising the occurrence of cycles and reverse arcs. It
preserves the network’s logical consistency and focuses on significant interactions.

(4) In this study, five mutually exclusive and collectively exhaustive states are defined for
the internal strength of all barriers within the constructed network: very high (VH),
high (H), moderate (M), low (L), and very low (VL). This classification aligns with
previous risk studies employing a BN-based methodology [49,60,61].

(5) In this step, CPTs are produced by employing the ranked nodes method. This method
determines the probabilities of a child node utilising a weighted function derived
from the values of its parent nodes. Ranked nodes represent discrete variables with
states expressed on an ordinal scale, which can be translated into a continuous and
monotonically ordered bounded numerical scale. In this study, the Doubly Truncated
Normal Distribution (TNormal) is applied to model ranked causes using the Weighted
Mean (WMEAN). Unlike the standard normal distribution, which extends from nega-
tive to positive infinity, the TNormal distribution is bounded by specific endpoints. It
is denoted as TNormal (mu, sigma, lower, upper), where ‘mu’ represents the WMEAN
based on the parent nodes’ values, and ‘sigma’ determines the central tendency and
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uncertainty for the child node’s conditional probability distribution. The ‘lower’
and ‘upper’ parameters are used to set the finite range of the child node’s value, for
instance, between [0, 1]. This study parameterises the TNormal distribution using
outputs from DEMATEL, a method proven effective in previous research [49,54,62].
Specifically, the initial average matrix from the DEMATEL approach is used to derive
the weights of parent nodes for each child node. Standard Deviation (SD) values
are calculated based on the initial relationship matrices from experts. The parameter
‘sigma’ is calculated by normalising the summed SD values for the parent nodes.

Given a set of causes X containing ranked nodes Xi(i = 1, 2, · · · , n), Equation (7)
computes the probability distribution of Y:

p(Y|X) = TNormal[WMEAN(X), sigma, 0, 1] (7)

where Xi are the parent nodes of Y.

3.4. Sensitivity Analysis

A sensitivity analysis is performed to examine the impact of minor input changes
on the corresponding outputs. This analysis is crucial to establish the robustness of the
methodology and its capacity for logical inference. To be considered robust, the sensitivity
analysis has to satisfy the following two axioms [46,47,63]. Specifically, the process involves
systematically adjusting the prior probabilities of each parent node and computing the
updated expected utility of the corresponding child node. These utility values are evaluated
in relation to anticipated changes or trends, guided by the established axioms.

• Axiom 1. A nominal increase or decrease in the prior probabilities of each parent node
(representing the strength of each parent barrier) should correspondingly lead to an
increase or decrease in the posterior probability of each child node (representing the
strength of each child barrier).

• Axiom 2. The cumulative impact of probability changes in a set of evidence should
not be less than the impact derived from any of its subsets.

4. Model Application and Analysis of Results
This section demonstrates the application of the designed framework in real-world

freeport operations in the subsequent three subsections.

4.1. Survey Participants

The survey targeted industrial experts with cross-disciplinary experience in blockchain
technology and freeport operations. However, professionals with dual expertise in
blockchain and specific industries, particularly freeports, are rare due to the nascent stage
of blockchain applications in this domain. Consequently, three experts who fulfilled these
criteria participated in the survey. Despite the small sample size, their extensive experience
and specialised knowledge add significant value and credibility to the findings. This
reflects the good practices of existing studies in the field regarding the number of experts
used to support a DEMATEL analysis. For instance, Feng et al., Kaya et al., and Yazdi
et al. [49,51,62] collected data from three experts, while Gan et al. [64] obtained data from
four experts. The credentials of the three experts are presented in Table 4. In the first
section of the survey, open-ended questions were used to gather experts’ perspectives on
the reasons behind freeports’ reluctance to adopt blockchain technology. Their insights
provided specific clarifications on some of the identified barriers, as detailed in Table 5.
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Table 4. Expert credentials.

Expert No. Role/Involvement
with Freeports

Years of Experience
in Freeports

Role/Involvement
with Blockchain
Technology or IT

System
Development

Years of Experience
with Blockchain
Technology or IT

System
Development

1

Involved in a UK
Freeport bid,
emphasising
digitalisation.

1 year

Involved in strategy
development,

facilitating
blockchain

applications, and
Oracle platform
development in

maritime.

10 years

2

Involved in the
informatisation

construction of a
Chinese Freeport,

formulating import
and export business

system rules, and
organising research
and development of

related systems.

12 years

Minister of Digital
Industry. Involved in

several blockchain
application projects,

understanding
blockchain

applications in
various industries,
e.g., digital assets,
supply chain, and
certificate storage,

familiar with public
chain consensus,

security standards,
and development

tools.

5 years

3 Working in an
African Freeport. 5 years

Information and
Communication
Technology (ICT)

Engineer.

5 years

Table 5. Expert interpretations of the identified barriers.

No. Barriers Freeport Expert Interpretations

B1 Legal and regulatory challenges Blockchain risks include potential disruptions to existing
management and regulatory frameworks (Expert 2).

B4 Concerns about data security
and privacy

Blockchain comes with risks, necessitating robust data
protection supported by stringent security measures

(Expert 1).

B7 Lack of technology
capacity resources

Obstacles to blockchain adoption include technical
complexities (Expert 2).

B8 Lack of knowledge and expertise
Technical complexities require specialised expertise (Expert 2);
challenges of adopting blockchain include limited technical

professionals and a lack of established applications (Expert 3).

B9 High investment cost

Obstacles to blockchain adoption include high development
costs (Expert 2); businesses prioritise return on investment, yet

few have demonstrated substantial profitability from
blockchain applications (Expert 3).
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4.2. Assessing Barriers to Blockchain Adoption in Freeports

The implementation of the designed process to assess the interrelationships among
the barriers, along with the results, is outlined as follows:

(1) The total influence matrix. Appendix A displays the initial matrices from the three
experts and their average initial matrix. The total influence matrix was derived
using Equations (1)–(4) (refer to Section 3.3), with K = 0.040541, illustrated in Table 6.
According to Equations (5) and (6), the following indicators were computed using
the total influence matrix: the sum of the degree of driving (R), the sum of the degree
of being influenced (C), the degree of central role (R + C), and the degree of relation
(R − C), as presented in Table 7. Consequently, Figure 2 illustrates the causal and
effect graph with R + C as the horizontal axis and R − C as the vertical axis. All causal
barriers (B4, B5, B7, and B10) are positioned above the horizontal axis, while the effect
barriers (B1, B2, B3, B6, B8, and B9) are located below it. The R + C axis represents the
varying central roles of barriers. Those positioned farther along the axis have a more
central role, such as B9, interacting with many other barriers.
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Table 6. The total influence matrix.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

B1 0.7234 0.8582 0.7387 0.6670 0.5224 0.8580 0.6825 0.7781 0.9546 0.5992
B2 0.9102 0.8308 0.8222 0.7423 0.5732 0.9295 0.7956 0.8653 1.0476 0.6704
B3 0.8313 0.8466 0.6734 0.6638 0.5174 0.8796 0.7132 0.7884 0.9678 0.6070
B4 0.9576 0.9907 0.8651 0.7055 0.6474 1.0261 0.8365 0.9210 1.1066 0.7402
B5 0.9612 1.0160 0.8897 0.8147 0.5702 1.0416 0.8483 0.9010 1.1441 0.7499
B6 0.9686 1.0122 0.8867 0.7999 0.6531 0.9181 0.8346 0.9202 1.1502 0.7574
B7 0.9807 1.0129 0.9093 0.8090 0.6377 1.0162 0.7701 0.9547 1.1754 0.7546
B8 0.9136 0.9550 0.8467 0.7523 0.6013 0.9569 0.8301 0.7927 1.0889 0.7130
B9 1.0301 1.0526 0.9551 0.8319 0.6668 1.0774 0.8901 0.9796 1.0678 0.7535
B10 0.8542 0.9055 0.8023 0.7016 0.5588 0.9283 0.7662 0.8441 1.0112 0.5911
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Table 7. The sum of the degree of driving and being influenced.

R C R + C R − C

B1 7.3821 9.1309 16.5130 −1.7488
B2 8.1871 9.4805 17.6676 −1.2934
B3 7.4885 8.3892 15.8777 −0.9007
B4 8.7967 7.4880 16.2847 1.3087
B5 8.9367 5.9483 14.8850 2.9884
B6 8.9010 9.6317 18.5327 −0.7307
B7 9.0206 7.9672 16.9878 1.0534
B8 8.4505 8.7451 17.1956 −0.2946
B9 9.3049 10.7142 20.0191 −1.4093

B10 7.9633 6.9363 14.8996 1.0270

(2) The causal network. As detailed in Section 3, the total influence matrix from Table 6
was utilised to develop the causal network for BN. After incrementally testing all
possible values (0.8, 0.9, and 1) using a probing approach, a threshold of 1 was found
to be the most effective, as it resulted in a structural network that connected the
majority of the identified barriers while minimising the occurrence of cycles and
reverse arcs. Figures 3 and 4 illustrate the directed graphs for thresholds 0.9 and 1,
respectively. Notably, although connecting all identified barriers, a significant number
of cycles emerge when the threshold is set at 0.9 or lower, making it ineffective for
constructing a DAG. Specifically, the directed graph for threshold 0.9 consists of
31 cycles, including two self-loops. In contrast, applying threshold 1 significantly
reduces the cycles to just 4: B9→B6→B9, B9→B2→B9, B9→B6→B2→B9, and a self-
loop B9.
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Subsequently, the initial network, established with a threshold of 1, was refined and
converted into a DAG to serve as the foundation for building a BN model. Aside from
the self-loop at B9, the refinement involved removing two reverse arcs with relatively
lower influence values: one from “B2 Lack of Industry Standard” to “B9 High Investment
Cost” (1.0476) and the other from “B9 High Investment Cost” to “B6 Lack of Stakeholder
Collaboration” (1.0774). The refined causal network is depicted in Figure 5. This revised
network consists of nine factors, excluding the “B3 Lack of Scalability” barrier due to its
absence of any causal relationships exceeding the threshold of 1.
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(3) The CPT configuration. To parameterise the BN structure based on TNormal (mu,
sigma, lower, upper), the initial average matrix from the DEMATEL approach was
used to derive the weights of parent nodes for each child node (see Table A4 in the
Appendix A). Taking the barrier “Lack of industry standard (B2)” as an example,
the weights of its four parents (B5, B6, B7, and B9) were deduced from a numerical
set (3.0000, 3.0000, 2.6667, and 3.0000), resulting in normalised weights of (0.2571,
0.2571, 0.2286, and 0.2571). On the other hand, the SD values were calculated and
added up for each child node, as presented in Table 8. The summed SD values were
further normalised to be used as an input (sigma) for the TNormal distribution. For
instance, the SD values of parent nodes of B2 are (0.0000, 0.0000, 0.5774, and 1.0000).
The normalisation, achieved by dividing their sum by the total of (3.0000, 3.0000,
2.6667, and 3.0000), resulted in a value of 0.1352.

Thus, B2 = TNormal(0.2571×B5+ 0.2571×B6+ 0.2286×B7+ 0.2571×B9, 0.1352, 0, 1).
The GeNIe 4.1 academic software (https://www.bayesfusion.com) (accessed on 19 December
2023) was used to configure the BN parameters, as this software supports the TNormal function
natively. The BN structure, configured through the ranked nodes method, is illustrated in
Figure 6. This figure illustrates the predictive probabilities for each state of the child nodes (B1,
B2, B6, and B9) when the internal strength of all causal barriers (B4, B5, B7, B8, and B10) is set to
100% very low.

https://www.bayesfusion.com
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Table 8. SD values in three experts’ assessments.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

B1 0.0000 0.0000 1.0000 2.0000 1.1547 1.1547 0.5774 0.5774 1.0000 0.5774
B2 0.0000 0.0000 1.1547 2.0817 1.1547 0.5774 0.5774 0.5774 0.0000 1.1547
B3 1.5275 0.5774 0.0000 2.0817 1.0000 1.0000 0.0000 0.5774 1.0000 0.5774
B4 1.5275 1.1547 1.7321 0.0000 2.0817 0.5774 1.5275 1.5275 1.5275 1.1547
B5 1.1547 0.0000 0.5774 2.3094 0.0000 0.5774 1.1547 1.1547 1.1547 1.1547
B6 1.1547 0.0000 0.5774 2.0817 2.0817 0.0000 1.0000 1.1547 0.5774 1.5275
B7 1.5275 0.5774 0.5774 2.0817 1.5275 1.1547 0.0000 0.0000 0.0000 1.1547
B8 1.1547 0.5774 0.5774 2.0000 1.5275 1.1547 0.0000 0.0000 0.5774 1.1547
B9 0.5774 1.0000 0.5774 2.0817 2.0000 0.5774 0.5774 1.0000 0.0000 1.1547
B10 1.0000 0.5774 0.5774 2.0817 1.1547 0.0000 1.1547 1.5275 1.5275 0.0000
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4.3. Sensitivity Analysis Results

The fulfilment of the two axioms was demonstrated through the following process,
with Table 9 providing an example of B9. Initially, each parent node experienced a minor
adjustment of 10%, redistributed from VL (−10%) to VH (+10%). The consequent change
in the expected utility of the corresponding child node was computed. This calculation
revealed that the value of a child node varied in direct proportion to the changes in its
parent nodes’ values. Specifically, the values 0.2831, 0.2850, 0.2893, 0.2819, and 0.2825 are
all greater than the original value of 0.2777, thereby satisfying Axiom 1. Subsequently,
for Axiom 2, the expected utility values of the child node were recalculated with a 10%
reallocation in multiple parent nodes. This process confirmed the attainment of Axiom 2,
as the values follow the progression 0.2777 < 0.2947 < 0.3012 < 0.3160 < 0.3162. Building
on the works of Fan et al., Li et al., and Yang et al. [46,47,63], the consistency of the trends
demonstrates that the sensitivity analysis results meet the set axioms, thereby supporting
the verification of the model.
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Table 9. Sensitivity analysis results (B9).

B4 B5 B7 B8 B10 B9

/ / / / / 0.2777
10% / / / / 0.2831

/ 10% / / / 0.2850
/ / 10% / / 0.2893
/ / / 10% / 0.2819
/ / / / 10% 0.2825

10% 10% / / / 0.2947
10% 10% 10% / / 0.3012
10% 10% 10% 10% / 0.3160
10% 10% 10% 10% 10% 0.3162

5. Implication and Discussion
The implications of the developed model are manifold and significant for decision-

makers and practitioners. Although existing research has identified many challenges in
integrating blockchain technology across various contexts, the methodologies applied
have intrinsic limitations, with only a few studies successfully addressing the interrela-
tionships among these challenges [26,30–32,34,57]. Understanding these interrelationships
is essential for developing integrated solutions to address these challenges effectively.
Moreover, no prior studies have specifically explored the emerging context of freeports,
which is distinct due to its regulatory frameworks, handling of luxury goods, and complex
stakeholder interactions.

This study addresses this gap by providing a strategic tool to evaluate the complex
interrelationships among various barriers to blockchain implementation within a freeport
system. First, by identifying the barriers that hold a central role within a freeport system,
attention and funding can be efficiently directed to the most influential factors for sub-
stantial improvements. For instance, high investment costs (B9) emerge as the primary
barrier requiring attention due to their central position in the system. Given businesses’
focus on return on investment, demonstrating the tangible financial benefits of blockchain
applications becomes crucial. A recommended strategy involves developing a phased im-
plementation plan, starting with pilot projects to showcase immediate value and scalability
potential, thereby attracting further investment and support for broader integration.

Second, the ability to differentiate between causal and effect barriers allows for a
targeted approach to managing systemic challenges. To be specific, addressing causal
barriers with the most significant influence may lead to a cascading positive effect on other
barriers, optimising the efficacy of interventions. For example, addressing the lack of trust
(B5) among partners in freeport supply chains might not only resolve that specific issue but
also help mitigate the lack of industry standard (B2), the lack of stakeholder collaboration
(B6), and high investment costs (B9). Conversely, addressing effect barriers, even those with
a central position, such as high investment costs (B9), requires implementing mitigation
measures to address their underlying causes.

Moreover, the influence of barriers on one another is not fixed but can vary across
different combinations. Therefore, freeport policymakers should avoid evaluating each
factor’s influence in isolation and instead consider it within specific scenarios. However,
this variability has not been addressed in current research, as highlighted in Section 2.2. In
this light, the proposed model holds significant implications for advancing factor analysis
in blockchain applications by accommodating this uncertainty. It enables a more nuanced
understanding of complex systems and promotes the integration of network analysis
and probabilistic models to examine interdependent factors and capture their dynamic,
combined effects across scenarios. In contrast, existing frameworks based on MCDM
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methods can evaluate the influence between barriers but are limited in their ability to infer
the strength of a barrier occurring based on the strength of its influential factors.

Additionally, the strength of barriers, such as the lack of technology capacity or
knowledge, varies across regions. The dynamic nature of this model makes it region-
specific, adapting to local conditions and enabling customised applications. It also offers
the flexibility to incorporate regional trends and future developments, ensuring that the
model remains relevant as local conditions evolve.

Finally, the developed model is applicable not just for the blockchain adoption scenar-
ios but also catalyses the strategic planning and implementation of broader digitalisation
initiatives within freeports and other special economic zones. It fosters economic growth
while maintaining a balance between operational efficiency and security.

6. Conclusions
This study proposed a novel hybrid methodology for assessing the barriers to

blockchain adoption in freeports, offering significant contributions both methodologically
and practically. Although numerous studies have examined the adoption of blockchain
technology across industries, the associated challenges and causal relationships remain
insufficiently addressed. Furthermore, little research has explored its implementation in
freeports. This study began with a comprehensive literature review on blockchain adoption
in maritime and supply chain activities, providing a foundation for defining the current
state-of-the-art practices in freeport operations while highlighting the advantages and
limitations of existing methods. Through the literature review, key barriers were identified.
Subsequently, a hybrid DEMATEL-BN model was employed to analyse the probabilistic
causal relationships of these barriers, effectively addressing variability across different sce-
narios. The initial influence matrices were collected from experts through a semi-structured
survey. The ranked nodes approach was applied to parameterise the model, offering the
advantage of minimising reliance on subjective probabilities assigned by experts. Finally,
the model’s consistency was verified through sensitivity analysis.

The findings of this study provide important implications for the digital transforma-
tion in freeports. First, it provides stakeholders, including freeport authorities, regulatory
bodies, logistics companies, and technology providers, with a comprehensive overview of
the primary challenges that need to be addressed to harness the full potential of blockchain
technology. Second, by identifying the causal barriers and central barriers, this study can
more effectively inform the development of targeted interventions and strategies to over-
come the most crucial obstacles, thereby speeding up the adoption process. Furthermore,
the methodology enables probabilistic inferences about the internal strength of individual
barriers, accounting for the combined influence of other barriers through dynamic sce-
nario analysis, thereby enhancing its practical applicability. Lastly, assessing the barriers
to blockchain adoption contributes to the broader discourse on digital transformation in
freeports and various logistics hubs, offering valuable insights into how digital technologies
can be effectively integrated to enhance operational efficiency and safety.

This research is limited in its scope of scenario exploration due to the early stage of
blockchain application in freeports. Future research could improve the proposed methodol-
ogy by leveraging more comprehensive datasets as they become available, enabling case
analyses across diverse scenarios in different freeports or similar contexts to improve the
framework’s practical applicability. Moreover, future research could focus on developing
strategies to address these barriers by exploring key criteria and employing quantitative
assessment methods to evaluate their effectiveness and identify the strategies that have the
most significant impact on overcoming these challenges.
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Appendix A

Table A1. The initial matrix of Expert 1.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

B1 0 3 3 4 2 2 1 2 3 2
B2 3 0 3 4 2 2 3 2 3 3
B3 4 3 0 4 2 3 2 2 3 2
B4 4 4 4 0 4 4 4 4 4 3
B5 3 3 3 4 0 3 3 3 4 3
B6 4 3 3 4 3 0 3 3 4 3
B7 4 3 3 4 3 3 0 3 4 3
B8 3 3 2 4 3 3 3 0 3 3
B9 4 3 3 4 4 4 3 3 0 3
B10 3 2 2 4 2 3 3 4 3 0

Table A2. The initial matrix of Expert 2.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

B1 0 3 2 0 0 4 1 3 4 1
B2 3 0 1 0 0 3 2 3 3 1
B3 3 2 0 0 0 4 2 3 4 1
B4 3 2 1 0 0 3 2 3 3 1
B5 3 3 2 0 0 3 3 1 4 1
B6 2 3 2 0 0 0 2 3 3 1
B7 3 2 2 0 0 3 0 3 4 1
B8 3 2 2 0 0 3 3 0 3 1
B9 3 4 4 0 0 3 3 4 0 1
B10 2 3 3 0 0 3 3 3 4 0
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Table A3. The initial matrix of Expert 3.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

B1 0 3 1 2 2 2 2 2 2 1
B2 3 0 3 3 2 2 3 3 3 1
B3 1 2 0 1 1 2 2 2 2 1
B4 1 2 1 0 3 3 1 1 1 3
B5 1 3 2 4 0 4 1 1 2 3
B6 2 3 2 3 4 0 1 1 4 4
B7 1 3 3 3 2 1 0 3 4 3
B8 1 3 3 2 2 1 3 0 4 3
B9 3 2 3 3 2 3 2 2 0 1
B10 1 3 2 1 2 3 1 1 1 0

Table A4. The average initial matrix.

B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

B1 0.0000 3.0000 2.0000 2.0000 1.3333 2.6667 1.3333 2.3333 3.0000 1.3333
B2 3.0000 0.0000 2.3333 2.3333 1.3333 2.3333 2.6667 2.6667 3.0000 1.6667
B3 2.6667 2.3333 0.0000 1.6667 1.0000 3.0000 2.0000 2.3333 3.0000 1.3333
B4 2.6667 2.6667 2.0000 0.0000 2.3333 3.3333 2.3333 2.6667 2.6667 2.3333
B5 2.3333 3.0000 2.3333 2.6667 0.0000 3.3333 2.3333 1.6667 3.3333 2.3333
B6 2.6667 3.0000 2.3333 2.3333 2.3333 0.0000 2.0000 2.3333 3.6667 2.6667
B7 2.6667 2.6667 2.6667 2.3333 1.6667 2.3333 0.0000 3.0000 4.0000 2.3333
B8 2.3333 2.6667 2.3333 2.0000 1.6667 2.3333 3.0000 0.0000 3.3333 2.3333
B9 3.3333 3.0000 3.3333 2.3333 2.0000 3.3333 2.6667 3.0000 0.0000 1.6667
B10 2.0000 2.6667 2.3333 1.6667 1.3333 3.0000 2.3333 2.6667 2.6667 0.0000
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