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ABSTRACT

Drones(a.k.a.unmannedaerialvehicles–UAV)havebecomeasocietalnorminourdailylives.
Theabilityofdronescapturehigh-qualityphotosfromanaerialviewandstoreandtransmitsuch
datapresentsamulti-facetproblem.Theseactionspossessprivacychallengestoinnocentuserswho
canbespiedonordroneowner’sdatawhichmaybeinterceptedbyahacker.Withalltechnological
paradigms,utilitiescanbemisused,andthisisanincreasingoccurrencewithdrones.Asaresult,it
isimperativetodevelopanovelmethodologicalapproachforthedigitalforensicanalysisofaseized
drone.Thispaperinvestigatessixbrandsofdronescommonlyusedincriminalactivitiesandextracts
forensicallyrelevantdatasuchaslocationinformation,capturedimagesandvideos,drones’flight
paths,anddatarelatedtotheownershipoftheconfiscateddrone.Theexperimentalresultsindicate
thatdroneforensicswouldfacilitatelawenforcementincollectingsignificantinformationnecessary
forcriminalinvestigations.
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1. INTRoDUCTIoN

Recently there has been a rapid growth in the interest of UAV technology. Unmanned Aerial
Vehicles(UAVs),commonlyreferredtoasdrones,areaircraftwithnopilotsthatcanbecontrolled
eitherremotelyorautonomouslybasedonapre-programmedflightpath.Duetothevariedusesin
civillife,thetechnologyoncereservedformilitaryusehasevolvedgreatly.Suchusesincludearea
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surveillance,inspection,surveying,unarmedcargo,andaerialphotography.Asairspacebecomes
morecongested,theriskofcollisionsincreases.Safeguardsagainstdroneincidentsarelikelytobe
considerablymorechallengingthanforconventionalaircraft.Thisincreasedcongestioncanresultin
highlevelsofsignalinterference,andhencegeneratingunreliableandintermittentdataandcontrol-
streams.Incontrolledairspace,dronescreatenewchallengesfortheinteractionsbetweenpilotsand
airtrafficcontrollers(Matyszozyk,2016).

Dronesarebecomingapopularthingtoseeinsharedusespaceorwhenevervisitingpublicevents.
Tomostpeople,adroneisoneoftwoverydifferentoftypesofpilotlessaircraft:atoy,oraweapon.
Itiseitherasmallinsect-likedeviceflyingaroundinparksoronbeachesoralargeaircraftspying
onciviliansequippedwithaweapon.Thefirstcategory‘recreational drones’isaimedatconsumers.
Therewerearoundtwomillionitemssoldaroundtheworldin2014,andthisisincreasingswiftly
(Clarke&Moses,2014).Thesecondcategory,‘military drones’,accountsfornearly90%ofthe
worldwidesalesofdrones(Clarke&Moses,2014).

TheDJIPhantom4,isoneofthemostpopulardronesonthemarket.TheDJIPhantom4weighs
3poundsintotalandcanflyatleast4milesawayfromitsoperatorwithoutlosingitsvideostreamor
remotecontrols.WhilethePhantomcancarryjustover1poundwhileinflight,itsbeefierbrother,
theDJIS900,hasamaximumpayloadofjustunder7pounds.Anyonelookingtospendabout$2000
dollarstopurchaseonecanlikelyflyoveraprisonyard,anddeliverasizeableillicitcontraband
packagetotheirfriendsontheinside(FoxNews,2017).Dronesallowtheiruserstoaccomplishcertain
taskssuchastakinginaerialviews,orhardtoaccessspaces;whichinthepasthasprovendifficult
duetophysicalrestrictionorbarrier.Themainmotivationbehindusingdronesinthismanneris
toexploreanewwayofgainingaccesstouncharteredenvironmentstocapture(filmingortaking
pictures)ordeployresources.

Theuniquefeaturesofdroneapplicationareits’capacitytobedeployedalmostanywhere(in
theory)toconductreconnaissance,retrievedataorresources,deployresources,anditsflexibilityin
carryingdifferentpayloads.Thesefunctionalitiesexplainwhydifferentagenciesandorganizations
havelookedtowardsimplementingtheuseofdroneswithintheirservices.Forexample,theAmerican
RedCrossislookingtowardusingdronesintheirsearchandrescuemissions(McFarland,2015;
Preston,2015).InthestateofVirginia(USA),firedepartmentsareconsideringtheuseofdronesin
theessenceofspottingemergingfireandlocatinglosttourists(Preston,2015).

Withtheabilitytoreachplacesthatcannotbeaccessedphysically,andinastealthymanner,the
dronecanbeusedtoperformcriminalactivitiesforreconnaissance.Forexample,anenemymilitary
intelligencecanusedronestotakepicturesofsensitivelocalterritories.Someonecoulduseadrone
toviolatetheprivacyofotherpeoplebytakingpicturesoftheirownhomebackyard.OnJanuary
26thin2015,adronecrashedontheWhiteHouselawnbuttheincidentwasruledasanaccident
(Sanchez,2015).Thisincidenthighlightedaclearvulnerabilitythataterroristcouldhaveusedthe
functionofthedrone,suchasacameratobreachprivacy.Thematterisnotonlylimitedtothecamera
beingusedbutalsothedronecouldhavebeencarryingapayloadtocommitthemaliciousactonthe
WhiteHousegrounds.SuchnotableissuesfortheUSgovernmentisdrugsmugglingusingdrones
isanissuefortheAmericanandMexicanbordersince2010(Sanchez,2015).

Several law enforcement agencies across the globe have identified the drone as the go-to
machinerytoinfiltratejailsanddropcontrabands.Smallcommercialdronesarebeingusedtolift
packagescontainingillicitgoodssuchasguns,tosyntheticdrugsintojailsinCanada,USA,Russia,
Australia,Greece,andEngland;wheretheythreatenthesecurityofthejail(Milmo,2015)(FoxNews,
2017).Recordedincidentsincludea2011incidentwherestaffataMoscowprisonconfiscated700
gramsofheroindroppedbyadrone.In2016,ariotbrokeoutoverapackagedroppedbyadroneat
MansfieldCorrectionalInstitution(aprisoninthestateofOhio,USA).Thesameyearadronewas
discovereddroppingmobilephones,drugs,hacksawblades,andothermaterialsintoaprisoninthe
stateofOklahoma.Thethreatofdronesisnotjustlimitedtoprisons;countriesacrosstheglobeare
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onthelookoutforterroristsandothercriminalgroupsusingthisevolvingtechnologytocarryout
deadlyattacks(DroneShield,2017).

Theadverseuseofdronetechnologytocommitacrimeisgrowinginprominence.Withthe
recentoverwhelmingincreaseuseofdrones,theneedfordronedigitalforensicanalysishasbecome
anecessity.Sparseresearchhasbeenconductedinthefieldofdigitalforensicanalysisondrones
andmuchmoreworkisrequiredtocreatetoolsandtechniquesthatwillaidlawenforcementintheir
investigationindrone-relatedcrimeinordertoensurepublicsafety.Ifacrimeiscommitted,and
adroneisseizedatthecrimescene,thefollowingquestionsneedtobeanswered:Canweprove
ownership?Canwelinkthedronetothecrimeorpreviouscrimes?Whatactivitieshasthedevice
beeninvolvedinflighttake-offinformation,in-flightinformation,andlandinginformation?What
informationcouldbeextractedfromthatspecificdronetohelplawenforcementtorelateittothe
owner?Forexample,in2016,twocrewmembersofCanadianbaseairlinePorterairwaysflyingfrom
OttawatoTorontoCanadawereinjured,astheyhadtoevadeadrone.Asimilarincidentoccurred
inMayofthatyearwhichresultedinNORADscramblingapairofCF-18fighterjetstointercepta
droneonaflightpathinOttawa,Canada(Seymour,2016).Boththeseexamplesshowcrimesbeen
committedwithdrones,whichshouldbeinvestigatedwiththehelpofadvancesindroneforensics,and
theculpritbroughttojustice;ratherthancurrentsituationwheremostcriminalsareemboldenedby

Althoughitishardforthelegislationtokeepabreastwiththecurrentdronetechnologieschanges
andlandscape.Theuseofdronesisnotyetregulatedtoensureindividualpropertyrightsandsafety.
Currentlyavailableinformationfrommostcountriespointstogovernmenteffortinestablishinglaws
thatcancontroltherapiduseofdronesbycivilians.Thereismorethanonestakeholderinvolvedin
thisprocess:thegovernmentatthefederal,stateandcity/townlevels,dronemanufacturers,software
vendors,andend-usersallhavetheirownmotivations.Aswithanyotheremergingnewtechnology,
businesseswanttomanufactureandsellproductsunhinderedbyregulations,butregulatorsorlaw
enforcementareinterestedindraftingregulationandenforcingcomplianceoftheregulationtoprovide
assurancetocitizens(Strandage,2017).Forexample,theUnitedArabEmirates(UAE)possesses
someof thestrictestdrone laws;which includesrequirementsfordroneoperator: registering the
drone,testingskilllevelofdroneoperator,andattachinga“skycommander”trackingdevicethat
recordstheheightandspeedofflight;whichallowsauthoritiestoautomaticallycheckforoffenses.
FailuretoregisterdroneinvolvesstifffinesofDh20,000.Atthetimeofthisresearch,fifty-seven
commercialdroneoperatorsandabout1,000hobbyistsareregisteredwiththeDubaiCivilAviation
Authority(Badam,2017).

Therapidevolutionofdronesforcivilianapplicationshascreatedseveralchallenges:regulatory,
safety,privacy,security,andtheuncertainlandscapefornewbusinessmodels.Foradigitalforensic
investigationofdrones,afewresearchpapershaveinvestigatedtheburdenofexploringthedrones
fromatechnicalperspectivetothedefinefilesystemembeddedonthesedevices;inordertohelp
establishforensicliabilityinretrievingdatafromdrones.Astheselawsarenotconsistentandhavea
challenge/gapinidentifyownertothedevice,itisclearthatthereisaneedfortheabilitytodevelop
digital forensicanalysis techniqueswithdronesusedincrimeinareal-timescenario,whichcan
significantlyimprovelawenforcement.Byperformingdigitalforensicanalysisondifferenttypes
ofdronescommonlyencounteredbylawenforcement,theaimistoestablishaclearframeworkto
followwheninvestigatingandsolvingcrimesaidedbydrones.Thepaperalsodiscussesthelegal
effortstakenbyauthoritiesaroundtheworldtominimizethepossibilityofusingdronesincriminal
activitiesanddiscussfurtherconsiderationsinthatregard.

Therestofthepaperisorganizedasfollows:thenextsectiondiscussestheproblemdomain
includingthechallengesfacingdigitalinvestigatorsindroneforensics.Section3providesadetailed
discussiononthenovelmethodologicalapproachforthedigitalforensicanalysisofaseizeddrone.
TheevaluationoftheproposedmodelisdiscussedinSection4.Thepaperconcludestheresearch
withfutureworksinSection5.
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2. PRoBLeM DoMAIN

2.1. Drone Layout
Themaincomponents,andthelayout,ofanydronefoundonthemarkettoday,arethesame(i.e.,
theremotecontroller,thebattery,andthestoragedevice),however,somecutting-edgecommercial
droneswillhavesomeadditionaladvancedcomponentssuchasaremotecontrolapplication.Itis
crucialtoexploreitworks;andchallengesaninvestigatormyexperienceduringforensicanalysisof
thevariouscomponent.

2.2. Forensic Challenges
Todate,digitalinvestigationprocesseshavebeendictatedbythetechnologybeinginvestigatedand
theavailabilityoftoolstoextractelectronicallystoredinformation(ESI).Theriseindroneusageand
drone-relatedcrimesposesafundamentalchallengetodigitalforensicinvestigationsduetolackof
wellestablishedproceduresorframeworkforinvestigatingdrones.Asper(Shrivastava,Approaches
ofnetworkforensicmodelforinvestigation.,2017),ithasbecomedifficulttoanalyzecrimethatis
relatedwithtechnologyduetomultiplicityduetofastpacedevelopmentandfunctionality.Mostof
theexistingdroneinvestigationprocedureshavebeenadoptedfrommethodologiesdevelopedfor
tacklingforensicanalysisofothertechnologies,andinvestigatorshavetoactundertheassumptionthat
thedeviceswouldstoredatainasimilarmanner.Asaresult,whentheunderlyingtechnologyofthe
targetdevicechanges,newproceduresmustbedevelopedtoensurethattheevidencebeingcollected
andanalysedisdonesoinaforensicallysoundmanner,andthatallavenuesofpotentialevidence
areestablished.Manyquestionsneedtobeansweredbeforeestablishingtheforensicframeworkto
investigateandforensicallyanalyseESIofatechnologysuchasadrone.Dronesareconsideredanew
challengethathasbeenaddedtothefieldofdigitalforensics.Comparingtotraditionaldigitalforensics,
thereislesscertaintyinwheredataoriginatedfrom,andwhereitisstored,sodatapersistencemaybe
aproblem.Therefore,digitalinvestigatorsneedtospendmoreefforttounderstandeveryaspectthat
surroundsthedrone.Forinstance,questionscanrelatetohow,what,who,andwheredataisstored
insidethedrone.Inconsideringdroneforensics,themajorquestionsthatmustbeansweredincludes:

1. Howcouldthedatabeacquiredandcaptured?
2. Cantheflightdatabeextracted?
3. Canthemediafilesbetakenbythedroneberetrieved?
4. Howtoprovetheownershipofthedrone?

2.3. Data Acquisition
Oneofthecrucialstepsinthefieldofdigitalforensicsisacquiringthedatainaforensicallysound
manneranddeterminingtheadmissibilityofsuchevidenceinthecourtoflaw.BasedonNational
InstituteofStandardsandTechnology(NIST)guidelines,themethodinwhichthedataisacquired
shouldberepeatableandauthenticandmaintainintegrity.However,sometimes,thenatureofthe
devicecannotprovidethisopportunityduetothewayitisbuilt.Therearevarioustypesofdrone
andeachtypediffersthantheotherinthewaypossibletoconnecttothisdrone.Somemaybevia
certainprotocolsFTP,Telnet,andothersusingadirectUSBcable.Additionally,thepermissions
grantedwhenaccessingthedronediffersfromabrandtoanother,andoftenaccessisrestrictedto
themediafolderortothesystemfilesaswell.Thismeanstherearenocurrentconsistentmeansof
conductacquisitionondronesandassuch,eachdronemayneedtobehandleddifferently.Using
innovative technologies, alongside the knowledge acquired from these studies as starting points
forunderstandingdrone infrastructureswillhelp inanswering thesequestionsandguidingmore
knowledgeofdroneforensics.
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2.4. Flight Data
Todeterminetheflightpathoftheseizeddrone,ortoproveifadronehasenteredarestrictedarea,
theflightdatamustberetrieved.Reconstructingtheflightpathofthedronecancreateatimelineof
eventsbutischallenginginpracticeaseachdronetypediffersfromtheotherinthewayitrecords
flightdata.Inaddition,somemayrecordflightdataandothersmaynot.Toaddtothecomplexity,
thereisaninterestinsomemanufacturersheadingtowardsencryptingtheirflightdata;andrestricting
accesstoeveryoneexcepttheirtechnicalteammemberswhohavetheencryptingkeys.Encryption
andotheranti-forensictechniquesarecommonlyusedbycriminalstryingtohidetheirownershipor
topreventdigitalinvestigatorspossessingtheirdata.Themainchallengehereisnotthecomplexity
ofaccessingencrypteddata,butratherwherethedronelackstheabilitytorecordflightdata.This
isthemainreasonwhyGrestcallsforaGPStrackertobeinstalledonalldronesusedbythepeople
(Grest,2015).Asper(Shrivastava,2018),thechangingscopeofinformationprocessingatindependent
locationshasmadeitmoredifficulttomaintainconfidentiality,integrity,andavailability;whiles
conductinganinvestigationandsuchinourviewcanbeappliedtodrones.

2.5. Media Took by the Drone
Theessenceofviolatingthelawisnotrestrictedtotheflightpathofthedrone;itmayalsoinclude
thephotosandvideostakenbythedroneinwhichcaseitviolatestheprivacyofothers.Suchprivacy
violationiswelldocumentedacrosstheglobe.Forexample,amaninKentuckyUSAshotadrone
withashotgunbecauseitwasflyingabovehishouseandhesawthatasaviolationofhisprivacy
(Frank,2016).Hewasarrestedforendangermentandcriminalmischief,butlaterthejudgedismissed
allchargessayingthedronewasaninvasionofprivacy(Matyszozyk,2016).Gair(Gair,2015)also
discussesanincidentinSydney,Australia,whereadronewashoveringaroundthebeachtakingphotos
ofpeople;butnoonecanidentifythedroneoperator(Gair,2015).Additionally,mediacontenton
thedroneasapredictorofaprivacyviolationcanprovideaclueastowhichtheownerofthedrone
is,aswithinthephotosresidessomeEXIFdatathatstoresthelocationofthephoto.ThisEXIFdata
canreplacetheessenceofreconstructingtheflightpathfromtheflightdatabyreconstructingfrom
themetadatastoredinthephotos.

2.6. Proving ownership
Insomecases,evenwhenadroneinvolvedinacrimeisconfiscatedbyaninvestigator,itisdifficult
tophysicallytiethedronetotheownerofit;withoutplausibledeniabilitybytheowner,leaving
thedigitalinvestigatorwithnochoicebuttoforensicallyproveownership.Anotherpossiblecase
isfindingadroneatacrimescene-whatdigitalforensicapproachcouldbefollowedtofindthe
ownerofthedrone?Theabilitytoproveownershipofthedronedependsonthewaythedroneis
built(whetheritrecordstheinformationofthegroundcontrolstationdeviceornot).Sometimes,
however,itistheotherwayaroundwherethegroundcontrolstationrecordstheinformationofthe
drone.Forsomemanufacturers,thisfeatureisnotavailable,becausethereisnomobileapplication
tobeusedtocontrolthedroneandeverythingisrestrictedtotheremotecontroller.Theconceptof
provingtheownershipofthedroneisverycrucial,thereforetheimportanceofthatwasillustrated
inoneofthehearingsintheHouseofLordsintheUK(HouseofLords,2015).

3. ReLATeD woRK

Basedontheidentifiedchallengesillustratedinthesectionabove,thisreinforcestheneedtoestablish
acomprehensivedigitalforensicsmethodologicalapproach;whichwillallowinvestigatorstosecure,
analyse,andpresentfactswhendronesareinvolvedinacrime.Such‘facts’includesdetermining
whetheraseizeddronedidcrossintoarestrictedareaviaidentificationofGPSdata;flightpath
analysis;studyofanystoredrecordedmedia;determiningownershipofthedevice.Partofthisincludes:
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howdoinvestigatorsgainconsistentprocessof identifyingandunderstandingof theforensically
soundprocess forextractingandanalyzingdata to reconstructdrone-relatedeventsandpossible
identificationof flightpathanddroneownership.Kuchler (Kuchler,2016)providedastonishing
evidenceabouthowattackerscanflydronesclosedbycorporatebuildingstointerceptWi-Fisignals,
tointerceptcommunicationtolaunchanattackagainstacorporationnetwork(Kuchler,2016).This
casethatinformationsecurityenvironmentalcontrolsuchwherecompaniescanlandscapeorhousing
datacantersinhardtoaccessspacesarenowvulnerabletothisnewthreat.Incasessuchasthese,
authoritiesmusthavetheabilitytoconfiscatedronesandconductaforensicanalysistoidentifyand
locatetheownerofthedroneusedinsuchamaliciousact.

Horsman (Horsman,2015)demonstratesprocesses involved inconductingadigital forensic
investigationonaParrotBebop1droneandthecontroller.ResultsfromHorsman’sworkdemonstrated
thepotentialtoconductdataacquisitionfromboththedroneitselfandthecontrollerafterithasbeen
confiscated;andconductedanalysis to identifyflightpath,dateof recording,etc.Unfortunately,
thisresearchworkprovidesnoinformationaboutestablishingdroneownershipincaseswherethe
dronehasbeenabandonedwithoutthecontroller(Horsman,2015).Inaddition,thisworkislimited
inscopeasthefocuswasonlyonasingletypeofdeviceandthereisnoguaranteethefindingsare
transferabletootherdronemodels.

Anydronecanalsobesubjecttoanattack,andthereforebeingabletoconductanauditand
forensicanalysisoftheinternalworkingsofanydroneisessential.Thedronecanbesubjected
todifferenttypesofattacks.In(Javaid,Sun,Devabhaktuni,&Alam,2012),“Cyber Security 
Threat Analysis and Modelling of an Unmanned Aerial Vehicle Systems”,threecategorizations
ofdifferentattackswhichcanbelaunchagainstdronesisidentified.Asperthecategorization
providedbytheauthor,confidentialityattacksspanfromunauthorizedaccess to information
bycompromisingor interceptingdatasentbetweenthedroneanditscontroller(Javaid,Sun,
Devabhaktuni,&Alam,2012). Integrityattacksgenerallycanbemadepossible through the
modificationofexistingdataonthedroneorcreatenewdataontothedronestorage(Javaid,Sun,
Devabhaktuni,&Alam,2012).Availabilityattackincludesjammingsignal,falsifyingsignals,
andDenialofService(DoS)attacks.

The authors (Vattapparamban, Guvenc, Yurekli, Akkaya, & Uluagac, 2016) discuss the
commoncyber-attacksagainstdronesincluding,butnotlimitedto,de-authenticationattacks,
GPSspoofingattacks.Inthede-authenticationattack,theauthorscarriedoutaprocessusingan
attackers’machineandknowntheIPaddressofthedronecontroller.Theyshowedasetupwhere
theattacker’smachinewillsenddisassociatedpackets to thedrone’scontroller todisconnect
itfromthedrone,hencelosingcontrolofthedrone.Insuchasituation,theattackerwillhave
fullcontrolofthedroneandcanbreachdronedataconfidentiality,integrity,availability,and
where possible use the drone as attack machine on other entities (Vattapparamban, Guvenc,
Yurekli,Akkaya,&Uluagac,2016).Similarly,theauthors’demonstratedGPSspoofingattack,
by transmitting fake GPS coordinates to the control system of the drone, thereby allow the
attackedorhijackthedrone(Vattapparamban,Guvenc,Yurekli,Akkaya,&Uluagac,2016).Iqbal
etal.(Iqbal,etal.,2018)examinetheParrotBebop2droneandthepossibilityofestablishing
ownership during a criminal investigation. The authors also proposed a small-scale drone
ontologyformodellingdronecontextdataduringaforensicinvestigation.However,thework
wasonlylimitedtotheParrotBebop2drone.Similarly,Bouafifetal.(Bouafif,Kamoun,Iqbal,
&Marrington,2011)presentimportantresultsofaforensicinvestigationanalysisperformed
onatestParrotARDrone2.0.Theauthorspresentnewinsightsintodroneforensicstoaccess
thedigitalcontainersofanintercepteddroneandretrievingall theinformationthatcanhelp
digitalforensicinvestigatorsestablishownership,recoverflightdataandacquirethecontentof
mediafiles.However,theauthorsfailedtoproposeanystandardizedmethodorframeworkfor
conductingthedigitalforensicanalysis.
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4. MeTHoDoLoGy

To understand ESI extraction and analysis of drones, we have to keep in mind real-life crimes,
andscenariosthatwillbeencounteredbylawenforcementagencies.Dronescandifferintechnical
specification,andidentification.During-drone-relatedcriminalinvestigation,thestateofthedrone
atthecrimescenecanvary:fromrunningstate,crashedstate,toanoperationalstate.Eachofthese
statesrequiresinvestigationprocessesthatdifferfromtheother.Otherthandroneoperationstatesand
types,ourexaminationwillalsocoverthecomponentsofdrones,suchascamera,radiocontroller,
andgroundstationdevice.

Droneshavecomplicatedstructures;manyinnovativetechnologiescanbeembeddedwithin,e.g.,
high-resolutionzoom-ablecameras,wirelessRFantenna,recordingdevices,etc.Sensorscomein
manyforms-sensorscanbeacamera,GPSsensor,temperaturesensor,andothervariationsdepending
uponthedevice.ThecollecteddatacanbesavedonanSDmemorycard,orstoredlocallyonthe
device.Allthesescenarioswillbeexaminedtofindthepossibleextractedinformation.

Inconfiscatingadrone,whichisinanoperationalstate,lawenforcementcanuseadevicesuch
asDroneShield,whichcanbeusedtotrackthedronebacktoitspilot.OtherdevicessuchDroneGun
jammer(intheRF-onlymode)cantriggerthedronetoflybacktoitspointoforigin,enablingwhoever
isflyingthedronetobetracked.Additionally,DroneGuncanalsobeusedtobringdronesoutof
thesky,makingiteasyforlawenforcementtoenforcementtoconfiscatethedeviceandconducta
requiredinvestigation(Matyszozyk,2016).Table1,presentsalistofdifferentdronebrandsandrelated
manufactures.Themainaimbehindthistechnicalexplorationistoanswerthefollowingquestions:

• Isitpossibletoretrievethephotostakenbythecameraonthedrone?
• Cantheflightdatabereconstructedtopresentthedroneflightpath?
• WillitbepossibletolinkadronetoasuspectC&Cdevice?

Answeringtheabovequestionsiscrucialindevelopingarobustdigitalforensicmethodtosolve
crimescommittedusingdronesandprovidetimelinedata.Forexample,ifthephotostakenbythe
dronecouldberetrieved,dependinguponthescenario,lawenforcementauthoritiescandecidewhether
thepicturesareabreachofprivacyofotherpeople,orevenindicativeofpicturestakenofsensitive/
restrictedareas.Thecollectedflightdata(ifavailable)canconfirmifthisspecificdronewasused
toflyoveradroneno-flyzone;hencetheownerwillbeprovenguilty.Thelastquestionaddresses
thecaseoffindingadroneinaprohibitedplace.IfthesuspectC&C’sdevice,inthehandsofthe
forensicinvestigators,linkshimwiththatspecificdrone;itcanserveasevidenceintheproofingthe
suspectisguiltyoftheoffense.Thus,hewillbeheldaccountableforhisactions.

Thecomponentsthatwillbeexaminedareasfollows:

Table 1. Drone brands

Drone Name Manufacturer

DJIPhantom3 DJI

DJIPhantom4 DJI

BebopParrotDrone1 Bebop

BebopParrotDrone2 Bebop

XiangYu XiangYu(Chinese)

X5c Syma(Chinese)
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• Drone(Aircraft)
• C&Cdevice(MobileorLaptop)
• RadioController
• Battery
• Wi-FiRangeExtender

Thetargetexplorationwillbeasfollows:

• FlightData
• Mediastoredinthedrone
• OwnershipofData
• Communicationbetweentheremotecontrollerandthedrone

Toaddresstheproblemofdiversityindrones’brands,thispaperwillfocusonmorethanone
specificbrand.ThetargetedbrandsduetotheirinherentpopularityarepresentedinTable1.

5. ANALySIS AND ReSULTS

Itisessentialtounderstandthefeaturesandspecificationsofeachidentifieddrone.Thishelpsprepare
aninvestigatortobereadytoeffectivelyworkonitsreal-worlddronecrimerelatedscenario.Table
2presentsspecificattributes,generatedfromeachdronedocumentation,ofeachdevicethatcould
providevitaldetailstothedigitalforensicanalystand/orlawenforcement.

Theattributestoconsiderincludes:

• Max Flight Time:Canhelpthelawenforcementofficialstounderstandandapproximatethe
maximumtimethedronecanspendintheair,duringflight.

• Max Transmission Distance:Themaximumdistancewillhelppredictthelocationofthedrone
operator,hencesettingaperimetertosearchfortheoperator.

• Operating Frequency:Inascenariowheredisruptingthedroneflightistheonlyviableoption,
itisessentialtoknowthefrequency.Thisknowledgewillallowtheauthoritiestodisruptthose
frequenciescausingthedronetocrash.

• Connection With The Controller:Theconnectionbetweenthegroundcontrolsystemandthe
remotecontrollercanbeviaeitherWi-Fiordirectcableconnection.IfconnectionviaWi-Fiis
possible,thedronecouldbehijackedbythelawenforcementofficer,whichwillallowhimto
landitendinguptheproblemscausedbythatdrone.

• Mobile Application:Somedronesmayhavetheirdesignatedapplicationinwhichacquiring
theapplicationfilessyncedwiththegroundcontrolsystem(iPhone,tablet,iPad,etc.)willhelp
retrievesomevaluableinformation.

• Storage:Insomeinstances,theissuewiththedronecouldbethephototakenbyitthatexploits
theprivacyofothers.Hence,knowingthelocationofstoringthephotoisvital.Moreover,photos
takenbythedronecameramostofthetimewillhaveEXIFinformation,includingthelongitude
andlatitudeofthepicture.

• Flight Record:Oneofthemostimportantaspects,asmentionedbefore,istheflightrecordor
thelogwhichwillallowtheinvestigatortoreconstructthedroneflightpathandprovewhether
itwasflyingonarestrictedareaornot.
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5.1. DJI Phantom 3
5.1.1. Targeting the flight data of UAV
UsingtheDJIGOapp(DJI,2018),anymobiledevicecanbeconnectedtotheremotecontrollerand
extracttheflightdatastoredinthedrone,asshowninFigure1and2.Thedronekeepsthedatain
amicroSDcardinstalledunderitshood.AfterconnectingtotheaircraftandopeningtheDJIGO
application,anoption“enteringflightdatamode” is foundunderSettings→AdvancedSettings
→EnterFlightDataMode.Theapplicationwillprompttheusertoconnecttheaircrafttohis/her
computerdeviceandextractalltheflightdatathatwasstoredinthisdrone.

Thedronewillappearasa“DJIFLYLOG”driveontheuser’scomputer;whereflightdatacan
beextracted.Alldatarecordedbythedronewillbeextractedunlesstheflightrecorderwasformatted.

ThefileextractedisaDATfile,asshowninFigure3,whichcanbeopenedusingWnHexeditor.
Analysisoftheextracteddatashowsaretrievedtheflightdata,aswellastheimagestakenthrough
theflight,Figure4.

Therearemanylogviewertoolsavailableonlinetoanalyzetheflightdata,buttheconfidentiality
ofyourdataisnotassured.Fundamentally,thereisnoguaranteethedeveloperofsuchatoolwillnot
shareyourdata.Manylogviewerutilitiesareavailable,freetodownloadandusesuchasDJILog

Table 2. Drone specification

Drone Type DJI Phantom 3 DJI Phantom 4 Bebop Parrot 
Drone 1

Chinese Toy: 
Syma x5c

Chinese Toy: 
Xiang Yu

MaxFlightTime 23min 28min 11min 7min 8min

MaxTransmissionDistance 50m 100m

Connectionwiththecontroller DirectCable DirectCable None None

OperatingFrequency 2.400GHz-
2.483GHz

2.400GHz-
2.483GHz 2.4-5GHz 2.4GHz 2.4GHz

MobileApplication DJIGo DJIGo None None

Storage SDCard SDCard Internal
Memory SDCard SDCard

GPSMode Yes Yes Yes No No

FlightRecord Yes Yes Yes No No

Figure 1. DJI App on iPhone
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ConverterandDatCon.UploadingtheDATfilethroughDJILogConvertercangiveavisualization
ofthedrone’sflightdataasisshowninFigure4.

Nevertheless,thetimeoftheflightcanbeidentifiedthroughdirectobservationofthecreation
timeoftheDATfile,Figure5.

Boththelocationandtimeofthesuspectedflightincidentcanbeenoughtocomparetothe
findingsmentionedaboveanddecidewhethertheowneristheculpritofthatspecificincident.

Figure 2. iOS Permission window

Figure 3. DJI Phantom 3 files
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5.1.2. Dealing With the Ground Control Station (Mobile Phone)
Theabovefindingscanbecorroboratedbytheexaminationofthemobilephoneusedtooperatethe
drone.TheDJIGOapplicationisusedtocontrolthedroneandflyitabovecertainareas.Thismeans
thattheapplicationwillstorefilesonthemobilephone,analyzingthosefileswillgiveusadditional
information.TheapplicationfilesrelatedtotheDJIGOappcanbefoundonthesespecificlocations:

• ForiOSdevices:Apps/DJIGo/FlightRecord
• ForAndroiddevices:DeviceStorage/DJI/dji.pilot/-FlightRecord

Aphonewasusedtooperatethedrone.Post-event,usingoneofthedominanttoolsinthe
mobileforensicacquisition,thephonewasacquiredandanalyzed,andthefollowingapplication
fileswereextracted.

Themostimportantfileweareconcernedaboutwhentargetingtheflightdatais“DJIFlighRecord.
txt”.Asyoucanseeabove,thewaythefileissavedshowsthedataandtimeoftheflight.Forinstance,
“DJIFlightRecord_2016-07-29_[03-28-52].txt”showsthattheflightwasrecordedon29/07/2016
at3:28:52.LikethedroneDATfile, theDJIFlightRecord.txtfilecanbeanalyzedbyusingsome
availabletoolssuchasDJILogConverter,DatCon,andMyLogs–HealthyDronesbyAirData
UAV.OncethetextfileisuploadedtoMyLogs–HealthyDrones,theinformationoftheflightcan
bepresentedasshowninFigure6.

Theflightrelatedvaluableinformationthatcouldbeobtainedisflighttime,location,pathand
durationoftheflight.

5.1.3. Targeting the Ownership Data
Whenlawenforcementsuspectsthatsomeoneisresponsibleforflyingadroneinarestrictedarea,
whatcanbedonetolinkthesuspectphonetotheflyingdrone?Thenumberthatwillrelatethedrone

Figure 4. Drone GIS information

Figure 5. DAT file creation date/time
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tothegroundcontrolstation(i.e.,mobiledevice)couldbetheserialnumberoftheremotecontroller
usedtocontrolthedrone,asisshowninFigure7.

Afteridentifyingtheremotecontrollerserialnumber,itishighlyprobablethattheserialnumber
willbestoredinoneoftheapplicationfilesrelatedtotheapp.Usinganymobileacquisitiontool,the
applicationfilesrelatedtotheDJIGOapplicationcanbeextracted,Figure8.Thefilethatweare
concernedaboutiscalledcom.dji.pilot.plist,whichisoneofthefileslistedinFigure8.Inthisfile,
theserialnumberoftheconnectedradiocontrollerwillbestoredandbythat,thereisadefinitelink
betweenthedroneandthephone.

Thefollowingextraction,Figure9,wascompletedbysimplytypingtheserialnumberinthe
findtoolwithintheFindtool.

However, using any plist viewer, you can open the com.dji.pilot.plist file and extract the
DJICModelNameasshowninFigure10,wheretheCstandsforthe“controller”.

Afterfindingtheserialnumberofthedrone’sradiocontroller,thephoneunderexamination
wasusedtocontrolthedrone.Hence,theownerofthemobilemustbeabletoexplainhislinktothe
droneseizedinthecrimescene.

5.1.4. Media Taken by the Drone
ThemediatakenbytheDJIPhantom3issimplystoredontheSDcard(notthesameastheonethat
storestheflightdata).ByconnectingtheSDCardthroughawrite-blockerdeviceandacquiringit

Figure 6. Drone information visualized

Figure 7. Drone serial number
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Figure 8. Drone extracted files

Figure 9. Discovered serial number in log file

Figure 10. DJICModelName extraction
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followingsimpleforensicprocedure,thephotosandvideoscanbeexploredeasilyevendeletedfiles
couldberetrievedusingsomeforensictechniques.

5.1.5. Remote Controller Communication
Inascenarioweresomeoneisflyingadronewithinarestrictedairspace,howcanlawenforcement
confiscatethedronesafelyorcrash-landit?Insuchascenario,thecommunicationbetweentheradio
controllerandthedroneshouldbetargeted.Inthisexperiment,thecommunicationwasidentifiedto
bethroughradiofrequencies2.4GHz,sotheconvenientwaytoattackthedroneisthroughdisrupting
theGPSsignal.Byusingadevice,whichjamstheGPSsignal,controllingtheflyingdronebecome
problematicandifitwasflyinginawindyweather,itmightcrasheventually.

5.2. DJI Phantom 4
5.2.1. The Drone
Thefirststepthatanylawenforcementofficercandoistopinpointthedrone’sserialnumber.Using
thisserialnumber,theauthoritycanasktheDJIofficialstoidentifythepersonwhomthisaircraft
belongsto.Theserialnumbercouldbefoundinthebodyoftheaircraftasisshownbelow.Itis
important tonotethataDJIaircraftcannotstartflyingunlessit isbeingregisteredandtiedtoa
specificaccount,whichmeansthatbyidentifyingtheserialnumber,Figure11,theDJIofficialscan
revealtheidentityoftheownerofthisaircraft.

NoteaswellthatthebatteryoftheaircrafthasitsownserialnumberasshowninFigure12.
Moreover,theremotecontrollerhasitsownserialnumberasshowninFigure13.
WhenconnectingthedroneviaaUSBcable,theoperatingsystemwillrecognizethedroneas

aremovablemediaasshowninFigure14.
Examiningeachmediafilecanallowtheexaminertoidentifythelocationwherethemediafiles

werecaptured.TheEXIFinformationembeddedwithinthefilesareshowninFigure15.
Afteridentifyingthelongitudeandlatitude,itisamatterofplottingthenumbersonthemap

andyouwillknowtheexactlocation.
Thereisnoobviouswayhowtoextracttheflightlogs,hencewhenconnectingtheaircrafttothe

PC,itwillberecognizedasaremovablestorage.EvenwhencontactingtheDJIsupportofficialsthey
haverespondedthatthereisnoconceivablewayofextractingtheflightlogsfromtheaircraftitself.

Figure 11. DJI Phantom 4 serial number
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Figure 12. DJI Phantom 4 battery serial number

Figure 13. DJI Phantom 4 Controller serial number

Figure 14. DJI Phantom 4 data files asa USB drive
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However, some drone hobbyist refers to a software called DJI Assistant 2 that can help in
extractingtheDATfiles,whichstoretheflightlogaswehaveexperiencedintheDJIPhantom3.
WhenconnectingtheaircraftthroughtheDJIAssistant2tool,youcanselecttheFlightRecordtab
andextracttheflightlog.UnlikethePhantom3,thePhantom4storestwotypesoffiles,whichare
FlightControlfileandVisionmodulefile,Figure16.

Unfortunately,thefilesareencrypted,asdepictedinfigures17and18,andcouldnotbeconverted
usingtheprevioustools.TheonlywaytodecryptandinterpretthefilesisbysendingthemtoDJI
supportandaskfortheirassistance.

5.2.2. SD Card
ExamininganSDcardwillbearoutinejobforanyforensicinvestigatorasittakesnonewtechniques
toapproachthematter.ThemethodfollowedwhenexaminingtheSDcardistantamounttoconnect
itthroughawrite-blockerandperformingaphysicalacquisitiontoobtainthelogicalaswellasthe

Figure 15. EXIF information

Figure 16. Flight Control file and Vision module file

Figure 17. Drone encrypted files (McFarland, 2015)
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deleteddata.Then,itislikethemetadataextractionsectionmentionedaboveastheinvestigatorwill
focushisaimtoidentifythelocationofthephotosembeddedwithinthephotositself.

5.2.3. Ground Control Station (Mobile Phone)
Beforediscussingwhatresultscouldbeextractedfromthedeviceusedtooperatethedrone,itis
importanttonotethatasmentionedearlierthattheapplicationusedtocontrolDJIdronesisDJIGo
application.Updatesdesignedforthisapplicationcomesonadailybasisandtheuserisforcedto
updatebeforehecanflythedrone.Thismeansthattheresultsandfindingsthattheforensicinvestigator
suspectscouldbedifferentaftereachupdate.Duringthisstudy,theresultshavedifferedperdevice
astheyarenotasexpectedwithDJIPhantom3.

When acquiring the mobile phone used to control the DJI Phantom 4, the application files
wereliketheonesencounteredintheDJIPhantom3Professionalpart.ThelocationoftheDJIGo
applicationfileisthesame.

• ForiOSdevices:Apps/DJIGo/FlightRecord
• ForAndroiddevices:DeviceStorage/DJI/dji.pilot/FlightRecord

LikewhatwasexperiencedintheDJIPhantom3case,theDJIFlightRecordfile,whichholds
theflightdata,isalsofoundasshowninFigure19.

UploadingtheDJIFlightRecordtohealthydronessitewillpresentthebelowinformationin
Figure20.Onceagain,valuableinformationisextractedthroughthisusefulonlinetoolandpresented
inauser-friendlyway.Providingthelawenforcementinvestigator,theopportunitytopresentthatin
aneatvisualizedmannertothecourtoflaw.

Figure 18. Drone encrypted files (Preston, 2015)
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The airmap_flysafeplace.db file is within the application files here as well, like what has
experiencedinDJIPhantom3examinations.Toestablishthelinkbetweenthemobiledevices,which
wereusedtocontrolthedrone,thecom.dji.pilot.plistfilewasexplored,however,theserialnumber
wasnotfoundwithinthefileitself(similartotheDJIPhantom3).

Whatisfoundwithintheapplicationfilewastheusernameused,whichispointedtoinFigure
21,andeventuallycouldbelinkedtotheaircraft,aseachaircraftmusthaveausernamelinkedtoit
beforeflyingasmentionedbefore.

Notealsothatthelocationoftheflightis loggedthroughloggingthelongitudeandlatitude
coordinates.More informationcouldbeextractedas thecountrynameof theassociatedaccount
fromwithintheplistfile,Figure22.

5.2.4. Remote Controller
Tounderlinethepossiblewayofhijackingadroneistoidentifythewayofcommunicationbetween
thecontrollerandthedrone.InthecaseofDJIPhantom4,themobilephoneisconnectedthrougha
USBcabletotheremotecontroller;however,itisconnectedthroughradiofrequenciesbetweenthe
controllerandthedrone.AnalogoustotheDJIPhantom3,theDJIPhantom4willfaceflyingissues
ifitisGPSsignalbecomesproblematic.

Figure 19. DJI Flight Record file

Figure 20. Visualization DJI Flight Record
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5.3. Syma x5c Chinese Drone
Beforeexploring the forensicaspectsof thedrone, it isconvenient tounderline the reasons that
mayclassifythedroneasapopulardrone,whichmakeitapossiblescenariotobefacedbythelaw
enforcementauthoritiesinsomeconcerningconditions.SymaX5cquadcoptercouldbepurchased
forareasonablepriceof$64.Inaddition,thequadcopterisextremelyeasytouseandsomehobbyists
refertothisdroneas“the drone that could be used by your grandmother”.

5.3.1. The Drone
TheSYMAx5cdoesnotstoreanyflightdata,soitwouldbeimpossibletoreconstructtheflight
path.ThepicturesandvideoscapturedbythecameraofthedronearestoredintheSDcardfound
inthedrone.

5.3.2. SD Card
TheSDcardcouldbeexaminedusinganyforensictoolthroughawrite-blockerdevice.Aftergoing
throughthepicturesrecordedbythecamera,itisclearthatthereisnometadatastoredwithinthe
picture,hencenolocationcouldbeidentified.

Notethatthedateofthepictureis2013asshowninFigure24sincethedronetimeisnotaccurate.

5.3.3. Remote Controller
Thecommunicationbetweenthedroneandtheremotecontrolleristhroughradiowaves.Thecontroller
operatesover2.4GHzfrequency,andthroughablockingdevice,usedtotargetthisspecificfrequency
thedronewherenotabletoflyoritsflightwasconsideredproblematic.

Figure 21. Drone username in log file

Figure 22. GIS Location information in-flight log file
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Table 3. Drone Overview

Name Syma x5c Quadcopter

Price $64

Weight 915Grams

FlightTime 7minutes

CameraResolution 2Megapixel

VideoResolution 720p

OperatingRange 50meters

OperatingFrequency 2.4GHz

BatteryCapacity 500mA3.7V

MobileApplication None

Figure 23. Drone image properties and values

Figure 24. Drone acquired photos
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5.4. Xiang yu drone (Chinese)
SimilartotheSymax5cdrone,theXiangYudronehasmanysimilaritieswithitespeciallythelow
priceandtheeaseofuse.

5.4.1. The Drone
Unfortunately,theYuXiangdronedoesnotstoreanyflightdata,whichmeansthatthereitisimpossible
toreconstructtheflightpathofthedrone.

5.4.2. SD Card
SimilartotheSymax5cdrone,thepicturesandvideosarestoredintheSDcardfoundinthedrone.
Thephotosandvideos,whicharestoredintheSDcard,wereextractedeasily.However,thereisno
EXIFdatathatcanfindthosemediafiles.

5.4.3. Remote Controller
Eventhecommunicationbetweentheremotecontrollerandthedroneisthroughtheradiofrequency
waves.Throughusingadevicethatjamsradiofrequencywaves,thedronecrashedimmediately.

5.5. Bebop Parrot Drone 1
5.5.1. The Drone
TheconnectioncanbeestablishedtothedronethroughwirelessviaTelnet.Afterconnecting,the
flightdatacouldbe foundunder theacademy folder inpud format.The filecontainsadditional
informationinitsmetadatathatincludesthedateandtimeoftheflightandtheserialnumberof
thedrone.Analysingthepudfilecanprovidetheinvestigatorwiththefullflightpathofthedrone.

5.5.2. The Ground Control Station
Whendealingwiththedeviceusedtocontrolthedrone,theinvestigatormustfocusontheapplication
filesassociatedwiththeapplicationusedtocontroltheBebopparrotdrone,whichisFreeflyight3.
Similartothedroneinternalstorage,theflightdataisstoredintheapplicationfilesrelatedtothe
Freeflight3application.DependingonwhetherthecontrollingdeviceisAndroidoriOS,thefiles
couldbefoundundertheselocations:

• Android:/data/data/com.parrot.freeflight3/files/academy
• iOS:/Applications/com.parrot.freeflight3/documents/academy

Similartothedronetheflightdataisstoredinapudformat,aswellasthemetadataassociated
withthefile.

Table 4. Xiang Yu drone Overview

Name YuXiang668-A3

Price $25

FlightTime 10minutes

OperatingRange 100meters

OperatingFrequency 2.4GHz

BatteryCapacity 380mA3.7V

MobileApplication None
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• Media took by the drone:Inthemediafiles(photosandvideos),thegroundcontroldevicehas
adirectaccesstotheinternalstorageofthedrone.Theusercandownloadordeleteanymedia
filefromusingthephoneonly.Themediafilescanbefoundedbyaccessingthemediafolder.

• Ownership Data:Torelatethegroundcontrolstationtotheconcerningdrone,the“com.parrot.
freeflight3.plist”filemustbeexamined.Thefilecouldbefoundinthefollowinglocation:
◦ Android:data/data/com.parrot.freeflight3/shared_prefs
◦ IOS:Applications/com.parrot.freeflight3/Library/Preferences

5.5.3. Remote Controller
TheBebopParrotdronecanbecontrolledusingthegroundcontroldeviceonlyandwithoutusing
acontroller.Hence,itdependsonthedroneWi-Finetwork,whichrequiresnoauthenticationfor
connecting.ThefactthatitreliesonthisunsecuredWi-Finetworkmakesitvulnerabletoanyde-
authenticationattack,whichwillresultinanotherdevicehijackingthedroneandtakecontrolover.

6. CoNCLUSIoN

Withthecontinuingriseofdroneusagewithinthepublic,theconcernsincludingbutnotlimited
toprivacybreaches,criminalandmalicioususageofdroneswillrise.Itisessentialforthedigital
investigatortohavetheknow-howandunderstandthecrucialprocess,featuresandfunctionalities
ofdronestoextractcrucialforensicevidenceaboutactivitiescapturedwithinthedroneduringan
eventinvolvingthedrone.Althoughdifferentmanufacturersintroducenewdronesconstantly,asa
result,someprocesseswithinthispaperwillneedtobetweakedtomeettheneedofrespectivecases
dependingonthenewdronemodel(s)theforensicinvestigatorwillneedtodealwith.Somedrones
mayhavetheabilitytorecordtheflightdataandkeeptheownershipdatatoidentifythedevices
usedtocontrolthedronewhileothercheaperdronesmaylackthisfeaturewheretheonlythingthat
couldbeextractedfromthedroneisthemediafile.Thosetypesof“cheaper”dronesmayreplicate
theideaofprepaidphoneswhereitcouldbeaproblemtoidentifytheownerofthedevice.Moreover,
thelocationinwhichthedronewasflyingcanbeidentifiedfromtheEXIFinformationfoundedin
themediafiles.

Tohijackthedronetheinvestigatormustidentifyfirstlythewayofcommunicationbetweenthe
controllerandthedroneorbetweenthegroundcontrolstationandthedrone.Although,investigating
andforensicallyprocessingdatacapturedbydifferentdroneshavebeenaddressed;thelackofan
alreadybuiltdigitalforensictoolthatcoversalltypesofdronesdiscussedandhowtodealwiththedata
extractedisanareathatshouldbepresentedinthefuture.Anopensourcetoolcouldbeintroduced
toaiddigitalforensicsinvestigatorsindealingwithsuchdevices.Moreover,theJTAGandchipoff
analysiscouldbeexplored.Hence,inthecaseofadamageddrone,thisapproachcanhelpinreading
thedatamoreefficiently.Furthermore,moreworkcouldbedoneinthisfieldtodevelopatoolto
automate the process of examining and extracting information from the drone. The information
presentedfromourexperimentscanbeusedtoinformdigitalforensicinvestigatorsforfuturedrone
analysis.Futureworkinvolvescollatingthisinformationanddevelopingaclearprocessmodelfor
investigativeprocessesandprocedurestofollow,takingintoconsiderationtheconstraintsidentified
duringanalysis,e.g.devicecondition,encrypteddata,mediaownership.
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