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Abstract. The massive increase in actuators, industrial devices, health-care devices, and sensors, 

have led to the implementation of the Internet of Things (IoT),  fast and flexible information 

technology communication between the devices. As such, responding to the needs in speedily way, 

and matching the smart services with modified requirements, IoT communications have facilitated 

the interconnections of things between applications, users, and smart devices. In order to gain extra 

advantage of the numerous services of the Internet. In this paper, the authors first, provided a 

comprehensive analysis on the IoT communication strategies and applications for smart devices 

based on a Systematic Literature Review (SLR). Then, the communication strategies and 

applications are categorized into four main topics including device to device, device to cloud, 

device to gateway and device to application scenarios. Furthermore, a technical taxonomy is 

presented to classify the existing papers according to search-based methodology in the scientific 

databases. The technical taxonomy presents five categories for IoT communication applications 

including monitoring-based communications, routing-based communications, health-based 

communications, Intrusion-based communications, and resource-based communications. The 

evaluation factors and infrastructure attributes are discussed based on some technical questions. 

Finally, some new challenges and forthcoming issues of future IoT communications are presented. 

Keywords. Internet of Things (IoT), communication strategy, application, smart device, 

systematic review. 

 

 



1. Introduction 

The Internet of Things (IoT) is a significant paradigm where smart devices are interconnected and 

able to exchange information and resources with each other according to intelligent applications 

of users. IoT communications are capable of collecting, integrating, processing and transmitting 

an analysis of exchanged information automatically to make the system intelligent [1]. In addition, 

the IoT devices have been applied to the different topics such as smart city, industry 4.0, smart 

home-care, intelligent military, intelligent manufacturing, healthcare and medical systems [2, 3], 

intelligent transportation and etc. therefore, in order to realize the effective procedure of the IoT 

development, a reliable connection network of IoT is required  for each smart device or actuator 

to be transmitted to its application and usefulness gateway directly or ultimately [4, 5]. 

Besides, the existing communication strategies provide a set of network utilizations, which are 

used to associate modern computers or mobile devices and other smart policies, by implementing 

a specific topology and transfer technology to permit operators for interconnecting and sharing 

activated resources in the IoT environment. Nevertheless, IoT communications have a vital 

challenge in lifetime users’ compatibility as its play a key role to facilitate smart devices [6]. 

According to the prominence of IoT communications for smart devices, and applied applications, 

the presentation of a comprehensive review is essential, which helps the researchers’ requirements 

in this research topic. In support of this notion, Tayeb et al. [7] and Zaidan et al. [8] presented two 

survey articles on the IoT frameworks in industrial environments and smart city respectively by 

focusing on the existing case studies and applied algorithms. Also, some review papers such as 

Akpakwu et al. [9] and Montori et al. [10] have proposed a survey on the 5G and machine to 

machine wireless communication strategies for IoT environments respectively.  

To the best of our knowledge, this paper is the first attempt for a systematic review on IoT-based 

communication strategies. Consequently, this research study provides a Systematic Literature 

Review (SLR) method for the existing IoT communication strategies for smart devices and applied 

applications comprehensively. This research further, categorizes the current and forthcoming 

communication strategies in five main classes including; monitoring-based communications, 

routing-based communications, health-based communications, intrusion-based communications, 

and resource-based communications.  



The key contributions of this research review are presented as follow: 

 Providing a technical classification of the IoT communications strategies for smart devices 

and applied applications according to the existing challenges and the important subjects. 

 Presenting a comprehensive analysis of the existing communications strategies based on 

the SLR method. 

 Examining the important characteristics of the IoT communications strategies to enhance 

their efficiencies in forthcoming directions. 

 Discussing the new challenges and forthcoming issues of future IoT communications that 

can be useful in the next future generation of the Internet. 

Therefore, this research study is structured as follows: Section 2 presents a brief description of 

preliminaries and backgrounds of the IoT communications for smart devices and applications. 

Also, the selection strategy implemented in this research study is presented according to the SLR 

method. In Section 3, a technical taxonomy for classification of existing papers in the IoT 

communications strategies is presented. A brief summery and technical categorization of each 

related study are presented in the Section 3, whilst section 4 provides the comparison analysis and 

a discussion effort for the reviewed studies. Besides, Section 5 presents new challenges and 

forthcoming issues of future IoT communications. Finally, Section 6 concludes the paper. 

 

2. Background 

In this section the authors illustrate a brief summary of the IoT communication architecture, 

strategies, communications types, and technologies with some key attributes. Also, the authors 

presented the strategy implemented for the papers selection in order to find the best and suitable 

related research study for this review [11]. IoT refers to a set of actuators, smart devices, sensors 

that make up intelligent systems that can connect together using the infrastructure of the Internet 

[12]. Different IoT architectures have been proposed by different researchers, as such there is no 

constant IoT architecture [13].  
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Figure 1. The communication features in IoT environment [14]. 

Based on Figure 1, there are four classical communication types for IoT environment that can be 

connected to anything at any time with any network topology and any service as follows [15, 

16]: 

 Device-to-Device (D2D) communication: provides more than two smart devices that 

communicate between each other directly without any application server using existing 

communication technologies such as IP technology, wireless technology, and sensor 

technology.  

 Device-to-Application (D2A) communication: presents a safe user-centric connection 

between IoT applications and smart devices that have been embedded to the human life using 

content-centric, messaging technology, cloud technology and sensor technology.  

 Device-to-Gateway (D2G) communication: Provides a secure connection between local 

gateway as a middleware service provider (such as smartphone or laptop) and the smart 



devices with a translation method such as gateway technology, and messaging technology. 

Also, the smartphones as mobile-based IoT devices can be used as a gateway in the device to 

gateway communication type. 

 Device-to-Cloud (D2C) communication: presents a directional interconnection between IoT 

devices and cloud service providers to transfer information and resources with controlling 

messages and sensors using existing communication technologies such as sensor technology, 

cloud-based technology, messaging technology, IP technology, and wireless technology [17]: 

In order to connect the smart devices in IoT environment, some key technologies are applied such 

as, wireless technology, sensor technology, messaging technology, gateway technology, and IP 

technology [18, 19]. Besides, the communication types can have two main characteristics 

including application-wise or topology-wise.  

Likewise, the IoT communication strategies are used for numerous scenarios in the human life for 

instance; medicine, ubiquitous, vehicle transportations, social communications, commercial 

efforts, education, military, industry, and home-care [20-22]. Also, there are famous 

communication infrastructures including, 3G, 4G and 5G cellular network technologies that 

communicate with mobile broadband services and IoT smart devices. Recently, 5G network 

technology has new paradigm for communicating smart IoT devices and cyber physical systems 

with high accuracy [23, 24]. 

 

3. IoT device communication strategies 

In this section, we analyze existing research studies on the IoT communication strategies for 

efficient smart environments. First, we describe briefly, research selection strategy based on 

systematic literature review (SLR). Also, we present a technical taxonomy for categorization of 

the existing research studies. 

3.1 Paper selection strategy 

This research study adopts a SLR to identify the gap within the previous literature, which had not 

previously been investigated.  In the first step, the existed string keywords “Internet of things” 

OR “IoT” AND “communication” AND “device” OR “machine” are searched in the Web. The 



authors have restricted the search scope to research studies between 2014-Feb 2019 that 

completely emphasis on the IoT communications through smart devices written in English.  

In the second step, the replicated papers, thesis, review and survey articles, book chapters, and 

non-index Web of science articles have been excluded. Finally, 38 research article have been 

considered to discuss for technical analysis. Figure 2 depicts a summery on the distribution of the 

published articles in scientific publishers by year. According to Table 1, to enhance quality of the 

research methodology in this review, just journal articles have been considered to analyze the IoT 

communication strategies.  

According to the SLR method adopted, the authors, have designed Methodological Queries (MQ) 

based on the scope of the IoT communications strategies as follows: 

 MQ 1: Which IoT communication strategies are applied in this literature? 

 MQ 2: Which main scenarios are considered for IoT communication strategies? 

 MQ3: Which communication type is provided for connection of IoT devices? 

 MQ4: Which communication technologies are applied for the IoT devices? 

 MQ5: What are the evaluation factors usually applied to the IoT communication strategies?  

 MQ6: What are the forthcoming directions and open issues for IoT communication strategies? 

 

Figure 2. The percentage of research paper verity with publisher per year.  

Table 1. Total founded research studies in the IoT communication papers 

0

1

2

3

4

5

6

7

8

9

10

11

2013 2014 2015 2016 2017 2018

N
u

m
b

e
r 

o
f 

p
ap

e
rs

Year

Elsevier Springer IEEE Wiley Emerald



Database Number of initial 

search 

Relevant papers 

Science Direct 825 13 

Springer 1121 8 

IEEE 1302 11 

Wiley 423 5 

Emerald 127 1 

Total articles 38 

 

3.1 Analyzing existing research studies 

According to Figure 3, this section illustrates a technical taxonomy for IoT communication 

strategies. The Authors categorize communication strategies into five main environments 

including monitoring-based communications, routing-based communications, health-based 

communications, intrusion-based communications, and resource-based communications.  

Figure 3 provides a relationship between the communication technologies that cover by each IoT 

communication type. In order to analyze the IoT communication types of each environment, D2D, 

D2A, D2G, and D2C types are categorized to the next level. The monitoring-based 

communications include the D2D, D2A and D2C communication types that interconnect with 

sensor, wireless, and IP communication technologies between smart devices. In the routing-based 

communications, the authors have four sub-layers for the communication types including D2D, 

D2A and D2G communication types. These communication types interact with sensor, wireless, 

gateway and IP communication technologies between smart devices and users. The health-based 

communications [25, 26] contain the D2D and D2A communication types that interconnect with 

sensor, gateway, messaging and IP communication technologies between IoT devices, applications 

and users. As such, the intrusion-based communications include the D2A and D2C communication 

types that interconnect with sensor, wireless, messaging and IP communication technologies 

between smart devices. Finally, the resource-based communications include all of the D2D, D2A, 

D2G and D2C communication types by interconnecting on messaging, wireless and gateway 

communication technologies for intelligent devices and IoT applications.  

3.1.1 Monitoring-based communications  



Monitoring-based communication strategies present a high level discovery and screening for end 

to end devices, cloud providers and IoT applications that user can use some data transfer features 

such as video streaming management, measuring environmental aspects and natural resources, and 

density detection on the manufacturing and industrial equipment.  

Zhou et al. [27] present a high risk Infrared malicious monitoring control for smart TV devices in 

IoT environment. In this remote control, a TV box platform has been designed and implemented 

to show the protecting the high risk attacks for improving security and bit error rate in the 

multimedia devices in IoT environment. This research suffers from a sequential converted 

channels to receive the existing messages between TV box and remote control to monitor the data 

transmission that the transmission time is increasing. While Hejselbaek et al. [28] provide a 

propagation-based monitoring system for Forest Terrain in IoT devices. The monitoring system 

was implemented to measure the organic and experimental models of forest destinations. The 

proposed monitoring system used wireless technology to estimation of response time, bandwidth 

factors in the environmental IoT devices. However, Kertesz et al. [29] present an android-based 

mobile simulation application to visualize and monitor the data management of IoT 

communication devices. The monitoring management is done with sensor-based technology to 

overcome the device management scalability with cost efficient approach. Some weaknesses of 

this research are as follows: (1) the gathering table of the sensors is very simple and restricted 

memory, (2) the routing methodology has not been illustrated between sensors that support the 

scalability of the monitoring data streams in IoT environment.  

In another paper [26], Paul et al. proposed a graph-based communication model for dynamic and 

mobile smart devices in IoT environment to monitor and discover the optimum path and minimum 

energy, and cost between devices. The main defect of this research is that the authors ignored the 

battery life of sensors in a medical monitoring system with respect to simple routing protocol in 

the optimum path. 

On the other hand, Wang et al. [31] present a self-adaptive and monitoring system to data access 

control using load-dispatching method in IoT environment. A load capacity method is applied to 

predict the load performance of each sensor node in the IoT communication strategy. To support 

a safety monitoring scenario, this research provided a dynamic load balancing method for 



enhancing the data access control to decrease computation time, cost, and utilization in the IoT 

environment. 

Table 2 depicts a technical analysis of some important metrics related to existing monitoring-based 

communications in the IoT environments. The D2D type has most usage for monitoring conditions 

in variant areas such as home-care, social networks, commercial, medical and industrial 

environments. 

 



 

Figure 3. The proposed taxonomy for the IoT communication strategies. 

 



 

 

Table 2. Comparison of the evaluation factors for the monitoring-based communications 

 

3.1.2 Routing-based communications  

In the routing-based communication strategy, discovering a safe and optimal path is considered to 

manage some important aspects of IoT networks in routing problem such as traffic, energy 

consumption, packet delay, and response time. The authors have described an analytical 

comparison of existing approaches in this field as follows: 

Debroy et al. [32] present an optimal spectrum-based routing protocol according to dynamic access 

communication management in IoT environments. The authors proposed a multi-hop routing 

Ref 
Main context IoT-based 

technology 

IoT-based  

scenario 

Communication type Evaluation 

factors 
Validation 

[27] High risk Infrared 

malicious 

monitoring control 

for smart TV 

Wireless 

technology 

Home D2D Security, bit 

error rate 
Empirical 

[28] Propagation-based 

monitoring system 

for Forest Terrain 

Wireless 

technology 

Social D2D Response time, 

bandwidth Case study 

[29] Android-based 

mobile simulation 

application to 

visualize and 

monitor the data 

management 

Sensor 

technology 

Commercial D2D Scalability, cost 

Case study 

[30] Graph-based 

communication 

model for dynamic 

and mobile smart 

devices 

Sensor 

technology 

Medical D2D Energy, cost 

Empirical 

[31] 
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monitoring system 

to data access 
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Sensor 

technology 

Industry D2C - D2A Computation 

time, cost, and 

utilization 
Case study 



scenario to achieve a reachable connectivity between IoT devices with minimum energy 

consumption. The simulation results with MATLAB shows an efficient cost benefit and energy 

saving routing strategy for dynamic access communication devices. The main weakness of this 

work is that the authors have not considered a heterogonous environment to connect the smart 

devices in IoT platform.  

Mukherjee et al. [33] present an on-the-fly routing mechanism for MANET in a smart city-based  

IoT environment. The authors proposed a hierarchical multi-level architecture to cover high 

mobility of routing mechanism in the static IoT environment. The experimental results were 

simulated using Omnet++ tool that presented low delay and high packet receiving rate with 

minimum energy consumption. The main defect of this paper is that the authors proposed a static 

device to device IoT environment for routing mechanism in MANET. 

Sharma et al. [34], suggest a 5G-based routing discovery protocol for IoT devices in body area 

networks. An auto-flight vehicle scenario is presented to evaluate energy consumption of the 

routing discovery for mobile devices in IoT. A numerical analysis was evaluated for achieving the 

best performance of energy, cost, and delay factors using MATLAB and NS-2. The main weakness 

of this work is considering single auto-flight vehicle to connect the mobile devices in vehicular 

communications.  

Bi et al. [35] develop a soccer robot system based on an enhanced routing discovery mechanism 

in IoT environment. A manual remote control was proposed to navigate the mobile sensor nodes 

in the game system. The mechanical perspective of the proposed robot was evaluated with a real 

platform in the IoT environment. The communications between devices were supported using a 

decision making system that navigates the routing discovery mechanism according to the activities 

of robot players for minimizing Energy, response time, and delay. The main weakness of this 

development is considering a manual remote control for navigating and routing discovery for robot 

system.  

Chen et al. [36] present a new social-based routing method for multi-hop IoT communications to 

support probable trusted connectivity. This paper proposes a channel information status between 

the specified and unknown devices that evaluate trust probability, and distance rate factors 

according to a rank-based model. The statistical and numerical analysis were performed using 

Monte Carlo simulations. The main weaknesses of this research are as follows: (1) the routing 



method with probable trusted connectivity is depend on randomized location of base stations. (2) 

If a base device station changes its location dynamically, the probable trusted connectivity cannot 

be supported with this routing method. (3) The computation time for routing method has not been 

discussed because when number of base stations are increased, the computation time is growth 

exponentially.  

Cuka et al. [37] propose an opportunistic-based routing mechanism using fuzzy logic. Some 

evaluation factors such as response time, storage, energy and security have been compared with 

other algorithms. The main disadvantage of this work is omitting a dynamic device selection 

strategy for routing algorithm that is increases the overhead of IoT communications.   

Table 3 shows a comparison analysis for existing routing-based communications in the IoT 

environments. The commercial scenarios have most usage for routing algorithms based on radio 

and sensor technologies as communication technologies. 

 

Table 3. Comparison of the evaluation factors for the routing-based communications 

Ref 
Main context IoT-based 

technology 

IoT-based  

scenario 

Communication 

type 

Evaluation 

factors 
Validation 

[32] 

 

Dynamic spectrum-

based  multi-hop 

routing protocol 

Wireless 

technology  

and Sensor 

technology 

Commercial D2D Energy 

consumption 
Empirical 

[33] 

 

Hierarchical routing 

architecture in 

MANET 

Gateway-based Commercial D2G – D2A Delay, packet 

receiving rate, 

minimum energy 

consumption. 

Case study 

[34] 

 

5G-based routing 

discovery protocol  in 

body area networks 

Sensor 

technology 

Vehicle D2A Energy, cost, 

delay Empirical 

[35] Soccer robot system Sensor 

technology  

and wireless 

technology 

Commercial D2D – D2A Energy, response 

time, and delay 
Empirical 

[36] Social-based routing 

method for multi-hop 

IoT communications 

Wireless 

technology 

Social D2D Trust probability, 

and distance rate Empirical 



 

 

3.1.3 Health-based communications  

Health-based communication strategies are related to the medical environments that use IoT 

technology to manage the health-care information and medical equipment. Existing research 

studies in this topic are explain and discuss as follows: 

Santamaria et al. [38] present a message queuing-based wearable device for body sensor area 

network in IoT environment. The authors proposed a fuzzy logic method to show the body activity 

recognition by filtering and refinement of data that are gathered form IoT environment. The 

experimental results have been evaluated using a real case measurement with classification and 

clustering methods to decrease the error rate of recognition and energy consumption of IoT nodes. 

This research has ignored the transfer cost for gathering data from IoT devices in smart 

environment as the main weakness. 

Woo et al. [39] propose a reliable-based personal healthcare scenario to evaluate fault-tolerant 

medical information services in IoT environment. The applied reliable-based scenario used a 

baseline configuration for showing the daisy chain of recovery messages in backup of medical 

information. The proposed scenario could recover the medical information from faulty messages 

in gateway. One of the main weaknesses of this research is that the authors have not illustrated a 

time period for estimation of fault messages in the backup procedure.  

Bae [40] evaluates a verification method on the user healthcare information for analyzing existing 

attacks in the IoT medical communications. In this research, a privacy protection scenario was 

proposed using inter-device communication level that to avoid each impostor’s hacking in a safe 

wireless communication environment. The statistical testing was carried out using Casper 

specification rules in Failures-Divergences Refinement (FDR) checker tool. The experimental 

results showed that the proposed method satisfied a safety and deadlock-free conditions in the IoT 

medical device environment. The main weakness of this testing is that the author proposed a 

[37] 
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sequential operators for verifying the authentication of privacy attacks in the IoT device 

communications. 

Table 4 illustrates a side-by-side evaluation for existing health-based communications in the IoT 

environments. The medical scenario have just usage for health conditions based on IP and sensor 

technologies as communication technologies. 

 

Table 4. Comparison of the evaluation factors for the health-based communications 

 

 

 

3.1.4 Intrusion-based communications  

In the intrusion-based communication strategy, some safety factors such as security, trust and 

privacy are considered to support a safe interaction between IoT applications and cloud providers. 

In this subsection the authors have explained existing research studies in this topic as follows:  

Matheu-García et al. [41] present a secure framework based on risk assessments and testing to 

communicate the smart devices in IoT deployments. This research proposes a three-level security 

valuation including identification, estimation, and evaluation. After applying three-level valuation 

to the communication of IoT devices, a three-level testing evaluation is specified for validating 

secure monitoring method including design and implementation, maintenance, analysis and 

Ref 
Main context IoT-based 

technology 

Communication 

type 

Evaluation 

factors 
Validation 

[38] Message queuing-

based wearable 

device for body 

sensor area 

network 

Sensor 

technology,  

messaging 

technology 

D2C – D2A Error rate, 

Energy 

Case study 

[39] Reliable-based 

personal healthcare 

to evaluate fault-

tolerant medical 

information 

Gateway-

based 

D2D Reliability, 

fault tolerant 

Case study 

[40] Verification 

method on the user 

healthcare 

information 

IP technology D2A deadlock-

free, safety 
Empirical 



summary. To map the three-level security valuation on the three-level testing evaluation methods, 

a certification framework is presented according to weaknesses of IoT devices, relations between 

devices and independent vulnerabilities of the smart devices in IoT technology. The experimental 

results showed efficiency, execution time and packet error rate factors for proposed framework. 

The main weakness of this research is omitting multiple aggregations of risk assessments for IoT 

devices to support scalability and more efficiency.  

Mukherjee et al. [42] provide a flexible-based security middleware approach using session 

resumption method in IoT end-to-end communications. Some critical factors including power 

management, memory and energy consumption, network bandwidth and resource-awareness are 

evaluated according to the proposed secure IoT middleware approach. To discover the optimal 

security structure selection, the authors have used machine learning methods that evaluate 

composition of different protocol components in offline and online levels. In the experimental 

results, some scenarios have been tested using different virtual machines to decrease memory and 

energy consumption.  The main weakness of this research is that the author used a simple K-means 

clustering algorithm to categorization of the flexible-based secure decider components in IoT 

communications.  

Randhawa et al. [43] present a novel energy-aware method based on the authenticated encryption 

method in the IoT communications. The authors proposed a combinatorial offloading secure 

operations to evaluate the energy consumption, memory saving and low computation time factors. 

In this research, the data congestion has not been considered to combination of secure operations 

in the authenticated encryption method as a main weakness. 

Yang et al. [44] propose a cyberspace-based automatic fingerprint method to detect vulnerable IoT 

devices using neural network algorithm. To predict the real experiments, three layers have been 

designed for detecting smart devices in the cyberspace IoT communications. According to 

classification results, the proposed automated fingerprinting method was outperform than other 

works based recall, precision, and error rate factors. The main defect of this research is that the 

authors have not considered a dynamic attack for evaluating the vulnerable IoT devices.  

Dao et al. [45] present a secure authenticated key agreement method based on peer to peer 

communication in the Lightweight IoT devices. The proposed authenticated method is based on a 

social network scenario including user convenience in some attack levels. The experimental results 



provided some critical factors such as storage management, probability, cost and response time to 

improve the feasibility of the proposed authenticated key agreement method. The main weakness 

of this paper is omitting the authenticated transfer rate between multi-users that effects on the 

communication cost. 

Jin et al. [46] propose a ring learning-based encryption protocol using homomorphic user 

authentication management in IoT environment. The proposed protocol supports safety and 

security with decreasing response time and space complexity for decoding data transfer procedure. 

The simulation results have been evaluated with Eclipse tool with a message passing technology. 

The main defect of this paper is that the authors could not provide safety condition for a scalable 

IoT environment with restricted devices.  

Lee et al. [47] present a trust-based mobile protection approach with supporting domain isolation 

in the IoT environment. This approach uses a secure execution engine to support secure domain in 

authentication and access control. Also, to manage the mobile security of existing devices, a secure 

storage and key management scenario have been provided for encrypting and decoding resource 

safely.  The experimental results showed that the file size and execution time factors of the 

proposed approach are lower than other approaches. The main weakness of this study is that the 

overhead is increased when the number of messages are increased. 

Patil et al. [48] propose cryptography-based virtualization method to evaluate data congestion and 

interconnected nodes using neural network in IoT environment. The experimental results have 

been evaluated with MATLAB that reduced delay and response time. The main disadvantage of 

this study is ignoring the classification of unexpected communication nodes to normalize the 

congestion value. 

Bagci et al. [49] propose a secure-based IP combination approach to storage and transfer safe 

resources using datagram transportation layer in IoT infrastructure. The proposed approach 

satisfies some quantities such as saving safe resources and reduce memory consumption in the 

software and hardware encryption methods.  

Køien [50] propose a service access-based authentication method using random provisional 

personality structure in the IoT communications. This method supports user location privacy 

according to various requested services. The authors could manage proposed privacy using 



provisional access key method in some specification principles. The experimental analysis showed 

that the existing principles have been satisfied with the provisional access key method to provide 

user privacy. The main defect of this research is that the authors have not considered an 

implementation effort for evaluating proposed method in some real scenarios with respect to 

improve the execution time and security conditions.  

Table 5 shows a technical analysis for existing intrusion-based communications in the IoT 

environments. The commercial scenarios have most usage for intrusion algorithms based on 

messaging technologies as communication technologies in the D2A communication type. 

 

 

Table 5. Comparison of the evaluation factors for the intrusion-based communications 

Ref 
Main context IoT-based 

technology 

IoT-based  

scenario 

Communication 

type 

Evaluation factors 
Validation 

[41] Secure 

framework based 

on risk 

assessments  

Messaging 

technology 

Ubiquitous D2A Successibility, 

execution time and 

packet error rate 
Empirical 

[42] Flexible-based 

security 

middleware using 

session 

resumption  

Messaging 

technology 

Ubiquitous D2C  memory and energy 

consumption 

Case study 

[43] Energy-aware 

method based on 

the authenticated 

encryption 

method 

Wireless 

technology 

Ubiquitous D2A Memory, 

computation time 

and energy Case study 

[44] Cyberspace-based 

automatic 

fingerprint 

method 

IP technology Industry D2A Recall, precision, 

and error rate 
Empirical 

[45] 

 

Secure 

authenticated key 

agreement 

method based on 

Messaging 

technology 

Social D2A Storage 

management, 

probability, cost and 

response time 

Case study 



 

3.1.5 Resource-based communications  

The resource-based communication strategies provide optimal resource management for smart 

devices, cloud service providers, IoT applications, user-centric applications and gateways. In the 

resource-based communication strategy, some computing and communicating problems have been 

discussed such as resource allocation, scheduling, wireless mobile transferring, and load balancing 

and vehicular communications. 

Khaled et al. [51]  propose a RESTFul-based translator framework to manage resource transferring 

based on Atlas communication protocol in IoT environment. This framework provides a feasible 

peer to peer 

communication 

[46] 

 

Ring learning-

based encryption 

protocol using 

homomorphic 

authentication  

Messaging 

technology 

Ubiquitous 

  

D2C Safety, security, 

response time, space 

complexity  Case study 

[47] 

 

Trust-based 

mobile protection 

approach with 

supporting 

domain isolation 

Messaging 

technology 

Ubiquitous 

 

D2A File size and 

execution time 

Empirical 

[48] 

 

Cryptography-

based 

virtualization 

method to 

evaluate data 

congestion 

Messaging 

technology 

Ubiquitous D2A Delay and response 

time 

Case study 

[49] 

 

secure-based IP 

combination 

approach to 

storage and 

transfer safe 

resources 

IP technology Ubiquitous D2A Memory 

consumption 

Case study 

[50] 

 

Service-based 

authentication 

using random 

structure 

IP technology Commercial D2A Privacy 

Case study 



energy consumption rate for the smart spaces in the heterogeneous Atlas IoT communication. The 

scalability and cost factors have been evaluated in this study using Eclips environment. On the 

other hand, Yamada et al. [52] propose a resource traffic management approach based on 

communication timing method for MANET in cellular IoT devices. This approach enhances 

latency of communication devices based on evaluating each utility function for IoT devices. 

Chen et al. [53] present an energy-aware microscopic communication method for IoT sensors. The 

authors proposed a millimeter scheme wireless communication structure to evaluate resources 

sharing between 3D antennas with high estimation rate. Saving battery life and energy reduction 

are main advantages of this approach. Of course, the scalability and precision have not been 

investigated in this method when the number of sensors are increased in the IoT environment.  

Furthermore, Ito et al. [54] present a state reduction method to utilize time division and cost benefit 

selection for status of the cellular IoT devices in 4G mobile communications. This method used a 

device triggering energy saving status to enhance the recovered applications reliability when a 

failure condition is occurred. The simulation results have been achieved with comparing some 

algorithms such as adaptive range, exponential binary and uniform range methods to minimize 

energy, execution time, and reliability using OMNET++. The main defect of this research is that 

the authors ignored the overhead of the resource transferring in the IoT environment. 

Khaled et al. [55] develop a description language for specifying the smart things in the Web using 

Atlas IoT architecture. The experimental results have been investigated with IP smart things to 

manage computation time and energy consumption of applied resources in the IoT 

communications. The simplicity of the scenario programming to manage the applied resources 

with small environment is specified as a main weakness of this research. 

Lianghai et al. [56] present cellular remote device clustering for saving battery life of smart 

transmission devices in the IoT environment. In this paper, the existing resources of the sensors 

are clustered based on packet size, battery capacity, energy consumption, distance rate and number 

of sensors. The experimental results have been achieved benefit batter life and resource availability 

for existing sensors.  

Liu et al. [57] propose a cellular device to device resource allocation model for avoiding traffic 

congestion and energy reduction in the IoT green environment. The proposed resource allocation 



model supports the local base station transition and minimization of energy consumption for dual 

battery utilization.  

In Lv et al. [58] it was argued that, a QoS-based micro multiple-access resource allocation in the 

cellular IoT communications. The existing communication resources are transmitted via 

millimeter wave channels in the cellular IoT devices. The analytical experiments have been 

illustrated based on Monte Carlo simulation that include the probability of the pairing micro 

devices to guarantee the expected QoS factors such as execution time, density.  The main weakness 

of this paper is that the authors have not been considered the communication cost between micro 

devices as a weight. 

Moon et al. [59] present a random-access resource management approach for enhancing success 

ration of the IoT devices with minimum delay connectivity. This approach have provided channel 

estimation and blind decrypting for each resource transition in the IoT environment. The 

simulation results have been concluded with NS3 environment that evaluated access probability, 

ordinary delay and access throughput for each resource transmission. Ignoring congestion for the 

resource transition with high density can be specified as the main disadvantage of this paper. 

Song et al. [60] propose a data propagation-based resource allocation method using twofold graph 

model in the IoT environment. This method provides a three-level method for paring IoT devices 

using a heuristic replace matching algorithm to decrease paring ratio, and computation time. 

Considering a small problem size for evaluation of the proposed resource allocation method is the 

main defect in the simulation setup.  

Shokrollahi et al. [61] propose a distributed service-oriented valuable smart device approach to 

communicate the configurations of  the IoT service roles and applying QoS rules for guarantying 

durability and minimum latency factors. The experimental results have been investigated with a 

linear connection between appropriate services to minimize reliability, and computation time in a 

simulation environment. There are some defects in this paper as follows: (1) the authors have not 

considered a relative analysis with other service–oriented algorithms, and (2) the scalability has 

not been evaluated for a distributed IoT environment.  

Bouzouita et al. [62] present a recursive crowd resourcing method for evaluating the number of 

IoT devices in a 5G communication environment. This approach has been analyzed according to 



a data congestion perspective to enhance resource connection control using appropriate IoT 

devices. The authors have evaluated the efficiency of the estimation accuracy for each device 

connection based on an allocated response time. The error estimation is very ignorable in this 

method because the congestion parameter has been considered as a public constant.    

Antunes et al. [63] propose a context-aware multi-level resource management approach based on 

mobile edge computing for the heterogeneous IoT applications. The authors have provided a 

physical methodology for global resource management based on the scalable reaction time 

perspective and a software methodology for local management based on storage, scheduling and 

authentication of information management in a context-aware policy management. The simulation 

analysis has been evaluated just with restricted IoT resources. The scalability, bandwidth and 

memory consumption and CPU utilization have been analyzed in the simulation results. The main 

weakness of this approach is that the authors have not considered the cost of tasks transitions for 

migrating resource from smart devices in the IoT. 

Naranjo et al. [64] propose a Fog-based smart city model for IoT applications. The proposed model 

covers three main communication types for devices and IoT applications to support QoS factors 

of existing resources with minimum power consumption. 

Table 6 shows an evaluation report for existing resource-based communications in the IoT 

environments. The ubiquitous scenarios have most usage for resource management approaches 

based on messaging and wireless technology technologies as communication technologies in the 

D2D communication type. 

 

Table 6. Comparison of the evaluation factors for the resource-based communications 

Ref 
Main context IoT-based 

technology 

IoT-based  

scenario 

Communication 

type 

Evaluation 

factors 
Validation 

[51] 

 

RESTFul-based 

translator framework 

to manage resource 

transferring  

Messaging 

technology 

Ubiquitous 

 

D2C Scalability, 

Cost 
Case study 

[52] Resource traffic 

management approach 

based on 

Messaging 

technology 

Vehicle D2A Latency 

Empirical 



communication timing 

method 

[53] 

 

Energy-aware 

microscopic 

communication 

method 

Gateway-

based 

Commercial D2G Saving 

battery life 

and energy 

reduction 

Empirical 

[54]  

 

State reduction method 

to utilize time division 

and cost benefit 

selection 

Messaging 

technology 

Ubiquitous 

 

D2D Energy, 

execution 

time, 

reliability 

Case study 

[55] 

 

Description language 

for specifying the 

smart things in the 

Web 

IP 

technology 

Ubiquitous D2D – D2A Computation 

time, Energy 
Empirical 

[56] 

 

Cellular remote device 

clustering for saving 

battery life 

Messaging 

technology 

Ubiquitous D2D Packet size, 

battery 

capacity, 

energy 

consumption, 

distance rate 

Empirical 

[57] 

 

 Cellular device to 

device resource 

allocation model 

Messaging 

technology 

Vehicle D2D Energy 

consumption 
Empirical 

[58] 

 

QoS-based micro 

multiple-access 

resource allocation in 

the cellular IoT 

communications 

Wireless 

technology 

Ubiquitous D2D Execution 

time, density 

Case study 

[59] 

 

Random-access 

resource management 

approach for 

enhancing success 

ration 

Messaging 

technology 

Ubiquitous 

 

D2D Access 

probability, 

ordinary 

delay and 

access 

throughput 

Case study 

[60] 

 

Data propagation-

based resource 

allocation method 

Messaging 

technology 

Ubiquitous 

 

D2D Paring ratio, 

Computation 

time 

Case study 

[61] Distributed service-

oriented valuable 

smart device approach 

Messaging 

technology 

Ubiquitous 

 

D2D – D2A Reliability, 

Computation 

time 

Case study 



 

4. Discussion 

In this section, a comparative discussion and evaluation is considered for existing IoT 

communication research studies. The comparative reports and evaluation are related to the 

proposed MQs in section 2: 

 MQ 1: Which IoT communication strategies are applied in this literature? 

Figure 4 shows a statistical comparison of the applied IoT communication strategies based on 

content of the illustrated taxonomy (Fig 3). The authors have categorized IoT communication 

strategies into five main topics including monitoring-based communications, routing-based 

communications, health-based communications, intrusion-based communications, and resource-

based communications. The resource-based communications has highest percentage of the IoT 

communication strategies by 35% usage in the literature. Of course, the intrusion-based has 26%, 

the routing-based has 16%, the monitoring-based has 14% and the health-based has 8% usage in 

the IoT communications.  

[62] 

 

Recursive crowd 

resourcing method for 

evaluating the number 

of IoT devices 

Messaging 

technology 

Ubiquitous 

 

D2A Accuracy 

estimation 

error 
Empirical 

[63] 

 

Context-aware multi-

level resource 

management approach 

based on mobile edge 

computing 

Messaging 

technology 

Ubiquitous 

 

D2A Scalability, 

bandwidth 

and memory 

consumption 

and CPU 

utilization 

Empirical 

[64] Fog-based smart city 

model for IoT 

applications 

Messaging 

technology 

Social D2C Power 

consumption Case study 



 

Fig. 4. Percentage of the presented IoT communication strategies. 

 

 MQ 2: Which main scenarios are considered for IoT communication strategies? 

The applied main scenarios that considered for the IoT communication strategies are shown in 

Figure 5. The authors have observed that ubiquitous scenarios have most considered with 17 

research articles, and commercial scenarios have 7 studies. In the total number of the IoT 

communication strategies, ubiquitous environments are most popular communication platform to 

present and evaluate the communication of IoT applications and smart devices. Also, commercial 

scenarios, medical case studies, and vehicle environments have most published paper in the IoT 

communication strategies. In the monitoring-based communications, the home-care, industrial, 

social, commercial and medical scenarios as the important environments have been applied to 

evaluate the IoT communication strategies. In the routing-based communications, the commercial 

scenarios have been presented to illustrate the IoT communication platform. In the health-based 

communications, just medical perspectives have been used to evaluate the IoT communication 

strategies. In the intrusion-based communications and the resource-based communications, 

ubiquitous environments have most usage for presenting the IoT communication scenarios. 
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 Fig. 5. Percentage of the applied main scenarios in IoT communications. 

 MQ3: Which communication type is provided for connection of IoT devices? 

According to Figure 6, 19 research studies have evaluated IoT communication strategies on the 

D2A platform. In addition, 16 research papers used D2D communication type to assess and 

analyze the existing case studies. Also, D2C and D2G communication types have been evaluated 

in the IoT case studies with 5 and 3 papers respectively.  

 

Fig. 6. Percentage of the communication types in IoT environments. 

 MQ4: Which communication technologies are applied for the IoT devices? 

The applied communication technologies for smart devices and IoT applications are compared in 

Figure 7. The statistical percentage of the applied technologies presents that the messaging 
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technology has greatest usage in the IoT communications with 17 research studies. Of course, 

some studies have a hybrid usage for communication technologies in their case studies. 

 

Fig. 7. Percentage of communication technologies for the IoT devices. 

 MQ5: What are the evaluation factors usually applied to the IoT communication strategies?  

The evaluation factors are analyzed and compared as the enhancement effort for each study in the 

IoT communication strategies according to Figure 8. The comparison descriptions of the 

evaluation factors illustrate that the time (aggregation of response time, computation time and 

execution time), bandwidth, energy and latency have most usage in the IoT communications by 

18%, 16%, 16%, and 13% percentage. However, scalability and availability as the important 

issues in the IoT communication can be evaluated as an open challenge in the device to device 

and device to application methodologies. However, a few research studies have considered 

existing evaluation factors such as accuracy, precision, successability, privacy, error rate, 

reliability, space complexity, memory consumption and speed up that we categorized them to 

“Other” in the Figure 8.  
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Fig. 8. Percentage of evaluation factors for analyzing IoT communications. 

 

5. Forthcoming and open issues of IoT communications  

According to the previous section, some new research directions and open challenges are presents 

to finding forthcoming studies and issues in the IoT communications. The Authors have answered 

new open issues and forthcoming challenges base on MQ6.  

 MQ6: What are the forthcoming directions and open issues for IoT communication strategies? 

Scalability and mobility: these factors have several challengeable points to IoT communication 

strategies such as vehicular IoT networks, monitoring and social commitments that have not 

addressed the supporting scalability and mobility criterions. For enhancing scalability factor in IoT 

communications, the number of covered sensors should be optimized based on transmission 

technologies in IoT [65]. Hybrid cloud providers can apply to represent smart services of IoT end 

users to provide upstream scalability by worldwide perspective of the IoT communications. There 

are some new efforts to this open issue including virtual migration problem, and dynamic device 

mobility. Also, mobility condition can positive influence on the smart city case studies to connect 

the IoT applications and users [66]. 
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Privacy and security: One of the important challenges in the realization of the IoT communication 

is its security and privacy. From the security point of view authentication, distributed denial of 

service, trust and access control have been identified as the main security challenges [67, 68]. 

Public key infrastructure and trusted execution environment techniques can prove beneficial for 

this problem [69]. The IoT works with sensors and actuators, they need the utmost care of handling 

the devices since some physical damages also may happen because of mishandling the actuators, 

the hackers would try to disturb the normal working of such devices. A complete security standard 

with proper confidentiality, integrity, and authentication should be implemented for IoT 

communications [70, 71].  

Interoperability: This factor is a key feature for communication between IoT applications, cloud 

providers and smart devices [72]. Some key challenges of this area are including a scalable 

architecture to interact with the smart objects and data centers, a dynamic and adaptive 

interoperability architecture for ultra-large scale IoT communications [73].  

Trust and access control: trust management in communication strategies is an important challenge 

to increase [74, 75]. Trustworthiness management can be effective on the relationships between 

smart objects and IoT applications to improve a safe data delivery [76]. Also, access control 

management can be influence on the safe and trustable communication between smart devices and 

IoT applications [77]. Categorizing access control management for a set of communication 

strategies should be guaranteed to enhance the access level of each device and application in the 

IoT environment. 

Energy consumption: IoT devices such as sensors, mobile agents, wireless technology, and 

cameras are physically distributed, and interacted with the IoT applications that have more energy 

efficient in comparison of the centralized topologies. In addition, achieving Industry 4.0 is not an 

easy thing, as its involves many aspects, and faces many type of challenges and difficulties, e.g. 

scientific, technological, economical, and social challenges [78]. For example, minimizing power 

consumption is one of the main challenges on the IoT communication strategies that can be 

supported with supply chain management in industrial environments. 

 

6. Conclusion and limitations 



This paper presented a systematic review on IoT communication strategies for an efficient smart 

environment. Based on the SLR mechanism, existing peer-reviewed articles were provided for 

technical analysis on this topic. The existing research studies were categorized into five main 

categories monitoring-based communications, routing-based communications, health-based 

communications, intrusion-based communications, and resource-based communications.  The 

Authors observed that the resource-based communication category is the most popular approach 

by 35% usage. As stated by the technical discussion, the device to application is the most popular 

communication type by 52% usage in the IoT communication strategies. In each category, 

important evaluation metrics were analyzed according to the time, latency, bandwidth, energy and 

delay in the IoT communication strategies with most evaluation than other factors such as 

availability, throughput, cost and utilization. In addition, the Authors observed that the ubiqutouse 

scenarios have the most usage with 38% for evaluation of the IoT communication strategies. 

Moreover, the messaging technology is most usable communication technology to connect the 

smart devices and IoT applications. Furthermore, there are some limitations in this analysis as 

follows: (1) the non-English papers, conference papers, book chapters and technical thesis were 

ignored in the review, (2) Non-index papers with low quality were omitted in this analysis, (3) the 

Authors have restricted the search scope to research studies between 2014-Feb 2019.  In the future 

research, some new open issues such as trustworthiness and access control management for IoT 

communication strategies, smart health-care communication efforts [79], educational-based IoT 

communications, social IoT communication approaches, privacy-based communication protocols 

can be considered for new research efforts and open challenges in the IoT communication 

strategies. 
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