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Abstract

Mobile devices, particularly the touch screen mobile devices, are increasingly used to store and access private and sensitive
data or services, and this has led to an increased demand for more secure and usable security services, one of which is user
authentication. Currently, mobile device authentication services mainly use a knowledge-based method, e.g. a PIN-based
authentication method, and, in some cases, a fingerprint-based authentication method is also supported. The knowledge-
based method is vulnerable to impersonation attacks, while the fingerprint-based method can be unreliable sometimes. To
overcome these limitations and to make the authentication service more secure and reliable for touch screen mobile device
users, we have investigated the use of touch dynamics biometrics as a mobile device authentication solution by designing,
implementing and evaluating a touch dynamics authentication method. This paper describes the design, implementation,
and evaluation of this method, the acquisition of raw touch dynamics data, the use of the raw data to obtain touch dynam-
ics features, and the training of the features to build an authentication model for user identity verification. The evaluation
results show that by integrating the touch dynamics authentication method into the PIN-based authentication method, the
protection levels against impersonation attacks is greatly enhanced. For example, if a PIN is compromised, the success rate
of an impersonation attempt is drastically reduced from 100% (if only a 4-digit PIN is used) to 9.9% (if both the PIN and
the touch dynamics are used).

Keywords Mobile computing - User authentication - Behavioural biometrics - Touch dynamics

1 Introduction accessible from, mobile devices, the risk and cost of losing
these data are becoming higher. Therefore, more stringent
security measures should be embedded into mobile devices.

One of these measures is user authentication.

Mobile devices have become a preferred gadget for users to
access information and digital services, and stay connected.

The increased usage and dependence on these devices also
indicate that they increasingly process and store confidential
and sensitive data. As more sensitive data are stored in, or
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User authentication is the first line of defence in any
computing system (platform or device). In a mobile
device context, authentication is mostly achieved via a
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knowledge-based authentication method, and, in some
cases, a fingerprint-based authentication method is also
supported. With the knowledge-based authentication
method, a user proves their identity by demonstrating the
knowledge of a secret. The use of these secrets is vulner-
able to certain security attacks such as smudge (Aviv et al.
2010), shoulder spoofing (Zakaria et al. 2011), and brute
force (Owusu et al. 2012) attacks. The fingerprint-based
authentication method is sometimes unreliable. For exam-
ple, a sweaty, or dry, finger often leads to a false negative
authentication result (Park et al. 2011). Therefore, how to
make the authentication service secure and reliable in the
presence of these threats and attacks for mobile users is a
pressing task.

One of the possible measures to strengthen the security
and reliability of the authentication service is to integrate
a biometrics-based (e.g. touch dynamics) authentication
method with a knowledge-based (e.g. PIN) authentica-
tion method to form a so-called two-factor authentication
method. Touch dynamics refer to the digital signatures gen-
erated when a human interacts with a mobile device.

A touch dynamics authentication method can be imple-
mented by employing sensors already available in most
mobile phones, digital tablets, and other touch screen
devices, making the implementation comparatively cheaper
than other biometrics-based authentication methods, such as
fingerprint and iris where specialised hardware is required.
In addition, the acquisition of touch dynamics features is less
sensitive to external factors such as lighting conditions and
background noise levels, making it more usable and reliable
in a mobile context. Also, touch dynamics features can be
acquired whenever a user uses his/her devices, for example,
during their normal (i.e. non-authentication related) input
activities, requiring little extra interactions by the user. For
these reasons, a touch dynamics authentication method is
cheaper, more usable and reliable, and may be more accepta-
ble to the general public than other biometrics-based authen-
tication methods.

To investigate the feasibility and effectiveness of using
touch dynamics biometrics as a mobile device authentication
solution, we have designed and evaluated a touch dynamics
authentication method. This paper reports our work in this
regard. More specifically, it describes how a touch dynam-
ics dataset is acquired, the way raw touch dynamics data are
extracted from the dataset, what features and how they are
extracted from the raw data. It also explains how we system-
atically analyse these features to select a subset of optimal
features. It then describes the classification of the features
to build authentication model, and the use of the model to
authenticate a user. The paper also describes the experi-
ments carried out to evaluate the performance of the touch
dynamics authentication method and discusses the evalua-
tion results obtained with different parameter value settings.
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In detail, the structure of this paper is organised as fol-
lows. The next section discusses the related work. Section 3
describes a system architecture for our proposed touch
dynamics authentication method. Sections 4, 5, 6 and 7,
respectively, focuses on the designs and operations of core
functional units of the architecture, i.e. the Raw Data Acqui-
sition unit (Sect. 4), Feature Construction unit (Sect. 5),
Model Training unit (Sect. 6), and Authentication Decision-
Making unit (Sect. 7). Section 8 describes the performance
evaluation methodology used. Section 9 analyses and dis-
cusses the evaluation results. Finally, Sect. 10 concludes the
paper and outlines our future work.

2 Related work

This section critically analyses related work on touch
dynamics. Depending on the input strings types used, the
related work can broadly be classified into three groups:
(i) work on numerical-based input strings, (ii) work on
character-based input strings, and (iii) work on non-string
inputs. As the scope of our work is in touch dynamics using
numerical-based input strings, our literature critical analysis
here will focus on (i). For details on related work in other
groups, readers are referred to a recent literature survey of
touch dynamics (Teh et al. 2016a). The work most relevant
to ours has largely been focusing on studying the applicabil-
ity of, or improving the performance in, using touch dynam-
ics as a means of verifying subjects. We here discuss the
most notable ones.

The work reported in (Vazquez et al. 2014) was carried
out to test the applicability of verifying subjects based on
touch dynamics using numerical-based input strings. In
their experiments, some of the touch dynamics features
were extracted by using the more sophisticated accelerom-
eter and gyroscope sensors. By using an Euclidean Distance
classifier, they obtained an accuracy performance of 20%
equal error rate (EER) on a 4-digit PIN. Using more sophis-
ticated sensors to extract some of the features means that
this method is energy-consuming. For example, it consumes
additional energy to obtain readings from an accelerometer
sensor (Wang et al. 2017). In addition, relying on the use
of these sensors also means that the method can only be
deployed on mobile devices that are equipped with these
sensors, limiting the scale of its deployment. This is also
the case for the work reported in (Krombholz et al. 2016).

The authors in (Sen and Muralidharan 2014) also inves-
tigated the accuracy performance of touch dynamics using
a 4-digit PIN. In their investigation, they recruited ten sub-
jects. Each subject was asked to provide 100 input samples
of a predefined PIN (“1593”). They used the Multi-Layer
Perceptron classifier to classify the legitimate subjects, and
these subjects can be correctly classified up to 86% of the
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time. The result is encouraging, but to achieve the reported
level of accuracy performance, they have made use of 100
input samples per subject to train the classifier. Acquiring
such a large number of samples from the subjects is time-
consuming and not always practical during an enrolment
phase. It is not clear if the same level of accuracy perfor-
mance could still be achieved when a smaller number of
input samples are used. A similar case can be said for the
work reported in papers (Coakley et al. 2016; Roh et al.
2016; Shen et al. 2016).

The paper (Tasia et al. 2014) reported an experiment
carried out on a small number of input samples than those
described above. Input PINs ranging from 4 to 8 digits in
length were used. By using a simple statistical classifier, the
authors were able to achieve an EER of 8.4%. The experi-
ment was carried out on 100 subjects, more than many of the
experiments reported in literature. For example, the experi-
ments reported in papers (Amin et al. 2015; Buriro et al.
2015; Lee et al. 2016; Li et al. 2015; Praher and Sonntag
2016; Roh et al. 2016; Sen and Muralidharan 2014), were
carried out on 15 or fewer subjects. Carrying out an experi-
ment on a larger number of subjects allows us to draw more
conclusive conclusions.

Zheng et al. (2014) conducted their experiments using
4-digit and 8-digit PINs. The authors employed a statistical
classifier and obtained EER values of 3.65%, 6.96%, and
7.34% using three different 4-digit PIN numbers, “3244”,
“11117, and “5555”, respectively. These results show that
when a higher repetition of digits is used, the accuracy per-
formance is reduced. They also compared the accuracy per-
formances of two different 8-digit PINs (i.e. “12597384”
and “12598416”). Surprisingly, for one of the 8-digit PIN
(“12598416”), the EER value was 4.45%, marginally worse
than the 4-digit PIN (“3244”). This finding is in contrary
to previous studies (Chang et al. 2015; Praher and Sonntag
2016; Shen et al. 2016) which have suggested that longer
input strings produce a better accuracy performance.

The work reported in (Chang et al. 2015) was somewhat
unique. The authors proposed a method to allow subjects
to change their PINs without rebuilding the authentication
model. The subjects were asked to input ten different ran-
domly selected 10-digit PINs. Based on the samples col-
lected, they produced a table of all possible feature values
for each digit. Using this method, they were able to achieve
EER values of 23%, 21%, and 18% on three different PINs
with the string lengths of 6, 8, and 10, respectively. How-
ever, the majority of the subjects taking part in this experi-
ment were at the age of 17-20, it is not clear whether the
experimental findings apply to other age groups.

The paper (Teh et al. 2016b) reported an experiment
carried out to collect a touch dynamics dataset from
a group of subjects with a wider age range than those
described above. In their experiments, five timing feature

and a spatial feature were extracted from the input samples
of the dataset, and, for each extracted feature, a reference
template is created. The authors applied three statistical
methods, i.e. Gaussian Estimation, Z-Score and Standard
Deviation Drift, to compare the likeliness of a test sample
against a reference template. By using these three meth-
ods, they were able to achieve EER values of 8.55%, 9.30%
and 8.92%, respectively, on a 4-digit PIN. These statisti-
cal methods were selected based on the notion that they
are computationally less costly than the other machine
learning methods, so the resulting authentication system
could incurs less computational overhead, consumes less
power and introduces less authentication delay. It would
be interesting to investigate and compare the efficiency
between different methods not only in terms of accuracy
performance, but also the training and testing time they
incur such as those investigated in our work.

Trojahn et al. (2013) reported an experiment carried out
to investigate the accuracy performances of timing features
extracted using different feature length values (i.e. 1-graph,
2-graph, and 3-graph) on a 17-digit PIN. The experimental
results suggested that 1-graph achieves the best accuracy
performance. A similar observation has also been reported in
papers (Tasia et al. 2014; Zheng et al. 2014; Jain et al. 2014;
Coakley et al. 2015). It would be interesting to investigate
the accuracy performances of timing features extracted using
larger feature lengths such as those investigated in our work.

More recently, Shen et al. (2016) investigated the accu-
racy performance of touch dynamics on 4-digit, 5-digit,
and 6-digit PINs across different operational scenarios.
Unlike other related work, they used only motion features
extracted from accelerometer and gyroscope sensors. The
authors pointed out that the raw data recorded by these sen-
sors could not be used directly as features to build authen-
tication models. To make the raw data useable as features,
they computed a set of statistical metrics (min, max, mean,
variance, etc.) from the raw data, and used the computed
metrics as motion features. A similar method has also been
used in other experiments such as (Buriro et al. 2015; Ho
2013; Zheng et al. 2014). By far, this method has only been
used to extract motion features. It would be interesting to see
how well this method works when used to extract other types
of features, such as timing and spatial features investigated
in our work. To investigate the effects of operational sce-
narios on accuracy performance, they designed three types
of scenarios (i.e. hand-hold, table-hold, and walk-hold) for
collecting subjects touch dynamics data. The results show
that the hand-hold scenario achieves the best accuracy per-
formance. A similar observation has also been reported in
(Lee et al. 2016; Roh et al. 2016). Also, the results of these
three pieces of work consistently show that the table-hold
scenario achieves the lowest accuracy performance. This
means that the features extracted from accelerometer and
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gyroscope sensors may not be effective for user authentica-
tion purposes.

By far, the best accuracy performance was reported by
(Wu and Chen 2015). The authors achieved an EER value
of 0.56%. In this work, a two-class classification approach
is used in building the authentication model, i.e. to build
the model, samples from both legitimate and illegitimate
subjects are used. This is also the case for the work reported
in papers (Buriro et al. 2017; Ho 2013; Wu and Chen 2015).
However, in real-life, as mobile devices are very much per-
sonal devices, illegitimate subject samples may not always
be available. Therefore, this approach is less practical.

Table 1 summarises the related work discussed above and
compares the related work against our work presented in
this paper. This paper, in comparison with the related work
discussed above, has presented a more systematic and com-
prehensive study of using touch dynamics biometric features
for user authentication purposes. More specifically,

1. It proposes a touch dynamics authentication method,
describing the design of a system architecture and its
architectural units.

2. It gives a comprehensive description of the experiment
carried out to acquire a touch dynamics dataset. Our
experiment involves more subjects, acquires less number
of samples per subject, and uses a device with a larger

Table 1 A summary of existing related works

screen size than many other studies. The acquired data-
set is made publically available, and unlike other public
datasets (Antal and Nemes 2016; El-Abed et al. 2014),
this dataset uses numerical-based input strings.

3. [Itdiscusses the extraction of not only a basic set of tim-
ing and spatial related features (FOF) from the dataset,
but also an extended set of features (SOF) from the FOF
features (related work has mainly focused on the extrac-
tion SOF from motion related features, rather than tim-
ing and spatial related features).

4. Itinvestigates extensively how to make the most efficient
use of touch dynamics biometrics in authenticating a
user, in terms of optimising accuracy and efficiency per-
formances. This includes the investigation and selection
of a subset of optimal features, comparative studies of
different timing feature lengths and different groups of
classifier [one-class classifier (OCC) versus two-class
classifier (TCC)], and the evaluation of the impacts of
different parameter value settings on the performances.

3 Authentication system design

This section presents the threat model, deployment and
working modes, and system architecture for the proposed
touch dynamics authentication method.

Studies Subject sizes Input lengths Sample sizes Classifier groups Device EERs (%)
screen sizes
(Sen and Muralidharan 2014) 10 4 100 TCC 3.7 152
(Attaullah Buriro et al. 2015) 12 4 30 TCC 4.95” 97?
(Lee et al. 2016) 12 6 ~117 TCC 5” 91.2%
(Wu and Chen 2015) 20 8 50 TCC - 0.56
(Shen et al. 2016) 48 5 100 OCC 4.3” 9.74°,11.09°
5.5” 5.01°, 6.85°
6” 4.53°,5.89°
(Zheng et al. 2014) 53 20 OoCC 4.65” 3.65
25 8 4.45
(Vazquez et al. 2014) 80 4,8 >25 0oCC - 20
(A. Buriro et al. 2017) 95 8 30 TCC - 0.01°, 4¢
(Tasia et al. 2014) 100 4-8 10 OoCC 3.7” 8.4
(T.-Y. Chang et al. 2015) 100 6 5 OCC 3.77 23
8 21
10 18
(Trojahn et al. 2013) 152 17 10 OoCC 4.65” 4.19°, 4.59°
This Study 150 4 10 OoCC 10.1” 9.9
16 7.1
4 TCC 8.7
16 5.3

*Accuracy; YFAR; °FRR
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3.1 Threat model used

The threat model we use considers an attack scenario where
an attacker or impersonator tries to gain access to a user’s
mobile device in an unauthorised manner. We make three
assumptions in this scenario. First, the impersonator has
physical access to the device. Second, the device is locked
by a knowledge-based authentication method (e.g. a PIN).
Third, the PIN is known to the impersonator. These assump-
tions are commonly made in biometrics related authentica-
tion evaluations (Stanciu et al. 2016). In this attack scenario,
a knowledge-based authentication method will be compro-
mised, and the impersonator will have unrestricted access
to the mobile device.

Given this threat model, we demonstrate that, by inte-
grating touch dynamics biometrics with a knowledge-based
authentication method forming a so-called two-factor
authentication solution, it is a lot harder to successfully
bypass the authentication control, as, in this case, the
impersonator would have to correctly input the pass code
as well as to correctly reproduce the owner’s touch dynam-
ics biometrics. It should also be pointed out that we mainly
consider authentication in the form of verification mode (i.e.
to verify a claimed identity) instead of identification mode
(i-e. to classify an unknown identity), as, in real life, mobile
devices are rarely shared among multiple individuals, and
most of the real-life application scenarios are in the verifica-
tion mode.

3.2 Deployment and working modes

A touch dynamics authentication method can be deployed in
one of the two modes, an identification mode and a verifica-
tion mode. These modes function uniquely and serve differ-
ent purposes and usage scenarios. The purpose served by
the identification mode is to recognise or identify unknown
identity. This mode is normally deployed for intrusion detec-
tions and forensic investigations. The purpose served by the
verification mode, on the other hand, is to prove or verify
a claimed identity. The authentication of a mobile user or a
mobile device fits into this mode. Also, in real life, mobile
devices are rarely shared among multiple individuals, and
most of the real-life application scenarios are in the verifica-
tion mode. For these reasons, we mainly consider authenti-
cation in the form of verification mode.

The verification mode can operate in two working modes,
a static mode and a dynamic mode. In the static mode, a user
is verified at the first instance of a user-to-system interaction.
In the dynamic mode, a user may be verified at any instant
of a user-to-system interaction or for every service access
(i.e. continuously) throughout a service access session (in
addition to the initial verification). The functions performed
in both modes are complimentary. In other words, they can

be deployed alongside each other to enhance the security
of mobile devices or the security of service access using
mobile devices. Our experiments are conducted under the
assumption that the static working mode of the verification
mode is used.

3.3 The architecture and its functional units

Figure 1 gives the system architecture for our touch dynam-
ics authentication method. From the figure, it can be seen
that the system architecture consists of six functional units,
which run on a user’s mobile device. The App Interface
unit provides an input facility for users to input their touch
dynamics data. The Data Storage unit (DSU) is a database
used to store authentication model. The rest four units pro-
vide the core functions required to implement the touch
dynamics authentication system.

The operation of a touch dynamics authentication sys-
tem can broadly be captured in two phases, the enrolment
phase and the verification phase. In the enrolment phase,
the raw touch dynamics data of a subject (i.e. the owner of
a mobile device) are acquired, processed, and transformed
into an authentication model that is stored in the DSU. In
the verification phase, the touch dynamics data of a test sub-
ject (i.e. a claimant) is compared against the authentication
model retrieved from DSU to verify if the claimant is indeed
whom he/she claims to be (i.e. the mobile device owner).
Figure 1 indicates the two operational phases along with
the units involved. In the next four sections, we describe the
designs of the four core units and discuss the issues involved
in more detail.

4 Raw data acquisition unit (RDAU)

RDAU is the first core functional unit of the proposed system
architecture, responsible for extracting raw touch dynamics
data from the subject’s input samples. This section describes
the design of this unit, giving detailed discussions with
regard to how the raw data acquisition experiment is setup
(Sect. 4.1), how the input samples are acquired (Sect. 4.2),
how raw touch dynamics data are extracted from the input
samples (Sect. 4.3), and how the raw data are processed into
a proper format for further analysis (Sect. 4.4).

4.1 Experiment setup

The setup of an experiment carried out to acquire a touch
dynamics dataset concerns a number of issues, namely,
defining a data acquisition procedure, determining a physical
environment, recruiting subjects, selecting a data acquisition
device, and selecting input strings.

@ Springer
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Fig. 1 The touch dynamics authentication system architecture

4.1.1 Defining a data acquisition procedure

To ensure that a subject’s touch dynamics data are prop-
erly captured, a proper data acquisition procedure should
be used. To design a proper data acquisition procedure, two
issues should be considered.

The first issue is how to ensure data are acquired after a
subject is in a stable state (i.e. after he/she is familiar, and
comfortable, with the data acquisition procedure, device,
and app). To address this issue, we have added a familiari-
sation time at the start of a data acquisition session. During
this time, subjects were asked to familiarise themselves with
the data acquisition procedure, device, and app. After the
familiarisation time, the subjects were requested to com-
plete two rounds of data acquisition, one using a 4-digit
PIN and the other using a 16-digit PIN. In each round, the
Data Acquisition App displays the required input PIN, and
the subjects are asked to input the PIN. All subjects were
required to repeat each PIN ten times.

The second issue is how to best capture intra-session
variations for each subject. According to (Buschek et al.
2015), if all the samples from a subject are acquired in a
single session, intra-session variations in the touch dynam-
ics patterns of the subject may not be properly captured.
To overcome this limitation, some authors (EI-Abed et al.
2014; Tasia et al. 2014) suggest to break a single data acqui-
sition session into multiple sub-sessions that are separated
by some intervals, and then to combine the data acquired in
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I classification
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the sub-sessions into a single set. However, this may means
that the subject participation rate will be lower (De Luca
et al. 2012). As a result, the sample size of the dataset may
be reduced. To balance these considerations, i.e. to achieve
a higher subject participation rate, while, at the same time,
to better capture intra-session variations of the subjects,
we have chosen to acquire data in a single session, but to
add a familiarisation time to each subject’s data acquisition
session.

4.1.2 Determining a physical environment

To balance between preserving data quality and better
capturing the subjects’ touch dynamics patterns, we have
established a semi-controlled data acquisition environment.
We let subjects to choose their preferred locations where
their touch dynamics data were acquired. The locations
used included offices, homes, classrooms, inside vehicles,
and public areas. To prevent inconsistent inputs or outliers
mid-way into the data acquisition task, subjects were told
to perform the required task continuously without breaks,
avoid distractions, and stay focused while performing the
task. To avoid distracting the subjects and to allow them
to perform the data acquisition task naturally, we left the
subjects alone when they are performing the task and moni-
tor them from a safe distance. Also, to prevent subjects
from deliberately altering the way they interacted with their
devices and to capture their touch dynamics patterns in a
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more natural manner, we explained the purpose of the study
to the subjects only after they have completed the entire data
acquisition session.

4.1.3 Recruiting subjects

In our experiments, 150 subjects were recruited. With
regard to subject selections, three criteria are usually used,
age, affiliation, and profession. Subjects from different age
groups, affiliations, and professions may use their devices at
different frequencies and/or have different levels of device
familiarity. If subjects are not properly selected, the data
acquired from the subjects may introduce unintended bias
into experimental results, leading to inaccurate study results.
To ensure study results are as unbiased as possible, and can
be generalised to a wider population as much as possible, the
subjects recruited in our experiments were from different age
groups [<20 (19%); 2040 (44%);>40 (37%)], had different
device usage frequencies [rare (33%); average (21%); often
(46%)], and were people from the general public working in
different professions.

4.1.4 Selecting data acquisition devices

The device used in our experiments is a Samsung Galaxy
Tab with a 10.1-inch screen, a 1 GHz dual-core processor,
a 1-GB RAM, and it operates on Android 4.0.4. The device
has a larger screen size than an average mobile phone and
phablet (a hybrid of both a phone and tablet with a screen
size between 5 and 7 inches (Pham et al. 2017). The decision
for using a device with a large screen size is based on the
following observations. Firstly, the average size of mobile
devices in the market is getting bigger year after year (Ben
Taylor 2014). Secondly, a majority of the devices used in
literature have a screen size of approximately 5-inch or less
(Aviv et al. 2012; Buschek et al. 2015; Coakley et al. 2016;
Trojahn et al. 2013; Zheng et al. 2014). Thirdly, a subject’s
touch dynamics pattern may vary with different device sizes.
This variation may be exploited to achieve a better accuracy
performance.

4.1.5 Selecting input strings

What input strings should be used (and their lengths) is an
important variable one should consider in the design of a
data acquisition experiment. The PIN-based authentication
method has so far been the most widely used authentication
method for mobile devices (Aviv et al. 2017), so we have
chosen this method as one of the two authentication meth-
ods to form our two-factor authentication method. We have
selected two PIN inputs with different lengths. The first is a
4-digit PIN “5560” (hereafter referred to as 4D). This input
string length is chosen to represent a PIN commonly used

to unlock a mobile device or a debit/credit card. The second
is a 16-digit PIN “1379666624680852” (hereafter referred
to as 16D). This input string length is chosen to resemble
a debit/credit card number commonly used when making a
card-based online payment.

4.1.6 Our dataset

The entire dataset we have acquired consists of 3000 sam-
ples and 33,000 touch actions from 150 subjects. Each sub-
ject contributed a total of 20 samples (10 for the 4D string
and 10 for the 16D string) from 220 touch actions (50 for the
4D string and 170 for the 16D string). The dataset is avail-
able to download at https://goo.gl/sNACUS.

4.2 Raw data sensing

Raw data sensing is the first process in RDAU. This is a
process that obtains a subject’s raw touch dynamics data
during subject-to-device interactions. Raw touch dynamics
data are normally acquired using specially developed App.
The App was developed using Java and Android Application
Programming Interface (API) Level 15. During a data acqui-
sition session, the App prompts the subject to input a PIN
by displaying a numeric keypad interface in a full-screen
mode. For each key input of the PIN, four data values: (1)
the key value; (2) the touch action type (i.e. finger pressing
down on or releasing up from the key); (3) the touch action
timestamp; and (4) the touch action pressure size.

Each touch action can be associated with a timestamp.
The timestamp value represents the time when the action is
taking place. A timestamp is recorded using the nanoTime()
API function (Android Developers 2017a). It returns a time
value with the highest timing precision (up to nanoseconds
precision) that is available on the device. The pressure size
can also be captured when a touch action is performed. The
touch pressure size value represents the approximated size
of the screen area being touched during a touch action. It is
recorded using the getSize() API function (Android Devel-
opers 2017b), which returns a decimal value between 0 and
1.

4.3 Raw data extraction

Once input samples are acquired from each subject, raw
touch dynamics data should be extracted from the samples.
Each sample consists of m number of keys, and each key,
k;,i € {1,2,...,m}, contains two touch actions: (i) the finger
pressing down on the key, referred to as touch action press
(TAP); and (ii) the finger releasing from the key, referred to
as touch action release (TAR). The raw data are associated
to these two actions, i.e. a timestamp, p, and a pressure size,
ps, are recorded on each TAP action, and a timestamp, 7, is
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recorded on each TAR action. Figure 2 illustrates the raw
data along with their respective touch actions.

4.4 Raw data processing

Once the raw touch dynamics data are obtained, the data
should be processed into a format that is suitable for analysis
and for subject verification. As discussed in Sect. 4.2, one of
the raw data, the touch action timestamp, has a time value
up to nanoseconds precision. This precision might be too
high to properly capture a subject’s touch action speed, as a
human’s touch action speed is usually at a slower pace than
this order. If the timestamps are not set to an appropriate
precision, the accuracy performance of the timing features,
which are extracted from the timestamps, may be affected.
So, it is important to choose an appropriate precision for the
timestamps before extracting the timing features from them.
Choosing an appropriate precision is done by using a scaling
factor, a, i.e. a default timestamp, ¢, can be scaled by « to
produce a scaled timestamp, 7, with the chosen precision,
and this can be done by using the equation, 7= ¢ X ™%

5 Feature Construction Unit (FCU)

FCU is responsible for extracting a subject’s touch dynam-
ics features from the subject’s raw touch dynamics data.
This section describes the design of this unit, giving
detailed discussions with regard to the types of features that

Touch Action Press (TAP) Touch Action Release (TAR)

Timestamp (r) I

Timestamp (p) l

Pressure Size (ps)

AITTTHTNY

Device Touchscreen Surface

Device Touchscreen Surface

Fig.2 Touch actions and their associated raw touch dynamics data

are extracted from the raw data and how the features are
extracted (Sect. 5.1), the normalisation of the extracted fea-
tures to the same value range (Sect. 5.2), and the selection
of a subset of optimal features from the extracted features
(Sect. 5.2).

5.1 Feature extraction

In our design, two categories of features are extracted, first-
order features (FOF) and second-order features (SOF). FOF
features are a basic set of features extracted directly from the
raw touch dynamics data, and SOF features are an extended
set of features extracted from FOF features.

5.1.1 First-order features (FOF)

This section describes the process of extracting FOF features
from a subject’s raw touch dynamics data and constructing
a cumulative FOF feature vector for the subject. For each
subject, a number of FOF features are captured, one spatial
feature and multiple timing features.

The pressure size (PS) is a spatial feature capturing the
approximated size of the screen area being touched during
a TAP. Each TAP is associated with a PS. A timing feature
is an attribute capturing a time interval between two touch
actions of one or more keys. Depending on how the intervals
are measured, there are three types of timing features, i.e.
dwell time (DT), flight time (FT), and input time (IT), and
for FT, there are further four variants, i.e. FT1, FT2, FT3,
and FT4. Timing features are extracted from timestamps.
The descriptions of these timing features and the mathemati-
cal methods used to extract them from the respective times-
tamps are given in Table 2. The variable » in the equations
refers to the timing feature length (to be discussed below)
used to extract timing features and m refers to the number of
keys in the input string.

A timing feature can be extracted at different feature
lengths. A feature length is measured in terms of the number
of graphs, i.e. the number of keys involved in each meas-
urement. It is represented in the form of n-graphs, where n
denotes the number of graphs. Figure 3 shows the different
feature lengths for a given input string. The shortest feature
length is 1-graph (or uni-graph), and the subsequent feature

Table 2 The descriptions and

< N Features  Descriptions Equations
definitions of timing features
DT The interval between the TAP and TAR of a key dt; =r; —p;
FT1 The interval between the TAR of a key and the TAP of the next key S =Pty — 1
FT2 The interval between the TAR of a key and the TAR of the next key S22 =ripeny — 1
FT3 The interval between the TAP of a key and the TAP of the next key S13: = Pisiu-1y — P
FT4 The interval between the TAP of a key and the TAR of the next key St = riyo1y — P
IT The interval between the TAP of the first key and the TAR of the lastkey it =r,, — p,
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lengths are 2-graph (or di-graph), 3-graph (or tri-graph), and
so on. With 1-graph, the only timing feature that can be
extracted is DT. With a larger feature length, for example,
when n > 2, the timing feature from two or more keys can
be extracted, i.e. FT and IT. With regard to the feature length
selection, in most of the experiments reported in literature,
a feature length value of 2 is usually used (Trojahn et al.
2013). In our experiment, we have carried out a number of
studies. In our study carried out to examine the effects of
feature lengths on the accuracy performance of FT features,
we have used different feature lengths. In our other studies,
we mostly use a feature length value of 2.

Once FOF features, f,i € {1,2,...,d}, are extracted
from the raw data, they should be organised into the form
of an FOF feature vector, i.e. VZ;OF = [fl asene ,fd], where T
indicates a particular type of FOF feature and d refers to the
feature dimension of V;OF. When all the feature vectors are
formed for a subject, a cumulative FOF feature vector, Vi,
can be generated. This is done by concatenating the FOF

i = FT1 PS
feature vectors, i.e. Vpop = [ v ]

VEeor: **+ » VFoF

DT
Vror?
5.1.2 Second-order features (SOF)

Some classification algorithms (or classifiers) perform bet-
ter with a larger number of features (Ho 1998), so increas-
ing the number of features used in training the classifier to
generate an authentication model can improve the accuracy
performance of the model. For this reason, we extract a
new category of features, known as the second-order fea-
tures (SOF), from FOF features, and use both of them in
the training of authentication model. As discussed above,
FOF features extracted from the raw touch dynamics data
are organised into FOF feature vectors. For each of these
vectors, a set of SOF features is extracted. The set consists

of 19 features, and each feature represents a descriptive sta-
tistics metric of the FOF feature vector concerned. Descrip-
tive statistics metrics are used to quantitatively summarise
or describe a collection of data in a meaningful way (Prem
2016). The list of descriptive statistics metrics used in our
experiment (with their corresponding feature identifiers in
brackets) are: Minimum (mn), Maximum (mx), Arithmetic
Mean (am), Quadratic Mean (qm), Harmonic Mean (hm),
Geometric Mean (gm), Median (md), Range (rg), Variance
(vr), Standard Deviation (sd), Skewness (sk), Kurtosis (ku),
First Quartile (fq), Third Quartile (tq), Interquartile Range
(ir), Mean Absolute Deviation (ma), Median Absolute Devi-
ation (mi), Coefficient of Variation (cv), and Standard Error
of Mean (se).

Similar to the case for FOF features, SOF features,
S i € {mn,mx, ..., se}, once extracted from FOF features,
should be organised into the form of a SOF feature vector,
ie v, = [fmn,fmx, ,fse], where T indicates a particular
type of FOF feature. When all the SOF feature vectors are
formed for a subject, a cumulative SOF feature vector, V.,
can be generated. This is done by concatenating the SOF
feature vectors, i.e. Vyop = [V?OTF, Vi b oo ,vgfs) F]. Once both
FOF and SOF cumulative feature vectors are formed for a
subject, they should be combined into a form of a feature set,
ie.t= {VFOF, Vsop}- A feature set consists of the FOF and
SOF features extracted from the raw touch dynamics data of
a single input string of a subject.

5.2 Feature normalisation
If different features have different value ranges, the values
of the features should be normalised. When features have

different value ranges, they may have unbalanced weights at
representing the structure of the data. Also, some algorithms
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perform better and faster if the features have the same value
range (Juszczak et al. 2002). For these reasons, the values
of different features should be normalised to the same value
range, this is usually done by using a process called feature
normalisation.

In our experiments, we have conducted a feature nor-
malisation process, and in this process, we have used a
method called the min—max normalisation (Jain et al. 2005).
With this method, the values of the features are scaled so
that their ranges are confined to a predefined lower and
upper boundary. Let X denotes a dataset of feature sets,
T,_-,-,i e {l,2,...a},j € {1,2,...d}, represented in the form
of an a — by — d matrix, where a refers the number of feature
sets in the dataset and d refers to the feature dimensions of
the feature sets. The matrix can be represented as:

Ty - Tlg
X= : -

Ty ooe Tog

Then, the normalised dataset X is obtained by using the
following equation:

N X;; — min(X;)
X =
max(X;) = min(x;)

Xw—-0+1

5.3 Feature selection

Feature selection ensures an optimal set of features is used
in training an authentication model to improve the accuracy
performance of the model, while, at the same time, the cost
incurred in training the model can be kept minimal. Typi-
cally, there are two sets of features, a preliminary feature set
(PFS) and an optimal feature subset (OFS). PFS is a set of
features that are directly extracted from raw touch dynamics
data. OFS is a subset of features that are selected from the
features in PFS. Feature selection involves two tasks, the
selection of a feature selection method and the implementa-
tion of a feature selection process using the selected method.

We need a feature selection method that analyses the
features in a PFS and selects an OFS from the PFS that
satisfies two criteria. First, the OFS should contain the most
relevant features. Second, the OFS should contain the least
number of redundant features. In other words, the features
in the OFS should have maximum relevance to the target
variable (in our work, this is the identity of the subject, b),
and, at the same time, have minimum redundancy amongst
the features in the subset. In this work, we have chosen to use
the minimum-redundancy-maximum-relevance (mRMR)
method (Peng et al. 2005) as our feature selection method,
as this method quantifies how well a feature, f;, satisfies the
two criteria mentioned above, and this is done by using a
scoring metric,G. This metric is defined as:
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where the first part of the equation measures the degree of
relevance between f; and b, and the second part measures
the degree of redundancy between f; and the other features
in the PFS, F'. The higher the value of G, the better f; is at
satisfying both criteria.

With regard to the second task, the feature selection pro-
cess is based on the mRMR method described above. The
mRMR method is implemented by using the FEAST toolbox
(version 1.1.4) (Brown et al. 2012). The process consists of
the following four steps:

Step 1: The feature values in the PFS are converted to
discrete values using the histogram bin counts method
(MathWorks 2016).

Step 2: Starting with the first feature, G is calculated and
assigned to the feature. This step is repeated for each of
the remaining features in the PFS.

Step 3: Based on G, the features are sorted into a list. The
features with higher scores are ranked higher in the list.
Step 4: Finally, the features ranked at the top-z% in the
list are selected as the OFS, where z refers to the feature
selection size.

In our study carried out to examine the effects of feature
selection sizes on the accuracy performance, we have used
different feature selection sizes. However, in our other stud-
ies, we used a feature selection size of 20.

6 Model training unit (MTU)

MTU analyses the touch dynamics feature sets (also referred
to as touch dynamics samples or samples) extracted by FCU
and trains them to generate an authentication model. The
generated model should uniquely represent the correspond-
ing subject’s touch dynamics pattern. Model training is
carried out by using a process called feature classification.
The input of this process is the extracted OFS features, the
algorithm used is a classifier, and the output is an authenti-
cation model. Feature classification involves two tasks, the
selection of classifier and the implementation of the selected
classifier.

Depending on the data used, classifiers can be classified
into two groups, one-class classifier (OCC) and two-class
classifier (TCC). An OCC classifier only uses data from a
single class (e.g. data from legitimate subject). Unlike an
OCKC classifier, a TCC classifier uses data from two classes
(e.g. data from both legitimate and illegitimate subjects).
In the mobile device context, obtaining two classes of data
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with a similar size is not practical. This is due to the fact
that a mobile device is rarely shared among multiple users.
Also, sharing a passcode with others increases data privacy
risks and is not a recommended practice. For these reasons,
obtaining illegitimate subject data is not practical, and only
the data from the legitimate subject are available for use to
train the classifier. If this is the case, a TCC classifier may
not perform well, as it requires data from two classes to
train a model that separates the two classes apart (Bellinger
et al. 2012). By contrast, an OCC classifier only needs data
from one class to train a model, so in this case, the model
training is not affected by any imbalanced data. Besides, the
time taken by a TCC classifier to train a model is longer than
that by an OCC classifier, as the former uses more data in
training the model. Based on these considerations, we have
chosen to use OCC classifier for feature classifications.

With regard to the second task, we have implemented
both OCC and TCC classifiers. For feature classifications,
we have implemented two OCC classifiers: (i) one-class
k-nearest neighbour (OCKNN) (Tax 2001), and (ii) the sup-
port vector data description (SVDD) (Tax and Duin 2004).
For our comparative study, i.e. the study we have carried out
to examine the effectiveness of using OCC classifiers versus
using TCC classifiers, we have implemented two TCC clas-
sifiers as well: (i) k-nearest neighbour (KNN), and (ii) sup-
port vector machine (SVM) (Chang and Lin 2011). The clas-
sifiers used in our experiments are implemented using the
Matlab (version 8.5.0.197613) programming platform and
two open source toolboxes. The OCC and TCC classifiers
are implemented using the dd_tools toolbox (Tax 2015) and
the PRTools toolbox (Duin and Pekalska 2015), respectively.
The implementation of the classifiers involves two phases:
(i) the training (or enrolment) phase, and (ii) the testing (or
verification) phase. In the training phase, training samples
are used to train a classifier to build an authentication model.
The built model is stored in DSU. In the testing phase, a test-
ing sample is compared against the stored model to generate
a classification score. This score will then be used to make
an authentication decision.

7 Authentication decision-making unit
(ADMU)

ADMU makes an authentication decision, i.e. whether a test-
ing sample matches with the authentication model of the
owner of the device. The design of ADMU involves two pro-
cesses, feature matching and feature thresholding. In the fea-
ture matching process, the testing sample acquired from an
authentication attempt is matched against the stored model
in DSU to obtain a classification score. In the thresholding
process, the score is compared to a predefined threshold,
and if the score is over the threshold, then the sample is

classified as legitimate. Otherwise, the sample classified as
illegitimate.

8 Performance evaluation methodology

This section describes how the accuracy performance of our
touch dynamics authentication method is evaluated. It covers
the evaluation method, procedure and metrics used.

8.1 Evaluation method

To perform the accuracy performance evaluation of our
touch dynamics authentication methods, we should per-
form the following four tasks. Firstly, we classify subjects
into two sets, one designated as legitimate subjects and the
other as illegitimate subjects. Secondly, some of the touch
dynamics samples acquired from these subjects are used as
training samples, in which these samples are used by MTU
to generate authentication models. Thirdly, some of the other
samples are used as testing samples, in which these sam-
ples and the generated models are used by ADMU to make
authentication decisions. Lastly, based on the decisions, the
evaluation metrics values are calculated, which indicates the
accuracy performance of the model.

We need to acquire four sets of samples: (i) legitimate
training set, (ii) legitimate testing set, (iii) illegitimate train-
ing set, and (iv) illegitimate testing set. To acquire the first
two sets, we simply split the samples of each subject into
two subsets, one as legitimate training set, and the other as
legitimate testing set. To acquire the third set, we assign the
samples of each subject that are not used as testing samples
as the illegitimate training samples for all other subjects. To
acquire the fourth set, we assign the samples of each subject
that are not used as training samples as the illegitimate test-
ing samples for all other subjects.

Once all the four sets of samples are acquired, they are
used to evaluate the accuracy performance of our touch
dynamics authentication method. The samples in (i) and (iii)
are used by MTU to train classifiers to generate authentica-
tion models. The samples in (ii) and (iv) and the generated
models are used by ADMU to make authentication deci-
sions. The decisions are then compared against the actual
classes of the testing samples to formulate a false acceptance
count and a false rejection count. If a legitimate testing sam-
ple is incorrectly classified as illegitimate, the false rejec-
tion count is incremented. If an illegitimate testing sample
is incorrectly classified as legitimate, the false acceptance
count is incremented. These counts are used to calculate
the evaluation metrics values described in the next section.
The performance evaluation method described above is
implemented using the evaluation procedure summarised
in Algorithm 1.
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Algorithm 1. Evaluation procedure

Input: Dataset S with B number of subjects, {d4, d5, ..., dg}, Classifier C, folds K
Qutput: Accuracy performance of the model P

forb=1to B do

S* « initialise the legitimate subject samples {d},}
S~ « initialise the illegitimate subjects samples S — {d;}

Randomly split S* and S~ into K disjoint folds, {s{, s, ..., s} and {s7,s5, ..

fork =1to K do

- Sic}

S&. « initialise the legitimate training samples, S* — {s;}
S5 < initialise the illegitimate training samples, S~ — {s; }
Ty, « initialise the training set, S + S;.

T,s < initialise the testing set, {s;} + {s;}

if C 1s a OCC classifier then
Ty < Ty — Sir
Tes — Tes + Sty
end if
Train C on Ty, to build model M,

Prq < Prq + (test the accuracy performance of M;, on Ty,)

end for
PSb (_P5b+Pfd/K
end for
P — Py, /B

8.2 Evaluation metrics

To evaluate the accuracy performance of the authentica-
tion model, three evaluation metrics are used, the False
Rejection Rate (FRR), the False Acceptance Rate (FAR)
and the Equal Error Rate (EER). FRR and FAR are also
used to plot the Detection Error Trade-off (DET) curve
(Martin et al. 1997), which is used to evaluate and com-
pare the accuracy performances of different models in a
graphical representation form.

FRR is calculated as the ratio of the false rejection
count and the total number of legitimate testing samples.
FAR is calculated as the ratio of the false acceptance count
and the total number of illegitimate testing samples. EER
is a single-number accuracy performance metric, which
is calculated by averaging the FRR and FAR values with
the condition that the absolute value of the difference
between FRR and FAR is minimal (Chen 2003). Typi-
cally, the lower the FRR and FAR values, the lower the
EER value. A lower EER value indicates a better accuracy
performance of the model.

To plot the DET curve of a model, a set of FRR and
FAR values of the model is needed. The values are
obtained by setting the threshold to different values. The
curve is formed by plotting the FRR values on the y-axis
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and the FAR values on the x-axis. The closer the curve to
the bottom left corner, the better the accuracy performance
of the model.

9 Performance evaluation results
and analysis

This section describes the experiments carried out to evalu-
ate the performance of the touch dynamics authentication
method and discusses the evaluation results obtained. The
results are presented in the following order, the evaluation
of, RDAU (Sect. 9.1), FCU (Sect. 9.2), MTU (Sect. 9.3), and
the authentication architecture as a whole (Sect. 9.4). The
experiments were conducted using the evaluation method-
ology described in Sect. 8. Unless otherwise stated, each
experiment was repeated four times, each time using one
of the four classifiers (discussed in Sect. 6) in turn, and the
results reported were the average of the classifiers.

9.1 Evaluation of RDAU

The evaluation of RDAU is carried out with different value
settings for two parameters, i.e. the scaling factor and input
string lengths.



Strengthen user authentication on mobile devices by using user’s touch dynamics pattern

34 T T T T T T 1 : 1
=£-4D

=¥~ 16D
32f E

22 L L L L L L L L 1
0 1 2 3 4 5 6 7 8

Scaling Factors
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9.1.1 Scaling factor

The scaling factor is used to set the timestamps to different
precision levels (as discussed in Sect. 4.4). To investigate the
impact of using different scaling factor values, we have eval-
uated the accuracy performances, and the storage require-
ments of timing features by setting the scaling factor to be a
range of values from O (no scaling) to 8 (maximum scaling)
with an increment of 1. For each scaling factor value, we
have extracted all the timing related FOF features from both
the 4D string and the 16D string as the test cases.

Figure 4 shows the EER values versus different scaling
factors, where two different input string lengths are consid-
ered. As can be seen from the figure, for both input string
lengths, the EER values stay flat before a threshold value
is reached. For the 4D string, this threshold value is 5, and
for the 16D string, it is 6. Beyond the threshold values, the
EER values increase steadily for the 4D string and sharply
for the 16D string. These observations can be explained as
follows. When timestamps are scaled using a smaller to a
medium scaling factor, the timestamps have a proper preci-
sion to capture a human’s touch action speed. As a result,
the timing features, extracted from the timestamps, con-
tain sufficient information to properly capture a human’s
touch dynamics pattern, resulting in stable EER values as
observed. However, when using a very large scaling factor
(7 or 8), the timestamps becomes smaller, and the timing
features extracted from the timestamps contain less infor-
mation, leading to an increase in the EER values. These
observations indicate that, by scaling timestamps, the accu-
racy performance of the timing features extracted from the
timestamps cannot be improved, but the use of an inadequate
scaling factor value can worsen the accuracy performance.

It should also be emphasised that the use of different scal-
ing factor values may affect the amount of storage space
required to store the timing features. To investigate this effect

12 T
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S
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w
w
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Fig.5 EER values versus two different input string lengths and four
classifiers

further, we have recorded and compared the storage spaces
used by the timing features extracted from timestamps with
different scaling factor values. The results showed that the
larger the scaling factor value, the less the amount of storage
space that is used to store the timing features, though the
level of reduction is small. For example, when the scaling
factor value is set to a value between 0 and 5, the storage
space used is reduced from 0.217 KB to 0.110 KB, and the
reduction is only 0.107 KB. This level of reduction can be
regarded as negligible, especially considering the fact that
recently released mobile devices typically have a storage
capacity of at least 8 GB to 32 GB (Bao et al. 2010), and the
capacity is expected to increase in newer generation devices
(Miluzzo et al. 2012).

Based on the above analysis, we can conclude that scaling
timestamps does not bring much benefit. On the contrary, the
scaling process introduces additional computational over-
head. We, therefore, do not scale timestamps in our design.
For some applications, for example, where the primary
requirement is to minimise storage space, we recommend
setting the scaling factor value to 5 (and not beyond).

9.1.2 Input string lengths

Using different input string lengths may also affect EER
values. To examine the effect, we used two input strings
with two different lengths, a 4D and a 16D string. For both
input strings, FOF and SOF features were extracted. For
each input string, we repeated the experiment four times,
and for each time one of the four classifiers was used.
Figure 5 shows the EER values versus two input strings
and four different classifiers. As shown in the figure, for
all the classifiers, using the 16D string introduces a lower
EER value, indicating that the longer the input string, the
more accurate the authentication model. The reasons for
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this are threefold. Firstly, the length of the 16D string is
four times longer than that of the 4D string, and so is the
number of features that are extracted from the 16D string.
More features means more information about a subject’s
touch dynamics pattern can be captured, therefore a more
accurate model can be built out of the features. Secondly,
when the input string length increases, the number of
possible chunk combinations also increases, and so is the
ability to better capture a subject’s touch dynamics pat-
tern. Finally, when the input string length increases, the
number of illegitimate features required to match that of a
legitimate model will also increase, which means that the
level of difficulty in impersonating a subject successfully
also increases.

The above results have revealed a correlation between
the input string length and security. The shorter the input
string length, the lower the level of authentication accuracy,
indicating a lower level of security. There is also a correla-
tion between the input string length and usability. The longer
the input string, the more the number of touch actions are
required to complete the input of the string, thus the harder
and slower it is for the users to memorise the string, indicat-
ing a lower level of usability. A similar correlation has also
been reported in (Huh et al. 2015). In summary, the input
string length influences the trade-off between security and
usability. Therefore, in real-life applications, it should be
chosen based on the security and usability requirements of
the apps.

9.2 Evaluation of FCU

This section evaluates FCU with different parameter value
settings, i.e. FOF features, FOF feature combinations, SOF
versus FOF features, timing feature lengths, and feature
selection sizes.

DT FT IT PS
Types of FOF

Fig.6 EER values for different types of FOF
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9.2.1 FOF features

There are four types of FOF (as discussed in Sect. 5.1.1).
Each type of FOF captures a subject’s touch dynamics pat-
tern in a different way. To investigate the accuracy perfor-
mance of the authentication method using different types of
FOF, we have extracted all four types of FOF from the 4D
string as the test case.

Figure 6 shows the EER values of the four types of FOF.
The EER value of PS is the lowest amongst the four types,
which means that the accuracy performance of PS is better
than timing features. This result can be explained as follows.
The PS values are determined by several factors such as: (i)
the physical size of the fingertip used to perform a TAP;
(ii) the amount of force exerted during a TAP; and (iii) the
fingertip position or angle during a TAP. The combination
of these factors creates a distinctive pattern, which allows PS
to better capture each subject’s touch dynamics pattern, and,
as a result, achieves a higher level of accuracy.

With regard to the timing features, FT achieves the best
accuracy performance in comparison with IT and DT. There
are two reasons for this. Firstly, FT has a significantly larger
feature dimensional space than IT and DT, and, as a result,
more features are available for use in building the model
that could better capture the subject’s touch dynamics pat-
tern. Secondly, FT has more control information and more
discriminative properties than IT and DT, which may have
originated from two sources. The first is the information
embedded within the natural short pauses between different
chunks. The second is the variability of chunk combina-
tions. These can enable the classifiers to build models that
better distinguish touch dynamics patterns from one subject
to another. For these reasons, FT achieves a higher level of
accuracy than DT.

A better way of understanding the accuracy perfor-
mances achieved by different types of FOF is to visualise
the feature values from different subjects graphically. Fig-
ure 7 shows the feature scatter plots of three types of FOF
from three subjects. The subjects are randomly chosen. The
x- and y-axis of each figure represents a type of FOF with
the feature ID given in brackets. What is striking about the
plots shown in the figure is that when PS is used (shown in
Fig. 7c), the three subjects can be clearly distinguished or
separated. However, this is not the case for FT (shown in
Fig. 7b) and DT (shown in Fig. 7a). These observations are
consistent with our discussions given above, i.e. PS achieves
the best accuracy performance, which is followed by FT and,
then, by DT.

9.2.2 FOF feature combinations

The results in Sect. 9.2.1 have shown that some types of FOF
perform better than others. However, this does not mean
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that those under-performing types of FOF are not useful, as
each type of FOF captures a different aspect of a subject’s
touch dynamics pattern. To investigate whether the accuracy
performance of a model could be improved by combining
multiple types of FOF, we formed 15 different feature set
combinations by using the four types of FOF, and grouped
them into four categories, i.e. S1(4), S2(6), S3(4), and S4(1).
The numbers inside the brackets each indicate the number
of feature set combinations in each category. The category
number represents the number of types of FOF in each fea-
ture set of the corresponding category. Take the S3(4) cat-
egory, for example, there are four feature set combinations,
and each set is formed by using three types of FOF, i.e.
{DT,FT.IT}, {DT,FT,PS}, {DT,IT,PS}, {FT,IT,PS}.

Feature Sets

Fig.9 EER values for different feature sets (with the feature dimen-
sions in brackets)

Figure 8 shows the EER values and the feature dimen-
sions for different feature sets. For each category, only
the best-performing feature set is shown. As can be seen
from the figure, the larger the category number, the lower
the EER value. In other words, the more types of FOF are
combined, the better the accuracy performance we may
achieve. For example, when S1 is used, the EER value is
the highest (18.8%). However, when S2 is used, the EER
value decreases to 12.55%, which is a marked drop, and
when S3 and S4 are used, the EER value drops to 11.50 and
11.45%, respectively. These results can be explained as fol-
lows. When more types of FOF are combined, more features
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are used in building the model, thus a more accurate model
can be produced. However, the accuracy performance gain
between the feature set S3 and feature set S4 is very small
(only 0.5%). An explanation for this is that the features in
S3 and S4 are very similar. The only difference is that S4
contains one additional feature, IT, which means that the
features in S4 only capture a small amount of additional
information in comparison with the features in S3, so there
is only a minor improvement in the accuracy performance.

In summary, these experimental results suggest that
the accuracy performance of the model can be improved
by combining different types of FOF, and the combination
of low-/medium-performing types of FOF can achieve a
higher level of accuracy than the best-performing type of
FOF when used individually.

9.2.3 SOF versus FOF features

SOF features are extracted from FOF features. To study the
effectiveness of the SOF features, we have used three cat-
egories of features: (i) C1, containing the FOF features; (ii)
C2, containing the SOF features that are extracted from the
features in C1; and (iii) C3, containing the features in C1 and
C2. Each category consists of three feature sets formed by
using DT, FT, and PS, respectively. The features in the sets
are extracted from the 16D string.

Figure 9 shows the EER values of the feature sets of three
different categories. From the figure, we can see that, with
the exception of C2 for FT, the EER values of C2 are higher
than those of C1 in both cases of DT and PS. This may be
due to that, as discussed in Sect. 5.1.2, the SOF features are
descriptive statistics metrics, the fewer values available for
use to generate the metrics, the less meaningful the metrics
are at representing the trends of the values, and, as a result,
achieves a lower level of accuracy. However, in the case of
FT, the feature has a larger feature dimensional space than
its counterparts, DT and PS, so more feature values are avail-
able when it is used to extract C2 (the SOF features) values.
Therefore, we can get a better accuracy performance.

Based on the results, it seems that the accuracy perfor-
mance of the authentication method with the use of C2 is not
as good as that of C1, but this does not mean that they are
not useful. C2 represents a subject’s touch dynamics pattern
in a different way from that of C1, and by combining the
features in C1 and C2, the number of features available for
use in training the model increases. As a result, the model
has a better accuracy performance, meaning that the model
could better capture the subject’s touch dynamics pattern.
For example, the EER value of C3 for DT (20.4%) is lower
than the corresponding values of both C1 (22.28%) and C2
(26.75%). This is also true in the case of C3 for FT and for
PS.
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9.2.4 Timing feature lengths

FT features can be extracted at different feature lengths.
To study the correlation between the feature length and
the accuracy performance, we set the values of the feature
length to be a range of values from 2-graph to n-graph. The
minimum and maximum value of the range respectively
corresponds to the shortest and longest possible feature
length used to extract FT features. In this test case, we have
extracted the FT features from the 4D string.

Figure 10 shows the EER values and feature dimen-
sions versus different values of the feature length. From
the figure, it can be seen that there is a steady increase in
the EER values as the value of the feature length increases.
When the feature length is set to 2-graph, the EER value
is the lowest at 21.28%. As the value of the feature length
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increases, the EER value increases steadily, and when the
feature length is set to 5-graph, the EER value reaches to the
highest at 32.20%. These results indicate that the accuracy
performance worsens when a longer feature length value
is used. This could be due to the reason that timing fea-
tures expressed using a longer feature length value contain
a lower level of granularity, and thus capturing less informa-
tion about a subject’s touch dynamics pattern, leading to a
lower level of accuracy. These results reflect those reported
in (Giuffrida et al. 2014) where the authors also found that
the accuracy performances of the features extracted with
a shorter feature length are better than those with a longer
feature length.

9.2.5 Feature selection sizes

In a feature selection process, the most important set of fea-
tures are selected from a feature set, PFS, to form a subset of
features, OFS, that could better represent the structure of the
data. To investigate the benefit of using feature selection, we
have used 13 different sets of OFS and compared their EER
values. To form these sets of OFS, we first formed a PFS set
consisted of the FOF and SOF features extracted from the
16D string. Then, we applied a feature selection process to
the PFS set using 13 different feature selection sizes.

Figure 11 shows the EER values and feature dimensions
versus the OFS sets with different feature selection sizes.
As can be seen from the figure, the EER values are higher
when the size is set to a very small or very large value. The
EER values decrease sharply as the sizes increase from 1%
to approximately 10%, remain mostly unchanged from 10 to
30%, before increasing slightly as the sizes increase toward
100%. These results can be explained as follows. When the
smallest size (1%) is used, the OFS set has only 2 (out of
231) features. With such a small number of features avail-
able for training the model, the model does not have suf-
ficient information to properly represent a subject’s touch
dynamics pattern, and, as a result, achieves the lowest level
of accuracy (EER 17.05%). When larger sizes are used, the
OFS sets have more features, and with more features avail-
able for training the model, the model could better represent
a subject’s touch dynamics pattern, and, as a result, the EER
values decrease sharply. At a certain feature selection size,
the EER value reverses the downward trend and starts gradu-
ally increase as the size increases further towards 100%. This
change in trend usually happens when the feature dimension
is relatively large, larger than the training sample size, such
that the ability of the classifier to build an accurate model
is reduced because of the large set of features (Gheyas and
Smith 2010).

With the exception of the feature selection size of 1 and
2%, the accuracy performances for the other sizes are better

Table 3 EER, training, and testing time values of four classifiers

Classifiers  Classifier groups EER (%) Training Testing
times (unit) times
(unit)
OCKNN OocCC 10.5 1 1
KNN TCC 8.7 7
SVDD OoCC 9.9 3 1
SVM TCC 9.4 22 2
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Fig. 12 DET curves of four different classifiers

than that of 100% (which is the case without feature selec-
tion or the use of the PFS set). This observation implies that,
as long as the feature selection size is not set to an extremely
low value, applying feature selection to the PFS set can
improve the accuracy performance, and reduce the feature
dimension of the PFS set, which leads to an increase in the
efficiency and the robustness of the authentication method.

9.3 Evaluation of MTU

The classifiers used in our experiments can be classified into
two groups, OCC and TCC. The main difference between the
two groups lies in the type of training samples they each use
in building authentication models (as discussed in Sect. 6).
Because of this, the models built by the two groups of clas-
sifiers differ in three attributes: (i) the accuracy performance,
(ii) the training time, and (iii) the testing time. To evaluate
and compare the two groups of classifiers in terms of these
three attributes, we have chosen two classifiers for each
group. For the OCC group, we have chosen OCKNN and
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SVDD, and, for the TCC group, we have chosen KNN and
SVM. The input to each of these classifiers is set to be the
OFS set (with the feature selection size set to 20%) extracted
from the 4D string.

Table 3 shows the EER values, training times, and testing
times produced by using the classifiers, and Fig. 12 presents
the DET curves of the classifiers. As shown in the table
the EER values produced when using OCC are higher than
those when using TCC. More specifically, the EER values
when using OCKNN and SVDD are 10.5 and 9.9%, respec-
tively, whereas the corresponding values when using KNN
and SVM are, respectively, 8.7 and 9.4%. This indicates that
the accuracy performances of the models built by OCC are
lower than those by TCC. This may be due to the fact that,
unlike OCC, the classifiers in TCC build the models with
both legitimate and illegitimate samples, which means that
the models can capture more information about the subjects’
touch dynamics patterns, leading to more accurate models.
However, it should be emphasised that the level of gain in
the accuracy performance by using TCC is not significant.
As shown in Fig. 12, the DET curves of OCC and TCC are
somewhat close to each other.

Unlike the case for the accuracy performance, there is no
clear correlation between a particular group of classifiers,
OCC or TCC, and the model training time, rather the model
training time appears to be classifier dependent. Among
the four classifiers, SVM is significantly more expensive
than the other three classifiers. The second most expensive
classifier is SVDD, consuming 3 units of time against 1 by
OCKNN and KNN. Two factors influence the model training
time: (i) the nature (structure or approach) of a classifier, and
(ii) the number of samples a classifier uses to train a model.
It seems that the first factor plays a dominant role in model
training time.

With regards to the model testing time, TCC classifiers
are more expensive than OCC classifiers. KNN is the most
expensive one among the four classifiers; seven times more
expensive than OCKNN and SVDD. SVM is second most
expensive, costing twice as much as OCKNN and SVDD.
Similar to the case for the model training time, it seems that
the nature of a classifier plays a dominant role in model
testing time.

Based on the above results and discussions, particularly
taking into consideration of the finding that, for a roughly
similar level of accuracy performance, OCC classifiers are
generally more efficient than TCC classifiers, both in terms
of model training and testing times, and that, in a mobile
device context, usually only the data from the owner of a
device are available for use in training the classifier to build
the authentication model, and performance and usability
requirements are also important, we recommend the use of
OCC classifiers in building an authentication model in this
application context.
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9.4 Evaluation of the authentication architecture

One potential application area of touch dynamics biomet-
rics is user-to-mobile device authentication. For example,
we could integrate a touch dynamics biometrics-based
authentication method into an existing knowledge-based
authentication method (e.g. a PIN) to produce a so-called
two-factor authentication system. In this two-factor authen-
tication system, the PIN serves one factor, and the touch
dynamics serves the other factor. To evaluate the effective-
ness and efficiency of this two-factor authentication method,
we have compared two authentication systems: one using
only a 4-digit PIN (denote as AS1), and the other using both
a 4-digit PIN and the touch dynamics (denote as AS2).

In the evaluation, for both AS1 and AS2, we have used
the assumption that the PIN has already been exposed to
an impersonator. In this case, with AS1, the probability for
the impersonator to successfully gain access to the user’s
device is 100%. On the contrary, with AS2, this probability
is reduced to 9.9%, which is a significant reduction, indicat-
ing that the two-factor authentication method can achieve a
significantly higher level of security in comparison with the
single-factor method. Of course, there is a price to pay for
using AS2; there is a non-zero FRR, which impedes usabil-
ity. With this level of security enhancement offered by AS2,
1 out of 10 legitimate login attempts may be incorrectly
rejected. With AS1, the FRR is zero, as none of the login
attempts will be falsely rejected as long as the PIN is entered
correctly.

The above evaluation results show that, with an addi-
tional authentication factor provided by using the touch
dynamics biometrics, unauthorised accesses to mobile
devices become harder, thus strengthening the security
level of mobile devices. The results also show that, with
the use of a touch dynamics based authentication method,
there is a trade-off between security and usability. We leave
the research question as for how to balance this trade-off to
future investigation.

10 Conclusion and future work

This paper has investigated the feasibility and effectiveness
of using touch dynamics biometrics for user authentication
on mobile devices. To evaluate the effectiveness of this
authentication method, we have acquired a comprehensive
touch dynamics dataset. The method and process used to
acquire this dataset have been clearly described and dis-
cussed. The paper has also extensively discussed how raw
touch dynamics data may be extracted from the dataset, and
how the raw data is processed into a proper format for fea-
ture extraction. In particular, it has explained that two types
of features can be extracted, a basic set of features, FOF, that
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can be extracted from the raw data, and an extended set of
features, SOF, that can be extracted from FOF features. The
paper then describes how the features may be analysed to
select a subset of optimal features, and how the features may
be classified using classifiers to build authentication models.
Our experimental results show that the use of OCC classi-
fiers is more efficient for roughly the same level of security
than TCC classifiers, making the OCC-based classification
method more practical in real-world applications.

Experiments were carried out to evaluate the performance
of the touch dynamics authentication under various param-
eter settings. Experimental results showed that by integrat-
ing the touch dynamics authentication method into a 4-digit
PIN-based authentication method, the success rate of an
impersonation attempt is drastically reduced from 100% (if
only the PIN is used) to 9.9% (if both the PIN and the touch
dynamics are used). These results indicate that the idea of
using touch dynamics biometrics to support user authenti-
cation in a mobile device or application context is feasible.

With regard to future work, we have identified the follow-
ing issues that require further study. The first is to further
investigate the scalability and viability of the touch dynam-
ics authentication method by investigating the energy con-
sumption and computational overhead introduced by the
method on devices equipped with different battery capacity,
CPU clock speed, and storage capacity, etc.

The second is to investigate whether there are additional
features that could be captured to represent a subject’s touch
dynamics pattern. One way of doing this is by represent-
ing features in a different form, for example, by plotting the
feature values in a graph, and then use the graph in the form
of an image as the features to build authentication models.
Alternatively, instead of searching for features manually, we
could automate this process by using state-of-the-art deep
learning techniques. These techniques have been widely
used in the field of computer vision to automatically extract
representative features from image related data (LeCun et al.
2010; Xu et al. 2014; Sun et al. 2014). Perhaps they can
also be used to automatically find, from raw touch dynamics
data, representative features to build accurate authentication
models.

Thirdly, touch dynamics patterns can be affected by
behavioural changes over time. These changes may cause
trained model to deviate from the subject’s most recent
touch dynamics pattern. If this is the case, the accuracy
performance of the model is reduced. In this regard, future
research is necessary to explore how and to what extent these
changes affect the accuracy performance, and what method
may be used to accommodate these changes effectively.

Lastly, our dataset could be better with the use of data
from more sensor modalities. We are working on using
more recent device to capitalise on the wide range of avail-
able sensors such as orientation, inertial, accelerometer and

gyroscope to collect a more comprehensive dataset. In addi-
tion, we aim to collect more samples from each subject so
that there are sufficient samples for us to use more advanced
algorithms, such as deep belief networks (Deng and Zhong
2013), to classify subject’s touch dynamics pattern in an
effective manner.
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