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Abstract— The Internet is a notoriously two-way street. If
multiple computers can communicate sensitive data across the
internet, malicious entities can access the network and collect this
data also.
The range and number of connected devices is
increasing dramatically and with this expansion so is the security
risk. Collection of ever rising quantities of data, especially
sensitive and personal data, raises many challenges and questions
about the suitability of current security. The key problem our
research investigates is how we can adapt traditional security
models to enhance it both current and future deployment. The
work is not aimed to replace existing security although it builds
upon it to complement it and enhance existing methods. We
utilise the timeliness of the Internet of Things as a focus to
develop and experiment with our work. In this paper we present
our novel framework and introduce our initial work to prove the
concept is feasible. Our initial results are encouraging as to the
impact the framework could have on future security.
Keywords- Network security; mobile security; smartphone;
malware detection; in-network; Collaborative; Internet of Things

I.

INTRODUCTION

Security challenges have existed since information
technology was first introduced. In 1989 it was recognised
that the evolution of computers and networking had advanced
too rapidly for security personnel to keep up with it [1]. It was
conveyed that the main threats at the time included fire
damage, water damage and people (insiders). Slowly the
number of threats increased to include terrorism and viruses.
In 1997 widespread scanning of vulnerable systems became
common, followed by the actual compromise of the vulnerable
system, propagating the attack and the coordinated
management of attack tools. By 2002 these steps had merged
making the process faster as well as attack tools being
advanced enough to initiate the attack cycle themselves [2].
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Effectively allowing “anything” to be connected “anywhere”
at “anytime”. This allows scenarios such as the alarm clock
waking you up early due to too much traffic on your intended
route to work, whilst communicating this also to your coffee
machine, lights and heating. However, as the internet already
has its own security challenges the introduction of millions of
connected devices is only adding to these challenges.
Our previous work investigated mobile devices and the
impact they have on our personal security as a survey [3]. It
investigated threats which are prevalent on them and also the
security challenges that they contain. In this paper we build
upon this literature review and have used it to challenge
current thinking by developing our own novel approach. We
present our contribution in the form of a framework consisting
of three components. Each component is designed to enhance
existing security solutions using both existing techniques and
new mechanisms. Overall the framework is designed to be
applicable on different networking environments. The rest of
the paper is organised as follows. Section II provides an
overview of the security challenges both generally and also on
up and coming networks such as the Internet of Things (IoT).
Section III highlights our contribution in the form of a
framework. Section IV discusses the design of the framework.
Section V presents some of our experimentation work and
results. Our work is finally discussed and future works
highlighted in section VI.
II.

SECURITY CHALLENGES

Security is enforced to ensure the availability, integrity and
confidentiality of the network. Below is a quick overview of
network and IoT security challenges [4].
A. Network Security Challenges	


The internet was initially implemented to connect people
with machines. Users owned a computer that could browse
the internet, send emails, create files and complete simple
processing. Now in 2015, smart devices have stimulated a
new era in terms of technology, creating devices that run our
lives. As a result of this, some people can not live without
their devices. Smart devices including phones, tablets and
others such as watches, fridges and TVs have created the
supporting structure for the long awaited Internet of Things
(IoT).

Vulnerabilities, threats and attacks are constant security
challenges to a network. Firstly, vulnerabilities can include
technology weaknesses such as TCP/IP protocol weaknesses,
operating system weaknesses or network equipment
weaknesses. Configuration weaknesses involve unsecured
user accounts, easy passwords, unsecured default settings and
misconfigured network equipment or internet services.
Security policy weaknesses can be caused by lack of written
policies, politics, lack of disaster recovery plans, software and
hardware installations not following the enforced policies.

Multiple connected things can communicate data about
themselves and access data aggregated by other devices.

Threats can also be apparent in a number of forms and are
structured or unstructured. Structured threats are usually

completed by technically competent hackers who are highly
motivated and often use sophisticated hacking techniques.
Unstructured threats are usually performed by inexperienced
people who often use hacking software readily available on
the internet. This type of threat can be damaging to a business
even without much skill.
Many threats are external,
originating from outside of the network.
Sometimes
disgruntled employees can initiate an insider attack taking
advantage of the access to the network they already have.
Attacks come in many forms divided into four primary
groups. Reconnaissance, access, denial of service or worms,
viruses and Trojan horses.
B. Future network security challenges
The introduction of environments such as the IoT and
mobile networks has influenced new challenges that hinder
attempts to secure them. Mobile devices are ubiquitous and
heterogeneous in nature, creating complex systems that are
difficult to manage safely both in the network and for a users
own privacy. The following are some of the factors that
contribute to this problem [5].
•

Mobile devices have an increased number of vectors in
which they can be infected, including by Bluetooth, MMS,
HTTP and SMS or generally through attacks in the
application layer, communication protocols and operating
system.

•

Mobile devices are usually always on and with the user.

•

Smaller devices means potentially less resources, CPU and
memory.

•

Numerous sensors that may be present are always on and
sensing their environment.

•

Constant movement between numerous unknown
networks.

•

Some users do not seem to know much about these
advanced devices and how to use them safely and securely.

•

Low physical protection surrounding a mobile device.

•

Contradicting goals of current security.

•

The Bring Your Own Device (BYOD) policies have a
compromise in the way they can’t control what a user uses
their device for and what they put on their device as well
as the security they run on it.

C. Existing Security
As a starting point network models can be either open or
closed. In an open model, there isn't usually many security
measures such as firewalls, IDS systems or Virtual Private
Networks. This keeps the cost and time associated with
implementing these low.
It allows for full internet and
external access, business advantages and is flexible for the
users. On the negative side though it would require a very
strict security policy to be enforced and a very efficient
recovery plan. It would be more difficult to secure and
monitor with an increased number of threats.

In the closed model security measures will exist and are
configured specifically for the type of network they are
implemented on which makes them easier to monitor. This
normally works on the assumption that even the users can’t be
trusted so the threat of an attack is higher therefore restricting
access further. This prevents external access from business
partners for example and also provides low flexibility.
Security measures which can be enforced include:
• Firewalls
• Intrusion Detection and Prevention Systems
• Virtual Private Networks
• Tunnelling
• Network Access Control
• Security Scanners
• Protocol Analysers
• Authorisation, authentication and accounting
However even with these measures in place we still see
many major cyber attacks. Most notably the attack on Xbox
and PlayStation services on Christmas Day in 2014 made the
news, stopping players from using the consoles for a number
of days. Also in the news towards the end of 2014 was the
Apple iCloud security flaw which saw intimate images of
celebrities stolen from their accounts and leaked on the
internet. Again towards the end of 2014 a crushing cyber
attack was also launched at Sony Studios. Many of these
cyber attacks and data breaches and more are listed in [6]
D. Related Works
Much of the research over general security problems only
highlight the number of challenges that exist within the
security of IoT. This can be seen in [7] in which the authors
recognise a number of challenges. In particular they focus on
authentication, as every individual device cannot possibly
connect to every other device without security problems. In
[8] the authors address mobile security challenges and develop
Mobile Guardian, a framework for security policy
enforcement on mobile devices. The impact of the IoT in
health care is discussed in [9]. The authors propose solutions
to alleviate communication problems in the medical
profession.
These include adding digital certificate
management for authentication and also adding ciphers to
communications between the peer to peer clients.
Works such as in [10] present new authentication
methods for mobile devices. The authors present a four way
fusion of user authentication techniques for efficient usable
security on mobile devices. This is a good approach as user is
not required to remember any alphanumeric password. The
location traces, gait pattern, emotion of user and context of an
image is used as metric for authentication. Although there are
a number of scenarios in which these personal traits of a user
may change which needs to be considered within the work.
Current security is not well adapted and needs to be
enhanced by new thinking and not just small solutions filling

gaps but by a new 'framework' way of approaching it. Security
would benefit by being enhanced in a way that will allow the
same framework to be applicable in numerous applications in
different environments.
This is more important now as
technology is constantly evolving at an immense rate, we don’t
know and have no way of knowing what could be released
within the next ten years. Keeping up with the fast pace of
technology and its prevailing threats is a challenge in itself as
is trying to keep ahead of malicious threats, attacks and
vulnerabilities.
There is outstanding research going into
mechanisms to replace sections of existing security or theories
that replace it completely.
In order to overcome these
challenges we have gone for a solution that neither replaces the
full security or sections of it. Our framework integrates fully,
and the main aim of it is to ensure it detects new threats
quickly and efficiently. It must however be applicable in
various settings such as the IoT, mobile and cloud computing.
III.

THE FRAMEWORK

In order to address the challenges identified above, we
have designed a novel framework which is aimed at enhancing
general security as well as providing stable building blocks to
develop future security. Our framework consists of three
components; 1) a Lightweight Forensics Application (LFA)
that runs on the device 2) a Central Security Manager (CSM)
that runs in the network and 3) a collaborative component that
will run between devices in a network. The three components
are each designed to complete the own tasks, however the
three of them are integrated and work with each other in order
to create an effective framework for security. Our framework
is novel due to its design to be applicable on any type of
network including IoT, cloud, home, enterprise, public or
specialised such as medical networks, alongside the
components and how they use and integrate with each other.
Unlike other works, it is completely non specific, which is
beneficial for security as it can be used for a variety of tasks
and more importantly work with existing security software
which many other works do not. In this work we have used
the IoT as a focus and tested mechanisms with smartphones
due to their availability. However this does not limit the
frameworks use purely to these devices. The work is forensics
inspired, meaning the framework will not necessarily know
what it is looking for, it doesn’t look for specific threats, until
it finds something out of place. This has not be used for
security so far. The integration of the three components can
be seen in figure 1. Both the LFA and Collaborative (Col)
components collect data for the CSM. The networks security
advisor also has an input into the CSM but it out of the scope
of this work.
A. Lightweight Forensics Application (LFA)
The LFA is designed to be lightweight to ensure it can be
dynamic to adapt to any device it will be integrated on. This
includes devices with very low processing power such as
small sensors. It has a priority to collect data that the CSM
can use in order to enforce security. It does this by adhering to
a predefined set of classifications. This data is then sent to the
CSM component for further analysis. The LFA doesn't need to
know why it is looking for specific data. It has been inspired

Fig. 1. Framework Component Integration
by forensics as it has a set number of actions to look for but
does not know what the end result of these actions could be.
We are assuming the LFA will run in a protected kernel
within the device itself, although saving minimal data and
none about the user makes it a low target for malicious users.
The LFA may respond to one CSM in work, and another at
home, allowing the companies to specify policies and
implement them.
B. Central Security Manager (CSM)
The CSM contains all the heavy processing and decision
making. The CSM collects data from the LFA and Col
components. Resources and processing power will be
required in order to utilise data being sent to it from the LFA
and Col components.
Placing the CSM in the network
therefore ensures it has access to what it needs, as well as
other assets which will be discussed later in the work. The
CSM is designed to be highly automated, making decisions for
itself rather than waiting for an admin to assess the problem.
Reports will be created by the CSM so security personnel can
be kept in the loop of what is happening, and some events may
require their attention.
C. Collaborative Component
The Col component collects data in the distributed network
which can indicate possible vulnerabilities, threats and attacks
on a larger scale. This component also allows for different
policies to be applied in different networks. For example a
user may have a personal Col network at home with family
devices connected to one CSM. As they arrive in work their
device automatically switches to the business Col network to
ensure policies are followed. This will ensure devices are
useable at home as normal although in work restrictions may
take hold in order to follow the corporate policies for BYOD.
The Col component also allows us to further ensure the LFA
remains lightweight by including shared processing and tasks
as well as ensuring the LFA on each device is not
compromised and secure.

IV.

COMPONENTS DESIGN

We have briefly introduced each of the components and
how they integrate with each other. We will now look into
their design further to show how they can enhance current
security.
A. Lightweight Forensics Application
It could be that in the future that the LFA will facilitate the
collection of the data for other purposes such as medical
applications, however we are only concerned with the data
collection in this work for the CSM. In order to implement
this we have decided the LFA has the following main
mechanisms:
App Runtime - We are going to assume that the LFA will
run in protected kernel space within the mobile device,
therefore not accessible via application or operating system
vulnerabilities. The LFA quietly monitors actions on the
device and will trigger an event when a condition of one or
more of the classifications are met. It doesn't store any user
data, and will only store triggered events for a short period of
time. Purely a data collection component this reduces the risk
of it becoming a target for compromise.
Classifications - We will not go through the full design of
the classifications in this work. In this section we give a brief
overview of what they are designed to do. We don't want the
LFA to be searching for everything at any one time as it will
use too many resources. Generally an Intrusion Detection
System (IDS) uses either anomaly detection or misuse
detection to identify malicious actions on a system. In our
work, we will be using neither of these as they are too
resource intensive for most smaller mobile devices to
maintain. We use our own novel technique which will prove
lightweight and more efficient to our needs. Our mechanism
is formed using classifications, which minimises the list of
events the LFA is monitoring for at any one time, although
once it detects one event it will then look for a new set relating
to that event. This method also ensures low false positive
events and aids the LFA in prioritising certain trigger events. !

Figure 2.

Fig. 2. Trigger events for the classification

The classifications are created and provided by the CSM.
Classifications can be used to detect general events or specific
threats or events depending on what the CSM or the admin
deems necessary. Threats which have not yet been seen before
could be recognised as a result of this although the LFA will
not recognise it as a new threat. Using this mechanism, we
can ensure the LFA remains as lightweight as possible, whilst
also not missing suspicious events. This work is not limited to
just detecting known problems, even though this system does
not know it is detecting anything new.
Trigger Events - When a suspicious event is detected on
the device, a report will firstly be sent to the LFAs own event
log system shown in figure 2 as point 1. It will then follow
one of two protocols. If the device detects a low priority
event, then protocol 1 is implemented. At point 2 the event
file will be sent to the CSM when requested by the CSM. In
point 3 the CSM processes the data. If the device LFA detects
a high level event, then protocol 2 will be implemented. This
protocol is the same as protocol 1, although when an
immediate threat is detected point 2a sends the event to the
CSM immediately. In order to reduce the space that the app
takes on the device, the event file within the LFA will only
store event triggers over a certain time scale and then discard
them after the CSM has requested them. By keeping a log of
reports sent to the CSM, the CSM will be able to use this to
ensure the integrity of the reports that arrive at the CSM.
CSM reaction - When the LFA reports back to the CSM,
the CSM may respond with further events to monitor for, for
example if the CSM recognises it as a specific attack and
wants more information to make a decision. This introduces a
dynamic security loop between the LFA and CSM that will use
events to direct its next classification rules.
B. Central Security Manager
The LFA and the Collaborative component are the CSMs
gateway into the mobile device and the distributed network.
Although the CSM itself has a number of mechanisms which
help it to enhance current security.
The CSM will receive four types of security reports or data
input. The first data type will be from the LFA present on
each device. The second type of data will be that from the
Collaborative component regarding problems in the network.
The third type of data will be form other external sources,
such as anti- virus, anti-malware, firewalls and IDS. The
fourth and final type of data will be backups of the device if
they are required. The CSM will receive these event reports
and investigate them in order of priority, requesting more data
if required. The first three types of data will be used to ensure
the security is running smoothly. The fourth type of data
relies on the CSM receiving backups of the devices, which
will then be analysed for security and to determine how
effective the device is performing.
When the CSM receives data from the four inputs it will
analyse it to determine what is happening. It will then use the
results to determine what action needs to be taken. The CSM
mechanisms are explained below.

•

Broker - After the initial event analysis the CSM will
determine what the most relevant mechanism is to resolve
any problem.

•

Connected Devices & Collaborative Networks - This
allows a security manager to monitor all the devices
connected to the CSM. Reports from each individual
device will also be stored within a record.
The
collaborative feature allows the admin to see a visual
representation of each collaborative network that
connected devices form. Reports created by the CSM
using the analysis of the collaborative data will also be
accessible within here.

•

Security Reports - Individual reports can be accessed.

•

Assets - External inputs such as firewall, anti-virus and
IDS will be listed here along with their reports and also
security policies for the network.

•

Classification Manager - This mechanism allows the
security administrator to review current classifications that
are running on a device. They are also given an option to
create new classifications based on intel they have
acquired and also review the CSMs own automatic
classifications based on intel its acquired from the external
input assets.

•

Automatic Preventative Security Manager - Mechanism
uses current event analysis to predict possible outcomes
and determine if any malicious actions are possible.

•

Data Processing - Allows the security administrator to add
in new analysis techniques to be implemented when a new
event record is received by the CSM.

•

Notifications - This section alerts the security
administrator to immediate issues or reports that require
their attention. The administrator will also be alerted in
other ways such as email and SMS to ensure they don’t
miss any situations with high priorities.
C. Collaborative Component

Attacks in the distributed network such as a botnet
operating by sending texts a few at a time from different
devices wouldn't be detected as high priority by the LFA.
Multiple devices in the trusted collaborative network however

may send low priority event alerts to the CSM, which will
then increase the priority as there are multiple devices
detecting the same problem. This can be seen in figure 3. The
CSM will then instruct the connected devices to warn each
other to speed up recovery time. This shows the benefit of the
collaborative component in detecting problems and attacks in
the distributed environment. This will ultimately enhance
security and speed up recovery time.
The collaborative component will ensure devices in each
collaborative network are trusted. Assuming this the devices
will communicate with each other and be able to share tasks if
one is struggling. This ensures the LFA’s present on the
devices remain lightweight and stay effective.
This
component can also contribute to enhance current security by
monitoring devices to ensure they have not been compromised
by an external source. Authentication mechanisms will also
be relevant here to ensure that devices can only connect to
other safe devices with similar security interests.
D. Summary
Overall, our framework enhances the way mobile devices
and their security should be developed and deployed using
novel mechanisms in each of the components and the
approach itself.
Our work complements the security
implementations in the future, it may not resemble our designs
exactly, but will definitely retain the characteristics of our
work. We do not focus on any specific attacks in this work,
however we work with various forms of attack in order to
improve and experiment with our work. !
V.

EXPERIMENTATION AND RESULTS

In this remainder of this paper we will discuss the
experimental implementation we have undertaken and the
results we have achieved so far. Due to its timeliness we have
decided to use the Internet of Things as a platform on which to
trial our framework using smartphones in particular. This is
relevant as smartphones have the properties that the IoT relies
on and they are more readily available to experiment with.
Although the theory of the framework itself will allow it to be
implemented in various environments. In this paper we focus
on the framework as a whole and how each of the components
utilises the others.
A. Lightweight Forensics Application
In order to experiment with the classification mechanism
we produced, we have used the Android Eclipse device
emulator. One of the test classifications we developed was
targeting SPAM messages to a smartphone. If the LFA
follows the classification and detects the words “download”,
“install” and “http://“ it automatically notifies the user of the
detected possible SPAM message. We experimented with the
classification method for a number of different types of
example SPAM and social engineering messages and these
were picked up by our classification method as expected
whilst ignoring all normal social messages sent. This ensures
our classification method is suitable for this framework.

Fig. 3. Collaborative component design

Some classifications such as the SMS monitor may run
continuously on the device, whereas other classifications may
only run intermittently. In particular we have used the alarm

Fig. 7. Android Emulator saving a event log onto the device
The CPU usage for this app can be seen in Figure 6,
throughout running the app and purposely triggering a number
of the events the CPU % stays below 10%. As discussed
earlier some of the classifications may continue to run all the
time, whilst others may only run and specified points during
the day or night. This will ultimately help to keep the
resources used to a minimum.
Fig. 4. Memory usage of Classification 3
feature in Android eclipse which runs a background service at
regular intervals relying on an alarm to initiate it. This
ensures the resources used are as low as possible. In an
experiment we have created it checks the battery level every
two hours, and if it has dramatically increased compared to the
last time it has checked it will check the time of day it is. If it
is night time and the phone is in idle mode, a trigger event will
be created.
Figure 4 shows the memory usage of classification 3 which
is the SMS monitor. The Android Eclipse DDMS information
console provided the data. The majority of the memory shown
is free memory. The section with the arrow pointing to it and
the relevant label is classification 3. In order to experiment
with this further we added on more classifications for the LFA
to be looking for. In particular it monitored for incoming and
outgoing calls, the state of the microphone and camera and
also implemented the battery classification discussed earlier.
Whilst the modified classification 3 application was
running on a physical device we again monitored memory it
was using. The results can be seen in Figure 5. We are
encouraged by the reduced memory it is using at it is only
searching for minimal events due to the classification
mechanism, even though it is monitoring for a number of
items. We are also confident we can reduce this more, as it is
still currently running on the screen of the device all the time.

In order to communicate this event report with the CSM
we needed an output method. We initially instructed the LFA
to save the number and text which triggered the classification
to a .txt or .csv file internally on the device. This can be seen
in figure 7 using an Android emulator device. This represents
the report and log created by the LFA that would be sent to the
CSM. We have implemented this on the virtual device
emulated by Eclipse.
We have also implemented it on
physical Android devices although we had to integrate a way
to save it to an external SDCard. This is due to being unable
to access files on the device directly, which proves a problem
for the testing point of view but in a final LFA implementation
would not remain an issue.
The trigger event report is an important feature as it must
contain all the information the CSM requires in order to make
it useful, whilst also ensuring it doesn't over complicate
matters for the LFA causing it to use more resources and
processing power trying to send it.
We have experimented using an output as .txt and .csv
files, as these can then be imported into a database. The CSM
will be able to use this feature to create a log of all the events,
separate them into relevant classifications and look at them all
as an overview to discover patterns in trigger event behaviour
across the device. The CSM will then create a full report
which can be reviewed by relevant specialists who can
identify the malicious actions taking place on the device. The
CSM may also decide to request a sample, for example coding
of an app, the permissions it uses, what data it gathers so it can
integrate this into the report and send it to specialised scanning
software to identify known malicious software.

Fig. 5. Memory Usage of the modified classification 3.

Fig. 6. CPU usage of the modified classification 3.

Fig. 8. The output file received from classification 3.

Connected Devices - This panel allows the administrator
to monitor what is happening on the devices. The CSM will
automatically collect the SQLite files representing events from
separate devices and add them to their own individual records
after processing the data and creating any necessary reports.
The admin is also given the option to check the device history
and also the performance of the device. This may allow
problems such as battery deterioration to be picked up early.

Fig. 9. Saving Data in an SQLite
Figure 8 shows the output file we have received from
classification 3. At the time it only shows the output to
include the phone number it was received from and also the
event that triggered the LFA to react to it.
In further experiments we decided on using SQLite files to
save the events detected on the device. This can be seen in
figure 9 using the battery classification. This decision was
made as it allows us to then add further data in as required in
the same file and makes it easier for the CSM to read.
B. Central Security Manager
Figure 10 shows the CSM user interface we have
implemented. It is currently running on a local web server in
order to experiment and test it. During the creation of it we
have decided on a number of necessary features it should
have. These are explained below.
The interface allows the network administrator to monitor
everything from one console. Anything urgent they will need
to view on another tab will be displayed here. For high
priority situations the security manager will also be messaged
via email or SMS to ensure they don't miss the notifications.
As shown in figure 10 there is a list of the most recent high
priority events, notifications which includes the most recent
reports or decisions the admin needs to be aware of and finally
a graph showing the average risk of three separate
collaborative networks. This will change depending on how
many collaborative networks are linked with the CSM. The
admin can use this to track the devices risk over time.

Fig. 10. CSM user interface

Assets - In order to enhance current security we are
utilising the outputs of other security software to further
provide data for our work. An IDS could aid the detection of
unknown devices to the CSM, and also confirm the number of
known devices to ensure all devices are accounted for as well
as alerting the CSM to potentially malicious traffic. The antivirus and anti-malware software could notify the CSM of any
new or existing threats so the CSM can react to it by checking
its own devices. The firewall can also contribute by notifying
the CSM of blocked traffic, and also monitoring the inbound,
outbound and internal traffic so the CSM can pick up on
suspicious activities such as DDoS early. The CSM can
respond to the external inputs by creating new classifications
to be run by individual LFAs in order to further enhance its
own and existing security.
Data Processing - We have implemented a testing web
server which will allow us to upload an SQLite file. The web
server will then display this on the screen. The SQLite file we
have simulated would represent one sent by the LFA and Col
components after they detect an event. When the CSM
receives the file, it will process what is potentially happening
in the report and decide which component, if any, it should be
forwarded to. It will then add the report to the individual
devices own records.
Classification Manager - The classification manager will
allow the administrator to view and edit the current
classifications available as well as add a new classification
based on any knowledge they have learned. The classification
manager will also give the administrator the option to view the
automatic classifications created by the CSM in response to
reports from external inputs.
We have identified the need for a mechanism to ensure
administrator can create a new classification as quickly as
possible. The CSM needs to translate what the user wants and
turn this into something the LFA can listen and respond to.
Initially as a proof of concept we have created a protocol in
which the CSM will contain a bank of code of possible actions
the LFA could do. This is represented on a user interface to an

Fig. 11. Manual classification implementation

administrator as a simple list of the names of the actions. The
admin selects the tools they want the LFA to run and starts the
process. This can be seen in figure 11 which shows a simple
version of the form filled in by the administrator, in this case
the user will be selecting to run SMS monitor, incoming calls
or outgoing calls. We have implemented this using a MAMP
web server. Once the admin selects the relevant events or
classifications and selects the ‘Run PHP’ button, the CSM
then matches the selected items to those items in its code
bank.
Once it has all the events and their relevant
classifications it will create the code necessary to send to the
LFA.
We want the administrator to be able to add new
classifications quickly to make the overall protocol more
effective. In order to do this any event that is possible to
monitor on a specific device will be added to the CSMs code
bank. The admin can then select various classification events
and add them to a classification to ensure the priorities are
followed and to avoid using too many resources.
C. Collaborative Component
In order to test how the collaborative component can
further enhance security, we created a classification which ran
across two Raspberry Pi devices. If one device detects motion
in a room it will communicate this to the other device. If the
second device then also detects motion in a separate room it
takes a picture when the motion is active and then emails it to
the security administrator. Although a relatively simple test it
proves the devices benefit from working together.
VI.

DISCUSSION AND FURTHER WORKS

In this paper we have explored alternatives to current
security and complement and extend existing security in the
form of a novel framework. A combination of which we
believe will be a significant step to enhance the security of our
devices from malicious actions in future networking. This
work has successfully set out to prove that the theory of our
solution is feasible within a series of experiments and
prototype components and will complement existing security.
Our results in this work are very encouraging. The framework
can be integrated onto a number of mobile devices within a
number of different environments.
The framework is novel as a whole due to the way in
which the components interact and bring security successfully
into a new paradigm. It allows us to continuously run security
at a faster pace across multiple devices.
Unlike other
solutions it uses many existing security applications and
brings them together along with some of its own mechanisms
to build up on the security. Using forensics as an inspiration it
can be used to detect known and unknown existing
vulnerabilities, threats, attacks and even device malfunctions.
Even though in this paper we have focused heavily on the
smartphone, the same mechanisms would apply on other
devices such as the smart watch, laptops, computers tablets
and housing appliances in smart homes.
Current and future networks are moving towards heavy
processing and data storage on the network, and smaller
devices on the edge of the network. These devices can include

a range of types such as smartphones, desktop computers,
laptops, smart watches, smart fridges, smart TVs and even
smart houses. Our framework is a perfect candidate to be run
on this type of network due to its flexibility. It will run on a
number of different networks, such as Cloud, IoT, home,
enterprise and many more. Proving dynamic the framework
can be implemented in different ways to suit the network but
ultimately each component will still be present for the same
reason using the same initial theory. An advantage of this
work over others is the ability to detect a wide range of
problems, not just specific issues.
In the future we are continuing our work with the LFA in
order to develop some higher level classifications which can
be tested to their full capabilities on physical devices. We will
also develop the collaborative approach to use resource
sharing and authentication to ensure the devices that
communicate with each other are trusted as well as trusted
monitoring. We are currently experimenting with the mini
computer ‘Raspberry Pi’ in order to implement this. Our work
with the CSM will be continued, specifically focusing on how
it can utilise the data it receives and create informative reports
that can be used by security administrators or other
components alike.
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