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Abstract

Over recent years, many researchers have advocated the vision of a new generation of
smart computing including networks services, which can function and/or manage its

and other systems’ operation independently of human intervention or control. Such a

vision has presented many challenges to a range of research communities including;
intelligent systems, cybernetics and AI communities. Such new research aspects and
issues taking further to develop a system that has the ability to adapt and changes its
behaviour dynamically at run time considering the users’ requirements and

environments.

DARPA has initiated a research program on self-adaptive software, which provides an
application level with self-adaptation. Such a body of work is more concerned with
system-level self-adaptation and less focused on the development of generative,
programming models and/or software engineering for developing autonomic software
and normative structures. More recently IBM has concentrated its efforts on supporting
autonomic concepts for developing and deploying enterprise server-level solutions with

self-managing, self-healing and self-protecting capabilities.

Extending existing work from the self-adaptive software and reflective middleware

communities, our research, grounded in distributed software engineering proposes and
develops a meta-control service and associated middleware services with its design
model and architecture for deliberative middleware and application services. This

contributes to the design of self-adaptive software and computing services with the

ability to coordinate and control systems adaptation in response to either conflicts or

Inconsistencies.

Consequently, this approach acts as reference model or baseline architecture to
facilitate a normative self-governance model that supports the safe self-adaptation of
distributed applications for lifetime management. Based on the sequence model of
monitoring, classifying, repairing, and adapting components, the proposed architecture
hierarchy encompasses a number of components that include; monitoring,
inconsistency, mismatch or conflict detection and diagnosis, solution selection, solution

checking, enactment and system reconfigurations In addition, this work defines a
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software control (meta-control) service, which acts as a middleware service to support
self-management (1.e. autonomic) software with respect to the coordination issues

between the interacting applications services. In addition, because this control service is
itself distributed as mentioned earlier, it provides an immediate sharing of the

information, resources, selected tasks and system coordination by using the concept of
distributed shared memory (provided by the Jini middleware). The main three services
in the proposed software control service or baseline architecture is the service manager,
system controller and JavaSpace. An extension to the Beliefs, Desires and Intension
(BDI) model referred there to Extendible BDI (EBDI), is also proposed and provides
the means and mechanism to underpin the software control of self-governing systems
where during system coordination processes, system controller controls and coordinated
its system by exchanging constraints about their goals, norms, actions and predefined
with respect to its beliefs that reported to the distributed shared space as well by the

service manager to facilitate the development of autonomic control middleware

services.
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Chapter 1

Introduction

1.1 Motivations: Software Autonomy

Over the years, Information and Communication Technology (ICT) has gradually

become an integral part of our economic and social fabric, and their design and
management complexity has grown as rapidly as our requirements and dependence on
the systems. The prevailing design of most current large-scale distributed systems can
be characterised as reactive and centralised in nature, in that they are centrally
managed and controlled, and their functions are essentially dependant on direct end-
user interventions. There is a need in software design to shift from a centralised
client/server model to building n-tier decentralised systems, and hence developing
systems that are more dependable, scalable, robust and amenable to changing their

own behaviour with minimal intervention from users.

Recently, many researchers have advocated the vision of a new generation of smart
computing including networks services that should function and manage therr
systems’ operation independently of human intervention [1]. Such an aspiration has
provided many challenges to a range of research communities including; intelligent
systems, cybemetics and Al communities. Now, there is a renewed interest by both
academic and commercial communities in developing systems that adapt
autonomously to their users’ requirements and environments; for instance, to recover
from an encountered/anticipated system failure, tune performance to fulfil a quality
guarantee, and/or accommodate changes with respect to the number of participants
and/or integration of new services. We are now at the point of the emergence of a
new class of large-scale decentralised and autonomic applications that can operate

independently or with minimal direct human control.




Taking this vision even further, IBM has characterized this as autonomic computing,
and 1s now actively promoting, developing and deploying enterprise server-level
solutions with self-managing, self-healing and self-protecting capabilities [1]. Prior to
IBM’s autonomic computing initiative, DARPA funded a research program on self-
adaptive software 2], which applied control theory [3], Al planning and/or software

reflection techniques to provide application-level self-adaptation mechanisms and/or

heuristics [4]. Though, this body of work was more concerned with a system’s self-
adaptation level and focused on the development of generative, programming models

and/or software engineering supports for fine-grain, software dynamic and predictable

adaptation. Some of these issues are currently addressed within the DARPA-funded

Dynamic Assembly for System Adaptability, Dependability, and Assurance
(DASADA) initiative [5]. Here, work is underway to develop software engineering

tools and techniques to support the design of software assured dynamic adaptation
primarily using an architecture-driven approach coupled with probes and gauges to
enable software to interact with an executing system to collect a range of
measurement data. This is then translated into suitable metrics for system

performance tuning and/or error recovery through adaptation.

Consequently, there is an increasing research trend in the development and/or
application of self-adaptive software, autonomic software and reflective middleware
for adaptive software. Also, there is still a lack of fundamental understanding of

adjustable control models for autonomic behaviour to ensure and facilitate safe,

predictable and software self-adaptation that is crucial of the distributed self-adaptive

application‘s environment. However our research is build on the previous related
work and on ongoing work in software management autonomic computing. But rather
than simply looking at the static management at design time or complex dynamic
management that is embedded in the functionality of the base-level of the
applications, it provides a baseline architecture and a software meta-control model to
define the requirements for developing an autonomic meta-base/middleware-based

control service at runtime.

1.2 Challenges

While software autonomy represents an essential approach to delegating much of the

software maintenance and/or management activities to the software itself, it




engenders a range of technical challenges to be addressed and requires the

development of;

1. Reference models: software design patterns, baseline architecture and/or

middleware for developers to design, deploy and/or manage self-adaptive

software, thus enabling systems to monitor their behaviour and performance,

to reconfigure when required and determine that any proposed software

composition is compliant with its design, requirements and guarantees.

Therefore we need to take into account and cope with the inherent uncertainty,

complexity and scalability issues related to such systems.

2. Mechanisms: which can be used for runtime software component and service

assembly to ensure safe and predictable software transformation that

guarantees the required and desired properties. To this end, other facilities and

utilities need to be developed and include;

How to access and reason about data coming from a variety of
software instrumentation for monitoring and analyzing targets
including the environment before deciding how or whether to react or
not.

How to support predictable and conditional triggers to facilitate
software change management based on detecting, filtering, and
prioritizing system events and generating and coordinating self-repair
change plans.

How to support negotiation to resolve conflicts emerging from a given
proposed self-adaptation plan prior to its enactment.

How to reconfigure distributed systems by dynamically enabling a
control service to adjust and control using its repair tactics and
strategies for customisations and adaptation of the system itself.

What normative models can be used for instance to specify
management policies, enforce and adapt to support software self-

governance that may or may not permit any intended changes.

3. Experiment/benchmarks: demonstrating that complex systems (and sub-

systems) can practically monitor and validate their runtime behaviour with

respect to critical system properties, requirementseand intended goals.



1.3 Approach

In this thesis, we aim to develop a meta-control model with baseline architecture and
associated autonomic control middleware services to support the development and
lifetime management of deliberative software. Such software could be composed

(assembled) of networked software services and provided with a range of deliberative
capabilities, such as self-governance, self-monitoring and self-repair to enable safe

predictable self-adaptation and guarantees the required functional and non-functional

properties are within specified tolerances.

Therefore the establishment of self-management, self-repair and self-adaptation,
requires the uses of flexible infrastructure to support a full range of adaptation

services, such as:

o The service manager service: which contain service control processes such as
the service monitoring model, diagnosis model, repair model, and adaptation
strategies.

o The system controller service: which include system control processes such as
the system monitoring model, system repair strategies model and system
reconfiguration model.

e The control rule base: which is accessible by the manager and controller to
provide the domain and boundaries for specific application control strategies,

repair plans, etc.

For theoretical support, this work draws a number of research results emerging from

related fields including;

o Self-adaptive systems: using proposed models, requirements and
theories to enable software to use feedback and feedforward, real-time
monitoring and model-based control, such control theonies are
intended to provide software with the ability to evaluate its behaviour
and environment against a given goal and revise behaviour in response
to the evaluation [2, 4]. Further details will be provided in Chapter 2.

o Advanced software engineering: using middleware services to bridge
the gap between the network layer and application layer, and using the
event notification concept to enhance the level of communication

between a server and its clients, using an exception handling model for




the safe termination of the application in the event of failure as well as
classification exception type, and using the concepts of distributed
shared memory (e.g. JavaSpace service) for both remote system

coordination at run-time and for storage of the required information
for system coordination to achieve lifetime management.

Software agents: the work proposes the extension of the Beliefs,
Desires, and Intension (BDI) model is EBDI to underpin the software
control of self-governing systems. The system, using BDI concepts
compare its current behaviour (i.e. beliefs) against its goals (1.e.
desires) generates a decision (i.e. intension) that represents an actual

action.

In addition, this work follows an experimental research approach by

aiming to develop, build and test new models of software meta-control

and the associated baseline architecture and autonomic middleware

control services.

1.4 Contributions
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