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Abstract

This research has first reviewed the current status of offshore and marine safety, and
security assessment. The major problems identified in the research are associated with
risk modelling under circumstances where the lack of data or a high level of uncertainty
exists. Following the identification of the research needs, this PhD thesis has developed
several analytical models for maritime risk assessment based on the safety principles

identified from safety regulations. Such frameworks are subsequently demonstrated by
their corresponding test cases with regard to safety and security of port operations.

First, in this PhD study, a risk assessment framework is proposed to evaluate port security
using fuzzy set theory and the rule base technique due to the lack of data resulting from
the confidentiality of the intelligence with regard to terrorism and the difficulty of the

information accession. Secondly, a shortcoming occurs when the fuzzy rule base
technique is applied to circumstances where there are multiple parameters to be evaluated

which are described by multiple linguistic terms. Such a problem can be overcome by a
proposed risk prediction model incorporating fuzzy set theory with an Artificial Neural
Network (ANN). The framework is demonstrated by a test case focusing on port safety.
Thirdly, human error accounts for a significant contribution in marine accidents. In this
study, a new method of human error assessment using fuzzy set theory and Analytical
Hierarchy Process (AHP) is proposed. It is demonstrated using a test case of a port oil
cargo handling process and is capable of avoiding the criticism raised when using
traditional Human Reliability Assessment (HRA) techniques. Fourthly, many real world
decision analysis problems involve multiple attributes with both a quantitative and
qualitative nature. A decision making model using the evidential reasoning algorithm is
proposed to demonstrate the selection of the best security, safety and human error
reduction measures under such circumstances. Finally, more safety regulations and
security measures may often imply an increased probability of inefficiency influencing
port operations. Thus, the quality of the port processes regulated by such measures is
essential. A quality control model is proposed based on the Six Sigma technique and is
demonstrated by a test case of a port security process. The five models are original in
nature being developed from existing theoretical techniques and applied to realistic port

scenarios. The development of the frameworks and the test case applications are major
contributions to knowledge in this thesis.

It is concluded that the frameworks proposed possess significant potential for use in
improving safety and security of port operations based on the verifications of their
corresponding test cases. Accordingly, the developed models can be integrated to
formulate a platform to facilitate risk assessment and safety management of port

operations without jeopardising the efficiency of port operations in various situations
where traditional techniques cannot be applied with confidence.
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Chapter 1. Introduction

This chapter first presents the background of this PhD study. The
research problem and research questions are then given. This is

followed by a brief discussion of the research methodology and the
scope of this study. Finally, the structure for this thesis is given.

1.1 Background

Historically, maritime safety regulations were introduced following an accident or a
series of major accidents, intending to address the most obvious causes. Over years,
after a number of defining accidents and incidents including the capsize of the semi-
submersible rig ‘Alexander Keilland’ in 1980, the explosion aboard the ‘Piper Alpha’
platform in 1988 and the capsize of the ‘Herald of Free Enterprise’ in 1987, the way

in which safety is reviewed has been altered. The characteristic of maritime safety
has evolved from a reactive manner towards a proactive attitude where a goal-setting
and risk-based regime is required since the introduction of the safety regulations
including Safety Case Regulations (SCR) and Formal Safety Assessment (FSA) in the
1990s. The main objective of these safety regulations is to ensure that risk has been

reduced to the level of As Low As Reasonably Practicable (ALARP) and Risk Control
Options (RCOs) proposed are cost effective.

In general, the tendency of the maritime risk assessment is that it is not only used for
verification purposes in design and operational process of marine and offshore
systems, but also for making decisions from the early stages [Wang, 2006].
Accordingly, interest in the improvement of the safety of large engineering systems
based on safety management from the initial stages has been growing considerably
within both the regulatory bodies and industry. However, since such a safety analysis
is conducted at the initial stages, circumstances of the lack or incompleteness of data,
or the low or none relevance of generic data to specific areas in question are
inevitably encountered. This would cause a high level of uncertainty that may
undermine significantly the conclusion acquired based on the traditional quantitative
risk assessment and safety management techniques. Consideration of these
uncertainties may drive estimated risk levels appreciably upwards or downwards from
the initial calculated results. Regardless of whether these estimated results are

initially assessed as optimistic or pessimistic estimates, for instance, an upward
revision could result from the consideration of the effect of a limited incident
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reporting in relation to its failure mode definition. Thus, the risk results evaluated
under such circumstances may not be acquired with confidence.

Seaports are important for the economy of every country. Given the position in
coastal areas and the great variety of substances handled there, a port can be regarded
as a complex system from the environmental point of view. Due to the fact that
detailed and historical safety and security related data within port areas is scarce, the
issue as to the lack or incompleteness of data is also imposed on port security and

safety studies. This inevitably increases the difficulty of risk assessment and safety
management in ports.

1.2 Research problem and research questions

1.2.1 Research problem

As aforementioned due to the lack or incompleteness of data, the uncertainty incurred
may undermine significantly the conclusion acquired based on the traditional

quantitative risk assessment and safety management techniques. Accordingly, the
research problem for this PhD study is shown as follows:

How risk assessment and safety management are conducted with

confidence under circumstances where the lack or incompleteness of data
or a high level of uncertainty exists?

A number of risk and security assessment techniques need to be developed and
applied to port operations under such circumstances where there is a high level of
uncertainty due to the fact that the detailed safety related data is scarce. Thus, the
first objective of this PhD study is to propose the frameworks capable of performing
risk assessment and safety management in circumstances where the lack or the
incompleteness of data exists. Secondly, the models to be developed can be
integrated on which to formulate a platform to facilitate risk assessment and safety
management of port operations without jeopardising the efficiency of port operations
in a variety of situations where traditional techniques cannot be applied with

confidence. Accordingly, the research questions raised in this study as to the
objectives of this PhD project are discussed as follows.
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1.2.2 Research Question 1

Due to the confidentiality of the intelligence with regard to terrorism and the difficulty
of accessing information, the data available for conducting security risk assessment 1s
scarce for most researchers. Thus, the issue as to the lack or incompleteness of data 1s

imposed on port security risk assessment as aforementioned. Therefore, the first
research question for this study is:

How port security is modelled in circumstances of the lack of data

resulting from the confidentiality of the intelligence with regard to
terrorism and the difficulty of information accession.

1.2.3 Research Question 2

In nsk assessment under circumstances where a high level of uncertainty exists,
approximate reasoning methods using the fuzzy rule base technique have proven to be
useful. However, such applications may become impractical as there are multiple
parameters to be evaluated which are described by multiple linguistic terms. If there
were five parameters described by five different linguistic variables, for example, the

number of fuzzy rules needed to be developed would be 3,125. Thus, the research
question with regard to this 1s shown below.

How the risks are modelled using the fuzzy rule base technique in

circumstances where there are multiple parameters to be evaluated,
which are described by multiple linguistic terms.

1.2.4 Research Question 3

Human error, according to literature, accounts for a significant contribution to marine
and port accidents. Human Error Assessment (HEA) has been conducted in a variety
of industries. However, the nature of the sources from which the data is collected
may be different from the context under consideration. Thus, the reliability of such
data and quality of the HRA conducted may be questioned. A detailed review with
regard to traditional HRA approaches is discussed in section 2.6.4. In addition, HRA
is often absent from maritime risk assessment, This may be due to the fact that there
is little or no human error related data collected by the industry [Wang et al., 2004].

Accordingly, the research question with respect to human error analysis is raised as
follows:
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How human error assessment is conducted without the difficulty imposed
on traditional human error methods.

1.2.5 Research Question 4

When evaluating RCOs for enhancing security and safety for a port, there are many
parameters that need to be considered other than risk reduction and the ratio of costs

and benefits such as time of deployment, current resources available, etc.. Thus,
difficulties may be encountered due to the nature of the attribute of the defined

criteria. The research question for this multi-attribute decision-making issue is shown
as follows:

How the selection of the best RCOs by multi-experts is achieved in
circumstances where the defined criteria are of a multi-attribute nature.

1.2.6 Research Question 5

More and more security and safety regulations and policies have been adopted and
implemented in both the port and shipping industry. The objective of this is certainly
to ensure that the international trade could be safely expedited without undue safety
practices’or threat from intentional crime activities. However, it may undermine the
efhi ier&:y of port and shipping operations. Thus, the quality assurance of the

efficiency with regard to safety and security measures should be a main concerm.
Accordingly, the research question for such an issue is raised as follows:

How the quality assurance concept is introduced to the port industry.

1.3 Research methodology

According to the safety regulations including SCR 1992, FSA, Port Marine Safety
(PMS) Code and the International Ship and Port Facility (ISPS) Code as discussed in
sections 2.2-2.5, the establishment of an effective port safety analysis should consist
of the steps of hazard identification, risk estimation, preparation of RCOs, cost-
benefit assessment and decision making without which the benefits discussed in
section 2.3.7 cannot be foreseen [MSA, 1993] [Wang, 2002]. Therefore, the research
methodology of this PhD study starts with the hazard identification of port operations,

followed by risk assessment and safety management in order to meet the objective of
establishing an effective safety analysis.
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The hazard identification of port operations is concerned with the critical review of
port accidents and the current safety analysis practices. The risk assessment
component includes risk analysis of port security and safety as well as human error

assessment in port operations whereas the safety management component consists of
a multi-attribute decision-making framework and a quality assurance model. Figure

1.1 illustrates the research methodology of this study. The techniques to be applied in
the risk assessment and safety management components will be justified in section
2.7 allowing for the circumstance of the lack of safety and security related data

encountered by ports. The framework consisting of five different methods will be
verified by five corresponding test cases in order to answer the research problems and
questions stated in section 1.2. The limitations of the framework will also be
identified by investigating the results acquired from the test cases. Such discussions

will be conducted in a separate chapter following the development of the methods. In
addition, it 1s noted that since the difficulty of acquiring real industrial data, the expert

judgement in the test cases will be hypothetically prepared by the author based on the
experience from the supervisors and expert specialising in the port industry.

1.3.1 Hazard identification of port operations

The first step of the methodology in this research is the hazard identification of port
operations. The purpose of this stage is to identify the areas with high risks that have
the potential to cause harm and damage to human being and the environment in port
operations. The mission of this step is accomplished by conducting a critical review

of port accidents as well as the current risk assessment and safety management
practices in the maritime industry.

1.3.2 Risk assessment using approximate reasoning approach

After the critical review conducted, the higher risk areas identified in port operations
include port security, port marine safety and oil cargo handling, respectively. In this
stage, the objective 1s to conduct risk analysis to evaluate these higher risk areas.
Allowing for the lack of data, it is necessary to incorporate subjective judgement from
experts into the risk assessment component. Accordingly, the approximate reasoning
approach using fuzzy set theory is applied. Three different methods based on fuzzy

set theory are proposed, depending upon the number of the parameters and linguistic
terms considered as well as the level of the information obtained.
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1.3.2.1 Risk assessment of port security using fuzzy modelling

In circumstances where the lack or incompleteness of data exists, there 1s a need to
incorporate expert judgement into the risk study. A framework is established based
on fuzzy set theory alone with the fuzzy rule base method since it is capable of
quantifying the judgement from experts who express opinions quahitatively. Four
parameters are considered to evaluate the overall risk associated with each asset,

namely, the criticality of each asset (C), the likelihood or probability of occurrence of
each threat against a specific asset or target (P), the severity of each adverse attack
against that specific asset (S), and the vulnerability of each asset or facility (V).
According to literature security risk could be regarded as a function of the threat of an
attack associated with the vulnerability of the object under consideration and the
consequences caused by such an attack [Burn-Howell ef al., 2003]. However, such a
combination may not genuinely reflect the risk results because of the absence of the
consideration as to the relative importance of each asset. Therefore, in this study the
criticality element has been incorporated into the security risk model. Criticality is
defined as the relative importance of each facility, taking into account its function,
location, costs and allowable time for returning operational. Five linguistic priority
terms describing these four elements are employed, namely, Remote, Low, Moderate,
High and Very High. A scenario associated with these four elements will then be
established, representing the primary risk characteristics. Each scenario cannot be
compared until the following steps have been taken. The first step is to establish the
membership functions for the linguistic priority terms using a triangular distribution
based on expert judgement. The values of the membership function associated with
the linguistic priority terms of each of these four elements involved in a specific
scenario will then be determined. This is followed by the development of a rule base

which is also based on expert judgements. An element called Priority Level

comprising the value of the weight associated with a defined linguistic priority term
will be introduced with respect to the combinations of C, P, S and V. The first three

steps are regarded as a fuzzification process expressing how well the input belongs to
the linguistic priority terms used in the rules. A defuzzification process will then be

adopted by employing appropriate algorithms. A value of the overall risk to a
scenario will be obtained and therefore, a risk ranking of all scenarios can
consequently be produced.

1.3.2.2 Risk prediction of port marine safety using fuzzy set theory and Artificial
Neural Network (ANN)

In risk assessment under circumstances of the lack or incompleteness of data, the
application of fuzzy set theory and the rule base technique has proven to be useful.
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However, such an application may become impractical as there are multiple
parameters to be evaluated which are described by multiple linguistic terms. In this
study, a risk prediction model incorporating fuzzy set theory and an ANN is
developed. This is due to the fact that fuzzy set theory enables safety analysts to
incorporate expert judgement in a safety study and ANNSs have the strength of pattern
recognition. The model proposed will be demonstrated by a test case of port marine
safety due to the fact that the data available for such an area is scarce. Five

parameters are considered, namely, vessel traffic control (VTC) performance,

navigational aids and facilities, pliotage performance, sealane maintenance and the
weather conditions. These factors are regarded as the specific port marine safety
functions determined based on the experience from the experts specialising in ports

[Sydney Ports, 2005]. The methodology of this framework commences with the
establishment of the membership functions for the linguistic terms describing the five
parameters to be taken into consideration. A fuzzy combination algorithm will
subsequently be developed and applied to obtain an overall risk with the crisp-value
property. This is due to the fact that the data fed into neural networks must have
numerical characteristics. A batch of training and testing data will then be prepared,

followed by the construction of a feedforward ANN model and a training process by
introducing the training data into the network. The trained network will be verified as
to whether it is capable of predicting reliable results using the testing data prepared.
Once the trained ANN has satisfied the acceptable accuracy established based on
expert judgement, the ANN will be capable of predicting risk with high reliability.

Such a framework will be able to establish a risk ranking based on the results
predicted if applied.

1.3.2.3 Human error assessment in port operations using fuzzy Analytical
Hierarchy Process (AHP)

In general, fuzzy set manipulation rules are applied to process the information at the
same level and to conduct synthesis. However, when the information available is
sufficient to a certain level and can be presented in a hierarchical structure, such an
application cannot avoid the loss of useful information in the hierarchical synthesis
process. A human error assessment model is developed based on fuzzy set theory and
the AHP technique since 1t is capable of avoiding the difficulty encountered when the
fuzzy rule base technique is applied. The parameters considered are the likelihood of
human error, failure consequence probability and severity caused. Failure
consequence probability 1s defined as the probability that effects will emerge
provided that the failure has occurred. Traditionally, a risk study is the evaluation of
the combination of likelithood and severity. However, the events with high likelihood
may not always cause severe consequences. Accordingly, the parameter of failure

-8 -
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consequence probability 1s considered. The test case used to demonstrate the model

proposed 1s an o1l cargo handling process in port. The framework of human error
assessment in this study starts with the operational description and mission

identification, so enabling a full understanding of the test case in question. Therefore,
an AHP structure can be established. In this structure, there will be four hierarchies

required, namely, the operation hierarchy, risk factor (criteria), mission and step

hierarchies. Since the study incorporates the fuzzy set theory into the AHP method to
evaluate human error related risks, a set of linguistic priority terms along with the

membership functions describing the relationship between the elements in each
hierarchy of the AHP structure will be adopted. Therefore, the pairwise comparisons
between the elements in each hierarchy using fuzzy set theory will be able to be
established. The fuzzy expressions are subsequently converted to the single crisp
values using the appropriate defuzzification method. This is followed by the
weighting vector calculation so as to obtain the relative importance of the elements.
By repeating the steps aforementioned, the risk of the elements in the step hierarchy
in terms of each criteria defined will be acquired based on the normalised weighting
vectors calculated. The results obtained from these three criteria will then be

synthesised and an overall risk priority will finally be established based on the
combined risks.

1.3.3 Safety management

In the satety management component, a decision-making method is proposed that
considers the factors of effectiveness, cost, time of deployment, resource availability
and co-operation level. This is consistent with the other two elements essential for the
establishment of an effective safety analysis, namely, cost-benefit assessment and
decision making. After acquiring the RCO priority and the implementation of the best
RCOs, next step 1s to ensure that the quality of the safety and security measures will
not be jeopardised. A quality assurance model is accordingly proposed to enhance and
maintain the quality of safety and security RCOs in port. Therefore, the purpose of
this stage 1s to develop a decision-making model capable of considering multi-

attribute factors to demonstrate the selection of best measures and to introduce the
quality concept to the port industry.

1.3.3.1 Multi-attribute decision-making using Evidential Reasoning (ER)

Many real world decision analysis problems involve multiple attributes in both a
qualitative and quantitative nature. A multi-attribute decision-making model is

proposed to select the appropriate RCOs provided that all the RCOs have been
identified. The decision-making method is developed based on the ER approach due
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to the fact that such an approach is capable of solving the Multiple Attribute Decision
Analysis (MADA) problems characterised by both qualitative and quantitative
attributes with various types of uncertainties. The parameters considered are
effectiveness, cost, time of deployment, resource availability and co-operation level,
respectively. This is because such factors are commonly regarded as crucial elements
in risk-based decision-making projects. The framework for this topic commences
with the 1dentification of the criteria that will be used to assess the RCOs. The AHP
technique is subsequently employed to determine the relative weight of the criteria
identified. The effects of each RCO in terms of the criteria identified will then be

evaluated by each expert. This result is then synthesised using the ER approach to
acquire the overall aggregating result. This, in turn, is followed by the development
of a utility category-evaluation grade matrix for each expert to estimate the utility
level of each evaluation grade using the belief degree method. The utility preference
of each evaluation grade estimated by each expert is then combined using the ER
algorithm which will subsequently be normalised. The synthesised utility level of

each evaluation grade based on all experts is subsequently applied to the aggregating
result of the effects of each RCO. An RCO priority will then be acquired based on

the results calculated. Finally, a sensitivity analysis will be conducted to identify the

best measures and so provide another way of considering the importance of the
various risk and cost aspects.

1.3.3.2 Quality assurance of the efficiency of port security and safety measures

The introduction of more and more safety and security measures may imply an

increase probability of 1nefficiency influencing port operations. A quality assurance
framework based on the Six Sigma technique is developed since such a technique is
proven to be useful in quality control and improvement particularly in the
manufacturing industry. ~ When implementing a Six Sigma project to improve the
quality of a process, there are five steps which should be taken, namely, Define,
Measure, Analyse, Improve and Control (DMAIC). In the definition step, the unit of
the measurement that will be used to judge the performance of the quality of a process
should first be decided. Secondly, the goal of the quality and the value of the Critical
to Quality (CTQ) must be identified. Thirdly, the term “defect” will be defined. The
mission of the measurement step is to evaluate the current performance of the
efficiency of a port process. At the analysis stage, the root causes of poor quality that
may occur due to excessive variations contributing to the defects are identified and
analysed. A sensitivity analysis will also be conducted to identify appropriate
solutions. In the improvement step, the solutions aimed at reducing the root causes
identified in the analysis step can be generated. Accordingly, the quality of port
security and safety measures can be improved. After the implementation of the
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solutions, the actual improvement of the quality of the process will be realised in the
final step.

1.4 Delimitations of the scope

Since the objective of this PhD research is to provide a platform for risk assessment

and safety management addressing port safety and security with confidence in
circumstances of the lack or incompleteness of data, the data for the test cases
demonstrated in this study will be hypothetically prepared by the author based on the
experience from the supervisors and expert specialising in the port industry. This is

because of the difficulty of acquiring real industrial data. Furthermore, the subject
matter of this study is the port industry.

1.5 Structure of thesis

A diagrammatic guide to this thesis is shown in Figure 1.2. There are 8 chapters in
this study, which are outlined as follows.

Chapter 1 — Introduction

This chapter first presents the background of this PhD study. The research problem
and research questions are then given, followed by a discussion of the research
methodology and scope of this study. Finally, the structure of this thesis is given.

Chapter 2 — Literature review

In this chapter, the current status of offshore safety, marine safety, maritime security
and port safety 1s reviewed. The frameworks of the safety regulations including SCR
1992, Formal Safety Assessment, the International Ship and Port Facility Security
Code (ISPS) and the Port Marine Safety (PMS) Code are also discussed. The
strengths and shortcomings of maritime risk assessment techniques currently and
commonly applied are examined, providing a critical review for current practices.

The current status of the quality assurance in port operations is also presented. Finally,
this PhD research is justified based on the problems and difficulties encountered.

-11 -
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Chapter 3 — Risk assessment of port security using fuzzy modelling

In this chapter, a security risk assessment framework using fuzzy set theory is
proposed. The security risk can be modelled and a risk ranking can be obtained based
on the concept of “Failure Mode, Effects and Criticality Analysis” (FMECA) using
fuzzy set theory and the fuzzy rule base technique. . The outcome of the study will
be a security risk ranking based on the risk level of each scenario obtained.

Chapter 4 — Risk prediction of port marine safety using fuzzy set theory and ANN

In the risk assessment research, a drawback occurs when the fuzzy rule base
technique is applied in circumstances where there are multiple parameters to be
evaluated which are described by multiple linguistic terms. In this chapter, a risk

prediction model incorporating fuzzy set theory and ANN capable of resolving the

problem encountered is proposed. Its application is demonstrated by a test case
evaluating the navigational safety within port areas.

Chapter S — Human error assessment in port operations using fuzzy AHP

In this chapter, following a review of Human Reliability Assessment (HRA), a new
method of human error assessment using fuzzy set theory and the AHP method is
proposed. In assessing the human error risk using the proposed method, the steps in
each mission of port operations are compared to each other in terms of the likelihood,
failure consequence probability and severity criteria to acquire the relative importance
and overall risk priority. The method is demonstrated using a test case of an oil cargo

handling process when in port, and is capable of avoiding the criticism raised when
using traditional HRA techniques.

Chapter 6 — Multi-attribute decision-making using ER

When evaluating RCOs, difficulties may be encountered due to the attribute nature of
the defined criteria. In this chapter a decision-making model using the ER approach is
proposed provided that RCOs have been identified. The framework is demonstrated

by a test case which considers the effects of the security, safety and human error
reduction measures in ports.
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Chapter 7 — Quality assurance of the efficiency of port safety and security
measures

More and more security and safety regulations and policies have been adopted and
implemented in the port industry. However, this could sometimes imply an increased
probability of inefficiency influencing port operations. In this chapter, following the
introduction of the Six Sigma method, a methodology for improving the quality of

port security and safety measures is proposed. A test case is then used to demonstrate
the proposed methodology.

Chapter 8 — Discussion

In this chapter, the integration of the research is discussed based on the safety

principles arising from safety regulations, addressing how the findings of the previous
chapters can be linked each other. This is followed by the validation of the research,

explaining the degree to which the framework proposed can be tested and verified.

Finally, the limitations of the research are addressed due to the nature of the design or
the assumption made in the reasoning process.

Chapter 9 — Conclusion and implications

Following the introduction, the conclusions of the research questions and research

problem are drawn. The conclusions and recommendations for the port industry as
well as the implications for further research are also given.

References — References related to the research are presented in this section

Appendices — This section provides relevant information and data of the research.
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Chapter 2. Literature Review

In this chapter, the current status of offshore safety, marine safety,
maritime security and port safety is reviewed. The frameworks of the
safety regulations including Safety Case Regulations (SCR) 1992, Formal
Safety Assessment (FSA), the International Ship and Port Facility Security
(ISPS) Code and the Port Marine Safety (PMS) Code are also discussed.
The strengths and shortcomings of maritime risk assessment techniques
currently and commonly applied are examined, providing a critical review
for current practice. The current status of the quality assurance in port

operations is also presented. Finally, this PhD research is justified and
discussed based on the problems and difficulties encountered.

2.1 Introduction

Maritime safety has evolved from a reactive manner towards a risk-based and goal-
setting regime since the 1990s. It has become an important issue in the maritime
industry due to public concern following several catastrophic accidents and the
introduction of safety regulations. The main objective of these safety regulations 1s to
ensure that risks have been reduced to As Low As Reasonably Practical (ALARP) and
Risk Control Options (RCOs) to be implemented are cost effective. In addition, due
to the competitive nature, there is a need for the maritime industry to constantly
conduct risk assessment and safety management with regard to assets from the initial

stage, develop new approaches, propose new operational procedures and invent
innovative technology. This inevitably brings about new hazards and uncertainties in
one form or another. Thus, nsk assessment and safety management should cover all

possible areas including those where traditional techniques are difficult to be applied.
Accordingly, the development of a variety of novel risk modelling and decision-
making techniques capable of resolving such difficulties encountered is required. In
this chapter, following the discussion of the current status of maritime safety and
security, the frameworks of the safety regulations including SCR 1992, FSA, the ISPS
Code and the PMS Code are presented. The current status of the quality of port
operations is also reviewed. The strengths and difficulties of current maritime risk

assessment practices encountered are subsequently discussed. Finally, the PhD
research 1s justified based on the research questions established.
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2.2 Offshore safety and SCR 1992

The public attention to offshore safety was triggered by a series of major disasters
such as the capsize of the semi-submersible ng ‘Alexander Keilland’ in 1980 and the
explosion of the ‘Piper Alpha’ platform in 1988. The public inquiry into the ‘Piper
Alpha’ accident published in 1990 covered the complete range of safety and reliability
issues. The inquiry formed a comerstone of the safety regime change in the U.K.

offshore industry [Department of Energy, 1990]. The responsibilities for offshore
safety regulations were transferred from the Department of Energy to the Health and
Safety Commission (HSC) through the Health and Safety Executive (HSE) as the
single regulatory body for offshore safety. Subsequently, the HSE Offshore Safety
Division launched a review of all offshore safety legislations and implemented
changes. The objective of this was to seek a more ‘goal setting’ regime to replace

legislation which was regarded as prescriptive [Wang, 2002]. The mainstay of the
regulations 1s the Health and Safety at Work Act, under which a draft of the offshore

installation (safety case) regulations was produced [Health and Safety Executive
(HSE), 1992]. It was then modified to incorporate the comments arising from public
consultation. The regulations came into force at the end of May 1993 for new
installations and in November 1993 for existing installations. The regulations require
operational safety cases to be prepared for all offshore installations, including both
mobile and fixed ones. In addition, all new fixed installations are required to have a
design safety case in place. For mobiles, this duty holder is the owner. The SCR
establishes a clear guidance as to what a safety case should include with respect to the
design and operations of a particular type of offshore installations. Particular

requirements to be included in a safety case for the design, operation, abandonment
and well operations of different installations are also given.

Risk criteria are standards that represent a view of a regulator of how much risk is
acceptable or tolerable [HSE, 1995a]. A framework for decisions on the tolerability
of risk proposed by HSE is shown in Figure 2.1, where there are three regions, namely,
intolerable, ALARP and broadly acceptable [HSE, 1995a]. The risks in the
intolerable region cannot be justified on any grounds. In the region of ALARP, the
risks must be reduced by introducing control measures towards the broadly acceptable
region. The residual risks remaining in this region will be tolerable only if further risk
reduction is impracticable or its cost required is grossly disproportionate to the
improvement gained. There is no need to demonstrate ALARP in the broadly

acceptable region. However, it is necessary to take any measure to assure that the
risks remain at this level.
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Goals have to be established when preparing a safety case. Subsequent demonstration
has to prove that the goals so proposed have been achieved. Therefore, an installation
cannot legally operate without such a safety case demonstration that has been
approved by HSE Offshore Safety Division. An accepted operational safety case
must be capable of demonstrating that hazards with the potential to cause major
accidents have been i1dentified, associated risks have been evaluated and reduced to

ALARP using appropriate measures. For example, the occurrence likelithood of

events causing a loss of integrity of the safety refuge should be less than 10 per
platform year [Spouse, 1997], and associated risks should be reduced to ALARP. It1s
noted that since uncertainties in inputs may be high the application of numerical risk

criteria may not always be appropriate [ Wang, 2002]. Therefore, the acceptance of a

safety case i1s unlikely to rely solely on a numerical risk assessment.
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Figure 2.1. The HSE framework for decisions on the tolerability of risk |HSE,
1995a]

2.2.1 The safety case approach

The concept of the safety case came from the principles of safety assessment of
system engineering or 1nstallations for which little or no previous operational
experience exists [Kuo, 1998|. There are five key elements in the safety case
approach, namely, hazard 1dentification, risk assessment, risk reduction, emergency

preparedness and a Safety Management System (SMS) [Wang, 2002a]. The
relationships between these elements are 1llustrated in Figure 2.2.

. Hazard identification. The mission of this step is to identify all hazards that
have the potential to cause a major accident.
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Risk assessment. Once the hazards have been identified, the associated risks
will be evaluated using risk assessment techniques. The techniques
employed may include either qualitative, quantitative, combined qualitative
and quantitative or some other risk assessment techniques such as
approximate reasoning methods. It depends upon circumstances encountered.

Risk reduction. The risk reduction measures will be identified based on the
results of the risk assessment obtained from step 2.

Emergency preparedness. The objective of this step is to ensure that the

appropriate actions have been taken in the event that a hazard has become a
reality so as to minimise the negative consequences caused.

Safety management system. The aim of a safety management system is to
demonstrate that the organisation is achieving the goals safely and efficiently
without jeopardising the environment. This is regarded as one of the most
important factors of the safety case approach.

l

i
Hazard E

28R R e R

=)

Risk

lmmiﬂﬂlmummm=

Figure 2.2. The key elements of the safety case approach [Wang, 2002a]

A safety case is a written submission prepared by the operator of an offshore
installation. In general, the information contained in a safety case includes:

1.

2.

A comprehensive description of the installation.

Details of hazards identified.
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3. Demonstrations that associated risks have been appropriately evaluated and
reduced to ALARP.

4. Details of the SMS, including plans and procedures in place for both normal
and emergency operations.

5. Appropriate supporting references.

It can be seen that risk assessment and safety management play crucial roles in a
safety case. Accordingly, the following missions should be accomplished:

1. Establishment of acceptance criteria for safety related decision making,

including environment and asset, if possible. These could be both risk-based
and deterministic.

2. Consideration of both internal and external hazards using formal and rigorous
hazard-identification techniques.

3. Estimation of the probability of occurrence of each hazard and its associated
consequences caused if occurred.

4, Analysis of associated risks and comparison with criteria established.

5. Demonstration of ALARP.

6. Identification of remedial measures to avoid the hazard in question or
mitigate its associated risks.

7. Preparation of the detailed description of the installation and the information
with regard to protective systems and measures in place to manage the risk.

8. Description of the SMS, including the information demonstrating that

hazards are identified and that the associated risks have been properly
evaluated and managed.

Conventional risk assessment methods and Cost Benefit Analysis (CBA) approaches
can be employed to prepare a safety case. The objective of incorporating CBA into a
safety case is to ensure that the measures or RCOs proposed are cost-effective. This
is achieved by comparing the cost of the proposed measure in question with its
potential benefit resulting from the reduced risk. An RCO can be regarded as cost-
effective only if its benefit incurred is larger than the cost. It should be noted that
significant uncertainties in the data, information and factors may be encountered in
the decision-making process. These may include the estimates of costs, benefits, risks,
the assessment of stakeholder views and perceptions etc {Wang, 2006]. Therefore,
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there is a need to apply common sense and to ensure that any uncertainties are
identified and addressed [U.K. Offshore Operators Association (UKOOA, 1999)].

2.2.2 Other U.K. offshore safety regulations

Fires and explosions may be regarded as the most significant hazards with potential to
cause catastrophic consequences in offshore installations. Prevention of Fire and

Explosion and Emergency Response Regulations 1995 (PFEER 1995) were
introduced to tackle these types of hazards [HSE, 1995a]. A risk-based approach is
recommended to deal with problems involving fire and explosion and emergency

responses. The regulations specify goals for preventive and protective measures to
manage fire and explosive hazards, to secure effective emergency response and to
ensure compliance with regulations by the duty holder.

Management and Administration Regulations 1995 (MAR 1995) were developed to
deal with areas such as notification to the HSE of owner or operator changes or

functions and powers of offshore installation managers etc [HSE, 1995b]. The
regulations are applied to fixed and mobile offshore installations, excluding subsea
offshore installations. The importance of offshore pipeline safety has also been
recognised. Pipeline Safety Regulations 1996 (PSR 1996) were introduced to embody

a single integrated, goal setting and risk-based approach to regulations prescribing the
safety issues to both onshore and offshore pipelines [HSE, 1996a].

The SCR was amended in 1996 to incorporate verification of safety-critical elements
[HSE, 1996b]. Safety-critical elements are the components of an installation or its
plants, including computer programmes. The failure of these components may cause
or contribute substantially to a major accident. Thus, the objective of the amendment
is to prevent or mitigate the consequences. Offshore Installations and Wells (Design
and Construction, etc.) regulations 1996 (DCR 1996) were launched to deal with
various stages of the life cycle of the installation [HSE, 1996¢c]. The DCR 1996
allows offshore operators to have more flexibility to deal with their own safety
problems. This encourages safety analysts to develop and employ novel safety
assessment and decision-making approaches to tackle offshore safety problems.

These offshore safety regulations, including SCR, in the U.K. are aimed at
establishing a more goal-setting regime. This is accomplished by defining specific
duties of the operator and setting forth high-level safety objectives while leaving the
selection of particular hazard arrangements in the hands of the operator. This is

because hazards encountered by each installation may be specific subject to its
function and operating condition. In addition, the demonstration of design for safety
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using state-of-the-art risk assessment methods based on the principles of hazard
identification, risk estimation, preparation of RCOs, cost-benefit assessment and
decision making is the main concern arising from these regulations. Therefore, 1n
order to comply with these offshore safety regulations, an integrated risk-based

approach, starting from feasibility analysis and extending through the life cycle of the
installation, should be applied.

2.3 Marine safety and FSA

Similar to the offshore safety regulations, the international marine safety regulations
are driven by serious marine accidents. The capsize of the ‘Herald of Free Enterprise’

in 1987, for example, attracted the public attention on operational requirements and

the role of management. It resulted in the implementation of the International Safety
Management (ISM) Code for the Safe Operation of Ships and for Pollution Prevention.

The ‘Exxon Valdez’ accident in 1989 jeopardised the environment with a relatively
large o1l spill (37,000 tons), facilitating the adoption of the international convention
on Oil Pollution Preparedness, Response and Co-operation (OPRC) in 1990. This is
followed by the requirement of double hull or mid-deck structure for existing and new
o1l takers. The ‘Scandinavian Star’ disaster with the loss of 157 lives in 1990, and the
catastrophic sinking of the ‘Estonia’ in 1994 highlighted the role of human error in
marine casualties. Consequently, the new Standards for Training, Certificates and
Watchkeeping 95 (STCW 95) for seafarers were introduced [Wang, 2006].

Subsequent to a report by the House of Lords on the investigation into the capsize of
the ‘Herald of Free Enterprise’ in 1992, the U.K. Maritime and Coastguard Agency

(MCA, previously named Mantime Safety Agency (MSA) ) in 1993 introduced
‘Formal Ship Safety Assessment’ as a proposal to the International Maritime
Organization (IMO). The agency recommended that the FSA framework so proposed
should be applied to ship design and operations, of which the objective was to provide
a strategic oversight of safety and pollution prevention for the shipping industry. The

FSA framework proposed by U.K. MCA consists of five steps [MSA, 1993] and the
relationship between each step is illustrated in Figure 2.3:

1. The identification of hazards.

2. The assessment of risks associated with those hazards.
3. The identification of RCOs.

4. Cost-benefit assessment of RCOs.
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5. Decision-making process.

FSA was initially studied by the IMO Maritime Safety Committee (MSC) FSA at its
62" meeting. MSC 65 in 1995 agreed that the framework should be a high priority on
its agenda. In 1997, MSC 68 and the 40™ meeting of the Marine Environment
Protection Committee (MEPC) 40, the interim guidelines for the application of FSA
was approved [IMO, 1997a]. The interim guidelines were superseded by the
Guidelines [IMO, 2002a] that were finalised based on the experience gained from the

trial applications to the safety of high-speed catamaran ferries and bulk carners [IMO,

1997b, 1998]. The objective and techniques commonly applied in each step of FSA
are discussed in the following subsections.

Decision Makers

FSA Methodology

Step 1: Step 2: Step 3:
Hazard Risk Decision
Identification Assessment Making

Step 3:
Risk Control Options
Step 4
Cost-Benefit Assessment

Figure 2.3. FSA Framework [MSA, 1993]

2.3.1 Hazard identification (HAZID)

The objective of this step 1s to identify all hazards which could potentially lead to
significant consequences and also provide a rank for the hazards in terms of their risk
levels. In formal ship safety assessment, hazard is defined as a physical situation with
the potential to cause human injury and/or death, and/or damage to property and/or
environment [MSA, 1993]. In addition, accident is defined as a status of the vessel, at
the stage where it becomes a reportable incident that has the potential to progress to

loss of life, major environmental damage, and/or loss of vessel [MSA, 1993]. The
accident can be divided into several categories such as contact or collision, explosion,
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fire, flooding, grounding or stranding etc. It is noted that human error issues should
also be systemically analysed in the FSA framework.

HAZID is the process of systematically identifying hazards and associated events that
could have the potential to result in considerable negative consequences. The process

is concerned with the application of brain-storming techniques conducted by trained
and experienced personnel to determine the hazards. Therefore, it is often a

qualitative exercise strongly based on expert judgement. The techniques which could

be employed in this step include Hazard and Operability Studies (HAZOP),
Preliminary Hazard Analysis (PHA), Failure Mode, Effects and Critical Analysis
(FMECA), What-If Analysis, Checklist Analysis, Structured What-If Checklist

Technique (SWIFT), Cause-Consequence Analysis, Boolean Representation Method,
Simulation Analysis etc. [Henley and Kumamoto, 1992] [Villemeur, 1992] [Smith,

1993] [Wang et al., 1995]. The use of the database can facilitate the HAZID process.
The databases available for FSA may include Lloyd’s Maritime Information Services

(LMIS) Database, IMO Marine Accident Reporting Scheme (MARS) Database, U.K.
Marine Accident Investigation Branch (MAIB) database, Australia Marine Incident

Investigation Unit (MIIU), and Scandinavia Data Management Association (DAMA).

The risk matrix technique is often applied to prioritise the hazards identified [Wang
and Foinikis, 2001] [Loughran et al., 2002] [Lois et al., 2004]. This is because it is
capable of providing a traceable framework for explicit consideration of the frequency
or probability of occurrence and consequences of hazards. In this preliminary risk
assessment process, each hazard is evaluated in terms of its frequency/probability of
occurrence and potential consequence. Thus, the combined result, i.e. the risk of each
hazard can be obtained and a nisk priority of each hazard can be determined. The
hazards associated with higher risks need to be focused and evaluated in detail in the

next step. It i1s noted that the experience and knowledge of the personnel involved
play a crucial role in this step.

2.3.2 Risk assessment

- The objective of this step 1s to evaluate risks and factors influencing the level of safety.
The mission of this step is to study how hazardous events can progress and interact to
cause an accident [Wang, 2006]. Shipping consists of a sequence of distinct phases
starting from design, construction and commissioning, through operation, to
decommissioning and disposal. The status of ship functions varies in each phase. A
ship is made of several systems such as machinery, control system, electrical system,
navigation system etc. A serious failure may cause a catastrophic accident. Risk
assessment can be applied with respect to each phase of shipping and each system.
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The probability of occurrence of each failure event and its estimated consequences
can be assessed using appropriate techniques. Generic data or expert judgement may
be used in this step. The construction of an Influence Diagram (ID) combining fault
trees and event trees may be applied in this step. This is because it is capable of
studying how the regulatory, commercial technical and political/social environments
influence each accident category and of quantifying these influences with regard to
human and hardware failures as well as external events [Wang et al., 1999]. In other
words, the ID model allows a holistic understanding of the problem area to be
displayed in a hierarchical way by identifying the potential influencing factors that
could contribute to a major marine accident. In addition, this approach can be applied
strongly based on expert judgement. Accordingly, it is particularly useful in
situations where little or no empirical data is available. The techniques which can be
employed in this step include IDs, Fault Tree Analysis (FTA), Event Tree Analysis

(ETA), the Frequency and Severity Index technique, the Potential Loss of Life (PLL)
technique etc..

2.3.3 Risk control options (RCOs)

The purpose of this step 1s to deliver effective and practical risk control options to
manage the risks analysed in Step 2. Accordingly, a list of countermeasures aimed at

preventing or mitigating the risks in question will be identified. The hazards that have

a high probability of occurrence and catastrophic consequences will be the first
priorities to be dealt with. The ‘Casual Chain’ approach can be employed to meet the

mission in this step [Passenger Vessel Association, 1997]. Figure 2.4 illustrates the

basic idea of the ‘Casual Chain’ approach and the function of each step is discussed as
follows.

Cause — > Incident — > Accident——— Consequence

! ! ! !

Intervention Intervention
to remove the before the

Intervention Intervention
before the before the
cause incident

accident consequence

Figure 2.4. Casual chain [Passenger Vessel Association, 1997]

1. Intervention to remove cause. The measures to be proposed are capable of
preventing the conditions that can lead to lapses.
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2. Intervention before the incident. The RCOs to be identified can prevent or
avoid the lapses that can lead to an incident.

3. Intervention before the accident. The measures to be proposed are capable of
preventing or avoiding the incidents that can lead to a major accident.

4. Intervention before the consequence. The RCOs to be identified can reduce
or mitigate the harm caused by the accident.

In general, RCOs have the attributes summarised below [Wang and Foinikis, 2001]:

1. Those relating to the fundamental type of risk reduction (i.e. preventative or
mitigating).

2. Those relating to the type of action required (i.e. engineering or procedural).

3. Those relating to the confidence that can be placed in the measure (i.e. active,
passive, redundant, auditable).

Three types of solutions are used for risk reductions, namely, the manageral,

engineering and operational solutions [Loughran et al., 2002]. Managerial solutions
involve the activities with regard to the management of an organisation. The purpose

of this is to develop a safety culture. Effective communications between each
department within the organisation are the key factors to their success. A new design
and/or construction of a ship can be regarded as an engineering solution. One of the
features of this type of resolution is that they can clearly be identifiable. A good
example for this is the introduction of double hulled oil carriers. Addressing hazards
in the early stages of a vessel’s life is the main strength of the engineering solutions.
Operational solutions involve the development and introduction of appropriate
procedures for carrying out safety-critical tasks and improving the effectiveness of
personnel in these tasks. Such procedures involve safety working practices,

contingency plans and safety exercises. These procedures are capable of addressing

human error factors and ensuring the existence of uniformity of the adopted safety
standards.

RCOs that will be analysed in the next step are those that will either reduce the risk to
the acceptable level or provide a high reduction rate. The acquirement of risk
reductions will be strongly based on expert judgement due to the lack of the
operational data. FTA and ETA may be employed to predict the risk reductions in

circumstances where the historical data with regard to the RCOs that are similar to the
ones under consideration 1s available.
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2.3.4 Cost-benefit assessment (CBA)

A distinctive feature of FSA-based RCOs is that the measures so proposed are cost-
effective. The objective of this step is therefore to estimate the benefits resulting from
the reduced risks and the associated costs for each RCO. The CBA conducted should
take into account the overall situation (the costs and benefits of a specific RCO during

its life cycle) and the various parties concerned and influenced by the problem under
consideration. Such parties are referred to as stakeholders [IMO, 1997a].

A ‘base case’ 1s established as a reference for the subsequent comparisons. Such a
‘Dase case’ presents the existing situation, covering all levels of associated risks
arising from a particular activity prior to the implementation of any RCO. The costs,
benefits and Cost of Unit Risk Reduction (CURR value) of each RCO can be

estimated by comparing the base case with the one since the implementation of the
RCO under consideration. The CURR value is determined by dividing the ‘Net

Present Value’ (NPV) of the costs and benefits of an RCO by the combined reduction

in mortality and injury risks [Wang et al., 1999]. Alternatively, a cost-benefit index
technique [Lois ef al., 2004], the one similar to the Frequency and Severity Index

approach, as well as the Cost of Averting a Fatality (CAF) method [Kontovas, 2005],
can be employed. The cost effectiveness of each measure is then compared with each

other. Subsequently, a rank of RCOs will be established based on the values of
CURR, cost-benefit ratio or CAF. However, there are limitations in conducting a
CBA. These limitations mainly come from imperfect data and uncertainties in
estimating costs and benefits [Wang and Foinikis, 2001]. Therefore, it should be
noted that CBA, as suggested for the use in FSA, is not a precise method. Thus, it can
only be used as a consulting instrument in decision making.

2.3.5 Decision making

The purpose of the final step 1s to make decisions with regard to the selection of the
appropriate RCOs and present recommendations with respect to safety improvement.
The information obtained from the steps of HAZID, risk assessment, RCOs and CBA

is used in this step. In the decision-making process, the decision maker should ensure
that the RCOs selected are fair to all stakeholders [Spouse, 1997].

In the decision-making process, risk criteria may be used to judge whether risks are
tolerable, intolerable or need to be mitigated to an ALARP level. When Quantitative
Risk Assessment (QRA) is performed, numerical risk criteria are required. However,

the application of absolute numerical risk criteria may not always be appropriate
because of the uncertainties involved in the risk assessment and safety management
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process. The establishment of such criteria may cause inflexibility for the decision-

making process [Wang et al., 1999]. In addition, risk criteria may vary between
classification societies and alter with time, accident experience and various

expectations of life. Accordingly, there are no quantitative criteria in formal safety

assessment for a particular type of ship, although the MCA trial applications have
applied QRA to a certain context [Wang, 2002]. Thus, risk criteria can only be used
as guidelines to assist judgement in the decision-making process.

It is noted that risk criteria are different in the differing industries. In the aviation
industry, for example, failure with catastrophic effects must have a frequency less

than 10~ per aircraft year flying hour [Wang, 2006]. In the nuclear industry, the

basic principle of the safety policy is that all exposures shall be kept As Low As
Reasonably Achievable (ALARA), taking into account the economic and social

factors [International Commission on Radiological Protection, 1977]. In the shipping
industry, the general risk cniteria may include [Spouse, 1997]:

1. The activity should not impose any risks that can reasonably be avoided.

2. The risks should not be disproportionate to the benefits.
3. The risks should not be unduly concentrated on particular individuals.

4. The risks of catastrophic accidents should be a small proportion of the total.

More specifically, individual risk criteria and social risk criteria need to be defined

[Wang, 2001]. Maximum tolerable risk for workers, for instance, may be 10~ per

year according to the HSE industrial risk criteria. It is noted that the IMO has adopted
HSE individual risk criteria that follow the modern risk assessment practice to define
the intolerable and negligible risk. Table 2.1 shows HSE individual risk criteria
adopted by the IMO [Kontovas, 2005]. In the regions between the maximum
tolerable and negligible levels, risks should be reduced to an ALARP level, taking
into account the economic and social factors. Again, it should be noted that these

criteria should only be used as guidelines since they may vary between countries.

Table 2.1. HSE & IMO individual risk criteria

(per year) (per year)
10°

Source: [Kontovas, 2005]
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