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Abstract

Mobile networks allow a more ﬂ;xible model of communication than traditional networks. Unlike
cellular mobile networks, mobile ad-hoc networks do not have any fixed communication infrastructure. For
an action connection, the end host as well as the intermediate nodes can be mobile and therefore routes are
subject to frequent disconnections. The goal of mobile ad-hoc networking is to extend mobility into the chain
of autonomous mobile domains, where a set of nodes form the network routing infrastructure in an ad-hoc
manner. Absence of a fixed infrastructure in mobile ad-hoc network poses a number of different types of
challenges to this area. Typical challenges include limited bandwidth, power constraint, security, routing,
hidden terminal problems and corroboration of mobile devices.

Routing in mobile ad-hoc networks is achieved through the mutual cooperation of mobile devices
that form a chain of routes between two mobile nodes. Frequent topology changes, limited bandwidth and
battery power of mobile nodes make routing a challenging issue in mobile ad-hoc networks. Internet

protocols [109] are considered efficient to support routing in fixed mobile networks. However, current

research shows their weak performance over mobile ad-hoc networks. Design of routing protocols for mobile
ad-hoc networks have so far taken approaches similar to the routing protocols used in wired networks.
Variations of link-states or source routing protocols or combinations of both have been reported. Most of
these protocols are based on one of two techniques i.e. tables driven or on demand routing protocols [102].
Current literature [44] shows different weaknesses in the existing schemes.

Taking the routing problem as the basis, this project investigated routing mechanisms for mobile ad-
hoc networks. This thesis proposed the Mobile ad-hoc on Demand Data Delivery protocol (MAODDP) as a
routing solution for mobile ad-hoc networks. The key features of MAODDP 1s the establishment of route and
data delivery simultaneously one after the other. MAODDP deals some of the routing related issues along
side routing. It is designed to minimize reaction to topological changes and uses a combination of sequence
numbers and broadcast ID to ensure the freshness of routes. MAODDP is loop-free, self-starting, and can
scales to different sizes of mobile ad-hoc networks. MAODDP offers quick adaptation to dynamic link
conditions, low processing and memory overhead, low network utilization, and determines routes to the
destinations within the mobile ad-hoc network.

MAODDP functional model has been developed in Java and evaluated on the Scalable Wireless
Network Simulator (SWANS). Seven different sets of experiments were conducted under various network
environments. MAODDP found to be applicable in all types of network. The Protocol showed an impressive

data delivery ratio with minimum consumption of available memory. MAODDP compared against AODV

and DSR, where it performed well in comparison with each of these schemes.
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CHAPTER 1. INTRODUCTION

1.1 Mobile Ad-hoc Network

Ad-hoc is a Latin word, which means “for this or for this only.” A mobile ad-hoc network is a
collection of mobile nodes establishing a mobile ad-hoc or short lived temporary network in the absence of
any fixed network[1]. In other words they are local area or personal area networks, with temporary plug-in
wireless connections, in which some of the network devices are part of the network only for short duration of
a communications session. Nodes in mobile ad-hoc networks are free to move and organize themselves in an

arbitrary fashion. Each user is free to roam about while in communication with others. The path between
each pair of users may have multiple links and the radio between them can be heterogeneous. This allows an

association of various links to be a part of the same network.

1.1.1 Applications of Ad-hoc Networking
There are quite a number of uses for mobile ad-hoc networks [126]. A mobile ad-hoc network is

suited to situations where an infrastructure is unavailable or to deploy one is not cost-effective. Some of the

possible uses of a mobile ad-hoc network are some business environments such as in a business meeting
outside the office to brief clients on a given assignment. Mobile ad-hoc networks can also be used to provide
crisis management services applications, such as in a disaster recovery, where the entire communication
infrastructure is destroyed and restoring communication quickly is crucial[4]. By using a mobile ad-hoc
network an infrastructure could be set up in hours instead of weeks as is required in the case of wired line
communication. Some of the common applications of mobile ad-hoc networks are as follows.
Conferencing

This scenario envisages a group of people gathering in the same area and exchanging shared
information using the multi-hop characteristics of a mobile ad-hoc network. The alternative is to connect
every node with a central network which at times might be unavailable or the overhead might be too costly

when all that is required is the sharing of small amounts of data. Mobile ad-hoc networks under such

situations could ease the job and provide a better solution to meet the user requirements.
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Ubiquitous Computing
In future almost any type of devices will be able to join spontaneously in an established network and

thereby exchange data with other devices within their close vicinity, in a transparent and seamless fashion[35].
Blue-tooth is an emerging standard to backup such a vision and is supported by some of the famous
companies such as Ericsson Inc, IBM, Intel, Microsoft and Nokia. Bluetooth could be a suitable technology
to establish a mobile ad-hoc network for transferring information without utilizing a fixed infrastructure.

Data Gathering
Another application where a mobile ad-hoc network can prove useful is the collection of data from

remote areas. A network of sensors contains small, inexpensive, short-range radio transmitters that can

collectively gather and forward data towards a base station. Current alternatives include either storing data

for later collection or using large or expensive satellite transmitters. But for cases like animal tracking where
small transmitters are essential, mobile ad-hoc networks can prove to be useful too, provided there is a
reasonable coverage of the specific area with tracking devices.

Ad-hoc Sensor’s Network
A mobile ad-hoc sensor network follows a broader sequence of operational scenarios, thus demanding

a less complex setup procedure [6]. A mobile ad-hoc sensor or hybrid ad-hoc network consists of a number
of sensors spread in a geographical area. Each sensor is capable of mobile communication and has some level
of intelligence to process signals and to transmit data. In order to support routed communications between

two mobile nodes, the routing protocol determines the node connectivity and routes packets accordingly.

This makes mobile ad-hoc sensor networks highly adaptable so that they can be deployed in almost all
environments.

Combat operations
Military operations are often spontaneous i.e. with little or no fixed network infrastructure[7].

Therefore, these operations require a communications solution which i1s spontaneous too. A mobile ad-hoc
network can support the built-in geographical location by using an extremely accurate form of triangulation.
In a mobile ad-hoc network, readings are faster than the geographical positioning systems because the
soldiers don’t have to wait for multiple satellites to acquire an integrated security.

A mobile ad-hoc network also allows devices to transmit at a lower output power to the neighbours.
This benefits the overall network by lowering the probability of detection and by increasing the battery life of
the participating devices. Therefore if the device is captured, the soldiers can list that device to maintain the
integrity of the network.

Through anti-jamming mechanisms the soldiers in military operations are neither dependent on a

single frequency nor are constrained to any military band. A mobile ad-hoc network is best suited to jamming
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because noise can now be routed around problem areas. This could reduce the probability of jamming. That

could make a mobile ad-hoc network a suitable choice for short term military operations.

1.1.2 Characteristics of Mobile Ad-hoc Network
A mobile ad-hoc network was defined with characteristics such as purpose-specific,

autonomous and dynamic[8]. The control and management of mobile ad-hoc networks is distributed among

the participating nodes as shown in Fig.2.13. Mobile devices in an ad-hoc network may have low CPU
process capability and small memory sizes, thus affecting the capability of the mobile ad-hoc network to
reach other devices. In the following section some of the important characteristics of mobile ad-hoc networks

are discussed.

"\

Mobile ad-hoc network Wireless, fixed network

Figure 1.1. Node mobility in mobile ad-hoc network

Node Mobility

Node mobility introduces certain scalability problems in protocols for mobile ad-hoc networks [9].
When the network topology changes frequently control messages have to be sent between nodes so that new
routes are found and propagated throughout the network. In such environments, it is reasonable to expect that
when the topology changes happen there might be a short period where lots of control messages will
propagate across the network to distribute the new destination paths. Therefore, the protocol designer should
make provision for highly dynamic and fast adapting algorithms that minimise control messages and attempt
to utilize long-lived routes to the maximum extent.

Control Messages
Information dissemination 1n mobile ad-hoc networks is different then other networks [103], moreover,

Minimising control messages is also essential because of the additional load that they place in the bandwidth
constrained wireless links. There 1s typically at least an order of magnitude difference between wired and
wireless data rates with the former having a standardised 1 G-bit/sec in local Ether-net while the latter having

In the best case, a nominal bit rate of 54 M-bit/sec. The techniques used to reduce control messages must
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strike a balance between minimum amounts of messages by keeping network state information in each node
and flooding the network each time the topology changes. The former has the side effect that in an ever-
changing network topology stale routes will appear often, while when the latter 1s applied to a network
containing nodes with high rates of mobility, it might result in control messages consuming all the available
bandwidth. This could also lead to very slow network convergence where nodes contain erther incomplete or
out-of-date views of the network topology.

Battery Life
Saving battery power of the participating nodes in a mobile ad-hoc network 1s an important aspect to

be seen. Mobile nodes in a mobile ad-hoc network rely on exhaustible means for providing energy i.c.
batteries [11] [12]. For these nodes, energy conservation becomes an important design decision. Nodes with
low battery power may decide to enter a power saving mode when they have nothing to send or until another
high priority event is generated. This behaviour might affect the way the whole network operates, since each

node is responsible for forwarding other nodes’ packets, apart from its own. Therefore, a multitude of other

problems and design trade-offs is concerned with power utilization in mobile ad-hoc networks and the

particular area is becoming the focus of increased attention.

Security
Good amount of work [112] [113] [122] is reported concerning security in mobile ad-hoc network
which can be highly vulnerable to security threats. The distributed nature of a mobile ad-hoc network makes
it difficult to implement any security scheme that relies on a central authority. Likewise there is an increased
possibility for eavesdropping, denial-of-service and malicious attacks. In addition to that a more secure
architecture may be slower and more cumbersome. That makes security in a mobile ad-hoc network some
what problematic; nevertheless, the decentralised architecture provides a more resilient approach to single

points of failure.

1.1.3 Critical Ad-hoc Networking Features
The whole life cycle of mobile ad-hoc networks depends on a number of quantitative and qualitative

features [16]. In the following section a list and description of each of these features is covered.

Quantitative Features: Quantitative features deal with all those aspects of mobile ad-hoc networks that are

related with the network formation and maintenance.

e Network Settling Time: It is the time required for a collection of mobile nodes to automatically organize
themselves and transmit messages reliably. The network settling time is one of the key factors in

deploying or reorganizing a pre-established mobile ad-hoc network. It plays an important role in the

13



successful implementation of one of many sub-schemes to support different network control functions of
a mobile ad-hoc network.

Network Join Time: The time required for an entering node or group of nodes to become integrated into

the mobile ad-hoc network is referred to as the network join time. This factor has its due importance in
particular to assist mobile nodes forming mobile ad-hoc networks or for nodes to join an already

established network. In general the shorter the join time to establish or to join the network could yield

better network performance.

Network Depart Time: The time required for the network to recognize the loss of one or more nodes

and reorganize itself to route around the departed nodes. It is directly related to the overall efficiency of

mobile ad-hoc networks. In short the quicker a network can reorganize after any changes in the network
topology the better.

Network Recovery Time: The time required for a collapsed portion of the network due to traffic
overload or node failures, to become functional again once the load is reduced or the nodes become
operational. Therefore, a network with low recovery time can produce better efficiency than those that

take a longer recovering time.

Frequency of Updates (Overhead): It is the number of control packets required in a given period to
maintain proper network operation. The most common use of these features is in routing protocols[124]
for a mobile ad-hoc network. It is a useful metric especially for routing protocols to determine the upper
limit to maintain and support such schemes to assist in a smooth network operation.

Memory Requirement: It is the storage space requirements in bytes including routing tables and other
management tables. This feature enables a routing protocol to estimate efficiency of a routing algorithm
by adjusting the total size of storage space. It could also give a complete insight as to what extent a
routing algorithm can rely to maintain such information in a mobile ad-hoc network.

Network Scalability: It is measured 1n terms of the number of nodes that the mobile ad-hoc network can
scale to and reliably preserves communication. It is important especially for routing protocols to adjust
various routing functions accordingly. Moreover, through this feature an upper bound of the maximum
number of mobile nodes in a mobile ad-hoc network can be implemented. Such type of limit can be
useful in expanding different routing mechanisms, schemes to reduce network overhead and to obtain an

increased network data delivery.

Qualitative Critical Features: Qualitative features are related with the performance of the network. In this

context most of these features focused on supporting different network operations. Short descriptions of these

features are as follows.
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Knowledge of Nodal Locations: Does the routing algorithm require local or global knowledge of the
network? Routing schemes of mobile ad-hoc networks rely on different mechanisms to obtain
topology and routes information. There are some which require local information and others that
require global information. How successful these algorithms are remained a question. However this
feature could serve as a basic principle in an algorithm design and in its further development to

address different routing issues of mobile ad-hoc networks.

Effect of Topology Changes: Does the routing algorithm need complete restructuring or only
incremental updates? This feature further explains how the routing algorithm handles the dynamic
nature of mobile ad-hoc networks. In both cases where it depends on incremental updates or complete
restructuring a number of different i1ssues such as limited battery power and bandwidth constraint are
involved. Thus this feature could possibly help in determining the effectiveness of a routing solution.

Adaptation to Radio Communication Environment: Do nodes use estimated knowledge of fading,

shadowing of multi-user interference on links in their routing decisions. The practical implementation

of this feature varies from protocol to protocol. At present it can be observed that different

protocols[17] or schemes rely on various mechanisms for this purpose.

Power Consciousness: Does the network employ routing mechanisms that consider the remaining
battery life of a node? This is an important factor as in general mobile ad-hoc networks suffer with
limited battery power. Therefore measures should be taken by routing algorithms to preserve these
Iesources.

Single or Multi-channel: Does the routing algorithm utilize a separate control channel? In some
applications, multi channel execution may make the network vulnerable to countermeasures. Besides
other benefits, this feature can help routing algorithms in introducing several other mechanisms to
establish secure transmission between various mobile hosts.

Bi-directional or Unidirectional Links: Does the routing algorithm perform efficiently on
unidirectional links e.g. if bi-directional links become unidirectional? A better routing efficiency is
expected from a routing algorithm that operates on bi-direction basis.

Preservation of Network Security: Do routing and MAC layer policies support the survivability of
the network, in terms of low probability of detection, low probability of intercept and security? This
feature 1s helpful in the implementation of security policy over mobile ad-hoc networks.

QoS Routing and Handling of Priority Messages: Does the routing algorithm support priority
messaging and reduction of latency for delay sensitive real time traffic? Can the network send priority

messages/voice even when it is overloaded with routine traffic levels? This feature is linked with the
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ablity of the network such that how consistent the network is in delivering priority messages
especially when it is overloaded.
e Real-time Voice and Video Services: Can the network support simultaneous real-time multicast

voice while supporting traffic loads associated with situation awareness and other routine services? It

is an important factor as mobile ad-hoc networks at present lack support for such services.

1.1.4 Problems, Constraints and Challenges of Mobile Ad-hoc Network
In the near future the next generation mobile system will include both infrastructure mobile networks

and infrastructure-less mobile ad-hoc networks. Moreover, researchers [110] [111] also investigating the
extenstion of mobile ad-hoc network to support wider area coverage. At present there are a number of
different issues that restrict use of mobile ad-hoc networks at a wider level. Some of these constraints are as
follows.
¢ Dynamic Topologies

The network topology of a mobile ad-hoc network may become very dynamic as mobility of nodes or
membership of nodes is very random and rapid. There is a lot of work focused on routing protocols to
support mobility is reported in [10]. This emphasizes the need for routing solutions to be dynamic. The
network topology may change rapidly and unpredictably and the connectivity among the terminals may vary
with time. The mobile nodes in the network dynamically establish routing among themselves as they move
about; moreover a user in the mobile ad-hoc network may not only operate within the mobile ad-hoc
network, but may require access to a public fixed network. The mobile ad-hoc network therefore should be
able to adapt the traffic and propagation conditions as well as the mobility patterns of the mobile network
nodes.

e Bandwidth-constrained Variable Capacity Links

It is expected that mobile ad-hoc network capacity grow with the area it cover [18]. However, at
present wireless links will continue to have significantly lower capacity than their hardwired counterparts. In
addition the realized data delivery of wireless communications after accounting for the effects of multiple
access, fading, noise, and interference conditions is often much less than a radio’s maximum transmission
rate.

One effect of the relatively low to moderate link capacities is that congestion is typically the normal
rather than the exception, i.e. aggregate application demand will likely approach or exceed network capacity
frequently. A mobile network is often simply an extension of the fixed network infrastructure; it is expected

that mobile ad-hoc users will demand similar services. These demands will continue to increase as

multimedia computing and collaborative networking applications rise.

16




¢ Energy-constrained Operation

A major issue in ad-hoc networks is energy consumption since nodes are usually mobile and battery
operated [29]. For these nodes, the most important system design criteria for optimisation may be energy
conservation. For most of the light-weight mobile terminals, the communication-related functions should be
optimized to save unnecessary power consumption. A mobile ad-hoc network poses different challenges for
designing power efficient systems. Due to the absence of an infrastructure, each node in a mobile ad-hoc
network also acts as a router. For a mobile ad-hoc network to exist, nodes have to be at least in the reception

mode most of the time. A mobile ad-hoc network should be able to balance traffic load among nodes such

that power constrained nodes can be put into a sleep mode while traffic is routed through other nodes.

e Limited Physical Security
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