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ABSTRACT

Today modern technology has reached the point whereby electronic devices are
commonplace in every facet of our life. We encounter numerous electronic devices that
surround us within the home and office environment, including devices in shopping centres
and other public spaces. All these devices are an essential part of our daily life, and we use
them to perform numerous functions, for example, to remotely control and monitor home

utility services, to integrate and share content with friends and family, and access online

services such as banking and shopping.

Now imagine if all these electronic devices could be seamlessly integrated to enable
Intercommunication between the functions they provide. For example, if you left your MP3
player at work on a Friday night and the following day you wished to listen to the latest Rock

album stored on it — while at home you could discover the MP3 player and play the audio

stream on your Hi-Fi without knowing where the device is located.

In order to achieve this seamless interaction we need an ad hoc gateway service to
combine the devices we own into a personalised configuration enabling any device,
irrespective of where it is located, to be discovered and used. Typically, if devices want to
access the services offered by other devices they must go through a centralised gateway. If
this gateway fails then all the devices using that gateway and the services provided by it will
become unavailable within the network. However a better solution would be to enable the

devices to dynamically discover an alternative gateway and reconfigure themselves into the

user’s personalised configuration.

In this thesis we propose a novel approach to addressing these challenges, using our Ad
Hoc Gateway Service Framework for accessing the services of Networked Appliances using
Peer-to-Peer (P2P) network technology. Our framework allows devices to be seamlessly
interconnected and operated with little human intervention in distributed Peer-to-Peer
network. We explore how P2P technologies can be used to implement an ad hoc gateway
service that enables devices at different locations to be combined into a personalised
configuration. It provides mechanisms that enable zero configuration, automatic service
discovery, service management and device capability matching at a management level. The
failure of a gateway in our framework does not result in failure to access all devices/services,

instead an alternative gateway is located and connected into the existing configuration. We
have successfully developed a real world prototype that implements an Estate Agent

Framework, which is used to evaluate our framework.
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INTRODUCTION

CHAPTER 1

] INTRODUCTION

1.1 Preamble

Modern technology has reached the point whereby electronic devices are
commonplace in every facet of our life. We encounter numerous electronic devices
that surround us within the home and office environment, including devices in
shopping centres and other public spaces. All these devices are an essential part of our
daily life, and we use them to perform numerous functions, for example, the DVD
player in your home is used to play your favourite movies; the TV is used to watch
your favourite programs, and your personal PC is used to perform a range of tasks
including online banking and emailing friends, colleagues and family members.
Imagine if all these electronic devices could be seamlessly integrated to enable

intercommunication between the functions they provide. In this context, we would

call such devices “Networked Appliances™ (NA) [Merabti 2008; Moyer 2002].

For example, if you left your MP3 player at work on a Friday night and the
following day you wished to listen to the latest Rock album stored on it — while at
home you could discover the MP3 player and play the audio stream on your Hi-Fi
without knowing where the device is located. In order to achieve this seamless
Interaction we need a middleware to combine the devices we own into a personalised
configuration enabling any device, irrespective of where it is located, to be discovered

and used.

A number of industries have tried to create internetworking solutions such as
Universal Plug n Play (UPnP) [Kim 2006; UPnP July 2006] and the Open Services

Gateway Initiative (OSGi) [Marples 2001; Zebin 2007]). Moreover some important
research efforts have been developed to discover services offered by NAs within the

home environment [Bhatti 2002; Evans 2001; Minoh 2001]. However these solutions

do not provide any means for the discovery of the services outside the dedicated
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network configuration. This problem has been overcome, in part, using Peer-to-Peer

(P2P) technologies whereby digital content can be distributed and discovered using

global communications [Li 2002; Yeager 2002].

Typically, if devices want to access the services offered by other devices they
must go through a centralised gateway. If this gateway fails then all the devices using
that gateway and the services they provide will become unavailable within the
network. However a better solution would be to enable the devices to dynamically
discover an alternative gateway and reconfigure themselves into the user’s

personalised configuration.

In this introduction chapter we provide an overview of our research area, which
involves Networked Appliances and middleware for home networking. This chapter
then details our proposed novel framework that addresses these limitations to enable a
device to advertise its services, discover other devices, integrate these services
together, provides middleware such as a gateway service and provides an alternative

service in case of failure of one service within composition.

1.2 Project aims and objectives

With the introduction of home networking technology, a framework is required to
interconnect devices using P2P networks to share services. This framework provides
operations such as service recovery, service registration, service sharing and provides
gateway services to make communication possible not only within the same network
but with other remote networks as well. The framework enables the discovery of
alternative gateway services in case of failure without losing any communication or
requiring user intervention.

To achieve this, it is necessary to fulfil the following objectives:
1. Understand current P2P technologies and their functionalities.
2. Review compositions of NAs in P2P networks via studying current
techniques in this domain.
3. Define the requirements of an Ad Hoc Gateway Service for this research in

relations to P2P networks.

4. Develop a solution to ensure availability of gateway services to seamlessly

interconnect devices regardless of their location.
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5. Develop a solution to ensure secure access to the services available in the
P2P network.

6. Develop a solution to ensure allocation of best services available in the
P2P network.

7. Develop a solution to ensure availability of an alternative gateway service
in case of failure.

8. Develop a working prototype of our proposed framework to demonstrate
how we implement different components of the proposed framework.

9. Evaluate and compare our framework against existing solutions.

Hence to achieve these objectives, the understanding of the subject area includes
P2P technologies, P2P networking, service advertising, service discovery, content
sharing, security techniques and Service-Oriented Architectures (SOA). The focus of
this research will be service discovery and composition in P2P networks (described in
chapter 2). In existing solutions, where devices connect together via black box devices
and discover other services in the network all nodes rely on a single black box device,

but as part of this research the gateway will only exist when a user requests it, i.e. it is

Ad Hoc.

1.3 Novel aspects of Proposed Framework

The contributions to knowledge through this research are:

e This work presents the design and prototype of ad hoc gateway service
(AdHocGS) framework that ensures the availability of gateway services in a
distributed P2P network. When a device first connects to the P2P network it
discovers a gateway service by discovering the gateway advertisement. Any
device in the network that offers a gateway service may respond to the
gateway service request, allowing the device access to the gateway, which
enables it to discover the available services within the P2P network. This
result does not only ease the restrictions associated with the use of special

hardware, but also those found in centralised operations, i.e. single point of
failure [Muhammad 2005].
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o The gateway service itself may be composed of individual services that may
either reside locally or remotely within the P2P network, that allow the
gateway to perform security management, Quality of Service analysis and
device capability matching. If the gateway service fails then all the services it
offers fail as well. However, if one or more of the core services used within
the gateway service fails then only the failed services will be lost and as a
result alternative services can be discovered. However if one or more of the
core service used within the gateway service fail then only the failed service
will be lost and as a result an alternative service will need to be discovered.
Our published paper [Muhammad 2007] demonstrates a working prototype of

these components.

e We created an overlay network of gateways where all gateways can
communicate with each other by creating a P2P network. Using this overlay
network, devices or services available in one network can communicate with
other remote devices or services. Using a gateway a numbers of peers can be
connected and if the requested service does not exist locally, the gateway can
request these services from the overlay network with other gateways. Using
this technique, it not only enables us to create a personalised gateway by
connecting our home or office devices and accessing them via the Internet but
can also enable specialised gateways only offering a specific set of services
e.g. video or audio services. By using a specialised gateway the user can ask
and pay for using particular services i.e. if a particular peer wants to use a

service they may need to pay.

¢ The proposed framework offers services such as Service-Oriented
Networking, Service Advertisement and Discovery, Service Registration, Ad
Hoc Gateway Service and Secure Access to the services. Framework
components are not fully dependent on each other, allowing flexibility and
components can be extended to add further functionality to the framework. For

example, Security Manager can be developed according to user requirements.
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1.4 Project Achievements

Our Ad hoc Gateway service framework proposes a solution for gateway services
within a P2P network. Other research did not address this issue before. We have not
only successfully implemented our framework but we have also demonstrated this
using our prototype discussed in the implementation section, which could be easily

extendable. Our research has produced the following conference papers.

e A. Muhammad, M. Merabti, and B. Askwith, "An Ad Hoc Gateway Service
for Discovering and Composing Networked Appliances,”" In Proceedings of
Sixth  Annual Postgraduate Symposium on the Convergence of
Telecommunications, Networking and Broadcasting (PGNet 2005), Liverpool
John Moores University, UK, 27-28 June 2005, pp. 377-382

e A. Muhammad, M. Merabti, B. Askwith and P. Fergus, "Ad Hoc Gateway
Service for Automatic Package Delivery using Networked Appliances,” IEEE
Wireless Communications and Networking Conference, Hong Kong, 11-15
March 2007, pp. 2576-2581.

¢ A. Muhammad, M. Merabti, and B. Askwith, "An Ad Hoc Gateway Service
for Flexible Access to Networked Appliances," In Proceedings of The 8th
Annual Postgraduate Symposium on the Convergence of Telecommunications,

Networking and Broadcasting, Liverpool John Moores University, Liverpool,
UK, 28th-29th June 2007

1.5 Summary and Thesis Structure

In this chapter we highlight some of the related issues important to our approach.

This chapter defines the scope of our research project, our novel contributions and

thesis structure.

In chapter 2 we present background work. We start with a brief history of
computer networks, from the early history of the Internet. We then move to the
network architecture such as different network topologies and wired/wireless

networking. We then move to Ubiquitous/Pervasive Computing, explain it and then
discuss some work done and challenges in this field. We also discuss Networked

Appliances in relation to home networking. Some notable research work done in
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seamlessly interconnecting Networked Appliances within home networks is reviewed.
The chapter also discusses P2P networks, their merits and limitations and some
challenges in this field. We discuss some P2P models and how integration is being
performed using P2P techniques. We also discuss some well known P2P applications
such as Napster, Gnutella, and KaZaA. Each P2P model is discussed in terms of its
functionality, limitations, structure, discovery and failure of a particular service or
device. We conclude with a discussion of security issues in P2P networks, the

importance of security in networks and how it is possible to achieve it.

Chapter 3, related work, is a continuation of chapter 2 where we mainly discuss
about Service-Oriented Architecture middleware used to seamlessly interconnect
devices within home networks. We discuss some well known SOA architecture
middleware such as OSGi, UPnP, and DPWS. We discuss these middleware in terms
of their architecture, functionalities and address their limitations. We found in these
middleware solutions that discovery services are very limited as they are based on

proprietary descriptions of how services must be advertised and discovered.

Chapter 4 presents our novel Ad Hoc Gateway Service (AdHocGS) framework.
The chapter outlines a number of challenges that need to be addressed with service
discovery and distribution in P2P environments and their impact on this research. In
the beginning we determine the requirements of the proposed framework resulting
from the analysis in chapters 2 and 3. We conclude from our background chapters the
limitations within current middleware solutions not only require ad hoc gateways
which enable services to be advertised and discovered within global networks but also
provide an alternative gateway service in case of failure. This chapter discusses the
requirements for a syst<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>