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ABSTRACT

In the blooming era of the Internet of Things (IoT), trust has become a vital factor for
provisioning reliable smart services without human intervention by reducing risk in
autonomous decision making. However, the merging of physical objects, cyber
components and humans in the loT infrastructure has introduced new concerns for the
evaluation of trust. Consequently, a large number of trust-related challenges have been
unsolved yet due to the ambiguity of the concept of trust and the variety of divergent

trust models and management mechanisms in different 10T scenarios.

In this PhD thesis, my ultimate goal is to propose an efficient and practical trust
evaluation mechanisms for any two entities in the 10T. To achieve this goal, the first
important objective is to augment the generic trust concept and provide a conceptual
model of trust in order to come up with a comprehensive understanding of trust,
influencing factors and possible Trust Indicators (T1) in the context of loT. Following
the catalyst, as the second objective, a trust model called REK comprised of the triad
Reputation, Experience and Knowledge TIs is proposed which covers multi-
dimensional aspects of trust by incorporating heterogeneous information from direct
observation, personal experiences to global opinions. The mathematical models and
evaluation mechanisms for the three Tls in the REK trust model are proposed.
Knowledge TI is as “direct trust” rendering a trustor’s understanding of a trustee in
respective scenarios that can be obtained based on limited available information about
characteristics of the trustee, environment and the trustor’s perspective using a variety
of techniques. Experience and Reputation TIs are originated from social features and
extracted based on previous interactions among entities in 10T. The mathematical
models and calculation mechanisms for the Experience and Reputation TIs also
proposed leveraging sociological behaviours of humans in the real-world; and being

inspired by the Google PageRank in the web-ranking area, respectively.

The REK Trust Model is also applied in variety of 10T scenarios such as Mobile
Crowd-Sensing (MCS), Car Sharing service, Data Sharing and Exchange platform in
Smart Cities and in Vehicular Networks; and for empowering Blockchain-based
systems. The feasibility and effectiveness of the REK model and associated evaluation
mechanisms are proved not only by the theoretical analysis but also by real-world

applications deployed in our ongoing TIl and Wise-10T projects.
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CHAPTER 1. INTRODUCTION

With recent advanced technologies moving towards a hyper-connected society from the increasing digital
interconnection of humans and objects, big data processing and analysing, the Internet of Things (loT),
applications and services play a significant role in the convenience of human daily life. However various
problems due to the lack of trust have been anticipated which hinder the development of the 10T. Trust has
been extensively explored in the era of the 10T as an extension of the traditional triad of security, privacy and
reliability for offering secure, reliable and seamless communications and services. However, despite a large
amount of trust-related research in 10T, a prevailing trust concept, models, and evaluation and management
mechanisms have still been debatable and under development. This chapter provides an overview on research
of trust in the 10T, challenges, motivation as well as the aims and objectives of my research. The chapter also

contains the list of my publications during the PhD period and the structure of the thesis.

1.1 Overview

In recent years, we have been witnessing a novel paradigm — the 10T in which billions of electronic objects
are connected. These range from small and low computation capability devices such as Radio Frequency
Identification tags (RFIDs) to complex ones like smartphones, smart appliances and smart vehicles. Indeed,
the idea to connect and share data among physical objects, cyberspace and people using hyperlinks and over
a global network was promulgated by Tim Berners Lee three decades ago. A number of efforts have been
made to build upon this premise in the last ten years, for example, Semantic Web (Web 3.0) integrates humans
and social information to the Web, yielding a composite Cyber-Social system. With the loT, we are now
reaching to a breakthrough of a Cyber-Physical-Social System (CPSS) that connects the Cyber-Social Webs
with physical world objects [1].

With billions of sensing and actuating devices deployed, the 10T is expected to observe various aspects of
human life anywhere on Earth. Observation data is aggregated, processed, and analysed into valuable
knowledge describing occurrences and events regarding different real-world phenomena. With information
from the cyber and social domains, it is possible for a variety of applications and services to reveal the
untapped operational efficiencies and create an end-to-end feedback loop between individuals’ needs and
physical object responses. To do so, a unified CPSS framework should be defined that “takes a human centric
and holistic view of computing by analysing observations, knowledge, and experiences from physical, cyber,

and social worlds” [2].
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In the early years, most loT-related research articles concentrated on RFID and Wireless Sensor Networks
(WSNSs) that aim at building underlying networking protocols, hardware and software components in order
to enable interactions and communications among physical objects and cyber-space. However, a human-
centric 10T environment in which humans play an important role in supporting applications and services, are
more and more perceptible. This is proven by the high rate of utilization of social phenomena and crowd
intelligence when developing real-world 10T services. People are envisaged as an integral part of the loT
ecosystem [3, 4]. However, the merging of physical objects, cyber components and humans in the 10T will
introduce new concerns for risks, privacy and security. Consequently, managing risk and securing the loT
are broad in scope and pose greater challenges than the traditional privacy and security triad of integrity,
confidentiality, and availability [5]. In this regard, trust has been recognized as an important role in supporting

both humans and services to overcome the perception of uncertainty and risk in decision making.

Trust is a multifaceted concept used in many disciplines in human life influenced by both participants and
environmental factors. It is an underlying psychological measurement to help a trustor to come up with a
decision whether it should put itself into a risky situation in case a trustee turns out to be misplaced. Currently,
IoT ecosystems have been built upon a riddle of physical objects and networking devices, wrapped in an
enigma of protocols and protected by sets of incoherent security and privacy mechanisms. The merging of
physical objects, cyber components and especially humans will introduce new concerns for risks, privacy
and security at all infrastructure, services and society levels. Therefore, having evaluation of trust could
minimize the unexpected risks and maximize the predictability, which helps both loT infrastructures and
services to operate in a controlled and autonomous manner and to avoid unpredicted conditions and service

failures.

1.2 Problem Statement and Research Motivation

Many research groups are working on trust-related areas in various environments varying in many
applications from access control [6] to e-commerce [7, 8]. In such research articles, a variety of trust models
and evaluation mechanisms have been proposed; however, they have mainly focused on building reputation
systems in social networks for e-Commerce services [9, 10]; or focused on developing trust management
mechanisms in distributed systems such as wireless sensor networks (WSNs) [11, 12], mobile ad-hoc
networks (MANET) [13-15], and peer-to-peer (P2P) networks [6, 16].

e Problem Statements:
Despite the importance of trust, there are limited notable articles that clearly clarify the trust concept,

definition, models and evaluation mechanisms, especially in the 10T environment.
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The first problem of the state-of-the-art trust-related research is the lack of deep understanding on the
concept of trust and the evaluation of trust, particularly in the 10T environment. That is why a large
number of articles have confused between reputation and trust; and have unconsciously used reputation
as trust. Also, trust is calculated based on some information without any explanation and strong reasons.
An evaluation of trust based on insufficient or irrelevant features will lead to biased and incorrect results,
and consequently depresses IoT systems’ operation and quality of applications and services, even

imposing vulnerability and threats to the systems and services.

The second problem is the limitation of a comprehensive and consistent evaluation mechanism for trust.
A trust evaluation mechanism needs to deal with three questions: “What kind of information is needed to
evaluate trust?”, “how is the information obtained or extracted?” and “how is the information aggregated
to compute an overall trust value?” The difficulties of trust evaluation are mainly due to three reasons.
The first is the lack of a conceptual evaluation model that contains necessary and sufficient Trust
Indicators (TIs) and associated attributes to compute an overall trust value. The second is the huge,
complex and multi-dimensional data collected from various kinds of resources in a multi-layer network
environment resulting in the uncertainty of information and the difficulty in information selection and
extraction. The third reason is the difficulty in aggregating trust information; the difficulty in combining
information for deriving the Tls and the overall trust value, respecting the personalized and subjective

trust.

Research Motivation

The research in this thesis is motivated by the significant challenges on the concept, the model and the
evaluation mechanisms of trust in the 10T environment. Given the state-of-the-art, each of the previous
related research papers is as a separated piece of a big picture of trust evaluation dealing with a challenge
in a specific environment. Due to the diversity of applications and their inherent differences in nature,
trust is hard to formalize in a general setting, and up to now no commonly accepted model has appeared.
Thus, the ultimate motivation is to generalize a concept of trust in the 10T environment as well as to
provide a standard model and efficient mechanisms for evaluating trust in the 10T. This research work is
expected as a catalyst for trust-related research as well as real implementation of the evaluation

mechanisms.

The motivation is also drawn from the necessity of providing a trusted platform for interactions among

both humans and systems in a variety of use-cases and scenarios; consequently, encouraging online

transactions while reducing vulnerabilities, threats and risks in 10T systems, applications and services.

The final goal is to develop a trust platform operating as a core-service (i.e., Trust as a Service (TaaS))
13



that cooperates with 10T systems and services to help both service consumers and providers to acquire

trust, resulting in more secure activities and providing better quality of services and experiences.

1.3 Research Aims and Objectives

There are two main aims in the thesis. The first aim is to investigate a conceptual evaluation model of trust
in the 10T which illustrates the understanding of the trust concept, introducing a novel concept called Trust
Indicators (TIs) and the related Trust Attributes (TAs). The second aim is to come up with the algorithms

and mechanisms for evaluating trust in the 10T based on the investigation of the model in the first aim.
To fulfil the aims, the objectives of this research are presented as follows:

(1) Investigate State of the art Trust Concepts, Models and Evaluation mechanisms
Review and comprehend different trust concepts, models, and evaluation and management mechanisms
in accordance with the latest research work in both computer science and social science, in addition to

initialising an overall understanding and among different perspectives of trust.

(2) Investigate Trust Evaluation and Management approaches in various scenarios and environments
Explore trust evaluation and management approaches and mechanisms in different conditions and
environments such as P2P, WSNs, E-commerce and Web services, and distributed systems which might
be migrated in the 10T environment. Investigate and identify challenges, pros and cons of the approaches

in order to comprehend whether the approaches can be utilized and improved.

(3) Propose a trust concept, a generalized conceptual evaluation model for trust, and the REK trust

evaluation mechanisms in the IoT

A novel concept of trust in the 10T is considered, regarding a variety of features and influenced factors
of trust in the IoT environment based on the literature review. A conceptual evaluation model for trust is
also provided that is generalized and can be used in various scenarios in the I0T. The conceptual
evaluation model takes into account and lists up potential Tls and associated attributes as references that
could be used in different scenarios. As an important objective, a standard evaluation model called REK
is proposed leveraging the conceptual model that specifies necessary and sufficient Tls along with related

attributes in detail.

(4) Design and Develop Mechanisms for the REK Evaluation Model
The REK trust evaluation model comprises of a triad of Reputation, Experience and Knowledge Tls. In

order to evaluate these Tls, mathematical models and evaluation mechanisms are designed and developed,
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respecting the imitation of the social cognition of trust in humans, which is based on (i) public opinion

as Reputation; (ii) previous interactions (as Experience); and (iii) understandings (as Knowledge).

(5) Use-Cases Demonstration and Deployment
Finally, one of the important objectives is the utilization of the trust evaluation mechanisms in a variety
of scenarios considering the IoT environment. The REK model is implemented and demonstrated in
Smart City scenarios, MCS systems, and a Blockchain-based platform, showing efficiency to be deployed

in reality. The REK evaluation model is also integrated in a real-world 10T service called Smart Parking

as a proof of the feasibility of the proposed mechanisms.

Objective

Methodology

(1) Investigate State of the art Trust Concepts,
Model and Mechanisms

Conducting literature review of trust concepts,
model, related properties and attributes, and
mechanisms in both Social Science and Computer

Science

(2) Investigate Trust Evaluation and Management
approaches in various scenarios and

environments

Conducting literature review of evaluation and
management algorithms and mechanisms on both

trust, reputation, and ranking fields.

(3) Design a trust concept, a generalized
conceptual evaluation model for trust, and the

REK trust evaluation mechanisms in the [oT

Theoretical conceptual evaluation model in
accordance with the loT system model considering
Weighted Sum, Fuzzy Logic, and Reasoning

techniques

(4) Design and Develop Algorithms and
Mechanisms for the REK Evaluation Model

Aggregation techniques for Knowledge TI
Mathematical Models for Experience Tl

PageRank-based Graph-theory techniques for
Reputation TI

(5) Use-Cases Demonstration and Deployment

Both Simulation (Matlab) and Implementation (Web
Service platform) for the proposed mechanisms

15




1.4 Research Contributions

This research provides three major contributions. The first contribution is the augmentation of the trust
concept, definition and conceptual evaluation model that consolidates understanding on trust in the l1oT
environment. The second contribution is the introduction of a conceptual trust evaluation mechanism in the
0T environment called REK which comprises the three components Reputation, Experience and Knowledge.
Mathematical models and evaluation mechanisms for the three components are proposed and described along
with an aggregation mechanism for integrating the three components to finalize a trust value. The third
contribution is the utilisation of the proposed REK model in some use-cases in the 10T environment such as
Smart Cities, Mobile Crowd-Sensing (MCS) [17] and Blockchain-based systems.

(1) A Novel Trust Concept, Trust Definition and Conceptual Evaluation Model in the IoT:
This is novel since it reflects the 10T characteristics in trust and helps to remove the confusion among trust,

reputation, dependability, security and privacy.

o A novel trust concept and definition in the I0oT environment considering the trilogy Trustor’s
propensity, Trustee’s trustworthiness and Environment’s characteristics.
o A trust evaluation conceptual model specifying the concept of Tls, respecting the trilogy

Trustor’s propensity, trustee’s trustworthiness and environment’s characteristics.

(2) REK Evaluation Model and Mechanisms:
This evaluation model is novel due to the integration of Knowledge, Experience and Reputation in a
reasonable manner imitating the behaviours of human in social science. The Experience mathematical model

and the PageRank-based reputation calculation successfully illustrate the Trust concept in the IoT.

o The REK Trust Evaluation model specifies the triad of TIs namely Reputation, Experience and
Knowledge.

o Fuzzy Logic and Reasoning Mechanism for the Knowledge TI

o Mathematical Model and calculation algorithm for the Experience Tl

o Mathematical Model and calculation algorithm for the Reputation TI

(3) Utilisation of the REK Evaluation Model in various Use-cases
With the novelty from the REK trust model, the utilisation of the associated evaluation mechanisms reflects

emerging contributions to different scenarios in 10T environment

o Analysis of the Knowledge-based Trust Evaluation in Car Sharing use-case using Fuzzy Logic
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o Analysis and Prototype of the Knowledge-based Trust Evaluation in Data Sharing in Smart
Cities using Reasoning mechanism and Inference Engine

o Employment and Implementation of the REK Trust Evaluation mechanisms in Mobile Crowd-
Sensing systems in the 10T

o Employment of the REK Trust Evaluation in Blockchain-based Systems

o Real-world Implementation and Deployment of the proposed REK Trust Evaluation

mechanisms in the Smart Parking service in Smart Cities

(4) Standardization:
We aim at supporting the ITU-T standardization body our research work on trust, which is important
contributions for industry. Based on the technical reports related to Trust, algorithms and mechanisms,

industrial partners could have insight on how to provide trusted devices, platforms, systems and services.

After developing the technical report on trust in the Correspondence Group on Trust (CG-Trust), ITU-T
SG13 has started to develop related recommendations. As the initial stage, Q16/13 agreed to develop a new
draft Recommendation on “Overview of trust provisioning in ICT infrastructures and services”. We has lead
the standardization on trust definition, features and social-cyber-physical trust in this Recommendation.

Detailed of the Standardization contributions can be found in Appendix C.

1.5 List of Publications

During the PhD period, | have published and submitted some papers to top conferences such as IEEE Global
Communications (GLOBECOM), IEEE International Conference on Communication (ICC), IEEE
TRUSTCOM, IFPF/IEEE Innovations in Clouds, Internet and Networks (ICIM), and IFPF/IEEE Integrated
Network and Service Management (IM), and high-ranked journals such as SENSORS journal, IEEE
Transaction on Information Forensics Security, and IEEE Internet Computing Magazine. | have also
intensively contributed to the ITU-T standardisation body from the beginning of the PhD period until now. |
have had some opportunities to give presentations and talks at some of these conferences (IEEE
GLOBECOM, IFPF/IEEE ICIN, IEEE Smart World Congress) and workshops in University of Oxford and
in Liverpool John Moores University.

Details of my publications can be found in Google Scholar!. During the PhD period, I have gained more than
150 citations for the published papers, which indicates the quality and the influence of the research work,

novelty and the contributions presented in this PhD thesis.

1 https://scholar.google.com/citations?user=mj4CTOgAAAAJ&hl=en
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[C8] Hamza Baga, Nguyen B. Truong, Noel Crespi, Gyu Myoung Lee, Franck Le Gall,
“Quality of Information as an indicator of Trust in the Internet of Things”, IEEE International
Conference on Trust, Security And Privacy In Computing And Communications (IEEE

TrustCom), New York, U.S.A, July 2018.

[C7] Nguyen B. Truong, Tai-Won Um, Bo Zhou, and G. M. Lee, “Strengthening the
Blockchain-based Internet of Value with Trust”, 1EEE International Conference on

Communications (ICC), Kansas, U.S.A, May 2018.

[C6] Nguyen B. Truong, Tai-Won Um, Bo Zhou, and G. M. Lee, “From Personal Experience
to Global Reputation for Trust Evaluation in the Social Internet of Things”, IEEE Global
Communications Conference (GLOBECOM), Singapore, December 2017.

[C5]. Nguyen B. Truong, Gyu Myoung Lee, “Trust Evaluation for Data Exchange in
Vehicular Networks”, IEEE/ACM Second International Conference on Internet-of-Things
Design and Implementation (IoTDI), Pittsburgh, PA, USA, April 2017

[C4]. Nguyen B. Truong, Quyet H. Cao, Tai-Won Um, Gyu Myoung Lee, “Leverage a Trust
Service Platform for Data Usage Control in Smart City”, IEEE Global Communications
Conference (GLOBECOM), Washington DC, USA, December 2016.

[C3]. Upul Jayasinghe, Nguyen B. Truong, Tai-Won Um, Gyu Myoung Lee, “RpR: A Trust
Computation Model for Social Internet of Things”, IEEE Smart World Congress, Toulouse,
France, July 2016.

[C2]. Nguyen B. Truong, Tai-Won Um, Gyu Myoung Lee, “4 Reputation and Knowledge
Based Trust Service Platform For Trustworthy Social Internet of Things”, IFIP/IEEE
Innovations in Clouds, Internet and Networks (ICIN), Paris, France, March 2016.

[C1]. Nguyen B. Truong, Gyu Myoung Lee, Y. Ghamri-Doudane, “Software Defined

Network-based Vehicular Adhoc Network with Fog Computing”, IFIP/IEEE Symposium on

Integrated Network and Service Management 2015 (IM 2015), Ottawa, Canada, May 2015.
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[J4]. Nguyen B. Truong, A. Jara and G. M. Lee, “Strengthening Data Accountability in Smart
Cities with Blockchain and Smart Contracts”, 1EEE Internet Computing Magazine,
Submitted, June 2018.

[J3]. Nguyen B. Truong, Tai-Won Um and G. M. Lee, “Trust Evaluation Mechanism for User
Recruitment in Mobile Crowd-Sensing in the Internet of Things”, IEEE Internet of Things
Journal, Submitted, May 2018.

[J2]. Nguyen B. Truong, H. Lee, B. Askwith, and G. M. Lee, “Toward a trust evaluation
mechanism in the social internet of things”, SENSORS, vol. 17, no. 6, p. 1346, 2017

[J1]. Nguyen B. Truong, Upul Jayasinghe, Tai-Won Um, Gyu Myoung Lee, “4 survey on
trust computation in the Internet of Things”, The Korean Institute of Communications and
Information Sciences, Information and Communications Magazine, ISSN 1226-4275, vol.32,

no. 2, pp.10-27, February 2016.

+* Talks and Presentations

12/2017

09/2017

12/2016

07/2016

04/2016

03/2016

IEEE Global Communication Conference (GLOBECOM), Singapore: “From Personal
Experience to Global Reputation for Trust Evaluation in the Internet of Things”.

Symposium on Spatial Networks, Engineering and Physical Sciences Research Council,
University of Oxford, Oxford, U.K: Experience and Reputation in the Evaluation of Trust in
Social Networks ™.

IEEE Global Communication Conference (GLOBECOM), Washington DC, USA:
“Leverage a Trust Service Platform for Data Usage Control in Smart City”.

IEEE Smart World Congress, Toulouse, France: “RpR: A Trust Computation Model for
Social Internet of Things”.

Faculty Research Week, Faculty of Engineering and Technology, Liverpool John Moores
University, Liverpool, U.K: “Trust in Data Sharing for the future Internet of Things”.

IFIP/IEEE Innovations in Clouds, Internet and Networks (ICIN) Conference, Paris,
France: “A Reputation and Knowledge Based Trust Service Platform for Trustworthy Social
Internet of Things”.
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11/2013 IEEE Military Communications Conference (MILCOM), California, USA: “Latency
Analysis in GNU Radio/USRP-based Software Defined Radio Platform”.

10/2008 Pacific Rim International Conferences on Artificial Intelligence (PRICAI), Hanoi,
Vietnam: “New Particle Swarm Optimization Algorithm for Solving Bounded Degree
Minimum Spanning Tree Problem”.

1.6 Structure of the Thesis

This organization of the thesis is generally following the research track that we have decided from the
beginning of my PhD study. Figure 1-1 illustrates the thesis organization with related information including
research topics for each PhD milestones and publications. In this figure, in the Publications information under
each topic, the notation C.x stands for conference paper number x; the notation J.y stands for the journal

paper number y in the List of Publication.

(1) Trust concept, definition,
and characteristics investigation

‘ ................................................................................. bl

1st Year ¢ CHAPTER 2 ’ CHAPTER 3 »
Publications: C.4, C.5 Publications: J.1
(3) Brainstorming on variety of novel concepts (4) Propose the R.E.K Trust Evaluation Model in accordance
. and models of trust in the loT with the novel concept and model of trust
..................................................................... -’....................................................................................................................'
2" Year ¢~ CHAPTER 4 CHAPTER 4 + CHAPTER 5 ———)
Publications: C.6, C.7, C.8 | Publications: C.9, 1.2
(5) Reputation, Experience and Knowledge (6) Apply the proposed R.E.K Trust Evaluation
Evaluation Models Improvement in variety of loT scenarios

LT T T T T PR P e e e »>

34 Year ¢———— CHAPTER 5 : CHAPTER 6 + CHAPTER 7 ———
Publications: J.3 Publications: C.10, C.11, J.3, /4.

Figure 1-1. Thesis organization in accordance with the research tracks, topics and publications

In detail, this thesis is organised in eight chapters as follows:

e Chapter 1 introduces the research problem along with the aims and objectives of this study. It also

describes the contributions and list of publication; and outlines the structure of the PhD thesis.
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Chapter 2 introduces background and necessary knowledge on trust in Computer Science in general
including concept, model, characteristics, and provisioning of trust in the IoT.

Chapter 3 reviews the trust-related literature to investigate recent studies that target different concepts
and models along with evaluation and management mechanisms of trust in a variety of scenarios.
This chapter contrasts and compares these studies to explore their advantages and drawbacks; as well
as to determine the research gaps and potential research directions.

Chapter 4 presents a novel trust concept in the 10T and clarifies related aspects of trust in the 10T. In
this chapter, a conceptual model for trust evaluation is also proposed along with a brief introduction
of the proposed REK trust evaluation model.

Chapter 5 describes all proposed mathematical models, mechanisms and analysis of the three Tls,
namely Knowledge, Experience and Reputation, in the proposed REK trust evaluation models. The
chapter ends with the description of several methodologies for aggregating the three Tls to obtain
overall trust values as the final goal of the REK model.

Chapter 6 and Chapter 7 are dedicated to the utilisation of the proposed REK Trust Evaluation model
in a variety of scenarios and use-cases. Chapter 6 focuses on the employment of the REK model and
implements a trust evaluation mechanism to MCS systems. The trust evaluation mechanism is
leveraged for a proposed trust-based User Recruitment scheme in an MCS platform for recruiting
trustworthy users in MCS systems. Details of the trust mechanism, the trust-based User Recruitment
scheme, analysis and results are also presented.

Chapter 7 introduces utilisations of the proposed REK model in other scenarios and use-cases such
as Car Sharing service, Data Sharing in Smart Cities, and in Blockchain-based systems. Especially,
the REK evaluation model is employed and practically deployed in the Smart Parking use-case in
Smart Cities, which is a real-world service deployed in the City of Santander, Spain.

Chapter 8 concludes this study with recommendations for potential future work.
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CHAPTER 2. BACKGROUND ON TRUST

2.1 Introduction

Trust is a complex notion and a multi-level analysis is important in order to understand it. This chapter aims
to introduce some fundamental knowledge on trust, including concept, definition, characteristics and
attributes of trust, particularly in 10T environment. Trust in the digital world interplays between social science
and computer science, affected by both objective and subjective factors such as system attributes and social
relations [18]. At the deeper level, trust is regarded as a consequence of progress towards security or privacy
objectives. Trust is not a new research topic in computer science, spanning areas as diverse as security and
access control in computer networks, reliability in distributed systems, game theory and agent systems, and
policies for decision making under uncertainty. The concept of trust in these different communities varies in

how it is represented, evaluated, and used.

2.2 Trust Concept and Trust Model in Computer Science

As trust can be interpreted in different ways, here we present various meanings from literature for more clear
views on trust in terms of telecommunication systems and show relationships between knowledge and trust.
Generally speaking, trust means reliance on the integrity, strength, ability, surety, etc., of a person or object.
Generally, trust is used as a measure of confidence that an entity will behave in an expected manner, despite
the lack of ability to monitor or control the environment in which it operates. Trust in computer science in
general can be classified into two broad categories: “user” and “system”. The notion of “user” trust is derived
from psychology and sociology, with a standard definition as “a subjective expectation an entity has about
another’s future behaviour”. “System” trust is “the expectation that a device or system will faithfully behave

in a particular manner to fulfil its intended purpose”.

Trust concept is an abstract notion with different meanings depending on both participants and scenarios;
and influenced by both measurable and non-measurable factors. There are various kinds of trust definitions
leading to difficulties in establishing a common, general notation that holds, regardless of personal
dispositions or differing situations. Generally, trust is considered as a computational value depicted by a
relationship between trustor and trustee, described in a specific context and measured by trust metrics and
evaluated by a mechanism. Previous research has shown that trust is the interplay among human, social
sciences and computer science, affected by several subjective factors such as social status and physical
properties; and objective factors such as competence and reputation [18]. The competence is a measurement

of abilities of the trustee to perform a given task which is derived from trustee’s diplomas, certifications and
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experience. Reputation is formed by the opinion of other entities, deriving from third parties' opinions of
previous interactions with the trustee. Trust revolves around ‘assurance’ and confidence that people, data,
entities, information or processes will function or behave in expected ways. At the deeper level, trust is

regarded as a consequence of progress towards security or privacy objectives.

In most of scenarios including the 10T environment, trust is reliance on the integrity, ability or character of
an entity. Trust can be further explained in terms of confidence in the truth or worth of an entity. For example,
the EU uTRUSTIt? project defined that trust is the user’s confidence in an entity’s reliability, including user's
acceptance of vulnerability in a potentially risky situation [19]. To understand trust, it is required to analyse
the collected data from entities, extract the necessary information for trust; understand the information and

then create the trust-related knowledge for the trust computation.

Decision Making

Action L
1»
Belief Expectation
Understanding - -

Data interpretation
y 3

o
_| Data collection, processing,
management

Awareness E .

"

Figure 2-1. Knowledge and Trust

The social and economic value of data is mainly reaped for two moments: first when data is transformed into
knowledge (gaining insights) and then when it is used for decision making (taking action). The knowledge is
accumulated by individuals or systems through data analytics over time. So far data processing, management
and interpretation for awareness and understanding have been considered as fundamental processes for
obtaining the knowledge. As shown in Figure 2-1, trust is positioned as belief between knowledge (i.e.,
awareness and understanding) and action. It means that the expectation process for trust should be

additionally considered before decision making.

2.3 Trustin the 10T environment

There are plentiful trust solutions have been proposed for many network systems which are parts of the 10T
infrastructure such as P2P, multi-agent systems, and e-commerce. In this section, we consider trust in the
I0T: the networks of devices like household appliances, office appliances, sensors and vehicles which are

interconnected seamlessly and with self-configuring capability. These electronic devices, which are billions

2 https://cordis.europa.eu/project/rcn/95532_en.html
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in number and varied in size and computing capabilities, are ranging from Radio Frequency Identification
tags (RFIDs) to vehicles with On board Units (OBUS). The 0T is expected to enable advanced services and
applications like smart home, smart grid or smart city by integrating a variety of technologies in many
research areas from embedded systems, wireless sensor networks, service platforms, and automation to
privacy, security and trust. With recent advanced technologies moving towards a hyper-connected society
from the increasing digital interconnection of humans and objects, big data processing and analysing, the
Internet of Things (IoT)-related applications and services are playing a more and more significant role in the
convenience of human daily life. However various problems occur due to the lack of trust which will hinder
the development of the I0T. To cope with a large number of complex 10T applications and services, it is
needed to create a trusted and secured environment in order for sharing information, creating knowledge and

conducting transactions.
Therefore, trust in the 10T is a special use-case of trust in Computer Science in which:

e Trustees are normally 10T physical devices, 10T networking systems or 10T services

e Trustors are normally end-users or 10T services that are going to interact with the trustees.

e Variety of properties and characteristics involved such as: the interactions of trustors and trustees in
the 10T infrastructure considering three layers of a CPSS: Physical, Cyber and Social layers.

e The trust in 10T involves the human participation as the end-users of IoT applications and services.
The human participation plays an important roles in the evaluation of trust by providing feedback,
recommendation and reputation.

e The evaluation of trust in the Internet of Things is also different from an evaluation mechanism in
Computer Science in general due to the the convergence of two emerging network paradigms, Social
Networks and the 10T as Social Internet of Things (SIoT) which has attracted many researchers as a
prospective approach for dealing with challenges in the 10T. The benefit of SIoT is the separation in
terms of the two levels of humans and devices; allowing devices to have their own social networks;
offering humans to impose rules on their devices to protect their privacy and security and maximize
trust during the interaction among objects assessing trust is imitated by modulating trust in human

society.

Recently, trust in the 10T has been intensively investigated and mostly divided into two types: direct trust
and third party trust [20]. The direct trust is a situation where a trusting relationship is nurtured by two
entities and formed after these entities have performed transactions with each other. The third-party trust
is a trust relationship of an entity that is formed from the third-party recommendations which could mean

that no previous transaction had ever occurred between the two interacting entities. For example, entity
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A trusts entity B because B is trusted by entity C. In this example, entity A derives trust of B from C, and
A also trusts entity C does not lie to him. As with any types of trust relationship, there is a link with the
risk which affects the trusting relationship between the entities. The authors in [21] stress that an entity
will only proceed with the transaction if the risk is perceived as acceptable.

2.4 Definition of Trust

Trust is a broad concept used in many disciplines and subject areas but until now, there is no commonly
agreed definition. It is a critical factor that highly influences the likelihood of entities to interact and transact
in both real world and the digital world. Trust is crucial in that it affects the appetite of an entity to use
services or products offered by another entity. This example can be seen in our everyday life where trust
decisions are made. When purchasing a product, we may favour certain brands or certain models due to our
trust that they will provide better quality compare to others. This trust may come from our past experience of
using these brands’ products (termed “belief”) or from their reputations that are perceived from people who
bought items and left their opinions about those products (termed “reputation”), or from suggestions of your
surrounding such as families and friends (termed “recommendation”). Similarly, trust also affects the
decision of an entity to transact with another entity in the same environment. Both consumers and providers
should trust each other before decisions to consume or to provide the services are made; otherwise fraudulent

transactions may occur.

e Notion of Trust
The trust concept itself is a complicated notion with different meanings depending on both participants
and situations and influenced by both measurable and non-measurable factors. There are various kinds of
trust definitions leading to difficulties in establishing a common, general notation that holds, regardless
of personal dispositions or differing situations. Generally, trust is considered as a computational value
depicted by a relationship between trustor and trustee, described in a specific context and measured by

trust metrics and evaluated by a mechanism.

Previous research has shown that trust is the interplay among humans, social sciences and computer
science, affected by several subjective factors such as social status and physical properties; and objective
factors such as competence and reputation [18]. Competence is the measurement of abilities of the trustee
to perform a given task which is derived from the trustee’s diplomas, certifications and experience.
Reputation is formed by the opinion of other entities, deriving from third parties' opinions of previous
interactions with the trustee. Trust may be human to human, machine to machine (e.g. handshake

protocols negotiated), human to machine (e.g. when a consumer reviews a digital signature advisory
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notice) or machine to human (e.g. when a system relies on user input and instructions without extensive

verification).

Trust Definition

It is challenging to concisely define “trust” of an entity due to its uniqueness to each individual entity.
Several authors have attempted to define trust from a sociological point of view. They define trust as the
trusting behaviour that one person has on another person in a situation where an ambiguous path exists.
In such definition, trust is used to mitigate the risks of the dealings with others. Other authors further
define trust as the capacity and belief of an entity that the other entity would meet its expectations.
However, one of the most prominent works that attempt to derive the notion of trust and was used by
many researchers in the online environment is conducted by Gambetta [22]. The authors state that
someone is deemed as trustworthy, subject to the probability that he will perform a particular action that
is beneficial or non-detrimental for us. This definition is further extended by incorporating the notion of
competence along with the predictability. Gambetta et al.’s definition on trust is also supported by the
author in [23] which further defines trust in an electronic forefront as the competency belief that an agent
would act reliably, dependably and securely within a given context. This belief can be quantitatively
derived from a subjective probabilistic that an agent has over another in a given period of time. We refer

to this definition when discussing about trust throughout this thesis.

2.5 Trust Characteristics and Attributes

Generally, trust presents the confidence and the assurance that entities, users, systems, data and process

behave as they are expected to. Therefore, trust can be considered as a way of achieving extra security and

privacy objectives. As trust can be interpreted in different ways, here we present various meanings from

literature for more clear views on trust in Computer Science [24]. There are several important characteristics

of trust that further enhance our understanding about trust in digital environments as following [24]:

Trust is dynamic:

It applies only in a given time period and may change as time goes by, as it solely depends on the time
and changing nature of entities. As an example from the human world, one who was trustworthy some
time ago can become changed over time and completely unreliable. For example, for the past one year
Alice highly trusts Bob. However, today Alice found that Bob lied to her, consequently, Alice no longer
trusts Bob.

Trust is context-dependent:

Trust applies only in each given context. The degree of trust in different contexts is significantly different.
In different contexts trust can be totally unlike and will have different trust measures for each dissimilar
scenario. For example, Alice may trust Bob to provide financial advice but not for medical advice.
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e Trust is not transitive in nature but maybe transitive within a given context:

That is, if entity A trusts entity B, and entity B trusts entity C, then entity A may not necessarily trust
entity C. However, A may trust any entity that entity B trusts in a given context although this derived
trust may be explicit and hard to be quantified.

e Trustis an asymmetric relationship:

Thus, trust is non-mutual reciprocal in nature. That means if entity A trusts entity B, then the statement
“entity B trusts entity A” is not always true.

The nature of trust is fuzzy, dynamic and complex. Besides asymmetry and transitivity, there are additional

key characteristics of trust: implicitness, antonymy, asynchrony, and gravity [25, 26].

e Implicit:
It is hard to explicitly articulate the confidence, belief, capability, context, and time dependency of trust.
e Antonymy:

The articulation of the trust context in two entities may differ based on the opposing perspective. For
example, entity A trusts entity B in the context of “buying” a book, however from entity B to entity A
the context is “selling” a book.

e Asynchrony:

The period of a trusting relationship may be defined differently between the entities. For example, entity
A trusts entity B for 3 years, however, entity B may think that the trust relationship only lasted for the
last 1 year.

e Gravity:

The degree of seriousness in trust relationships may differ between the entities. For example, entity A
may think that its trust with entity B is important, however, entity B may think differently.

2.6 Trust Provisioning

This section proposes trust taxonomy in different domains in order to identify important issues for trust
provisioning in the loT infrastructure and describes strategies for solving these issues, particularly
considering the trust provisioning process. Trust and reputation are the pillars of many social phenomena that
shape the Internet socio-economic scene. It is important to have a big picture of Trust in the future 0T in
order to successfully develop and deploy trust into applications and services of the 10T infrastructure. Below

is the taxonomy providing initial insights into the ways trust benefits can be felt Figure 2-2.

Due to the huge domain of trust usages in the 10T, there are a large number of challenges for designing,
developing and deploying a trust platform for systems. We follow the structure of the overall trust taxonomy

as illustrated in Figure 2-2 for briefly describing trust provisioning strategies of the 10T infrastructure.
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Figure 2-2. Overall Trust Taxonomy in different domains.

Trust is involved in all aspects and in all perspectives of any systems. For example, in the perspective of
Networking Domain, trust can be provisioned into Security, Region, and Element aspects as illustrated in the
Figure 2-2. We consider four basic domain perspectives, namely Networking Domain, Architecture Domain,
System Domain and Services and Applications Domain. In each domain, we consider some aspects in which
trust can play a role for better improvements. We also consider trust design, trust development and trust
deployment by breaking down to all necessary processes. A trust infrastructure consists of 8 fundamental
processes as illustrated in the “Trust Provisioning Process” category in the Trust Taxonomy figure. They are
Data Collection, Data Access Control and Data Parsing, Data Process and Trust Analytic, Reputation and

Trust Processing, Trust Establishment, Trust Computation, Trust Management and Decision Making.

2.7 Chapter Summary

The term trust in the context of the digital world differs from the concept of trust among people. This notion
of trust stands in contrast to some more intuitive notions of trust expressing that someone behaves in a
particular well-behaved way. Therefore, this section presents different understandings of trust from various
perspectives including concept, definition, characteristics, key features and relationships with knowledge,

security and privacy, particularly with respect to both Computer Science and particularly 10T environment.
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CHAPTER 3. LITERATURE REVIEW ON TRUST EVALUATION
AND MANAGEMENT MECHANISMS

3.1 Introduction

In psychology and sociology, a trust evaluation is a measurement of the degree to which one social actor (an
individual or a group) trusts another social actor. Trust evaluation may be abstracted in a manner that can be
implemented on computers. Trust escapes a simple measurement because its meaning is too subjective for
universally reliable indicators and metrics, and the fact that it is a mental process, unavailable to instruments.
There is a strong argument against the use of simplistic methods to measure trust due to the complexity of
the process and the 'embeddedness’ of trust that makes it impossible to isolate trust from related factors. There
is no generally agreed set of properties that make a particular trust indicator better than others, as each method

is designed to serve different purposes.

Till now, most research on trust has focused on trust management mechanisms for solving security-related
issues such as Access Control in decentralized systems [27, 28], Identity Management [29, 30] and Public
Key Certification [31, 32]. In these research works, some network environments are considered such as
sensor networks, P2P networks, ad-hoc networks, social networks and the 1oT. However, there are limited
works on trust evaluation in the IoT environments; and most of them are related to security enhancement for
dealing with malicious entities or access control. Nonetheless, the research of trust in the loT is very

necessary due to the need for a trusted environment for the 10T to reach its full potential.

Besides, researchers have also focused on developing trust management mechanisms dealing with trust
establishment, dissemination, update and maintenance processes. Some articles have proposed trust
evaluation models based on a set of information (so-called direct trust) by extracting a trustee’s characteristics
or by observing a trustee’s behaviours. This information is used to describe some trust-related characteristics
of an entity that are coined as Trust Attributes (TAs); these TAs are combined into a final value for
representing the trustee’s trustworthiness. The trustworthiness is then unconsciously used as trust. Other
approaches have measured trust based on third-party information about a trustee that the third-parties have

already interacted with, thus, they already gained some clues of trust (so-called indirect trust).

3.2 Overview of Trust Management and Evaluation Mechanisms

A variety of models and mechanisms have been proposed for evaluating trust, however, they have mainly

focused on building reputation systems in social networks for e-Commerce services [9],[10] or focused on
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developing trust management mechanisms in distributed systems such as WSNs [11, 12], mobile ad-hoc
networks (MANET) [13-15], and P2P networks [6, 16]. The trust evaluation mechanisms in these articles are
mostly based on insufficient information (i.e., only direct observation information or only third-party
information). This survey [33] described a detailed discussion about several different trust evaluation

methods. Also, the authors in [34] provided certain classification schemes for trust evaluation techniques.

Some trust models attempt to assess trustee’s trustworthiness by introducing some TAs and associated
evaluation mechanisms for generating a so-called trust. They indeed calculate direct trust that is a portion of
the perceived trustworthiness. Researchers have pointed out that in some scenarios such as MANETS, due to
high mobility, it is challenging to maintain a centralized system for managing third-party information,
resulting in only direct observation information being possibly obtained; and they have to adapt the trust
models based on constraints of the environments [13, 14]. In these evaluation models, the direct trust consists
of a set of manifold TAs that are necessary and sufficient for a trustor to quantify trust in a particular
environment. The perceived trustworthiness is not required to cover all TAs, instead, the set of TAs should
be deliberately chosen based on the trustor’s propensity and the environmental factors (even though in these
articles, the trustor’s propensity and the environment characteristics are not mentioned). For example, when
evaluating trustworthiness of sensor nodes in WSNs, Bao and Chen have used Cooperativeness, Community-
Interest, and Honesty to judge whether a sensor node is malicious or not. These TAs help to evaluate
trustworthiness of a sensor node in a WSN that contains some types of vulnerabilities and attacks [11]. The
disadvantage of this approach is that the authors do not have a mechanism to combine such information to
illustrate the subjectivity of trust. Thus, what they calculate is an instance of an entity’s trustworthiness. Y.
Yu et al. in [12] have analysed various types of threats and attacks and a variety of trust models in the WSN
environment for secure routing protocols by characterizing many attributes of a secure system such as
security mechanisms and attack preventing mechanisms. Li et al. in [15] have used only local information
about a node for evaluating trust, giving an incomplete partial trust for trust management called Objective
Trust Management Framework (OTMF) in MANETSs environment. The novel idea is that they apply a
modified Bayesian model using different weights assigned for each piece of information obtained from direct
observations. The information is collected using a watchdog mechanism; and in order to calculate weights
for each kind of information, the OTMF floods all the observation information throughout the network. A
node can rely on the observation from neighbours (called second-hand information) for determining its own
weights. The problem of the mechanism is the generation of a significant amount of overhead to MANETS.
In [6, 35], the authors have mentioned about trust-related information extracted from the three layers of a
networking system namely physical, core and application layers; and they use the information for quantifying
trust. An inference engine based on fuzzy logic is used to infer a trust level. However, the drawback of this
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approach is only focusing on objective factors but not on subjective factors of trust. As a result, values they
got from the computation mechanism do not reflect some key characteristics of trust, thus cannot be
quantified as trust. An interesting article is about judging trust based on several features extracted from social
interactions such as spatiality, relative orientation, frequency of interactions, and duration of interactions
[36]. However, this information is not sufficient to accurately derive trust due to a variety of assumptions on

relations between trust and behaviours of entities which are sometimes not correct.

Some trust models imitate the human cognitive process to form a belief value by considering several types
of Tls such as reputation and recommendation and observation. These models have been proposed for trust
evaluation and trust management in P2P networks [37], Social Networks [38], 10T [11, 39] and in SloT [40].
Most of them are based on int