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 The internet of things (IoT) is one of the most advanced technologies that 

have emerged in the last decade. In recent years, IoT has been used in many 

medical fields. With the emergence of the Coronavirus pandemic, some IoT 

technologies were employed to serve the health sector to make quick and 

accurate decisions to save people's lives. However, there are still many ideas 

and works not yet implemented that could be applied in many aspects to 

preserve people's lives. Therefore, it is necessary to collect works and ideas 

that depend on IoT to produce modern systems quickly to serve the health 

sector. In this paper, a review of the most recent technologies of IoT against 

Coronavirus disease (COVID-19) has been done. A comparative and analysis 

among the previous works have been done to reach the most efficient 

depending on comparing the services that each work has provided. Besides 

that, suggest several new ideas that can be adopted as systems use IoT 

technologies and the expected advantages that can be gain from applying 

these ideas. A framework for a proposed idea to build a comprehensive 

monitoring system based on IoT technologies on the patient and hospital 

sides and expected advantages of implementing the system has been done.  
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1. INTRODUCTION 

Wireless networks have seen continuous development in recent decades such as MANETs [1]-[3], 

Cellular mobile networks, intelligent systems [4], [5], and one of the important things that have been 

developed in recent years is the so-called internet of things (IoT) [6], [7]. The increase in tasks entrusted to 

humans and the pressure of work that causes a lack of precision and focus in accomplishing these tasks, one 

of the reasons that led to the emergence of the idea of the internet of things and became the best solution to 

many problems in human life [8]. Internet of things has been used in many areas of human life, such as 

education [9], industry [10], [11], agriculture [12], health [13], and smart home [14]. The main idea of the 

internet of things is the link between the physical parts such as cars, homes, planes, and the human body 

through devices that contain programs in anytime and anywhere in the world that helps human to control 

them remotely, or it is an alternative to the human being to make a faster and more accurate decision [15]. 

The internet of things has been used in many areas that have greatly assisted humans, and it has become one 

https://creativecommons.org/licenses/by-sa/4.0/
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of the major revolutions in the field of developing wireless networks [16]. One of the important areas in 

which the internet of things has been applied in the healthcare sector to preserve human life [17]. 

The internet of things has been used in many areas of health care, such as monitoring the health of 

patients in hospitals, assisting doctors in making decisions, and relieving pressure on them during the 

practical effort [18]. As we all know, the world is now exposed to a dangerous virus attack, which is  

COVID-19, which is likely to kill any young or old person, strong or weak, rich or poor because it is a 

dangerous virus, blind, and can't be seen by the naked eye, except through symptoms that appear on a  

person [19]. With the massive spread of this virus in all countries of the world, it has become difficult for 

health personnel to follow and monitor all people to conduct tests to detect the virus or monitor the health 

status of all people infected with this virus because the number of infections has reached very large numbers, 

so it has become difficult to control them by health personnel only. Therefore, the researchers in the past few 

periods have developed some technologies that help to detect the virus, monitor the health status of patients 

infected with this virus, and make some decisions on behalf of health personnel automatically. 

This research greatly contributes to supporting the health sector to save the lives of people infected 

with Coronavirus disease (COVID-19) by helping researchers to: Quickly access the most efficient systems 

that use the internet of things technologies that have been adopted to combat the Corona pandemic in order to 

develop more efficient systems. Ideas that have been proposed in this research, methods of implementing 

them, and the expected advantages of each idea in order to help researchers. A framework for building a 

comprehensive and intelligent emergency system between patients moving inside or outside homes and 

hospitals and the expected benefits of implementing this system. 

This research is organized as follows: The second section is related work. The third section is 

systems that can rely on IoT techniques to face the COVID-19 pandemic. The fourth section is the 

framework for a proposed idea. The fifth section is the expected advantages of implementing the system. The 

last section is the conclusion. 
 
 

2. RELATED WORK 

In recent decades, many researchers have developed and improved many ideas and research in the 

field of the internet of things in many fields to serve the human community [20]-[21]. In the industry, for 

example, wireless monitoring and control of many factories [22]. In agriculture, irrigation levels are 

controlled depending on weather conditions [23]. Education, for example, attendance systems and recording 

the absence of students [24]. Health, for example, systems to monitor the health of hospitalized people [25]. 

Today, in light of the recent circumstances the world witnessed with the spread of the COVID-19 

virus, the world was completely paralyzed in all aspects of life. The first line of defense against COVID-19 is 

the medical staff in the health sector to counter this deadly virus. With all the human capabilities and 

equipment, it has become difficult for medical staff to monitor the large number of people who have been 

infected with this virus, and to provide tests for people to detect this virus, as well as to give appropriate care 

to all cases that have been confirmed with the virus. Therefore, the researchers worked on developing some 

systems that adopt internet of things technologies to help medical staff in detecting people with this virus and 

also provide appropriate care for those infected with speed and the right time to save the lives of people. 

Some examples of the IoT techniques systems are system of patiant’s temperature monitoring, system of 

patiant’s oxygen body measurement, heart rate measurement system, and other systems that work to control 

the level of oxygen given to the patient according to his health condition, and so on. 

In the last months, there are some new related works that depend on IoT techniques to build systems 

that have been helped the health sector stand against Covied-19. The most important of these related 

researches have been browsed in Table 1 (see appendix). Table 2 (see appendix) shows a comparison 

between the services provided by the most important previous works that adopt IoT technologies to combat 

COVID-19. Despite some of these previous works like the last one was the most diversified in providing 

services to help limit the outbreak of the COVID-19 compare to other works, but there is still a great need to 

activate new ideas which can exploit IoT technologies to stand against the Corona pandemic on a larger 

scale. Especially with the tremendous pressure on the health sector because of the great outbreak of this virus 

around the world. 

 

 

3. IOT SYSTEMS FACING COVID-19 PANDEMIC  

In this section, an important idea that can rely on IoT technologies as a platform in their works have 

been suggested which can help researchers to build and develop systems to stand against the Coronavirus, as 

shown in Figure 1. The suggested method that researchers can follow to implement each idea as a system and 

the expected advantages of implementation of this idea are reviewed in Table 3.  
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Figure 1. Many of the ideas can apply as systems against the COVID-19 pandemic depending on IoT techniques 

 

 

Table 3. The method and advantages of each proposed system based on IoT techniques 
A system based IoT 

technique 
Method Advantages 

Air survey systems for 

infected cases in public 
places 

• Drones use thermal imaging to detect people with high 

temperatures 

• Rapid identification of infected 

people in public places. 

• Maintaining the safety of non-

infected people. 

• Reducing the momentum for 

the medical staff. 

• Reducing expenses on medical 

examination. 

Systems to determine 
the numbers of Corona 

patients and their 

locations in the regions 

• Using thermal imaging by monitoring cameras in the streets or 

through devices that are worn by specialized people wandering 

in public places to detect people who suffer from high 

temperatures and determine their locations and thus access to 

statistics on the number of infected people in each region. 

• By preparing infected people in 

every region, it is possible to 

alert people on regions with 

major infections and avoid 

going to 

Alarm systems when 
you are near a person 
with a high temperature 

• A personal wearable device that detects the temperature of close 

people. 

• Helping medical personnel in 

identifying those infected. 

• Help avoid mixing with 

infected people. 

Systems to avoid 
touching in public 

places 

• The use of smart, non-touch control devices in public places 

baths such as shopping centers, mosques, and hospitals, and the 

use of smart payment technologies. 

• Reducing physical contact and 

preventing the spread of the 

virus. 

Systems to determine 
the distance between 
persons 

• A wearable personal device that alerts when the permitted 

distance between individuals is exceeded 

• Always alert the person to 

avoid any possible infection 

from physical contact. 

Personal systems to 

monitor people in 

contact with confirmed 
cases 

• Devices that connect to people who have been proven to be in 

contact with people who carry the virus and are connected 
automatically to the hospital through the mobile network or the 

Internet. 

• Reducing the momentum on 

hospitals and medical personnel 

Patient monitoring 

systems inside hospitals 
• A system consisting of devices that link to the bodies of people 

infected with the virus in hospital rooms. These devices 

periodically read the body temperature, the percentage of 
oxygen, and the heartbeat, and send them via the mobile 

network or the Internet to the hospital's control unit, which is 

under the supervision of specialized medical personnel. Also, 
these devices alert when the patient's condition deteriorates. 

• Reducing the momentum on the 

medical staff. 

• Reducing contact times of 

medical staff with patients to 

maintain medical staff. 

Home systems to 

monitor the health of 
Corona patients 

• A system consisting of devices that link to the bodies of people 

infected with the virus in houses. These devices periodically 

read the body temperature, the percentage of oxygen, and the 

heartbeat, and send them via the mobile network or the Internet 
to the hospital's control unit, which is under the supervision of 

specialized medical personnel. Also, these devices alert when 

the patient's condition deteriorates and have the ability to 
automatically control the percentage of oxygen depending on 

the patient’s condition. 

• Reducing hospital visits by 

relatives of patients, thereby 

transmitting the virus out of the 

hospital. 

• Reducing momentum on 

hospitals and medical staff. 

• Reducing contact times 

between medical staff and 

patients to maintain medical 
staff. 
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4. FRAMEWORK FOR A PROPOSED IDEA 

The internet of things (IoT)is an innovative platform to build a system against the COVID-19. 

Among the most important steps that can be taken to build an integrated system against Coronavirus are:  

i) First step: Using a variety of internet of things technologies, health data about infected patients is collected 

from several sites through continuous monitoring; ii) Second step: Building a virtual management system that 

analyzes the collected data and makes the appropriate decisions based on the experience gained from the 

analysis of the previous data; iii) Third step: Analyze new data and make immediate quick decisions to aid 

critical cases of patients with COVID-19; iv) Fourth step: Controlling the data and following up the incoming 

and outgoing reports of the patients infected with Coronavirus. 

The idea of the system in the form of steps that can be relied upon to support the health sector has 

shown in Figure 2. Figure 3 shows a framework for one of the proposed ideas that can be constructed using 

IoT technologies. The idea is to build an integrated system to monitor mobile people infected with 

Coronavirus, inside or outside homes. This system consists of three main parts: The first part is called the 

Transmitter part of the proposed system with mobile patients (TPSMPs), where each patient has its TPSMP. 

The second part is called the receiver part of the proposed system in hospitals (RPSHs), where each hospital 

has its RPSH. The third section is an intelligent emergency system in the main controller unit. 

 

 

 
 

Figure 2. Implementations steps of the proposed system that uses IoT techniques 

 

 

The TPSMP consists of several sensors to measure the temperature of the patient’s body, heart rate, 

oxygen percentage, blood pressure, blood sugar, and locate the patient’s location. The values received from 

these sensors are transferred to a control unit that collects this information in the form of a message called 

message of mobile patient (MoMP) and this message is sent through the global system for mobile 

communications (GSM) network to the RPSH in hospitals. The RPSH consists of a receiving system that 

receives the incoming MoMP messages from TPSMPs through the GSM network and displays them on 

monitoring screens to be viewed by the specialists. Copies of the MoMP messages are sent to the intelligent 

emergency system. 

The main controller unit consisting of an intelligent emergency system on a server. The intelligent 

emergency system analyzes the data contained in the MoMP messages and takes appropriate decisions in 

emergency cases. If the data in the message indicates that the patient’s condition is normal, the system will 

only display that message on the screens in hospitals for monitoring by specialist doctors. But, if the received 

message contains data indicating to find a critical case, the system works to alert the specialist doctors by 

sending an emergency message to the nearest hospital to the patient’s location, including the patient’s 

condition data, to present it to the specialist doctor and send the ambulance to the patient’s location as soon 

as possible. Besides, an emergency message containing some first aid instructions called (EMFA) is sent to 

one of the patient's relatives until the ambulance arrives.  
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Figure 3. Framework for a proposed idea 
 
 

5. THE EXPECTED ADVANTAGES 

The important advantages that can be obtained when implementing a comprehensive monitoring 

system based on the internet of things technologies on the patient and hospital sides to stand against the 

Corona pandemic can be summarized as follows: i) To capture real-time data and other necessary 

information about the condition of a patient with Coronavirus [38]-[40]; ii) Ensure that all people infected 

with the virus are quarantined; iii) A system based on IoT technologies is considered as a rapid and 

immediate monitoring system; iv) Track all patients at risk of this virus through the Internet, by monitoring 

blood pressure, temperature, heart rate, and oxygen levels [41]; v) Improve the efficiency of the medical 

staff; vi) Relieve pressure and burden on medical personnel; vii) Reducing the percentage of errors that may 

occur as a result of work pressure. 
 

 

6. CONCLUSION 

In this paper, the importance of IoT technologies in building smart systems is explained and how 

they are used to support the health sector. In the related work section, special emphasis has been placed on 

the latest previous researches that have adopted various technologies from the internet of things to stand 

against the COVID-19 pandemic, by reviewing and analyzing the method, goals, and results of each research. 

Some of the most important works were reached by comparing and analyzing these works with each other 

depending on the services that each system can provide. Also, many ideas that can be adopted as systems 

based on IoT technologies that can support the health sector to combat the Coronavirus were proposed. A 

framework was proposed for one of the ideas that could be adopted as a comprehensive monitoring system 

between patients moving in and out of homes and hospitals using an intelligent emergency system. Some of 

the expected benefits that could be gained from implementing the proposed framework were presented. 
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APPENDIX 
 
 

Table 1. The most important previous works that used IoT techniques against COVID-19 pandemic 
Reference The IoT 

techniques 

The method of work Objective The result 

Swayamsiddha 
& Mohanty in 

2020 [26] 

CIoMT Connect all persons to a network to 
monitor and manage the infected 

cases of COVID-19. 

Reducing time and effort on 
health personnel and 

accurate diagnosis to save 

people. 

Real-time tracking, 
contact tracking, remote 

health monitoring, 

surveillance, rapid 
diagnosis of the cases, 

clustering, and screening. 

Nilashi et al. in 
2020 [27] 

The wearable 
devices that 

depend on IoT 

Educating people on  
the internet of things  

wearable devices. 

Check the advantages of 
devices that use the IoT 

technology and their benefits 

in case of outbreaks of 
diseases such as COVID-19, 

and educate people about 

wearing them. 

Finding the ability to use 
social media and advise 

agents on how to 

advertise and marketing 
to urge people the 

wearing devices that use 

the internet of things 
Rahman et al. in 

2020 [28] 

Intelligent disease 

surveillance 

systems adopt IoT 

Governmental directives  

to adopt rapid health  

measures based on smart 
technologies 

Collecting and analyzing 

information obtained from 

smart monitoring systems 
that use IoT technologies 

Help medical staff to the 

early identification of 

potential places to 
outbreaks of diseases to 

reduce the spread of 
COVID-19 

Tripathy et al. in 

2020 [29] 

Easy Band adopt 

IoMT 

Automatic call tracking To reduce the cases that can 

be infected with COVID-19 
and encourage the necessary 

social spacing 

The results expect that 

Easy Band in the future 
will be an integral part of 

smart healthcare 

components 
Singh et al. in 

2020 [30] 

Healthcare 

systems that rely 

on internet of 
things 

technologies 

Search using popular engines  

like Google Scholar, Scopes,  

and Research Gate about the 
keywords "COVID-19",  

"internet of things", and "IoT" 

Explore and review most of 

the researches that use the 

internet of things 
technologies to invest them 

in standing up against 

COVID-19. 

Implementing IoTs 

technologies, reducing 

healthcare costs for 
Corona patients, and 

improving treatment 

outcomes 

Fatima et al. in 

2020 [31] 

IoTSMCFIS An IoT system was developed  

by sensors that connect to the 

patient’s body, which connects to 
the database of the internal system 

that uses fuzzy logic technology to 

monitor patients and predict results 
to determine if the patient is 

infected with COVID-19 or not. 

To monitor patients and 

determine whether they are 

infected with COVID-19 or 
not. 

The outcomes of the 

proposed system were 

very satisfactory 

Mohammed et 
al. in 2020 [32] 

The Smart Helmet 
System 

A smart helmet that contains a 
system that can automatically 

detect a virus IoT through complex 

thermal imaging 

Protecting health personnel 
from directly tach with 

COVID-19 patients 

The outcomes of the 
proposed system were 

very satisfactory 

Wang et al. in 

2020 [33] 

SIoT The social relationships between 

mobile devices (SIOT) were used 

to collect data related to the 
problem of the spread of COVID-

19, after that, an RAI algorithm 

was proposed to solve this problem 

after converting this problem to the 

MWVC problem. 

Helping to control the 

infection rate of Coronavirus 

through early diagnosis of 
infected cases. 

The results showed that 

the proposed system 

could significantly reduce 
the prevalence of the 

Crohn virus 

Vasantharao & 
Arifunneesa in 

2020 [34] 

Arduino UNO Smart tunnel designed using 
Arduino Uno technology and 

connected to the Internet to be 

placed in the entrances of markets 
and other crowded places 

To sterilize and measure the 
temperature of people 

entering to detect people 

with COVID-19 

The system was tried and 
worked well and was 

satisfactory 

Mohammed et 

al. in 2020 [35] 

Drones depending 

on the IoT 

A system is designed that adopts 

the technology of the internet of 
things in the form of drones with 

the ability to use virtual reality for 

direct scanning on people to reveal 
the thermal image of people. 

To detect the temperature of 

people on drones, using the 
internet of things 

technology. 

The results were very 

beneficial and effective in 
the health sector. 

Ben Hassen et 

al. in 2020 [36] 

Use the IoT 

technique to build 
a home 

hospitalization 

system 

The most modern technologies 

which are cloud computing, the 
internet of things, and fog 

computing, were used to build a 

home hospital system. 

To provide timely and 

appropriate health care to 
patients with COVID-19 and 

to reduce the momentum on 

hospitals and medical staff. 

The results of the  

system evaluation were 
satisfactory for the 

medical staff and 

patients. 
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Table 2. A comparative between services that previous IoT systems contained to combat COVID-19 

Reference 
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Nilashi et al. [27] Out      Yes    

Tripathy et al. [29] Out      Yes   Yes 
Singh et al. [30] Out     Yes Yes    

Fatima et al. [31] In Yes      Yes Yes  

Mohammed et al. [32] Out Yes    Yes Yes    
Wang et al. [33] Out     Yes Yes    

Vasantharao & Arifunneesa [34] Out Yes         

Mohammed et al. [35] Out Yes    Yes     
Hassen et al. [36] Out Yes Yes Yes       

Garg et al. [37] Out     Yes Yes Yes Yes  
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