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Abstract—This paper addresses the silo concern that under-
mines the participation of IoT-compliant things in composition
scenarios. By analogy with composite Web services, each sce-
nario is specified in terms of choreography and orchestration
and at design-time and run-time. To define things’ execution
behaviors during composition, a set of transactional properties
known as pivot, retriable, and compensatable, are used allowing
to decide when thing execution should be confirmed, rolled-
back, or stopped. Along with these properties, another set of
availability properties known as limited, renewable, and non-
shareable specify the resources that things consume at run-time.
Not all resources are always available and hence, could impact
the execution of thing composition scenarios. A case study related
to Industry 4.0 is used to motivate thing composition.

Index Terms—Choreography, Industry 4.0, IoT, Orchestration.

I. INTRODUCTION

Internet-of-Things (10T) is one of the fastest growing fields
in the ICT world. According to Gartner (www.gartner.com/
newsroom/id/3165317), 6.4 billion connected things were in
use in 2016, up 3% from 2015, and will reach 20.8 billion
by 2020. To tap into the opportunities related to this ever-
growing number of things, we recommend engaging things in
composition scenarios. Composition is about putting things
together so, that, each thing would know what to do, where,
when, and with whom to communicate [16]. To specify thing
composition, we resort to the concept of process model that
underpins the design of any business process.

Despite the tremendous possibilities that 10T offers to the
R&D community, most today’s things are confined into “silos”
due to challenges related to diversity and multiplicity of things’
development and communication technologies [3], users’ re-
luctance to and sometimes rejection of things because of
privacy invasion [17], limited loT-platform interoperability [5],
lack of an loT-oriented software engineering discipline that
would guide thing analysis, design, and development [23],
and, finally, passive nature of things that primarily act as
data suppliers (with some actuating capabilities) [19]. Thing
composition should address the “silo” concern by allowing
things to work together.
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By analogy with Web services composition [7], we examine
composition of things from 2 perspectives that are orches-
tration (focus of this paper) and choreography. The former
relies on a centralized module that would have full control over
all the operations of the component things participating in a
composition. And, the latter relies on peer-to-peer interactions
that would allow the component things to act freely but, at the
same time, be held accountable for their operations’ outcomes.
Besides these 2 perspectives, we also focus on the execution
behavior and resource consumption of things when they partic-
ipate in compositions. We define the execution behavior with a
set of transactional properties ( [13], e.g., pivot and retriable)
and resource consumption with a set of availability properties (
[15], e.g., limited and renewable). In this paper, we present an
approach for composing things that considers the transactional
properties of things, the availabilities of resources, and whether
orchestration or choreography is adopted.

In what follows Section II presents some related work.
Section III motivates thing composition using a case study.
Sections IV and V detail the thing composition approach in
terms of concepts and operations. Concluding remarks and
future work are included in Section VI.

II. RELATED WORK

It is largely accepted in the R&D community that today’s
things are still “primitive” and, that, the lack of universally
agreed-upon standards and protocols for thing communication
is confining things into separate ‘“‘silos” refraining their com-
position [18]. To the best of our knowledge, there are no works
dedicated to thing composition in terms of orchestration and
choreography. To address this gap, Web services composition
can be looked at as a close related domain.

In [20], Asghari et al. discuss a systematic review of 2012-
2017 references about service composition in |0T. The review
led to developing a technical taxonomy of service composition
approaches. For instance, they classified these approaches
into functional and non-functional. The former verifies the
behavior of compositions such as correctness, reachability,
deadlock, and safety. The latter analyzes QoS factors of
service composition considering 3 groups of 10T architectures:



infrastructure-based, Internet protocol-based, and application-
based. In [6], Chen et al. propose a distributed approach for
0T device management and service composition based on
social networks. Heterogeneous 0T devices are encapsulated
into Restful Web services so, that, 0T services invocation is
made transparent. The authors emphasize the social relations
between 0T services to propose a flexible and scalable mecha-
nism that would support [0T services composition. The objec-
tive is to satisfy users’ requirements by achieving an automatic
collaboration of heterogeneous 10T devices. The authors also
classify 0T services into location, type, and correlation in
order to boost service registration, selection, and management.
In [22], Yang and Li propose an l0T information-service com-
position approach for sensory-data selection and aggregation.
The approach consists of user demand analysis, service search
and match, service selection, and, finally, service composition.
It is based on QoS so, that, an optimal service composition
solution is developed using genetic algorithms. In [11], Li and
Jiang consider that 10T services are different from traditional
services due to the dynamic nature of their environment. They
present a context-based approach for [0T service composition
and use OWL to build an 10T context ontology. By satisfying
certain contextual constraints (i.e., location information, user
information, and computing entities), composition meets the
needs of service users. Particularly, Li and Jiang’s work
divides service selection into computational context to select
the appropriate services and QoS to select the best services
according to users’ needs.

Some recent research consider fog in the context of
service-oriented resource management model for 0T devices.
Wen et al. discuss the emerging issues, challenges, and future
research directions in fog enabled orchestration for loT [21].
Aazam et al. consider the orchestration of l0T networks
using fog nodes [1]. And, Andro¢ec proposes a framework
to compose things as services and cloud services [2]. He uses
ontologies and JSON-LD to semantically annotate services.
He also devises a mechanism to semi-automatically compose
services.

The existing approaches consider that real-world things
provide their functionalities as Web services [1], [6], [9], [11],
[12], [20]-[22]. As a result, there is a mix between loT and
service composition, which is not in-line with the separation
of concerns principle [10]. Moreover, these approaches are too
restrictive since not all connected things can be exposed as ser-
vices. The impact of resources and transactional properties on
thing composition is also not considered. It seems right to put
efforts into the development of thing composition approaches
that would consider both resources and transactions. This
would include defining an architecture for thing composition,
addressing both orchestration and choreography issues, man-
aging thing discovery, and handling production/consumption
and sharing of resources between things.

III. CASE STUDY: IOT-DRIVEN INDUSTRY 4.0

In line with Industry 4.0 revolution [8], our case study
is about a carmaker who embraces 10T and its derivatives

(e.g., fog, cloud, cognition, and ubiquity) to improve customer
satisfaction, cut operation costs, etc. Tapping into l0T capa-
bilities, several 10T-driven operations could be planned. First,
robots that stamp and paint cars constantly report their jobs to
a control center. RFID fitted accessories are instantly tracked
and dispatched. Welding machines promptly intervene upon
the request of heat sensors. Finally, workers communicate and
synchronize with peers using wrist devices.

The carmaker would like to increase the business’s profit
by running his own showrooms for the cars’ luxury models
(e.g., price above US 50K) instead of relying on third parties.
Thus, he would like to oversee the complete sales process
from order receipt to car shipping and, finally, car handover. To
allow the carmaker to achieve the above benefits, the following
thing composition scenarios could be considered:

1) During the order stage: prior to finalizing any order, cus-
tomers can customize their cars by adding accessories. In
that case, the workshop is informed so, that, actions are
taken like fine tuning some robots, checking the avail-
ability of accessories, and contacting some suppliers. A
“smart” warehouse would be of great support allowing to
maintain appropriate stock levels along with responding
to last-minute requests. Through a dedicated app, the
carmaker and customers track the order completion
progress thanks to a potential composition of things
that would involve smartphones/tablets, cars’ bodies,
stamping robots, and fixed accessories.

2) During the shipping stage: once the cars are ready for
either shipment or direct pickup, “smart” logistics based
on sensory networks in specific airports and seaports
would permit to track the status of cars in real time,
preventing delays and damages. Through the same app,
the customers track the locations of their cars and
the carmaker sends customs the necessary documents
for clearance. A potential composition of things would
involve the “smart” warehouse, ships and trucks on the
move, customs, and insurance companies.

3) During the handover stage: the same app is used to
confirm the agreed upon handover date, to check all the
paperwork, and to notify the showroom staff to organize
a small ceremony. A potential composition of things
would include ready-to-handover cars, the showroom
staff, and the road traffic authority.

With respect to order, shipping, and handover stages, some
compositions of things are orchestrated while others are
choreographed. On the one hand, when the carmaker receives
orders, the control center needs to known all these orders
since some specialized accessories are expensive and thus,
made on-demand. Any delay in their delivery would impact
the whole production plan. An orchestrated control of ongoing
compositions would offer a complete picture of the progress
of each order. This orchestration would aggregate disparate
sensor technologies, connect to spare parts’ providers, and
streamline retail operations with a single view of all customers.
On the other hand, when a customer is notified of the car



handover, a choreographed control of ongoing compositions
would be enough allowing each participating thing to coordi-
nate its next actions with the peers in the same composition.

IV. BACKGROUND

As stated in Section I, we either orchestrate or choreograph
thing composition. Contrarily, Belkeziz and Jarir mix both
to achieve thing coordination and not composition [4]. They
argue that existing composition approaches have been geared
towards specific case studies and thus, cannot be generalized.
Moreover, they note that these approaches align coordination
with service orchestration and service choreography, which
is not in line with our vision of how things should be
composed. Services and things should not be treated at the
same level of abstraction. And, techniques for services should
not “blindly” be applied to things. Things are “immersed” in
cyber-physical surroundings while services are “immersed” in
cyber surroundings, only. In this section, we discuss the duties
of things and then, present how transactional properties apply
to things’ duties and how resources are defined so, that, things’
duties can consume them.

A. Duties of things

In a previous work [14], we identified things’ duties that
are sensing, actuating, and communicating. These duties are
either enabled or disabled ((0,1) in Fig. 1) according to the
requirements that a thing composition is expected to satisfy.
We note that thing participation in compositions is strictly
dependent on their enabled duties.

From a duty perspective, (i) a thing senses the cyber-
physical surrounding so, that, it generates (raw) data; (ii) a
thing actuates data including those that have been sensed; and
(iii) a thing communicates with the cyber-physical surrounding
the data that are sensed and/or actuated. Receiving data
and/or commands from external parties (e.g., other things) is
also taken care by the communicating duty, but this is not
considered in this work.

/ is meant for

actuating
(0.1)

ommuni cating
()

exchange

Fig. 1. Representation of a thing’s duties

A thing’s sensing (S), actuating (a), and communicating (C)
duties can be put together which for instance, exemplifies
situations of compositions when these duties originate from
separate things. The combined duties are as follows (bidi-
rectional “exchange” link in Fig. 1 is not considered in this
work, too):

1) s—a—c: sensed data are passed on to actuating; and
the data that result from actuating are passed on to
communicating for distribution.

2) s—a: sensed data are passed on to actuating; and the
data that result from actuating are finals.

3) s—c: sensed data are passed on to communicating for
distribution.

4) a—c: data that result from actuating are passed on to
communicating for distribution.

B. Transactional properties of things

In the literature, transactional properties are of 3 types [13]:
pivot, compensatable, and retriable. These properties are
used for different purposes, one of them is to declare when a
failed execution is tolerated and when a successful execution
can be canceled. The execution concerns task (used hereafter
for illustration) in the context of business processes and
transaction in the context of databases. A task is pivot if once it
successfully completes, its execution effects remain unchanged
forever and cannot be undone. Additionally, a pivot task cannot
be retried following failure. A task is compensatable if its
effects after successful execution can be semantically undone
(through another task). And, a task is retriable if it is sure to
successfully complete after several finite activations.

In the context of l0T, not all the transactional properties
are applicable to things’ duties as per the below discussion
(Table T where yes/no refer to applicable/not-applicable):

TABLE 1
SUMMARY OF COUPLING TRANSACTIONAL PROPERTIES TO A THING’S
DUTIES
Transactional Thing’s duties
property Sensing [ Actuating | Communicating
Pivot no no no
Retriable yes yes yes
Compensatable no yes no

Sensing duty: according to the case study, a car’s rain sensor
exemplifies the sensing duty.

« Pivot coupled to sensing should not arise; a failed sensing
would deprive 10T applications from data.

« Retriable coupled to sensing could arise to guarantee data
availability to 10T applications.

o Compensatable coupled to sensing should not arise; a
failed sensing is not acceptable (like pivot) and canceling
(in the sense of recalling/undoing) what has been sensed
is not doable.

Actuating duty: according to the case study, a car’s wipers
exemplify the actuating duty.

e Pivot coupled to actuating should not arise; a failed
actuating would deprive l0T applications from pro-
cessed/acted upon data.

o Retriable coupled to actuating could arise to guarantee
processed/acted upon data availability to l0T applications
and/or to allow loT applications to process/act upon data
further.



o Compensatable coupled to actuating could arise; a failed
actuating is acceptable and canceling (in the sense of re-
versing) what has been actuated/acted upon is doable, too.

Communicating duty: according to the case study, a car’s
GPS exemplifies the communicating duty.

« Pivot coupled to communicating should not arise; a failed
communicating would deprive l0T applications from data.

o Retriable coupled to communicating could arise to guar-
antee data availability to 0T applications.

o Compensatable coupled to communicating should not
arise; a failed communicating is not acceptable (like
pivot) and canceling (in the sense of recalling/undoing)
what has been communicated is not doable.

Out of the above discussion, we conclude that retriable is
appropriate for all duties and hence, will be taken into account
during thing composition.

C. Resource availabilities to things

To define the availability properties of resources so, that,
things plan the consumption of these resources, we build upon
our previous work on social coordination of BPs [15] and
consider the following properties:

o limited (I): the consumption of a resource is bound to a
quantity and/or time period. On the one hand, the resource
(e.g., 2 paint jars) becomes unavailable for all things once
the quantity is finished. On the other hand, the resource
(e.g., robots” weekly service plan) becomes unavailable
for a particular thing beyond the time period, but could
remain available for other things for consumption, should
these things be not concerned with the time period.

« Renewable (rn): contrarily to limited, a thing could
extend the consumption of a resource for another time
period (e.g., warehouse access card extended for another
month) or request an additional quantity (e.g., 1 addi-
tional paint jar), should the resource remain available
(e.g., not requested by another thing and not-violating
any constraint).

o Non-shareable (ns): when the concurrent consumption
of a resource (e.g., vehicle certificate document) by many
things needs to be scheduled.

Unless stated, we assume that a resource is by default
unlimited (ul) and/or shareable (s). To charge resource
consumption, we develop 3 categories of prices that are
commonly used in the airline industry for economy tick-
ets (e.g., emirates.com) (Table II): saver, flex, and flex+.
Each category promotes a different refund and change policy
prior to consuming resources. It is worth noting that prices
(e.g., saver) for some resources might not be available or sold-
out at the discretion of their providers. In Table II, refund and
change policies target things (i.e., owners) that could consider
canceling/postponing their resource consumption, selecting
other resources after agreeing on others, and/or revising their
demands of resources.

o Saver is the lowest price due to no refund and no change.

TABLE 11
PRICE BREAKDOWN FOR A RESOURCE
Policy Prices
saver: lowest flex: in-between flex+: highest
Refund No refund With a fee No fee
Change No change With a fee No fee

o Flex+ is the highest price due to refund and change at
no-cost.

o Flex is between saver and flex+ prices due to refund and
change with a fee.

V. ORCHESTRATION-DRIVEN, RESOURCE-AWARE
COMPOSITION OF THINGS

Our objective is to check the doability of having a composi-
tion of things with respect to ({) composition types (orchestra-
tion versus choreography), (if) transactional properties (pivot
versus retriable versus compensatable), and (iii) availability
properties (limited versus renewable versus non-shareable). It
happens that a composition cannot occur at run-time due to
certain transactional and/or availability properties. We note
that thing description, discovery, and selection for participation
in compositions do not fall into this paper’s scope.

In compliance with Table I, only retriable property is
applicable to all duties of a thing. As a result, pivot and
compensatable properties are discarded from our resource-
aware composition approach. For a retriable thing, resources
are required to secure its first-time execution and, in the case
of failure, to retry its (re-)execution until success. Ideally, a
thing would like to use same resources for both first execution
and re-execution. However, this might not always be possible
during re-execution as some resources could “vanish” being
consumed by or assigned to other things at run-time. One
assumption is that any resource assigned to a thing covers
one execution cycle of this thing, whether this cycle leads to
success or failure.

A. Definitions

Definition 1: We define a resource r as a tuple <
id, desc,ava, P > where: id is a resource identifier; desc is
a textual description of the resource (either compute, store, or
communicate); ava is an availability property of the resource
(ava € {uls,l;r,ns}); unless stated, a resource is unlimited
and shareable (ava = uls); and, P is a set of prices of the
resource according to its availability property and consists of
3 couples < cat,p > where cat is a price category of the
resource (cat € {saver,flex, flex+}) and p is a positive value
for a particular price category (p € R™). It happens that p is
zero referring to the unavailability of a price category.
Example: res; = < idj,compute,r,{< saver,$2 > <
flex, $3 >, < flex+, $0 >} > reads as follows; ry, whose iden-
tifier is i¢dy, is a resource of type compute, has a renewable
availability r, and is offered in 2 different prices: $2 as a saver
price and $3 as a flex price. ry is not offered as a flex+ price.

Definition 2: We define a thing t as a tuple <
id,desc, D, R > where: id is a thing identifier; desc is a



textual description of the thing; D is a couple < d, t,, > where
d is a (isolated/combined) duty (d € {s,ac,sa,sc,ac,sac})
that the thing performs along with a transactional property ¢,
(t, € {pivot, retriable, compensatable}) of this duty; and R
is a set of resources {r} assigned to the thing for consumption.
Example: t; = < idy, sensor, < s,retriable >, {ry,r;} >
reads as follows; t;, whose identifier is ¢d;, is a thing of type
sensor, has sensing S as a duty that is retriable, and consumes
2 resources that are r; and r;. Since a resource could have up
to 3 prices, the price to select will be worked out at run-time.
For the time being, the 3 prices are considered.

Definition 3: We define a thing composition schema Cr
as an oriented acyclic graph (T, A) where: T is a set of nodes
that correspond to things {t1,%2,...,t,}; and A < T x T is
a set of ordered pairs of arcs (t;,t;). (t;,t;) represents an
execution dependency so, that, ¢; is invoked before ;.

B. Thing orchestration

Fig. 2 represents an orchestration-based thing composi-
tion where a central module, orchestrator, coordinates the
sequence of (could be concurrent) things to invoke during
composition completion at run-time. In the same figure, a
pool of resources is made available to all things in terms
of consumption (0,n) and production (0,n). The second case
is not considered for the time being (i.e., things do not produce
resources).

Orchestrator
ﬁdﬁ
Thing, |[--ooorommeees Thing,
cH Y cH
el N el
8 consume POOI Of consume $

©n resources ©n

Fig. 2. Thing composition as an orchestration

Being a central element, the orchestrator is aware of the
resources to consume by all things, the transactional properties
of all things, and the availability properties of all resources.
We develop thing orchestration along 2 stages: design time
and run time.

1) Design-time stage: We designed Algorithm 1 that takes
2 inputs, C7 and R, as a resource-to-consume set. It includes
all resources to complete Cr. R is the set of all resources
available in the l0T ecosystem, and produces 1 output, a set G
(line 2) that includes all clusters (g, line 4) of things in Cr
consuming same resources 7; € Re,.

The algorithm checks things in Cr one by one (line 6)
along with checking the resources in R¢, one by one,
too (line 7). The objective is to form one resource-wise cluster,
i.e., gr;, per resource that same things will consume. In line 3,
cons function checks if a thing ¢; is linked to a resource ;.

If yes, t; is added to g,, (lines 9-24). Otherwise, t; is added
to gr,_.,; (gr, already exists or will be created).

In terms of prices of a resource, 2 cases are possible
depending on the resource’s availability property.

- Should the resource r; be limited (line 9), saver is
recommended first followed by flex then flex+. Although
saver is the lowest, it could happen that ¢; ends up
paying more if its execution fails and hence, needs to
be re-executed while considering that r; could become
unavailable (i.e., limited) or assigned to another thing.
This will be found out at run-time.

- Should the resource 7; be renewable (line 20), flex is
recommended first then flex+. If ¢; fails, it can still
request consuming 7; with a minimal fee since flex allows
to extend the use of r; assuming it is still available or
not-assigned to another thing. This will be found out at
run-time.

At the end of running the algorithm, G is returned based on
all g,; (lines 31-34).

2) Run-time stage: For run-time orchestration, detailed in
Algorithm 2, the set of all resource clusters G will come
initialized from design-time orchestration having all things
{ti=1..m} € C7 allocated to the clusters {g,;} with {t;}
€ {9r,_,. .} (a thing could belong to many clusters). We
launch run-time orchestration algorithm by checking all things
t;, whose allocated resources r; are already set at design-
time (at least one resource for one thing; 5 > 1). For the
sake of simplicity, a resource is always available to all things
guaranteeing first-time execution of these things. The different
allocations will be updated according to run-time scenarios as
discussed in Algorithm 2:

VI. CONCLUSION

Developing advanced IoT applications to respond to users’
complex and changing needs, calls for new techniques that
would allow for instance, to engage things in composition
scenarios. In this paper we presented our on-going research on
thing composition taking into account the type of composition
(orchestration versus choreography), the transactional proper-
ties of things (pivot versus retriable versus compensatable),
and the availability properties of resources (limited versus
renewable versus non-shareable) that things consume at run-
time. We motivated thing composition using a case study about
Industry 4.0. In this paper, we mainly focussed on the con-
ceptual work of thing composition by presenting orchestration-
based composition algorithms. Our ongoing work is to com-
plete choreography-based composition algorithms and imple-
ment all algorithms using real things.
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Algorithm 1 Design-time thing orchestration

1: procedure ALLOCORCHESTRATION(CT, Re., G)

2: G + null > Initialize G
3: for all r; € R¢,- do
4: gr; < null > Initialize clusters
5: end for
6: for all t; € Cy do > check things one by one in Cr
7: for all r; € Re- do > check resources one by one in R¢.-
8: if cons(t;,r;) then > does t; consumes 7;?
9: if (rj.a = 1) then > r; is limited
10: if (saver € r;.p) then
11: gr; < gr,U < t;,saver>
12: else
13: if (flex € r;.p) then
14: Gr; < gr,U <t flex>
15: else
16: Gr; < gr,U < t; flex+>
17: end if
18: end if
19: else
20: if (rj.a =r) then > r; is renewable
21: if (flex € r;.p) then
22: Gr; < gr,U < t; flex>
23: else
24: Gr; < gr,U < t; flex+>
25: end if
26: end if
27: end if
28: end if
29: end for
30: end for
31 for all r; € R¢, do
32: G+ gu Gr; > Set of clusters of all resources
33: end for
34: return G
35: end procedure
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Algorithm 2 Run-time thing orchestration

1: procedure ALLOCORCHESTRATION(CT, Re., G)

for all t; € C+ do
for all g, to which ; belongs do
execute(t;)
if fail(t;) then
if allowRetrial(t;) then
if ava(r;) then
reallocate(r;, t;)

> Visit all things in the composition
> Visit all clusters where t; is included

> Check if ¢; can re-execute with respect to threshold
> Check if r; is available
> r; is assigned again to t;

Go to line 4
else > 7; is no longer available
Gr; < gr; — i > Drop ¢; from g,
if (search(r;, {R¢, —r;} or resource pool)= true) then > Check for another resource 7/
Gr, < gr,U<ti, optimal(rj/ p) > > Take optimal available price of 7/
if Gr,, 1S currently created then
G+~ G u gr > Update G
end if
execute(t;)
break
else > No alternative 7, exists in R, and resource pool
stop > Composition of ¢; fails
end if
end if
else
stop > t; not allowed to retry; composition fails
end if
end if
end for

end for
end procedure
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