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With the emergence of big data and the continued growth in cloud computing applications, serious
security and privacy concerns emerged. Consequently, several researchers and cybersecurity experts
have embarked on a quest to extend data encryption to big data systems and cloud computing applications. As most cloud users turn to using public cloud services, confidentiality becomes and even
more complicated issue. Cloud clients storing their data on a public cloud always seek solutions to
confidentiality problem. Homomorphic encryption emerged as a possible solution where client’s data
is encrypted on the cloud in a way that allows some search and manipulation operations without proper
decryption.
In this paper, we present a systematic review of research paper published in the field of homomorphic
encryption. This paper uses PRISMA checklist alongside some items of Cochrane’s Quality Assessment to review studies retrieved from various resources. It was highly noticeable in the reviewed
papers that security in big data and cloud computing has received most attention. Most papers suggested the use of homomorphic encryption although the thematic analysis has identified other potential
concerns. Regarding the quality of the articles, 38% of the articles failed to meet three checklist items,
including explicit statement of research objectives, procedure recognition and sources of funding used
in the study. The review also presented compendium textual analysis of different homomorphic encryption algorithms, application areas, and areas of future developments. Results of the evaluation
through PRISMA and the Cochrane tool showed that a majority of research articles discussed the potential use and application of Homomorphic Encryption as a solution to the growing demands of big
data and absence of security and privacy mechanisms therein. This was evident from 26 of the total
59 articles that met the inclusion criteria. The term Homomorphic Encryption appeared 1802 times
in the word cloud derived from the selected articles, which speaks of its potential to ensure security
and privacy, while also preserving the CIA triad in the context of big data and cloud computing.

1. Introduction

The advent of big data and cloud computing among some
of the emerging industry 4.0 concepts have brought with
them innumerable security concerns. According to Patil et al.
[1], big data refers to the large volume of data collected from
the Internet, social network, and smart phones as well as
other sources that generate huge volumes of data. Besides
the large and complex nature of big data, the other notable
characteristics include volume, variety, and velocity [1]. Kumar et al. [2] identified additional dimensions to big data;
value and veracity [2]. Volume, in the context of big data,
refers the numbers of records, transactions, and tables presented within the data set as measured in terabytes, while
velocity refers to real-time processing of the data in batches
using streams and associated technical performance [1, 2,
3]. Furthermore, value of big data refers to statistical inferences, events within the data sets, correlations among attributes, and hypotheses used in the analysis, while veracity
attributes to the trustworthiness, authenticity, accountability, and availability of the data generated by the systems [2].

Regardless of whether the big data is structured or unstructured, one of the leading issues with big data and its related
technology is security. Philip Chen and Zhang [4] asseverate
that security issues and challenges experienced in big data
supporting systems are largely since the systems use interconnected machines that support different applications. The
authors observed that the continued storage and dissemination of sensitive information in big data applications have
rendered such systems more vulnerable to intrusions [4, 5]
. Consequently, experts and developers are working towards
solutions that are compliant with big data analytics requirements.

1.1. Background

m.alloghani1@gmail.com, mloghani@seha.ae (M. Alloghani)

Singh et al. [6] identified data security and privacy, compliance issues, legal and contractual matters, migration hurdles, ambiguity in pay per use models, and integration of big
data applications and legacy systems as the leading concern
for the rapidly growing big data field. Regarding challenges,
security of big data applications, incident response arrangements, data leaks and prevention strategies, physical and personal security, identity and access management, segregation
and protection of data and management of threats and vul-
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nerabilities are the primary challenges in big data technologies [3, 7, 8, 9, 10] The mitigation techniques to these challenges are dependent on the specifications and functionalities of the platform. For instance, Li et al. [11] suggest that
switching bandwidth and the eventual reduction of traffic in
cloud environment can help mitigate some of the issues. The
authors argue that the type of switches and connection interfaces can affect the velocity and volume of data transmitted
between workstations or other network devices [12]. Furthermore, Wang et al. [13] argue that dynamic preclusion
of encroachment in Hadoop and other distributed big data
file systems can minimize issues related to privacy and security, especially during transmission. Additionally, the authors suggested an encryption system that would mitigate
privacy and access issues. A greater understanding of the
context may also be gained by reviewing the prevalent threat
landscape. Specifically, the use of human factors such as social engineering is gaining more prominence among the attackers. This enables them to execute malicious activity into
their target systems, thereby breaching the overall security of
the organizationâ s critical infrastructure through people
interactions. Basically, social engineering may be defined as
the psychological manipulation of targets to generate unwilling responses. In other words, it is a means of coercing the
target in a position that puts them at a loss in some form. It is
arguable that social engineering poses an equally significant
level of threat to the big data and cloud computing domain.
Hence, the need for implementing a non-traditional encryption approach is absolutely critical Wang et al. [13], Bos et al.
[14, 15], Li et al. [16].

2. Motivation and Scope

Various big data topics and applications have received
attention over the past few years and security concerns have
been given priority in big data research [1]. Most of the security efforts are geared towards cloud based big data platforms. Evidently, Kumar et al. [2] suggested that the rapid
growth in cloud computing services drives the security research in big data and its deployment in cloud platforms.
Future applications of big data and related technologies must
maintain the three security goals of confidentiality, integrity,
and availability (CIA)[2, 3]. Singh and Thokchom [17], as
well as Gupta and Shanker [7] have emphasized the importance and role of CIA triad on boosting security of big data
and increasing acceptance of big data applications. The researchers discussed some of the commonly used encryption
technologies and presented a discourse for a security future.
As higher demands for security emerged with big data, developments in encryption algorithms followed. The unique
nature of cloud computing and its reliance on rapid deployment of resources have highlighted the need for more sophisticated, advanced, and highly-performing encryption algorithms [18, 19].For instance, Tahir, Stepokus and Ruj developed a novel encryption scheme for big data basing their
algorithm on a parallelised disjunctive query [8]. In another
article, Stergiou et al. [9] provided proof on encryption techMohamed Alloghani et al.: Preprint submitted to Elsevier

niques that can be used to secure Big Data and Internet of
Things (IoT) while maintaining privacy and guaranteeing efficiency and sustainability of the cloud computing system
supporting the big data platform [11, 13, 20]. Ding et al. [21]
provide a detailed account of a homomorphic re-encryption
technique for protecting raw data while encouraging privacypreserving data processing (PPDP) system. The system is
based on a homomorphic re-encryption scheme (HERS) that
uses ciphertexts for file decryption [21]. The highlighted
studies present specific technologies for security big data,
especially in cloud computing environments.

2.1. Contribution

Furthermore, some the review articles on data security
encryption are focused on healthcare industry. Another motivation was that most of the review articles do not use any
of the conventional tools for systematic reviews because they
divulge in theoretical discourse. That is, the reviews are descriptive, and they do not engage in full text screening (detailed study title and abstract screening), data extraction (exploration of study characteristics), quality assessment, especially bias assessment. The reviews focus on title and
rapid screening of the texts and in most cases the authors
fail to discern the review period. For example, Emmanuel
et al. [22] wrote a review article on homomorphic signatures with emphasis on descriptive aspects of linear homomorphic signatures alongside key homomorphism and other
lattice based signatures. The thesis of the paper revolved
around the timeline of the development of homomorphic encryption with minimal attention of the nature of the papers
used in the study. In another review, Dugan and Zou [23]
discussed different multi-party security calculations for preserving privacy in genetic testing. Despite using other articles, the researchers did not explore the quantitative techniques that the other researchers used and as such could not
ascertain whether the reviewed or cited papers were biased
or not. Many other reviews also focused on the descriptive
aspects of the different encryptions and data security in cloud
computing, especially with respect to big data and data science in general [24, 20, 25]. Sharma [26] and Vivekanand
[27] also conducted reviews on security challenges and the
homomorphic encryption related solutions and described some
of the existing solutions. It is apparent from the existing reviews that homomorphic encryption lacks systematic review
studies, and such is the focus of this study.

3. Literature Review

Several studies explored homomorphic encryption for different applications. For instance, Fahsi et al. [28] presented
a framework for homomorphic encryption and private information retrieval protocols in the cloud for the purpose of
protecting users against unauthorized data access. The researchers acknowledge existence of other homomorphic encryption methods and propose an improvement for protecting users online or in the cloud. It is paramount to understand the basis of homomorphic encryption before focusing
Page 2 of 13

on current trends and advancements over traditional methods. Rohilla [29] explain that homomorphic encryption produces cipher texts using specialized calculations that generate encrypted output but with a requirement for reverse
computation techniques to produce the plain text version of
encrypted message [30]. The homomorphic encryption has
different approaches including fully homomorphic encryption (FHE), which is a form of ring homomorphism with
structure preserving characteristics [30]. Furthermore, homomorphism can either be additive or multiplicative; in the
former randomly chosen prime numbers are added pairwise
while in the latter type are multiplied [30].

3.1. Homomorphic Encryption Methods

Suppose (M, ˝) is a message space and is a finite semigroup or group with as a security parameter, then a homomorphic cryptosystem on the message space is a quadruple
(K, E, D, A) of probabilistically expected time based algorithms conforming to the following conditions.
• Key Generation (K): On providing initiation parameter 1 the key generation scheme produces an encryption and a decryption key pair ke , kd = k À  where
 represents the key space.
• Encryption (E): On providing 1 , ke , and an element
in the message space m À M, the encryption scheme
produces a cipher-text (c) in the cipher-space (C): c À
C.
• Decryption (D): The decryption scheme is deterministic and it requires 1 , k, c À C to produce m À M
so that ≈ m À M if c = E 1 , ke , m then
P rob [D (1 , k, c)] ë m is negligible and the probability f 2* .
• Homomorphic Property (A): A is a scheme that requires 1 , k, and c1 , c2 À C to produce a third ciphetext element c3 À C such that ≈ m1 , m2 À M holds
only when m3 = m1 ˝m2 , c1 = E 1 , ke , m1 , and
c2 = E 1 , ke , m2 such that
⌅
⇧
P rob D A 1 , ke , c1 , c2
ë m3 is negligible.

Some of the articles discussed multiplicative, additive and
XOR techniques while other explore hybrid encryption systems including the use of bio-metrics as well as quantum
computing in implementing the keys.

3.1.1. Multiplicative Homomorphic Encryption
Barkataki and Zeineddine [31] and Jingli et al. [32] explored the concept of multiplicative homomorphic encryption in their articles. It is important to note that different
researchers discuss different cryptographic technique when
discussing the different types of homomorphic encryptions.
However, one of the commonly discussed cryptography is
the Rivest-Shamir-Adleman (RSA) public-key encryption algorithm [33, 34, 35, 36]. The RSA cryptosystem consists
of four steps. At the first step, a pair of keys is generated
by a random number generator. These keys must be large
Mohamed Alloghani et al.: Preprint submitted to Elsevier

prime numbers for the algorithm to be secure, such as u and
v [36]. The generated numbers are used to calculate a modulus n, which is a product of u and v. The modulus constitutes
both the private and public key. It was later proven that key
length that exceeds 1024 bits cannot be solved using any of
the available computing methods [37]. Secondly, the public part of the generated key pair is distributed between the
communicating parties. Each party shares its public for encryption of the sent message but withholding the private key
for decrypting [38]. In the third step, the communicating
parties agree on a padding scheme for encrypting the message. The sender then encrypts the text using the public key
then transmit to the target. Finally, the recipient recovers or
decrypts the message from the cipher text using the private
key and eventual retrieve the message based on the agreed
padding scheme. Furthermore, Hazay et al. [39] explained
later that RSA encryption can also be used in signing data
packets or messages digitally, and as such the technique has
been adopted to thwart the actions of man-in-the middle attacks. In homomorphic encryption, suppose that the modulus and the exponent of the RSA public key are N and L,
the encryption computation equation for a message sent is
expressed as follows [40, 41].
(1)

E(S) = S L modN

In which E(S) denotes the encrypted message, S is the transmitted message while mod N is the modulus of the key, and
the homomorphic characteristic of the unpadded RSA key
must comply with the following.
E (S)

S1 = S1 L S2 L modN = S1 S2

L

modN (2)

The equation represents the message sent and received between the two actors, and the plain messages, S1 and S2 ,
are multiplied and the resultant message encrypted using the
RSA algorithm producing the Ciphertext. As per multiplicative property, each of the messages can also be encrypted independently and the resultant cipher texts multiplied to produce a final RSA encrypted text [40, 36, 37]. Nonetheless,
it is a requirement that a padding layer be included before
encrypting the message although the implementation of the
layer violates the homomorphic property of the technique
[41]. Besides the RSA cryptography, multiplicative homomorphism can also be based on ElGamal cryptographic system, which is based on asymmetric public key encryption
algorithm [40, 31]. The algorithm generates the key over
a cyclic group with an order and a defined generator index.
The exponent of the ElGamal encryption is a function of the
order (d) and the public key is a function of the cyclic group
(G), generator (T), and an exponent product (L). That is, both
the private and public keys are presented as follows.
P ublicKey : (G, T , d, L); P rivateKey : p
In which L is the exponent product of the generator and the
private key and it is calculated as follows.
L = Tp
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Additionally, note that private key selection is an integer that meets the condition p À {1, 2, 3, ..., d * 1}. That is,
the integer lies within the domain of the order of the cyclic
group. The encryption process involves computation of a
random number (p), a shared secret number based on the
value of p, and conversion of the message into the cyclic
group, and eventually sending as a cipher text [36]. Decrypting the message requires the public key as well as the shared
secret number, and it has been shown than ElGamal is a homomorphic scheme.

Then subsequently selecting a generator T such that the following equation holds.

3.1.2. XOR Homomorphic Encryption
The technique is based on Goldwasser-Micali method;
an encryption scheme that is based on computational probability [42]. The scheme is based on assumption that finding
solution to quadratic residues is a computational demanding
task and the subsequent cipher text is of larger size compared to the plain text [41]. The difference in the size has
been attributed to the computation requirement during encryption, which involves random selection of two random
prime numbers although of the same length (bit-length) and
then finding non-residue associated with each of the numbers. Suppose the two prime numbers are a and b, and the
product is V=a.b, then the non-residue and the subsequent
private and public keys are generated as follows.

The equation provides the domain of input values that satisfy
the condition that q = 1modL. The public and private keys
used for encryption and decryption are P ulicKey : (L, T )
and P rivatekey : (H, q) respectively.

(1*a)_ 12

ta

(1*b)_ 12

= *1moda; tb

= *1modb

(3)

In which t is the non-residual and the public and private keys
used for encryption and decryption are P ulicKey : (t, V )
and P rivatekey : (a, b) respectively [40, 38]. It should be
noted the homomorphism of Goldwasser—Micali encryption is dependent on the quadratic residual characteristics of
encryption algorithm. However, it is also one of the probabilistic, additionally homomorphic cryptosystem on M =
(Z_2Z, +) with a cipher space defined as C = Z = (Z_NZ)
and N is the product of the two large numbers used to generate the key.

3.1.3. Additive Homomorphic Encryption
The additive homomorphism is based on Parlier encryption scheme; an asymmetric probabilistic encryption scheme
with properties similar to ElGamal scheme [31, 32]. However, the scheme uses different private and public keys to
encrypt and decrypt messages. Additionally, the encryption
scheme is based on the computation of the greatest common
divisor the two randomly chosen prime numbers. The steps
of implementing the scheme include choosing the two random numbers (a, b) and calculating the GCD as follows.
GCD (ab, (a * 1) (b * 1)) = 1

(4)

Computing L and a parameter based on least common
multiple as follows.
L = ab, H = lcm (a * 1, b * 1)
Mohamed Alloghani et al.: Preprint submitted to Elsevier

(5)

T H modL2 * 1 1_L, L = 1

(6)

Finally, calculate a parameter that is a function of model
and it serves as the boundary condition that requires satisfaction in defining both the public and private keys.
q = y T H modL2 * 1modL, wherey (q) = q * 1_L

(7)

3.1.4. Fully Homomorphic Encryption
The homomorphic techniques that have described operate as component and the processes must be completed
independently. However, an encryption scheme is considered full when it consists of a plain text, a cipher text, a key
space, an encryption algorithm, and a decryption algorithm
[33, 28, 29]. According to Chen et al. [43], “a fully homomorphic encryption (FHE) scheme allows arbitrary functions on certain data (referred to as plaintexts) to be performed via their ciphertexts (the encrypted version of the
plaintexts) without decrypting the ciphertexts first; therefore, performing these functions does not require one to hold
the secret decryption key corresponding to the encryption
algorithm.” Based on the discourse and argument, FHE are
more secure since they are self-contained and does not require or obligate actors to use secret keys, and it is this feature that render FHE suitable for advanced applications such
as biometric verification [40, 44, 30]. Furthermore, systems
based on FHE are not susceptible to both false match and
false non-match that affects most cryptosystems [42]. The
FHE consists of four algorithms: KeyGen, Enc, Dec and
Evaluate. The FHE scheme is defined as follows.
As previously stated, the FHE can be based in several
assumptions including LWE and RLWE. The FHE based on
LWE focuses on noise management and key-size reduction
that renders it effective compared to other classical algorithms.
3.1.5. Security on Critical Infrastructure Encryption
In recent years, security is gaining focus in critical infrastructure encryption and lately researchers began exploring new methods for Intrusion Detection Systems (IDS). For
instance, in Aloqaily et al. [45] the authors proposed an automated secure incessant cloud-based service availability framework for smart connected vehicles that enables an intrusion
detection mechanism against security attacks. The proposed
solution achieved an overall accuracy of 99.43% with 99.92%
detection rate and 0.96% false positive and a false negative
rate of 1.53% A very recent research study has described the
components of the monitoring systems for critical infrastructures include Otoum et al. [46] where they proposed Adaptively Supervised and Clustered Hybrid IDS (ASCH-IDS)
Page 4 of 13

for wirelessly connected sensor clusters that monitor critical
infrastructures with monitoring behavior of the receiver operating characteristics, and adaptively directing the incoming packets at a sensor cluster towards either misuse detection or anomaly detection module.

4. Advances and Applications of
Homomorphic Encryption

Most of the reviewed studies discussed homomorphic
encryption in the context of big data and cloud computing,
and as such most of the trends and advances are leaning towards these areas. However, Cheon and Kim [47] present
one of the most unique application of homomorphic encryption; the research explored the application of a novel approach to drone security. In specific, the authors described a
linearly homomorphic authenticated encryption framework
that supports and protect ground controlled multi-rotor drones
with the objective of preventing eavesdropping and forgery
attacks [29, 5]. Cheon and Kim [47] also introduced a hybrid
public-key encryption system that reduces the storage requirement associated with somewhat homomorphic encryption (SHE) [48]. The proposed scheme combines the computational abilities and procedures used in FHE as well as
the multiplicative functionalities with a focus on composite
mathematical rings [31]. Further review of retrospect suggests that one major application of Homomorphic Encryption is in the realm of outsourcing computation and storage.
HE can be applied across organizations that process big data
and outsource its storage and computation. In this sense,
HE can be of use by allowing the companies to securely outsource these attributes without revealing any sensitive information that may be entailed therein [23]. This makes the
technology ideal for implementation across companies of all
sizes. For example, a small-scale company may implement
HE to safeguard its sensitive data during the process of migrating to the cloud. Such a scenario would put the company
at a loss in the absence of HE, as it may have to reveal the
sensitive information while not being able to encrypt it at all.
Thus, HE can serve as a viable solution.
Another critical application of Homomorphic Encryption is in the PIR and private queries processing. Specifically, users can leverage on the capabilities of HE to enable
private queries to a certain search engine or database; Private
Information Retrieval is a good example of such application.
For PIR queries, the end-users usually look for retrieving a
single record from a server that holds a huge database of
records. While retrieving this record from bulk records may
be vulnerable to threats, the user can implement HE to the
index of the required record to retrieve it in an encrypted
format. This makes PIR fast, secure and private, while upholding the CIA triad. A similar application may also extend
to the larger and more complex SQL query to databases.
Homomorphic Encryption can also be readily implemented
to general two-party computations, where there are cases involving two parties that are mutually suspicious; both the
parties intend to compute the common function. For examMohamed Alloghani et al.: Preprint submitted to Elsevier

ple, Jim and Joe with inputs A and B are involved in a sample
use case, while there is a need to make Jim aware of the function F(A,B). There is also a need to ensure that Joe learns
nothing. To do so, HE may prove to be the ideal technology.
The unique traits and attributes of Homomorphic Encryption also make it viable to be implemented across zeroknowledge proof protocols. Considering the same example of Jim and Joe with inputs A and B respectively, HE
can be applied to achieve zero encryption to fulfill the zeroknowledge protocol; here, there is an involvement of a fresh
zero and an evaluated encryption of zero. Thus, the same
zero represents the encrypted text in the event that Jim is unable to distinguish between the evaluated encryption of zero
and the fresh zero.

4.1. Big Data and Cloud Computing

The other emerging application of homomorphic encryption is in the field of big data and cloud computing.Chakraborty
and K Patra [49] investigated the use of functional encryption in big data analytics and concluded that functional encryption algorithms that create public keys and secret masters keys have an added advantage because all the generated
keys are based the master key and the computation involved
in decrypting the message is dependent on the value of the
generated key [32]. Liu et al. [50] and other authors Dijk and
Gentry [40], Jie and Jing [51], Wang et al. [52], Tsoutsos and
Maniatakos [53], Geetanjali and Sambhaji [54], Chou et al.
[55] also discussed the application of homomorphic encryption in online systems and proposed different points of integrating the encryptions within the big data systems. Besides,
the Paillier and ElGamal cryptosystems [56], Menandas and
Joshi [57] postulated that Okamoto Uchiyama Cryptosystem, despite its complexity, is more suited for big data systems with sensitive information. However, this cryptosystem is also based on the same steps as its counterparts. Kocabas et al. [58], Papadimitriou et al. [59], Yakoubov et al.
[38], and Thayananthan and Albeshri [60] have explored security issues in big data and concluded that either homomorphic encryption based on ElGamal and Paillier algorithms
suit most big data applications [61, 62, 35, 10, 63]. The
other area that has received more attention regarding security and the prospect of using homomorphism is cloud computing, especially in respect to different healthcare application and data storage systems [51]. Patil et al. [1] proposed
an arithmetic based homomorphism that can to protect cyber space and promote secure sharing of information in different communication settings. However, the proposed system relies on FHE and ElGamal cryptosystems to encrypt
the data although on a system [50]. The drive behind the
proposed system is the need to protect users from intrusion
other users or people with access and privileges on some
parts of the systems [64, 9]. Daniel [65] explored a specific
application of such a system although based on a different algorithm. The specific application addressed focuses on filtering information based on homomorphic techniques and
the objective is to retrieve medical information without mismatch or other accidental acquisition of sensitive informaPage 5 of 13

tion [51, 19, 34, 66]. The studies that focused on the application of homomorphic encryption in health care systems include Tang et al. [67], Çetin et al. [68], Emmanuel et al. [22],
[23], Bocu and Costache [69], and Wang and Zhang [70].
Some other applications include encryption of biomarkers
and other genetic data, especially given that the medical fraternity is moving towards personalized health [71, 72, 18,
73, 74]. The studies explored the application of encryption in ensuring privacy and protection of patient data amid
concerns regarding the probably misuse of information electronic medical records and other healthcare database systems. Given the growing concern for data and knowledge
protection, the trends in the implementation of different homomorphic techniques and the implementation on big data
system will continue to drive research and development in
the field.

4.2. Electronic Voting Applications

Besides the growing security concerns about big data,
cloud computing, and healthcare systems, most political factions, economic development considered, are constantly pursuing robust voting systems to further democratic practices.
However, such systems have proven vulnerable and of high
cost. For instance, Gibson et al. [73] identified verifiability,
anonymity, dependability, security and trust as the major
challenges associated with such voting systems. Cortier [75]
also emphasised that the increase demand for electronic voting system has mandated the need for more security and assurances that the system work without human interference.
One of the key elements of electronic voting is the streaming of data and as RAJALAKSHMI et al. [76]posit unsecure streaming channels can lead to lost trust in the system
and gravely reduce its dependability. After conducting a
search in Papadimitriou et al. [59] segmented data stream,
the authors concluded that electronic voting systems require
homomorphic-based filters to ensure integrity of the system. Lancichinetti et al. [77] also conducted a comprehensive study on different electronic voting systems, especially
those based on cloud platforms and identified that attribute
based encryption (ABE), identity based encryption (IBE),
Hierarchical Identity Based Encryption (HIBE) and Hierarchical Attribute Set Based Encryption (HASBE) are some of
the commonly used encryption techniques in electronic voting systems [60, 78]. However, the researcher identified that
homomorphic encryptions are rarely used in e-voting systems. Tsoutsos and Maniatakos [53], in their investigation
of random errors associated with additive homomorphic encryptions, recognized that the integrity of electronic voting
systems could benefit from homomorphic encryption techniques [54, 79]. The homomorphic properties of encryption
scheme deployed in e-voting system ensures that decryption
of received votes would yield the correct result, as if encryption was never a part of the computation [80, 81, 16].
The trust in such systems is dependent on the computation
process and the final tally. Abu Aziz et al. [82]emphasized
that the inclusion of homomorphic model in e-voting systems guarantees quality and trustworthiness of the outcome.
Mohamed Alloghani et al.: Preprint submitted to Elsevier

The authors reiterated that schemes based on homomorphic
encryptions possess the property of verifiability while preserving privacy. It is critical to note that most of the current voting systems are based on multiplicative homomorphic models [60]. Suwandi et al. [83] explored the integration of encryption algorithms based on homomorphic properties to secure e-voting system and establish that Paillier
and Okamoto Uchiyama algorithms can easily be integrated
into e-voting systems to improve security. Moreover, Homomorphic Encryption is also potentially applicable to the
domain of control and optimization, as evident from the two
studies by Yang and Zhu [84]. In one of their studies, the
researchers utilized HE in combination with reinforcement
learning to devise a distributed algorithm that facilitated in
preserving both, security and privacy of the operators and
agents within discrete constrained games [84]. The same
distributed algorithm also enabled them to ensure Nash equilibria in a formal manner [85]. Hence, it is clear that the
applicability of Homomorphic Encryption is rather broad in
scope than originally anticipated.

5. Research Methodology

The principle research methodology utilized for this paper was the systematic review methodology. The systematic
review methodology can be defined as a method in which
a predefined research question is answered on the basis of
empirical evidence that is gathered and summarized according to the specified eligibility criteria. The rationale behind
selecting the systematic review research methodology was
that there are currently no systematic reviews that focus on
Homomorphic Encryption system, technologies and applications. Thus, the systematic review is intended to fill in
this prevalent research gap. This methodology was found to
be ideal for this paper as it allowed in systematic collection,
evaluation and summarization of current knowledge regarding Homomorphic Encryption. Although systematic review
methodology was originally developed and utilized in medical sciences, yet it was also readily adopted by other fields
and disciplines. The motive of systematic review in medical
sciences was to examine the impact and influence of various
interventions. In a same manner, systematic review of Homomorphic Encryption is set to analyze it as an intervention
for big data security and privacy, particularly over the cloud.
A general understanding of the systematic review methodology can be gained by reviewing the steps listed below:
Step 1: Formulation of Problem Statement: The problem
at hand was that despite considerable research and development involving Homomorphic Encryptions, no systematic
reviews could be identified that consider the quality of research and development.
Step 2: Performing Search: The most relevant research
articles were searched from key databases by making use of
keywords containing the term Homomorphic Encryption in
combination with Technologies, Methods and Applications.
Step 3: Data Extraction: From the research articles colPage 6 of 13

lected, relevant data were extracted and documented.
Step 4: Critical Appraisal: The extracted data was subjected to critical appraisal and quality assessment while abiding by the PRISMA methodology.
Step 5: Data Synthesis: This step involved the presentation of data in both, narrative and graphical form to facilitate
the overall evaluation of outcomes.
Step 6: Results: Finally, data synthesized, evaluated and
summarized was presented in the results section to satisfy
the research objective; the lack of a systematic review on
Homomorphic Encryption.

5.1. Explaining the PRISMA Framework

Each of the selected articles was reviewed based on Preferred Reporting Items for Systematic Reviews and MetaAnalyses (PRISMA) framework. In [86] identify that the
PRISMA checklist consist of the title, abstract, introduction,
methods, results, discussion, and funding disclosure. However, the focus of the review was on the structure of the summary, objectives, rationale, information sources, data items
where applicable, inferences and interpretation of results,
summary of the evidence, and limitations of each of the studies. Basically, the PRISMA framework is ideal for systematic reviews and meta analyses, and can be defined as an
evidence-based set of items that is utilized for reporting in
both types of studies [86]. The rationale behind selecting
the PRISMA framework was that it has been developed to
help researchers enhance the reporting of their systematic
reviews, and the fact that PRISMA is an effective framework in conducting critical appraisal of published articles.
The steps involved in the PRISMA framework were applied
in conjunction with the principles elicited in the PRISMA
Explanation and Elaboration document.
Specifically, the PRISMA framework was applied as follows:
÷ Preparation: The PRISMA checklist explaining the entire
framework was downloaded and populated with respect to
the research at hand (see figure 1).
÷ Performing the Search: The search was performed by entering each key search term or keyword while making use of
Boolean operators (And) and (Or) as and when necessary.
The total number of articles identified were added up.
÷ Additional Sources: Apart from the key databases of ProQuest and Web of Science, certain additional sources were
also identified and included from the Google Scholar database
while utilizing the same strategy. The articles were added up
to the total number of articles.
÷ Eliminating Duplication: Once the total 418 articles were
collected, they were evaluated in terms of duplication of concepts, principles, technologies and applications.
÷ Article Screening: The titles and abstracts of the selected
articles were screened in accordance with the inclusion and
exclusion criteria to further identify the most relevant research studies for the systematic review.
To sum up, the improvised version of the PRISMA framework implemented in this study consisted of preparation, article identification, article selection, article screening (rapid
Mohamed Alloghani et al.: Preprint submitted to Elsevier

or title screening), eligibility best on full text detailed abstract and title screening, and article selection or inclusion
based on Cochrane quality assessment tool.

5.2. Inclusion Criteria

The inclusion criteria for the current systematic review
was straightforward and simple. As such, the articles fulfilling the following criteria were included, while the rest were
excluded from the study:
1. Articles published in peer-reviewed journals and periodicals available on the prominent databases, including the ProQuest Database, the Web of Science Database, IEEE Database
and the Google Scholar Database.
2. Articles published on or after 2014.
3. Articles containing a discussion or evaluation of the keywords, including Homomorphic Encryption AND (Big Data)
OR (Big Data Security) OR (Cloud Computing) OR (Cloud
Computing technology). Articles that did not fall into this
inclusion criteria were excluded from the systematic review.
Moreover, since 418 articles in total were selected, the criteria were further restricted by exclusively considering the
articles that considered the term Homomorphic Encryption
in their titles.

5.3. Secondary Data Search

As identified earlier, secondary data was searched and
identified from a variety of databases through keywords and
Boolean operators And and OR. The search was conducted
on ProQuest Database as well as Web of Science. Based on
the preliminary reviews, Homomorphic Encryption emerged
to be a data security technique associated with big data and
clouding computing technologies and as such the search key
words were construed around (Homomorphic Encryption)
AND (Big Data) OR (Big Data Security) OR (Cloud Computing) OR (Cloud Computing technology). The search results were narrowed so that the selected articles were fulltext, peer reviewed, and scholarly articles published between
2014 and 2018.The other search limitations that were deployed to synthesise the results further included considering only articles with the search phrase (Homomorphic Encryption) in the publication (PUB) and in the title (TI). The
overall review process is as summarized by the following
flow chart. Besides ProQuest and Web of Science, other
studies were retrieved from Institute of Electrical and Electronics Engineers (IEEE) journals, in addition to conference
papers and publications on the status of Homomorphic Encryption. Figure 1 shows the article review framework used
in the study. It is important to note that characteristics of
the 59 articles were evaluated and in cases where numerical data could not be extracted, qualitative information was
provided for each case. The objective of the quantitative assessment was to explore the possibility of biasness-based allocation concealment with regards to excluded papers. Some
other elements of selective reporting of the outcome of the
studies were also considered although the literature pointed
to qualitative aspects of homomorphic encryption. Figure
1 illustrates the steps used in conducting and filtering the
search results. Firstly, search strings were implemented on
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Figure 2: The distribution of Reviewed Articles by Place of
Publication

Figure 1: The Article Review Framework Used in the Study
(Based on PRISMA Framework that Moher et al. [87] proposed)

ProQuest and IEEE Access databases and the number of articles recorded. Secondly, the records were filled to remove
duplicates. Thirdly, the articles were screened based on the
major PRISMA checklist and the ones lacking any of the
components excluded from the review. Finally, full-text articles were evaluated based on the specific items under each
main PRISMA checklist items and qualified studies included
in this review.

6. Discussion of Results

Of the 418 eligible articles, only 59 met the inclusion
criteria, which prioritized articles that had the search string
Homomorphic both in the Abstract, Document Text, Document Title and Publication title. Of the 59 articles, 45 were
retrieved from ProQuest Central while the rest were obtained
from IEEE journals. However, one of the papers retrieved
from ProQuest was in Chinese and was excluded from the
review at the very last stages. The paper had a title and an
abstract written in English and the meta-data also indicated
that the manuscript was written in English. The remaining
44 documents (excluding the 15 IEEE articles) consisted of
8 feature articles, 2 general information articles, 33 journal
articles, and 1 journal article that doubled as a feature article. Most of the articles were published in Udaipur (7) followed by Heidel-berg, Hong Kong, London and New York
(5). The summary of the distribution of the articles based
on geographical location is as shown in Figure 2. The distribution illustrates the trends in authorship and subsequent
Mohamed Alloghani et al.: Preprint submitted to Elsevier

Figure 3: The Distribution of the number of Articles Published
per Year

implementation of the advances in FHE. Given the ongoing debate on security on the cyberspace, it is not surprising that countries like India, the US, the UK, and China are
leading in publications of cryptography related studies. Regarding the distribution of the articles based on the year of
publication, the year 2014 recorded the highest number of
published papers (15) while only 7 papers have been published in 2018. As Figure 3 shows, in 2015 and 2016, only
12 articles were published about homomorphic encryption
or about any related data security technology. The development of FHE traces back to 2009 when Gentry developed
the first FHE scheme although the first attempt at implementation was conducted by Smart and Vercauteren. The first
functional FHE was implemented in 2011 and the principal idea of polynomial-time quantum attack introduced in
2016. Other major devel-opments noted from the article include development of FHE scheme based on Ap-proximate
Greatest Common Divisor (AGCD) algorithm, reduction of
the size of public-key, introduction of module switching to
further reduce the size of public key, inclusion of batching
and introduction of permutation, and reduction of Learning
with Errors (LWE) to AGCD. It was also observed that the
development of Ring Learning with Errors (RLWE) FHE
scheme was also associated with key and modulus switching
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as well as introduction of scale-invariant scheme to reduce
noise growth. Also, the changes in the FHE scheme necessitated other considerations including bootstrapping with 1s
and 0.1s. However, the major developments involved reduction of RLWE scheme to Number Theory Research Unit
(NTRU) with modulus switching and NTRU-based scale invariant encipherment scheme [88, 74, 14, 15]. Most of the
current research address subexponential time attacks and the
modification of FHE to reduce the breaches. These developments and evolutions have been driven by bottlenecks in
their previous schemes. For instance, the implementation
of the original Gentry scheme required handling of integers
with millions of bits to improve its security, which reduced
the efficiency of the algorithm in two ways [33, 30, 40]. First,
the sizes of the public-keys were too large ranging between
69 megabytes and 2.25 gigabytes for lattice dimensions of
2048 and 32768 respectively. Secondly, the scheme mandated multiplication of very larger numbers and that became
the major issue with the system [36, 37, 41]. As per journals
or publications from which the articles were retrieved, the
44 articles were distributed as shown in Table 1.
From Table 1, most of the articles are from IJARCS (7)
and IJCNIS (4), which specializes in computer science, network and information technology research. The 15 articles
from IEEE also focuses on different novel approaches to data
security in big data and cloud computing and it emerged
from the full text review that most of the articles (26) had
data security, especially homomorphic encryption as the objective and the rationale was based on the big data growing
demand. Regarding the quality of the articles, three items
were reported by less 38 percent of the articles, which included explicit statement of research objectives, procedure
recognition and sources of funding used in the study. Furthermore, the reviewers did not find evidence supporting quality variation based on authors from different geographical
locations. However, it was noted that most articles on FHE
are published in the US and the UK with the other papers
from the rest of the regions appearing in other journals. The
failure to meet these requirements reflected the type of the
journal in which the articles were published or poor quality
of the papers. It is also imperative to note the different distribution of the articles per publication. Even though FHE was
first proposed in 2009, it has undergone rapid development
and it has been implemented in encipher data in different applications and sectors.

6.1. Thematic Modeling

The most common key words used in the reviewed articles included Biometric Identification, Cloud Computing,
Computer Communication Networks, Computer Security, Confidentiality, Electronic Health Records, Genomics, Theoretical Models, Monitoring, Physiologic Privacy, Remote Sensing Technology and Wireless Technology. However, the other
commonly repeated key words included Algorithms, Biomarkers, Biomarkers or metabolism, Computer Security or instrumentation, Cryptography, data aggregation, Data division,
data integrity, Data Mining or related methods, ElectrocarMohamed Alloghani et al.: Preprint submitted to Elsevier

Table 1
Distribution of the 44 Articles
Journal or Publication
International Journal of Advanced
Research in Computer Science
International Journal of Computer
Network and Information Security
Applied Mechanics and Materials
BMC Medical Genomics
International Journal of
Distributed Sensor Networks
International Journal of
Information Security
EURASIP Journal on
Advances in Signal Processing
Information Systems Frontiers
International Journal of
Advanced Computer Research
International Journal of Communication
Networks and Information Security
International Journal of Computer
Engineering and Information Technology
International Journal of Electrical
and Computer Engineering
International Journal of Modern
Education and Computer Science
International Journal on Information
Sciences and Computing
International Journal of Pervasive
Computing and Communications
Journal of Cloud Computing
IUP Journal of Computer Sciences
Journal of Applied Mathematics
Journal of Internet Services
and Applications
Mathematical Problems in
Engineering
Journal of Medical Systems
Scientific Reports
(Nature Publisher Group)
Nature Communications
Multimedia Tools and Applications
Pacific Journal of Mathematics
for Industry
TELKOMNIKA
Sensors
The Scientific World Journal
The Scientific World Journal

Articles
7
4
3
3
2
2
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

diography, Feasibility Studies, fully homomorphic encryption, Genome privacy Genome-Wide Association Study, Healthcare, Homomorphic encryption, message authentication code,
Privacy, Remote Sensing Technology or instrumentation, wireless sensor networks and Wireless Technology or instrumentation. Figure 4 shows word cloud based on word frequencies from the retrieved articles and the key words are indicative of the key concern areas addressed in the reviewed papers, and of interest was all these related to homomorphic
encryption and other cryptographic technologies. A word
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present. As such, the presented examples of application and
the discussed encryption algorithms were based on high quality information.
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