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 Abstract-Internet of Things (IoT), with the help of some technologies such as 5G, Fog 

Computing and Artificial Intelligence (AI), is driving a significant shift to support emerging 

applications with specific requirements (e.g., real-time processing of a high volume of data) 

with greater flexibility and efficiency. In this regard, AI subfields such as data analytics and 

learning techniques play an important role to support the emerging IoT-related applications.  AI 

integrated with the IoT heralds the era of Artificial Intelligence of Things (AIoT). While AI 

functions traditionally need centralized data collection and processing, it may not be feasible 

for modern AIoT-related applications because of some features such as the high volume of 

generated data, scalable and distributed data sources, high scalability of networks and data 

privacy concerns. In recent years, we can see noticeable efforts in the AIoT domain ranging 

from AI efficiency (e.g., proposing lightweight AI units) to system (e.g., proposing more 

powerful AIoT end devices) and architecture efficiency (e.g., proposing new AI deployment 

methods for AIoT architecture). This chapter presents recent progress in AIoT research domain 

from AI, system and architecture perspectives.  We then introduce some recent and promising 

applications of AIoT. Finally, the important challenges facing AIoT as well as some potential 

research opportunities will be presented. 

 

1. Introduction 

The Internet of Things (IoT), a term originally introduced by Kevin Ashton [9], refers to a 

global intelligent network that provides cyber-physical interactions by connecting a large 

number of things (devices) with the ability to perceive, compute, execute, and communicate 

with the Internet [6]. 

It is expected that the number of IoT devices will be massively increased in the coming years. 

According to Cisco, IoT devices will account for 50 percent (i.e., 14.7 billion) of all global 

networked devices by 2023 [7].  

To analyze the generated data from ubiquitous IoT devices and enabling intelligent IoT 

applications (e.g., smart healthcare, smart transportation), artificial intelligence (AI) techniques 

have been widely used [4]. The combination of AI technologies with the IoT infrastructure 



refers to Artificial Intelligence of Things (AIoT). AIoT can achieve more efficient IoT 

operations, improve human-machine interactions and enhance data management and analytics 

[10]. 

 

AI techniques traditionally need centralized data collection and processing. In traditional IoT 

architectures, data are generated by IoT devices and transmitted to a remote cloud where they 

are processed by the AI functions.  While storing and analyzing data on centralized cloud brings 

some benefits such as cost efficiency and high computing and storage capabilities, this 

centralized architecture may be ineffective or infeasible for modern AIoT applications because 

of high volume of generated data, high scalability of their networks and data privacy issues. For 

example, it can be infeasible for real-time IoT systems to transmit the big data, generated by a 

high number of IoT devices, over complex environments to the cloud data centers for AI 

training [4] [5] [8]. 

The research in AI/IoT has been striving to find appropriate solutions for this problem. Edge 

computing is considered as an extension of cloud computing to move cloud services to the 

proximity of end users [14]. The combination of edge computing and AI defines a new term, 

called “edge intelligence” or simply “edge AI”. Rather than entirely relying on the cloud, edge 

AI makes the most of the widespread edge resources to gain AI insight [11]. 

Edge AI can solve the limitations of the cloud-based architecture when it comes to distributed 

data analytics. The main idea is to utilize the storage and computing power of edge servers and 

end devices to train the machine learning models closer to the source of the data [5] [12]. 

To enable the modern AIoT applications to meet their requirements such as latency and privacy, 

three main solutions have been proposed. 1) Considering the recent progress in hardware 

technology, one solution is to run AI functions on the IoT end devices. However, many recent 

AIoT applications utilize computation intensive algorithms requiring powerful processors. This 

may outweigh the capacity of even modern IoT devices [14]. 2) Edge server-based architecture 

is considered as another solution where data from the end devices are transferred to edge servers 

for processing. However, processing requirements for AI are sharply increasing. AI training 

executions are doubling every 3.5 month and, since 2012, the processing requirements have 

increased by more than 300,000 times [8][17]. While edge computing can often satisfy the 

latency and privacy, running high resource requirements AI functions (e.g., deep learning 

algorithms) on not very powerful edge compute resources can be sometimes an issue. 3) joint 

computation among end devices, edge servers, and the cloud is another idea. In this case, 

offloading a part of the processing workload intelligently from IoT devices to the fog 

nodes/edge servers and cloud can satisfy latency while leveraging AI capacities for processing 

a large volume of data [6] [13].  

As a result, research efforts for AIoT can be mainly categorized to three following directions: 

● Architecture: Proposing efficient architectures and AI deployment methods for AIoT;   

● System: Designing more powerful IoT edge and end devices (e.g., hardware and 

software acceleration); 

● AI: Designing light-weight AI functions to be used by resource-limited AIoT end 

devices; 

● Implementation: Some tools and platforms have been proposed for implementing AIoT 

systems. 



     This chapter presents recent progress in AIoT research from the three above mentioned 

perspectives. We discuss the opportunities created by recent advances in IoT’s hardware 

technology and AI related techniques such as Federated Learning (FL) to support AIoT 

applications with greater flexibility and efficiency. Finally, the recent deployment and 

applications as well as the important challenges facing AIoT and some potential research 

opportunities will be presented. 

 

2. Architecture: Deployment methods of AI units in AIoT 

For AIoT data analysis, we can see that there are three main players: data, processing (i.e., AI 

units) and features. Depending on applications, data can be centralized or distributed. In 

distributed datasets, depending on applications, we may consider a similar or different set of 

features for sub-datasets. Here, the main question is how to map AI processing units to better 

support various types of AIoT applications considering their data and feature distribution 

methods. 

In this part, we present potential scenarios for deployment of AI units in the AIoT ecosystem. 

We then discuss which scenario(s) can be more appropriate for AIoT related applications. As 

machine learning (including neural network and deep learning) is considered as one of the main 

subsets of AI, we focus on possible methods to deploy training and inference units. However, 

the scenarios can be easily modified for other AI subdomains.  

As Figure 1 shows, deployment methods of AI units in AIoT, depending on training and 

inference location, can be generally divided into 2 groups: centralized and distributed. In the 

centralized scenarios, AI is completely deployed on one AIoT node (i.e., only on end device or 

on edge device or on cloud server). Distributed AI deployment methods distribute AI units in 

different locations. 

 

Figure 1. A taxonomy of AI deployment techniques 

 

Fully centralized AI deployment 

In traditional IoT architectures, AI units are deployed in the centralized cloud and AIoT devices 

generate and transmit data to the remote cloud (see Figure 2(a)). Analyzing data on a centralized 

cloud has some benefits such as cost efficiency and high computing and storage capabilities.  



Challenge - The majority of modern AIoT applications generate high volume of data using 

distributed AIoT devices. Migrating the big data, generated by a high number of IoT devices, 

over complex environments to the cloud data centers for processing is considered as a big 

concern in aspects of privacy, latency and bandwidth cost for many AIoT applications [4] [5] 

[8]. 

 

Figure 2. Centralized AI deployment techniques 

One solution is to run AI functions, including both training and inference, on each IoT end 

device (see Figure 2(b)). In recent years, AI-specific hardware accelerators have enhanced high-

performance processing in embedded and resource-limited AIoT devices. Embedded ML is a 

new domain where AI-based sensor data analytics is proceeded near to the data source in real 

time [8].  

Challenge - we should consider this point that many recent AIoT applications utilize 

computation intensive algorithms requiring powerful processors. This may still outweigh the 

capacity of even modern IoT devices [14].  

One straightforward idea is to deploy the AI units only on edge servers (see Figure 2(c)). In this 

case, the end device transfers its data to a nearby edge server and receives the corresponding 

results after server processing [13]. As a result, in comparison to deploying AI units on Cloud, 

the transmission latency of data offloading and required bandwidth reduced and the data privacy 

increased. 

 

Distributed AI deployment techniques 

As we saw in the previous section, each fully centralized AI deployment technique has its 

related challenges. While deployment of an AI unit only on cloud has some challenges (e.g., 

privacy and network latency), deployment of AI units on end or edge devices raises other 

concerns such as limited computation capacity. 



Distributed AI deployment techniques, unlike the fully centralized techniques that place AI 

units on only one end, edge or cloud element, has been proposed to distribute and place AI units 

on various locations. Existing techniques can be divided into three main categories: vertical, 

horizontal and hybrid AI distribution techniques.  

As shown in Figure 3, while vertical techniques deploy AI units vertically on AIoT ecosystem 

(i.e., a combination of an end device, edge server and cloud server), horizontally deployment 

techniques mainly focus on extending number of nodes (e.g., end device-to-end device 

collaboration). 

 

Figure 3. Vertical and horizontal AI distribution 

Finally, hybrid techniques try to get benefits from both vertical and horizontal deployment of 

AI units for AIoT applications. 

 

Vertically distributed AI deployment 

As already mentioned, inference and training are the two main computing parts in machine 

learning and deep learning. In vertically distributed AI deployment, unlike fully centralized one, 

training and inference units are not deployed on the same machine. In fact, recent studies show 

that executing AI models with edge-cloud synergy can improve both the end-to-end latency and 

energy consumption in comparison to the local execution method [11]. 

In an AIoT system, it is common to deploy and distribute AI units vertically on cloud nodes, 

fog/edge nodes, and end devices to increase AIoT’s performance. By intelligently distributing 

AI units, it is possible to leverage machine learning capacities for big data with satisfying 

latency [6].  

Vertically distributed AI deployment methods can be divided into two main groups:  

● the methods that do not support co-processing (i.e., co-inference and co-training);  

● the methods that support co-processing. 

Figure 4 shows potential vertically distributed AI deployment techniques that do not support 

any co-inference and co-training features.  

While the training part is typically processing intensive and needs the availability of high 

volume of data, the inference can be processed with less processing power [21]. For this reason, 

it is usually considered that the training part should be deployed on the cloud (see figures 4 (a) 

and (b)) and, therefore, we can see that many studies focus on the inference part to let cloud-



scale models execute on resource-limited devices. However, deploying a training unit on the 

cloud also means that the large volume of training data should be sent from end or edge devices 

to the cloud. It can significantly increase communication overhead and the data privacy concern 

[11] [24].  

 

Figure 4. Potential vertically distributed AI deployment techniques 

If data size to process is not very large and the end device and edge device (or at least one of 

them) have acceptable processing capabilities, training models on an edge device or even an 

end device can be sometimes considered as an alternative (Figures 4 (c)-(f)). 

 

In addition, co-processing (i.e., co-training and co-inference) is considered as one solution to 

address, at the same time, challenges of AI processing on end/edge devices (e.g., resource 

limitation) as well as cloud (e.g., bandwidth cost, latency, privacy). In co-processing, instead 

of training or inference on only one node, two or more nodes can cooperate. Figure 5 highlights 

centralized and vertically distributed AI deployment characteristics. While in centralized 

method, Figure 5 (a), both Training Unit (TU) and Inference Unit (IU) are deployed on the same 

machine (i.e., on end device or edge device or cloud), TU and IU in a vertically distributed 

method are separately deployed on different vertical locations, Figure 5 (b) (i.e., on end device-

edge device or end device-cloud or edge device-cloud).  

In the vertically distributed AI deployment methods that support co-processing (e.g., co-

inference or co-training), every TU can be divided into two or three sub-TUs where the sub-

TUs can be deployed on different places (i.e., end device or edge device or cloud) and cooperate 

(see Figure 5 (c) and (d)).  



 

Figure 5. Centralized and vertically distributed AI deployment characteristics 

 

Model parallelism is a technique that can be used for supporting co-processing. It splits a model 

into several partitions where every partition can be processed on a separate device. Model 

partitioning can be either vertical (i.e., by applying splits between neural network layers) or 

horizontal (i.e., by splitting the layers) [26]. 

 

Horizontally distributed and hybrid AI deployment 

A lot of AIoT infrastructures consist of a set of geographically distributed end devices. The 

geographically distributed AIoT end devices may generate a large volume of distributed data. 

On the other hand, classical AI methods (i.e., machine learning) have been considered to work 

with centralized data. In this case, in order to process distributed data, we usually need to collect 

them in a database. However, it can be usually either ineffective or infeasible for the following 

reasons [22]. 

● The cost of maintaining (i.e., storing) a central large-size data set can be much more 

than the total cost of maintaining its smaller sub-data sets. 

● The processing cost of a central database is much more than the total cost of processing 

its smaller sub-data sets. 

● Transferring a large amount of data over the network has some noticeable challenges 

such as privacy and transferring time. 

● Because of the data security and privacy issues, legal restrictions (e.g., Cybersecurity 

Law of the People’s Republic (CLPR) of China, General Data Protection Regulation  

(GDPR) in European Union, Personal Data Protection Act (PDP) in Singapore, 

California Consumer Privacy Act (CCPA) and Consumer Privacy Bill of Rights (CPBR) 

in the United States) have been defined and put in practice which makes data 

aggregation from distributed devices, multiple regions, or organizations, almost 

impossible [25]. 



Putting all pieces together, designing AI deployment methods to support horizontally 

distributed data in an effective and efficient way is necessary. Here, we present horizontally 

distributed AI deployment techniques to process the distributed data. We will show that some 

studies proposed hybrid AI deployment methods. 

Before talking about horizontally distributed and hybrid AI deployment techniques to support 

the distributed data, it is necessary to briefly review the following related topics:  

● Data (and feature) distribution methods;  

● Training cycles; 

● Distributed machine learning topologies. 

Data distribution methods 

 As Figure 6 shows, we can define several common methods of data distribution or 

fragmentation [22]: 

● Horizontal distribution in which sub-data sets (i.e., subparts of instances) are stored at 

different locations. Here, an instance includes the values of several attributes; 

● Vertical distribution in which subparts of attributes or features of instances are stored at 

different locations; 

● Hybrid (mixed) distribution in which every sub-data set and its related features are 

stored at different locations. 

 

Figure 6. Common methods of data and feature distribution 

 

Datasets are often distributed horizontally as it constitutes the most appropriate and natural way 

for many applications. As an example, two regional banks can have different groups of clients 

from their respective locations and the intersection set of their clients can be very small (see 

Figure 7(a)). However, they can have similar feature spaces as their business is quite similar 

[23].  



 

Figure 7. Data and feature distribution methods examples 

 

On the other hand, as Figure 7(b) shows, two different regional organizations that have almost 

similar clients. However, the features can be different. If these two different organizations are 

located in two different regions, their clients can be also different (Figure 7(c)). In this case, 

considering our application, we may need to process a set of sub-datasets with different features.  

Distributed Machine Learning Topologies 

The training procedure can be divided into two distinct cycles [26]. 

● Gradient Computation cycle that computes parameter gradients based on the current 

model parameters by applying backpropagation on mini-batches drawn from the 

training data. 

● Optimization cycle that consumes the computed gradients in the Gradient Computation 

cycle to update model parameters. 

Based on two defined cycles, as Figure 8 shows, there are two main network topologies to 

map an execution model onto a cluster of independent devices [26]. 

● Centralized optimization wherein the optimization cycle is run in a central node and the 

gradient computation code is replicated onto the AIoT end devices. 

● Decentralized optimization wherein both cycles are replicated in each AIoT end device 

and some form of synchronization is done to let the distinct optimizers to work 

cooperatively. 

 

Figure 8. Two main distributed machine learning topologies 



 

In 2017, Federated Learning (FL) [27] was presented to enable local and distributed machine 

learning training at the level of edge nodes or end devices.  

Based on methods of data and feature distribution that we already described, we can divide FL 

into three small classes [4].  

● Horizontal FL 

● Vertical FL 

● Federated transfer learning 

 

 

Figure 9. Horizontal FL logical architecture 

 

Horizontal FL, see Figure 9, is utilized to analyze the horizontal data distribution. In horizontal 

FL, every node (i.e., learning client) has its private dataset. All clients cooperatively train a 

global FL model using their datasets considering a similar feature space. Then, the central node 

aggregates all local updates from nodes and computes the new global update without the need 

to have direct access to local data. After that, the central node sends back the global update to 

all nodes for the next round of local learning. This procedure continues until the loss function 

converges or an appropriate accuracy value is achieved.  

One IoT-related example of horizontal FL is voice assistants in a smart home. Where persons 

in the home speak the same keyword or sentence (feature space) with the different types of 

voice (sample space) on their smartphones. In this case, a central node (i.e., parameter server) 

averages the local speaking updates to build a global model for voice recognition [4]. 



 

Figure 10. Vertical FL logical architecture 

On the other hand, vertical FL supports vertical data distribution where the nodes utilize the 

same data with different features, as shown in Figure 10. In this case, an entity alignment 

method is considered to collect overlapped data samples of nodes. These samples are combined 

to train a common AI model using encryption techniques.  

As an example, consider two regional different companies: ecommerce company and bank. 

They have different data features but very similar clients (i.e., same sample space). They can 

join a vertical FL process to cooperatively train an AI. Using this model, the FL-based system 

can estimate the optimal personalized loans for all clients based on their online shopping 

behaviours. 

 

Figure 11. Federated transfer learning logical architecture 



 

Federated transfer learning we have a set of nodes that have datasets with different sample 

space and different feature space, as shown in Figure 11.  In other words, the datasets differ 

not only in samples but also in feature space.  

For example, consider there are two companies in different locations: one bank located in one 

country and an e-commerce company located in another country. Because they are in two 

different countries, the client groups have a small intersection. In addition, because of the 

different businesses, only a small portion of the feature space from both parties overlaps. 

Federated transfer learning techniques can be utilized to offer solutions for the entire sample 

and feature space under a federation. Specially, a common representation between the two 

feature spaces is learned utilizing the limited common sample sets and, after, used to get 

predictions for samples considering only one-side features. Federated transfer learning is 

considered as an essential extension to the existing federated learning systems because it deals 

with problems exceeding the scope of existing FL algorithms [23]. 

 

3. System: System opportunities for AIoT ( accelerators) 

For many recent AIoT applications, we need to build end devices as standalone intelligent 

machines. The relation between intelligence and embedded systems becomes important. 

The main hardware platforms for the deployment of AI units on end devices are:  

● Graphics Processing Unit (GPU);  

● Field Programmable Gate Array (FPGA);  

● Central Processing Unit (CPU);  

● Application Specific Integrated Circuit (ASIC);  

High processing requirement of advanced AI algorithms is a challenge for general purpose 

CPUs in AIoT end devices. Therefore, hardware accelerators such as ASIC, FPGA, and GPU 

have been utilized to improve the performance of advanced AI algorithms. 

GPU includes a large number of small cores. It was initially designed for video games. After, 

it has been deployed in high-performance computing systems to provide powerful processing 

capability. GPUs are used as hardware accelerators to speed up training and inference of AI. 

Many operations in AI such as convolution can be done in parallel on GPU, significantly 

decrease the training and inference time [18]. GPUs are considered as the most widely used 

hardware accelerators for improving AI processes. This is because of their high memory 

bandwidth and throughput. However, they are not energy efficient [19]. Therefore, using GPUs 

in battery operated AIoT end devices is an issue.  

On the other hand, FPGA and ASIC hardware accelerators have relatively limited memory, I/O 

bandwidths, and processing power in comparison to GPU-based accelerators. However, they 

can work with lower power consumption. While the performance of ASIC design can be 

increased by utilizing memory hierarchy and assigning dedicated resources, the development 

cycle, cost, and flexibility are not satisfactory. As a solution, FPGA-based accelerators can be 

utilized to offer high performance at an acceptable price with low power consumption and 

reconfigurability [19], [20].  



4. AI: AI progress for AIoT 

As we already mentioned, the centralized cloud architecture may be ineffective or infeasible 

for modern AIoT applications because of the high volume of generated data, high scalability of 

their networks and data privacy issues. 

On the other hand, running processing and memory intensive AI algorithms (e.g., neural 

networks with high number of hidden layers) on limited-resources AIoT end devices or even 

edge servers are a challenge. We can even see that the gaps between computational complexity 

and energy efficiency of deep neural networks and the hardware capacity is increasing [15].  

For implementing AI functions, especially deep learning algorithms, on powerless AIoT end 

devices or not powerful edge devices, a lot of works have been done. Model compression is a 

technique which is used to lighten the learning model, improve energy efficiency, and speed up 

the inference on resource-limited end or edge devices, without reducing the accuracy. As Figure 

12 shows, model compression techniques can be classified into five groups [14]. 

 

Figure 12. Model compression techniques 

 

Low-rank Approximation: Considering this point that a matrix can be decomposed into the 

multiplication of multiple matrices of smaller size, this technique utilizes the multiplication of 

low-rank convolutional kernels to replace kernels of high dimension. This technique can 

effectively decrease the model size and computation.  

Knowledge Distillation: This technique is based on transfer learning. It trains a smaller size 

model, called student model, with the distilled knowledge from a larger model, called teacher 

model. The student model on a resource-constrained device takes the advantage of transferring 

knowledge from the teacher network [5].  

Compact layer design: This technique can effectively improve the utilization of resources (i.e., 

processing and memory). A big convolution can be replaced with several compact layers to 

reduce the number of parameters and, therefore, computations. 

Network pruning: This technique removes the parameters that are not important. Therefore, 

by removing connections with low weights, a dense network can be converted to a sparse 

network. 



Parameter quantization: Quantization is considered as an important and very active sub-area 

of research in the efficient implementation of computations associated with Neural Networks. 

We can see that it was firstly used for neural network training. In particular, the breakthroughs 

of half-precision and mixed-precision training have been the principal drivers that enabled an 

order of magnitude higher throughput in AI accelerators. However, going below half-precision 

without significant tuning is an issue, and the majority of the quantization studies work on 

inference [16].  

 

5. AIoT applications  

This section classifies the current and future AIoT applications with respect to their 

requirements. In order to fulfill this task, first, the conventional classification of IoT/AIoT 

applications is introduced (i.e., utilization-domain-classification) and then a different 

classification is described. We can see that over the last few years, in the vertical market, the 

IoT/AIoT applications are mainly categorized based on their utilization domains. 

Transportation, smart city, health-care, agriculture, environment, retail, and smart home are 

some examples (see Figure 13). However, the classification of applications based on their 

utilization domains may result in some conflicts and overlaps [29]. 

 

Figure 13. Conventional classification of IoT/AIoT applications based on utilization 

domains 

 

 

Ding et al. in [29] proposed a new IoT classification. They first focus on end-user-types of 

applications and then consider other application requirements (i.e., data-rate, latency, coverage, 

power, reliability, and mobility) to generalize the proposed classification method. The 

proposed classification method considers the end-user-type for each application to classify 

it into one of the two main groups of human-oriented or machine-oriented applications (see 

Figure 14).  



 

Figure 14. Classification of IoT/AIoT applications based on end-user-type and data rate 

In human-oriented applications, a person plays an essential role. In other words, human-

oriented applications refer to the applications that need human interaction to communicate with 

a network. Conventional smartphones, security cameras and patient surveillance systems are 

three examples of human-oriented IoT applications. Human-oriented applications are generally 

characterized by high data rates (i.e., from tens of Mbps up to tens of Gbps). However, we can 

also see a few human-oriented applications that need low data rate (e.g., form 1Mbps up to 

10Mbps) like intelligent shopping applications that provide information of all items/interactions 

in a grocery store to the human as its end-user-type [29][30]. 

However, machine-oriented applications can automatically manage their tasks without 

requiring human intervention. These applications were historically characterized by low data 

rate (i.e., up to hundreds of kbps) and power consumption (e.g., wireless sensor network). Even 

today, many of the applications still require low data rates (as shown in Figure 14). However, 

some new and complex machine-oriented applications including autonomous vehicles require 

higher data rates (e.g., tens of Mbps) [31]. 

We introduce some promising applications of AIoT in the Following. 

 
Life safety and comfort  

 

Flood disaster mitigation can Improve life safety and preserve the environment. To reduce the 

risk of flood disasters some actions should be taken on special timing. Therefore, in [48], risk 

of flooding on the slopes of the mountains was analyzed and predicted by measuring the height 

and velocity of the water and periodically monitoring the rain Gauge sensors using AIoT. The 

authors proposed to connect several nodes using long range (LoRa) communication technology. 

LoRa is one of the low-power wide area network (LPWAN) communication systems which has 

long-distance transmission capabilities. The communication between posts (which include 



sensors) are carried out by using LoRa and a SIM900 sends data to a cloud server via the 

internet. Furthermore, all information is available in an application, and warnings are sent via 

short message service (SMS). This paper finally uses a fuzzy approach to implement various 

modes of intelligent control. 

 

Pandemic Prevention and Control (COVID19) 

 

In the case of COVID-19, timely screening of infected people can be very helpful. While 

manual screening takes a lot of time, modern technology can make it much more efficient and 

faster. AIoT-based wearable technology with Wi-Fi, 5G and Bluetooth helps detect, understand 

and monitor the Coronavirus as quickly as possible. Other non-portable modules can also be 

placed in public places such as airports and shopping malls. These modules are used to monitor 

the respiratory and blood pressure data of suspected patients. The two modules work and alert 

in the event of a suspicious event in any public place.  

In this regard, the intelligent diagnostic system design as a part of AIoT product is critical. This 

will help to prevent infections of doctors due to direct contacts with patients. In addition, 

considering the epidemy nature, huge amounts of data, X-ray and CT scans are generated by 

standard methods of diagnosing COVID-19.  

As lung segmentation technology becomes increasingly mature, intelligent COVID-19 

diagnostic methods will become even more reliable. Such existing methods using neural 

networks and digital image processing technology are a great help for the doctors [49]. 

 

Helping elderly live 

 

Fall detection, activity classification and health care are examples of AIoT scenarios in 

providing help for eldery live. These scenarios are achieved by gathering different sources of 

data. The collected data can be categorized into wearable and non-wearable data including 

audio, video, sensors gathered data (real-world information in terms of temperature, humidity, 

illumination, vibration, and human physical status (heart rate, blood pressure, skin conductance, 

temperature, movement, gait, etc.)), personal data collected from ubiquitous devices (e. g., a 

smart phone), routinely collected social clinical data, e. g., vital statistics and health data of 

subjects.  

 Investigation of data modalities that can be used for AIoT based elderly applications still is not 

comprehensive. As an example, it is worth exploring the sense of touch (haptics) which can be 

an essential sensory modality facilitating the ADLs of the elderly [26]. Different methods 

including signal processing and Machine Learning applied on the collected data helps in this 

process [50]. 

 

Automated Wheelchair for Physically Challenged with AIoT modules 

 

Automated Wheel Chair (AWC) can be an assistance for people with a higher degree of 

impairment, or eldery people who, due to age or infection, are unable to move any of the body's 

organs save the head. Authors in [51] proposed to expand an AWC by including sensors into 



its components. In this way the clients of these chairs can be monitored/controlled by their 

family members and can have more independence. 

The Smart Wheel Chair (SWC) proposed by authors can incorporate the microcontroller device 

to enable widespread electric wheelchair manipulation using head movements. Therefore, the 

device was equipped with digital and mechanical components. The accelerometer records 

processing unit is used to create a revolutionary head motion popularity technique. In addition, 

a Bluetooth device is mounted on the wheel chair, as well as the accelerometer that powers the 

motors and controls the chair's actions inside the domestic environment. The wheelchair 

designed by [51] focuses not only on the tool's movement but also on the health of the person 

who uses it. IoT is the main component of this proposal and sensors are used to detect the 

cardiac rate and blood oxygen levels. The ultrasonic sensors aid in the detection of impediments, 

allowing the chair to move in a more exact path. The authors also discuss the use of the SWC 

to protect disabled people from catastrophic pandemics like COVID-19 or to support them in 

their treatment of any pandemic-causing sickness.  

 
Predicting arrival time of ships 

 

Maritime transport is considered as one of the principal parts of world trade and economy. It is 

a complex environment where logistic planning plays an important role to guarantee an efficient 

use of resources. The maritime community includes a set of actors responsible for different 

activities related to port management; port authorities need open and neutral platforms that 

connect multiple systems, and these are known as port community systems [4].  

Seaport terminals are one of the most important parts of the logistics network. They are in the 

center of the supply chain and connect the land-side and seaside, as well as the export and 

import sides of the supply chain.  

As a result, it is very important to ensure a fluid operation of the terminal to guarantee the 

efficiency of the whole supply chain [8]. 

Therefore, an accurate estimated time of arrival of ships at ports can be necessary to optimize 

time, resources, and costs of maritime operations [9].  

When a vessel arrives at a port, the necessary operations to be done by the various actors in the 

chain are scheduled according to this date/time. Therefore, any gap between the estimation and 

the actuality can result in delays and negative effects on the rest of the chain. One example of 

this negative impact can be unavailability of the scheduled quay. Because the terminal is 

operating another vessel or the vessel not being able to dock due to coincidence with the 

maneuvers of another vessel. 

In [32], a cognitive AIoT architecture based has been introduced. Based on the architecture, a 

cognitive service capable of predicting with high accuracy the vessel port arrival is developed 

and integrated in a legacy sea traffic management solution. It utilises an automatic identification 

system and maritime oceanographic data to predict time of arrival of ships. The functionality 

of the system has been validated using the port of Valencia. 

 
Bat Species Classification 



 

Bats are considered as an important participant of the ecosystems. They are sometimes involved 

in indirect proliferation of various viruses. Therefore, it is necessary to mitigate the clash 

between bats and human populations. Tracking bats in real-time may help effectively manage 

bat populations and reduce risky interactions with bats by preventing any civilian 

establishments within or near to their habitats [53]. In addition to reducing virus risks, having 

comprehensive information about bat species and habitats can be useful for the health of our 

planet and society. However, gathering data related to bat population manually is costly, time 

consuming, and potentially error-prone.  

We know that bats communicate via echolocation calls. In this case, training a neural network 

to identify the bat species based on their acoustic signals can be a good idea. An AIoT system 

can be utilized to do automatic bat species classification combining AI techniques (i.e., deep 

learning) with IoT. For example, Zualkernan et al. in [54] designed and implemented such an 

AIoT system. 

 
Pests Detection 

 

Presence of pests and plant diseases is considered as one challenge in crop production. In order 

to avoid the heat, pests often hide behind the leaves of plants during the day. They appear on 

the leaves in the evening or at night. As a result, it is not easy to observe them on crops during 

the day. Most of the time farmers detect pests when they have multiplied and spread 

uncontrollably.  

In this situation, a large quantity of pesticides is needed to spray the crops to eliminate the pests 

and reduce agricultural damage. However, once the crops have been sprayed with pesticides in 

the growing season, pesticide residues remain even after washing. AIoT technology can be used 

for an environmental analysis of crop growth and the prediction of pest occurrence to improve 

the productivity of crops and reduce the size of the agricultural workforce [52]. 

 
Virtual shops applications 

 

Online shopping is now considered as a part of our daily life. The online virtual shop systems 

should provide enough details about the products in the augmented reality (AR) or virtual reality 

(VR) spaces. In addition, they should enable the intelligent robots to do the joint operations and 

to provide real-time feedback sensation in real space. For establishing such a virtual shop 

system, many studies have been done. For example, wearable manipulators (e.g., [35]) can 

provide an immersive experience to clients with the sensory and haptic feedback functions (e.g., 

gesture control, direct projection of body motions, and haptic simulators).  

Digital twin refers to a digital replica that can provide real-time monitoring or maintenance 

optimization of physical systems in various applications such as the manufacturing, healthcare, 

and automotive industry [33][34].  

Rapid progress of AIoT technology could pave the way for developing digital-twin-based 

remote interactive systems for advanced robotic-enabled industrial automation and virtual 



shopping. For example, we can consider a system to inspect the physical objects with the up-

to-date status according to the data obtained from the distributed sensors. It can consider both 

static properties (i.e., inherent features of the physical objects such as shape, size, color) and 

dynamic properties, (i.e., the real-time position, movement, gesture, and motion of objects that 

will change over time). These digital-twin-based remote interactive can enable the advanced 

interaction virtually, showing the potential in realizing real-time parallel control in unmanned 

working spaces. They may bring great convenience in different scenarios, such as online 

shopping and unmanned factories [36].  

 

Floor Monitoring 

 

In addition to deployment of wearable electronics on the human body, versatile ambient-

awareness devices can be placed in our living environment to facilitate a higher level of living 

comforts and building intelligence. 

These distributed electronic devices, in comparison to the wearable electronics, can offer 

additional functionalities in a complementary and generalized manner (e.g., indoor positioning, 

biometric-based identity authentication, access regulation, amenity automation, smart 

interaction, security) without asking clients to wear any cumbrous devices. To this end, cameras 

and motion sensors on our daily interacting floor area can effectively and conveniently obtain 

the affluent information related to human behaviors. Especially motion sensors can be used 

without such privacy concerns.  

A floor sensor-based monitoring system can capture the correlative information from the 

interactive signals (e.g., stepping position, walking trajectory and activity status). It can be used 

to facilitate versatile smart home applications. 

Considering AIoT technology, an AIoT-assisted reliable floor sensing system can offer not only 

robust position and activity information for daily monitoring and automation, but also identity 

information for personalized health care and access regulation. 

For example, a reliable and smart floor monitoring system can be developed by integrating a 

robust floor mat array with advanced Deep Learning-assisted data analytics [37].  

 

 

6. AIoT implementation: tools and platforms  

In this section, we describe some well-known tools and platforms to implement AIoT systems. 

A 3.5-tier container-based edge computing architecture  

As we already mentioned, in some special applications because of the privacy issues involved 

in the service, the processing cannot send the image data to the cloud, and this data must be 

processed on edge servers. Identification of individuals in person re-identification (Re-ID) 

systems is one of these examples [38].  In this case, the lightweight and scalable architecture of 

service design called microservices are suitable for such applications to embedded AIoT 

environments. Microservices are small applications that can be independently deployed, 

extended, and tested. Microservices are based on a technology called container technology 



sharing access to the host kernel which is faster than VM. However, the security issue is a 

challenge as the applications share the same kernel.  This security issue has been addressed in 

different new attempts such as Kata Container and. Orchestration of these containers can be 

done using solutions such as Kubernetes. Kubernetes is actually an open-source container-

orchestration platform for automating computer application deployment, and management. It 

provides a container centric platform for microservices to automate auto-scaling, resilience, and 

high availability [55]. 

Considering AIoT and implementation at the edge, there is a need to separate the control plane 

and the compute plane. It is where KubeEdge and OpenYurt are some helpful products in the 

market. As an example, KubeEdge is the first Kubernetes Native Edge Computing Platform 

with both Edge and Cloud components open sourced. 

In addition, one of the most popular enterprise Java microservices framework is Spring Boot 

introduced in 2014 and it is part of Spring framework. More than 60% of enterprise applications 

run on Java and Spring has good integration with almost all popular development libraries. It 

helps faster development of Java-based microservices with its built-in libraries [55]. 

Implementing the above-mentioned solution, [38] provided a solution for person re-

identification (Re-ID). Re-ID is used to identify the same person from multiple different angles 

and different directions across multiple cameras. However, because of the privacy issues 

involved in the identification of individuals, Re-ID systems cannot send the image data to the 

cloud, and this data must be processed on edge servers. This study designed a Re-ID system at 

the AIoT edge computing gateway. 

The proposed framework deployed in AIoT edge computing gateway in this paper has four 

layers including the camera communication, tracking, application, and AI accelerated layers. 

Each layer has its corresponding functions. 

The system utilizes a microservice to perform Re-ID calculations on edge computing and 

balances efficiency with privacy protection. This method helps to handle large computing 

resources owing to the processing of AI algorithms through edge computing. 

Model development was carried out on Torchreid, a Re-ID software framework based on 

PyTorch with functions to support model development, end-to-end training, and evaluation of 

Re-ID models such as OSNet, ResNet50, Inception, and MobileNV2. Although the common 

IoT protocols such as MQTT, XMPP, and CoAP have their own advantages, considering the 

challenges of TCP/user datagram protocol compatibility, low latency, multiplexing, and other 

characteristics, the paper selected gRPC which satisfied all requirements. Finally, microservices 

was implemented through Kubernetes along with Linkerd2 to provide load Balancing. 

The experimental results indicated that implementing more servers significantly improves the 

system performance in terms of the processing speed and response time when compared to only 

one server. In addition, it can expand and flexibly scale the proposed architecture. When 

compared to a single PC or traditional server, the AIoT edge computing gateway is more 

flexible, lightweight, less expensive, and has less power consumption. 

 

Sophon Edge platform  

 



Sophon Edge is an edge-cloud collaborative computing platform for building AIoT applications 

efficiently [39]. It proposes a pipeline-based computing model that facilitates the programming 

of computation tasks, with scaling feature. Scaling here can be across multiple edge servers and 

even different IoT devices. Sophon supports edge-cloud collaboration as well. Sophon was 

tested using a real-world Smart City application which led to a drastic reduction in coding 

efforts. The whole application reaches an accuracy of 85% in obtaining its objective. 

Sophon Edge platform includes two main parts: Edge Nodes and Edge Hubs. Edge Nodes are 

computing servers and mainly responsible for managing the connection and operation on IoT 

devices (e.g., forwarding significant data to the cloud).  They are deployed at the network edge. 

In order to facilitate device access, Sophon Edge supports a set of communication protocols 

such as Modbus, MQTT, COAP, AMQP, ONVIF, RTSP, RTMP, UVC, OPCUA, HLS and 

GB28281 which covers the current mainstream devices in the AIoT domain. In addition, AIoT 

devices generate raw data which are gathered and converted into a data stream.  It can facilitate 

subsequent data processing through the exploitation of a multimedia gateway or a message bus. 

The multimedia gateway collects real-time stream media data (e.g., images, videos) from 

multimedia AIoT devices, while the message bus collects structured data from ordinary IoT 

devices.  

An Edge Node manages several pipelines that are either received from the cloud or created 

locally. The instances of the pipelines are run by the stream processing engine. In addition, an 

Edge Node can control various AI models received from the cloud, and these models can be 

utilized to create inferences in the deployed pipeline instances. The edge infrastructure mainly 

supports local data storage and transportation to the cloud end.  

Edge Hubs are considered as cloud servers. They control Edge Nodes and do computing-

intensive tasks such as model training. In addition, an Edge Hub can control pipelines, known 

as shared pipelines.  

By increasing the scale of an AIoT application, the number of Edge Nodes could increase. It 

can make it possible to run the same computation task on multiple Edge Nodes. In order to 

reduce cost, instead of creating at least one pipeline on each Edge Node, the shared pipelines 

are managed on the Edge Hub and delivered to the Edge Nodes later on.  

The model warehouse stores all the trained models as container images. They can be easily 

deployed on the Edge Nodes.  

 

Edge performance benchmarking and AI platforms 
 

In edge computing, where resources are located near users, a large-scale, geographically 

dispersed, and resource-rich distributed system will be created. This kind of loosely coupled 

complex systems have different operational conditions over time. In this context, the 

performance characteristics of such systems will need to be captured rapidly. This performance 

characteristics capture is called performance benchmarking, for application deployment, 

resource orchestration, and adaptive decision-making. Edge performance benchmarking is a 

new research topic that has started gaining momentum [40]. 

Performance benchmarks have played a vital role in the evolution of the computing landscape 

and represent an important field of research and development. CPU or processor-related 



benchmarks have existed since several decades. To mention an example, the Whetstone 

benchmark was designed to measure the floating-point arithmetic performance [41] and 

Dhrystone was developed in the 1980s to evaluate the performance of integers [42]. 

Post-1990 the HPC benchmarking emerged, then in post-2000 grid benchmarking, and post-

2010 cloud benchmarking were hop topics. And post-2015 edge benchmarking achieved major 

milestones. This trend seems to suggest that benchmarks for more loosely coupled distributed 

systems are gaining prominence as a result of the decentralization and distribution of resources 

within the computing landscape [40]. 

Starting from 2015, edge performance benchmarking has been under development. These 

benchmarks cover a wide range of resources, including (i) end devices, such as IoT sensors, 

smartphones, and user gadgets, including wearables; (ii) computational resources located at the 

edge of a wired network, including routers, switches, gateways, and dedicated resources, 

including embedded computers and micro clouds; and (iii) cloud resources [40]. 

When AI is merged with edge computing, edge performance benchmarks are faced with much 

more challenges. Not many edge performance benchmarks consider AI platforms. 

Three successful edge performance benchmarks consider AI platforms. Edge AIBench [43] 

provides four AI benchmark applications that can reflect complex scenarios of edge computing. 

These scenarios refer to intensive care unit patient monitoring, surveillance cameras, smart 

homes, and autonomous vehicles [40]. These test models can be executed using a federated 

learning framework in a publicly available test bed. LEAF [44] is another benchmarking 

framework which is modular for evaluating learning in federated settings. LEAF consists of 

open-source datasets, statistical and system metrics, and reference implementations. 

AIoTBench [45] was developed to facilitate evaluating the AI capabilities of edge devices for 

image classification, speech recognition, transformer translation, and micro workloads. 

 

7. AIoT challenges and future 

AI is considered as one main part of AIoT which also plays an important role for future of AIoT. 

AI is currently utilized in AIoT mostly for [46]:  

● Increasing operational efficiency. For example, Google brings the power of AI into IoT 

to improve its data center cooling costs; 

● Offering better risks management. As an example, Fujitsu ensures worker safety using 

AI for analyzing data sourced from connected wearable devices; 

● Triggering new and enhanced products/services. For example, Rolls Royce utilizes AI 

methods in the implementation of IoT-enabled airplane engine maintenance amenities; 

● Improving the scalability of IoT. 

It is expected that AI procedures and strategies continue to be integrated into a few IoT 

compositional layers. This can pave the way for the development of more AIoT applications. 

In the future, we expect AI to be also used for designing data reduction approaches for AIoT 

on embedded edge node and mimicking human-like personality in designing smart-objects. AI 

can be applied to IoT to enhance security, protect resources, and lessen vulnerabilities. As a 

result, AI will be used to make self-governing activities [46].  



However, similar to other emerging technologies, there are still challenges that must be 

addressed with AIoT innovations. In the following, we list a set of main challenges which AIoT 

faces with them. 

● Data and device heterogeneity: AIoT systems typically include a large number of 

heterogeneous end devices (including scalar sensors, vector sensors, and multimedia 

sensors) that generate a huge volume of data stream having different formats, sizes, and 

timestamps. In this case, processing, transmission, and storage of these data is a 

challenge and needs more studies.  

● AI on end and edge devices: Deployment of AI models on edge and even devices is 

essential, especially for real-time data stream processing application. However, we saw 

that these devices have limited resources. Therefore, finding some solutions such as 

designing lightweight AI as well as more powerful AIoT devices is still a big challenge.  

● Lack of an appropriate and comprehensive architecture: we saw that there are 

different architectures and AI deployments techniques. When the level of edge 

intelligence goes higher (i.e., more powerful edge and end devices supporting AI 

functions), the amount and path length of data offloading reduce. In this case, the data 

transmission delay decreases and data privacy increases. However, computational 

latency can be increased. This conflict shows that generally there is no “best-level”. In 

other words, the “best-level” edge intelligence depends on an application, and it can be 

found by considering several criteria (e.g., network and computation latency, energy 

efficiency, privacy and network bandwidth cost) [11].  

● Green clouds and datacenters: datacenters consume a large amount of electricity and 

generate a noticeable volume of carbon emission. Therefore, energy consumption 

improvement in datacenters is needed for a sustainable future. Running processing-

intensive AI functions on datacenters can consume a noticeable amount of energy (i.e., 

for both processing and cooling aspects). Edge intelligence can help large-size 

datacenters and even core network elements to reduce their energy consumption and 

carbon emission. 

● Security and privacy: AIoT can be deployed to achieve more efficient IoT operations. 

As a result, it can improve human-machine interactions and offer better data analysis. 

AI approaches are utilized to transform IoT data into useful information for the better 

decision-making processes, and it further increases the overall usability of the system. 

As already mentioned, AIoT systems can be used for different applications ranging from 

security and surveillance system to intelligent transportation system, smart farming, 

healthcare monitoring, industrial automation, and eCommerce. However, AIoT 

frameworks may have data security and privacy issues as they are vulnerable to various 

types of information security-related attacks. These issues further cause the serious 

consequences such as the unauthorized data leakage and data update. As a solution, 

Blockchain can offer more security as compared to the traditional security mechanisms. 

It is a specific type of database and a digital ledger of transactions, which is duplicated 

and distributed across the entire network of computer systems. It can save data in the 

form of some blocks which are then chained together. Therefore, blockchain can be 

integrated in many AIoT applications to offer more security [47].  
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