CCTV OPERATORS & COUNTERTERRORISM

CCTYV operators’ perspectives on protecting soft target terrorist locations in England



Abstract
Despite the significant importance of surveillance in counterterrorism, the CCTV operators’
perspectives appear to be under-researched. To explore such perspectives, we conducted a
number of semi-structured interviews with British security professionals tasked with CCTV
monitoring of public spaces, and subjected their responses to the thematic analysis. Four
themes emerged: challenges to the use of CCTV systems, criticism of operator roles in
counterterrorism, need for improvements, and the value of CCTV in counterterrorism. While
offering a critical view of current CCTV use in soft target (i.e., vulnerable) locations, these
findings also highlight the value of CCTV in terms of deterrence, and support the Actor
Actor-Network Theory (Terzi, 2019). As national security is increasingly looking to even
more advanced technology for solutions (e.g., artificial intelligence), this exploratory research
highlights the need for closer integration of human and technological actors, operator
empowerment and continuous training that must be informed by actual CCTV operators who
present themselves as marginalised.
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CCTY operators’ perspectives on protecting soft target terrorist locations in England

The cost and effectiveness of CCTV as a counterterrorism tool has been growing
more controversial and questionable since 7/7 London bombings as even keeping two of the
attackers under surveillance was not enough to stop them (Batty, 2006). It appears that
targeted use of CCTV may also result in ethno-cultural tensions and backlash (Lewis, 2010),
and that it plays a more significant role in the post-event analysis rather in actual prevention,
which can be illustrated by the Westminster London Bridge attack (Dodd, 2017). Since the
role of CCTV operators in such shortcomings has not been explored, the current paper will
aim to shed light on their perspectives.

It is difficult not to find CCTV research on almost any public space (Ceccato & Paz,
2017; Cozens & Grieve, 2014; Liedka et al., 2019; Mucchielli, 2011; Nte, 2020). While there
is similar research on counterterrorism (e.g., Coaffee, 2019; Eijkman & Weggemans, 2013;
Igbal & Arun, 2018; Robbins, 2021, the perspectives of counter-terror CCTV operators
remain underexplored (Stedmon et al., 2012), which the current paper aims to (at least)
partially address.

Such under-exploration seems unwarranted given the vulnerability of (easily
attackable) soft-target locations (Hesterman, 2018; Jones et al., 2021; Schmid et al., 2021)
that are defined as public-frequented, non-military, and easily attackable due to their limited
security measures (Basu, 2021; Beniova et al., 2019; Schmid et al., 2021; Zeman, 2020).

Because of the open nature of soft target environments, CCTV is often relied upon as
an effective security tool to both track down the perpetrator(s), understand what happened
(Gallova et al., 2017; Rosko et al., 2019), and detect potential future security threats (e.g.,
Robbins, 2022). As the UK is already one of the most CCTV-monitored countries in the
world, which raises concerns about civil liberties being undermined by Orwellian invigilation

(Starkey, 2022), it also shows some promising results. For instance, CCTV was used in the


https://www.taylorfrancis.com/books/mono/10.4324/9780429422966/soft-target-hardening-jennifer-hesterman
https://www.taylorfrancis.com/books/mono/10.4324/9780429422966/soft-target-hardening-jennifer-hesterman
https://www.jstor.org/stable/pdf/resrep31136.pdf?acceptTC=true&coverpage=false&addFooter=false
https://link.springer.com/article/10.1007/s41887-021-00068-1
https://web.p.ebscohost.com/abstract?direct=true&profile=ehost&scope=site&authtype=crawler&jrnl=20297017&AN=135485441&h=MIz2YLmDyUtkz6mDYZEHSsn12eaZidwUzP%2FjBTEwV8Xx8fK3yOS4Wifdgl0u4j%2BTPD0DEOrK4Hl88%2BwymRkP6g%3D%3D&crl=c&resultNs=AdminWebAuth&resultLocal=ErrCrlNotAuth&crlhashurl=login.aspx%3Fdirect%3Dtrue%26profile%3Dehost%26scope%3Dsite%26authtype%3Dcrawler%26jrnl%3D20297017%26AN%3D135485441
https://library.oapen.org/bitstream/handle/20.500.12657/52393/978-3-030-90221-6.pdf?sequence=1#page=101

identification (but not stopping) of terrorist Salman Abedi in the weeks leading up to and
including the night of the Manchester Arena bombing (McCleery & Edwards, 2019).

Currently, the British ACT training does not encourage learners to ask questions or
provide sufficient examples of suspicious behaviours and/or terrorist indicators, resulting in
recruits that are unprepared for counter-terrorism tasks (Phelps (2021). Importantly, the
operators should be better able to identify CCTV blind spots (Chapple, 2021).

An unintended consequence of surveillance is that terrorists often move their attacks
to other, softer (more vulnerable) targets (Asal et al., 2009; Gill & Corner, 2016; Palasinski &
Bowman-Grieve, 2017). Besides, there is a paucity of theories that would provide an
adequate theoretical framework. Relatedly, Brown (2006), for example, illustrates the lack of
techno-social networks, where human and non-human participants can come together to
create an effective security unit. Elsewhere, the Actor-Network Theory (Terzi, 2019), which
puts a premium on considering all aspects of CCTV, traces the complex interplay between
human and non-human participants.

Despite changes in guidelines making Action Counter Terrorism (ACT) training
mandatory (Security Industry Authority, 2021b), the guidelines on continuous CCTV training
for operators remain unclear. It would therefore be of interest to explore the sufficiency of
initial training in preparing the operator for counter-terrorism duties once recruited. Phelps
(2020), for example, suggests that what is currently provided in counterterrorism training is
inadequate, and that the training must be improved to include more general knowledge of
terrorist behaviours and methods. However, his research was not specifically focused on UK
counterterrorism, and thus cannot directly inform the British security context. Based on the
above, the following research questions have been formed:

1. How are challenges to CCTV use constructed by CCTV operators?

2. How are criticisms of CCTV operator roles constructed?
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3. How are improvements to CCTV use in soft (i.e., apparently vulnerable) target
locations constructed?
4. How is the value of CCTV use constructed?
Method
Participants

From the initial pool of seventeen male operators tasked with CCTV monitoring of
public spaces, thirteen were interviewed by an experienced male researcher. These all voiced
concerns about being potentially identified and/or compromising their sensitive modus
operandi. None of the thirteen agreed to be voice-recorded, and ten of the thirteen provided
only very general answers that seemed evasive and lacked detail and elaboration. The
remaining unrecorded three, however, did provided more detail, which then helped shape the
direction of our final analysis). The remaining four of the seventeen operators were
interviewed by a less experienced female researcher with a three-year training, and these all
agreed to be voice-recorded and to share their full views without mentioning any reservations
or potentially compromising their operational procedures, and thus it is the sample of four
that is the focus of our analysis. This, in turn, raises the question of interviewer’s gender as
our operators were much more revealing and less reserved when the interviewer was a young
female researcher. The question of what the responses would have been if the operators had
been female is open.

While a larger sample would be always more preferable, what constitutes a sufficient
sample in qualitative research is relative and depends on the extent to which the sample
produces new insights (Vasileiou et al., 2018). The informational load of our recoded data
produces hitherto unpublished and novel security insights with serious implications for public
safety in England that may also inform other related research in the security field. Thus, we

lend weight to the argument that the informational load may indeed compensate a relatively



small sample (Malterud et al., 2016). However, we stress that this is essentially an
exploratory study.

To protect our male operators’ anonymity and facilitate their free talk without anxiety
about the potential repercussions from their managers, we agreed to share only some of their
characteristics. Participant 1 (P1) was White British, trained as a Consultant Psychologist and
specialised in developing and providing Behavioural Detection Training to security forces for
14 years. Participant 2 (P2) was British Indian, having worked with CCTV companies for
over 15 years, and specialised in identifying system vulnerabilities. Participant 3 (P3) was
White British with over 14 years working as a CCTV Operator and Security Consultant.
Lastly, Participant 4 (P3) was White British with 26 years’ experience involving counter-
terrorism and security.

Semi-Structured Interviews

Following the first author’s institution ethics clearance, the data were gathered
through semi-structured interviews online, which were recorded and transcribed using the
Otter software!. The interview primarily consisted of open-ended questions structured around
our main research questions aimed at gleaning fresh insights into protecting public spaces in
England (e.g., How are suspicions followed?); however, questions to elicit contextual
information and participants characteristics (e.g., What is your job role?) consisted of closed-
ended questions. The interviews ranged from 63 to 92 minutes (M=80.10 SD=12.25). The
completion of each interview was immediately followed by emailing the CCTV operators a
debrief sheet with a summary of the research and the researcher’s contact information.

Data Analysis

1 A transcription software that uses artificial intelligence to transcribe conversion in real-time (Corrente &
Bougheult, 2022)



All transcriptions were thematically analysed, following Braun and Clarke’s (2006)
framework. This analytical method was chosen as it has previously been beneficial to identify
recurrent patterns of meaning in related security research (e.g., Palasinski, 2009; Njoku,
2021; Wilson, 2014). The analytical process consisted of the following steps: (i)
familiarisation of the participant responses; (ii) systematic analysis of the participants
responses by coding (i.e., categorising into systematic groups) phrases and discussion points;
(ii1) an initial reduction of initial codes to create emergent sub-themes; (iv) a review of all
sub-themes to generate high-level themes; (v) defining and reviewing all high-level of sub-
themes; and (vi) developing an interpretive analytical commentary, so that the themes form a
story.

To elaborate further, before each interview was analysed, the transcribed data was
segmented into manageable numbered units determined by change of subject. The units were
then probed for themes that were gradually reduced to a smaller number of increasingly more
succinct and conceptually inclusive themes that were checked back and compared between
and within interviews. They were also continually referred back to the original transcript. To
identify reliability levels of the discerned 4 themes, two of the co-authors (raters) used the
themes to number-code 40 items selected from the interviews. The 40 representative items
comprised 20% of the total number of units (N=240) in all interviews. The two co-authors
were in agreement on the coding of 73% of the items (i.e., they concurred that most of the
items were given the same label), which was determined by item allocation to the same
thematic category.

Results

The analysis revealed four overarching themes: (i) the challenges to the use of CCTV

systems; (i1) UK government and police neglect of CCTV as a counterterrorism tool; (iii)

constructed need for improvements to CCTV in soft target locations; and (iv) the value of



CCTV in counterterrorism. Each of the themes are discussed below, with exemplar quotes
provided that best demonstrate each emergent theme.
Theme 1: The Challenges to the Use of CCTV Systems

Reliability raters were in 71% agreement this theme. Each operator was largely
critical of CCTV systems in use at soft target locations, due to alleged poor procurement and
installation practices. Furthermore, they expressed frustration at the alleged neglect of CCTV
by the UK government and police, in their regulation and use of CCTV in security and
counterterrorism. For example, vulnerabilities of current CCTV systems were put down to
poor procurement by management, and installation by engineers:

“One of the things that, that fails time and time again, in many, many organisations, is
that they don't understand the technology that they're bringing in. So they buy
substandard equipment. They install it using substandard installers or integrators or
whatever it's the cheapest ones that get in often” (P2, A2, p. 70).

Whilst this raises the issue of having technologically advanced CCTV at soft targets,
it highlights the financial limitations and apparent lack of awareness on the part of the buyer
or manager. It may be that those managing security procurement lack an awareness toward
effective security posture. For example:

“it's understanding, what is it that we're protecting ourselves from? What is the cost and is it
proportionate?” (P2, A2, p. 72).

The need for CCTV systems, brought into a soft target location to reflect relative
threats and awareness of those threats, should perhaps, therefore, extend from management to
the individual(s) installing the cameras. For instance, managing vulnerabilities is an integral
part of installation and responsibility for adequate briefing is delegated to the management:
“I mean the whole thing about the design...the person who put the physical security cameras

in at the beginning, they would be looking for those weak spots wouldn’t they. So it's up to



them, when we were talking about management...they should have worked out...what you're
covering and then work with a manufacturer that would provide them with a full design.
So...it does depend a bit on the manager to some extent” (P3, A3, p. 103).

In addition, it was highlighted that those concerned with security systems were often
ignored in their advice to government and police regarding the threats facing the surveillance
systems. The prominent criticism was that CCTV was only used by authorities in the
aftermath of an event:

“The thing that struck me that the police thought about...is the police are only interested
primarily in, when it goes bang, in outlook...so their view of CCTV honed over the last 40
years of police use of CCTV in England, is to use CCTV after the event to support the
investigation” (P4, A4, p. 112).

This demonstrates that security professionals are unimpressed at the basic level of

CCTYV value and lack of threat awareness. It was argued that this often occurred because “the
police, [are] not CT focused...[they] don't get it” (P1, A4, p. 47). Perhaps, a lack of
government legislation that instructs CCTV systems, software and operation may help
explain this phenomenon:
“They produced two documents, one for manufacturers and one for integrators of systems,
which are recommended best practice for people that use CCTV in buildings, and they
include the cybersecurity of systems that I've mentioned, and what you should be doing. So
that is sort of seen as best practice, it's not law...its becoming...a telecommunications law”

(P3, A3, p. 89).

This suggests that the current publications are simply guidance, and not law. As such,
the risk posed by a lack of regulation can have serious security implications:

“About five years ago we had the biggest CCTV botnet ever in the world, where...someone

managed to hack in 200,000 cameras around the world, and then used it as a botnet, to
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attack the internet infrastructure. And they managed to bring down the DNS servers...”" (P2,
A2,p.79).
Theme 2: Criticism of CCTV Operator Roles in Counter-Terrorism

Reliability raters were in 74% agreement this theme. Poor training and recruitment,
and poor operation of CCTV systems were identified as factors that can result in severe
consequences for the safety of a location and hinder operators’ performance. For example,
the interviewees presented critical views of current CCTV operators’ suitability to their roles,
and of the information about counter-terrorism threats at their work locations:

“Manchester arena is a good example of...you know, if it's not a properly swept up team
and...all functioning properly, then they potentially bugger off for a kebab” (P1, A1, p. 38).

This communicates the importance of dedication in the role of CCTV operator, and
the dangers of allegedly neglecting one’s responsibilities, as evidenced by the Manchester
Echo Arena bombing. Expanding on this, communicating potential threats was presented as
more than simply identification and incident management:

“That's incident response...that person should be reporting that and then there's a whole
series of other processes that need to be exercised. The police come along grab the image on
the CCTV interview. Try to recognise and build up a description. What car did they arrive in
in the car park and this kind of thing never gets practice” (P4, A4, p. 119).

As such, it is suggested that CCTV operators should communicate actionable and
detailed intelligence, and apply abstract, dynamic, and skilful security operations beyond just
operating a camera:

“you need more than just the camera operator skills. You need skills from a variety of
different expertise...the operators need to get good at using the technology as a tool, because

that's all it is. It's nothing more than that” (P2, A2, p. 68-74).
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One potential explanation for this, can be linked to ACT training, as illustrated by the
following:

“the basic SIA training clearly isn't going to cover properly, things like terrorism” (P1, Al,
p. 43).

“there were no feedback loops in the ACT training. From what I understand...the training
is...one dimensional. There's no opportunity to ask questions” (P4, A4,cp. 118).

The lack of participation and learning occurring with those undertaking ACT, were
presented as yielding insufficiencies in knowledge toward counterterrorism duties and
principles commonly associated to terrorist indicators and reiteration of procedure following
suspicion:

“Identifying suspicious behaviour. What is suspicious behaviour? Well, if this person
is...taking a picture of your building, what are you going to do? So you're going to go up to
them and say, excuse me, what's your strategy now? What's the company policies?” (P3, A3,
p. 94).

Theme 3: Need for Improvements to CCTV in Soft Target Locations

Reliability raters were in 73 % agreement this theme. The operators addressed
concerns toward the development of Converged Security Operation Centre’s (CSOC). More
specifically, participants highlighted a need to improve counterterrorism, at “large built
environments...shopping centres...sports stadiums” (P3, A3, p. 86) among others. These
centres were explained as a single location in which:

“You can gather a whole picture...so they have the CCTV system in access control, but you
also have all the information from social media about what they're planning. And if you're
quick enough, with all the data that's flying around, you have...alerts about it...a risk alert”

(P3, A3, pp. 86-87).
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This briefly presents the functioning of CSOC’s as a place in which everything
regarding the security of a location can be examined. It was also presented as a valuable
counterterrorism tool to enable CCTV operators to track and gain information on the activity
of suspects:

“If you really want to look at counterterrorism, it should be a bit like what you see in the
movies where you've got massive screens, and you've got somebody following somebody else,
through different screens through cameras, and somebody's checking out the Facebook
account, somebody's checking out whatever” (P2, A2, p. 66).

The use of these CSOC’s would improve security through bringing together the
technology, and all security personnel of different expertise, who can work collaboratively to
identify, neutralise and/or report threats. This was presented as an opportunity to learn and
develop new skills:

“They're able to share that knowledge with the rest of the team and they're able to learn from
the other team as to...what you need and what it is that they're looking for in terms of
counterterrorism” (P2, A2, p. 67).

In turn, those more aware of counterterrorism risks and threats were constructed as

highly-valued assets that could assist CCTV operators.
“If there was going to be an attack on Saturday at this time, it will be here, you know,
security industry and the people that manage the security industry...don't have that concept
well ingrained in them that you need to prepare for something to that extent” (P4, A4, p.
114).

Incorporating behavioural detection training for CCTV operators was also presented

as a key skill that can assist in identifying suspects:
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“Increases the detection rate of actual positive detections by a factor of about 10 (P1,Al, p.
40). As such, ACT training should include: (i) when and where to look at the camera’s, (i) be
relative to the location, and (iii) involve behavioural detection training.

Theme 4: The Value of CCTV in Counter-Terrorism

Reliability raters were in 74% agreement this theme. Based on this theme, it turns out
that CCTV has three primary benefits: (i) deterring attackers through the presence of
cameras; (i1) the use of footage for evidence in investigations; and (iii) the use of software to
assist in identifying terrorist activity. Importantly, despite such benefits the operators did not
mention their potential downsides, such as raising the risk of community backlash through
racial profiling.

As such CCTYV as a counterterrorism tool provides insight and information to law
enforcement regarding what took place before, during and after a terrorist attack. For
example:

“CCTV, basically, at the end of the day is evidential. So, Boston bomber, you know” (P1, Al,
p. 58).

The Boston marathon bombing demonstrates this value of CCTV in its role in

identifying and charging the two attackers. Evidentiary use was also expressed as being
equally as important as live surveillance:
“Going back in time and tracking them is just as big part of the operators’ analytics...as it is
looking at the current analytics. So, all of that is building up complete picture. It's not just
one part of the story or one individual or one technology. It's several coming together to
build the jigsaw” (P2, A2, p. 77).

As a measure of deterrent value, approaching those identified on CCTV and

expressing to them that CCTV is an active security capability, can result in heightened
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awareness of their activity being monitored, deterring them from future offending in that
location:

“If it's the bad guy, the underlying message that you sent is there's someone in CCTV they
spotted you that's why I've come over...So next time they turn up, that camera suddenly
becomes a threat, not just a bit of furniture...because now you're thinking is that you know,
are they watching it again, they were watching before so there's a little bit of kind of theatre
there that you can start to use CCTV to create that deter” (P1, Al, p. 59).

CCTV as a tool, therefore, can be creatively used to deter terrorists and recognises the
human as a supporting actor in carrying out this deterrence:

“it stands to prevent crime...That's the point of it. And to respond or to be used to follow up,
trying to assist people in a positive way” (P3, A3, p. 93).

The advancement of CCTV software also allows for several counter-terrorism tasks to
be carried out in the background, suggesting that there is less reliance on CCTV operators to
continuously monitor soft targets for potential threats. For example, built-in artificial
intelligence that monitors camera footage and provides a priority report to the operator can
focus attention on urgent tasks, and prioritise security and counterterrorism measures:
“Basically, what it does is all the data that’s on CCTV systems, all the images and all
the other stuff that we've talked about, it will analyse it, and give you, prioritise the
data for you. So that you can see what's important” (P3, A3, p. 105)

This is a common feature within more recently developed software, which offers
operators a strategic and tactical advantage over potential adversaries. For example, Video
Motion Detection (VMD) has the value of alerting operators to programmed behaviours of
interest:

“VMD, its blank screen technology. You design it to detect what you're looking for. You tell

the system design people that I want you to look for this here...then what you do is, say
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somebody's moving left or right across the screen. Then you have video analytics that would
only alert if somebody moves left to right across the screen....” (P4, A4, p. 120).
Discussion

The purpose of the current research was to (at least to some degree) address a critical
gap in knowledge about the perspectives of British security professionals tasked with CCTV
monitoring of public spaces for terror threats. To this end, we ran a number of interviews and
subjected them to thematic analysis, producing four main themes and original insights into
practical implications for enhancing the security of public spaces.

Overall, the findings are in line with previous research and the Actor- Network
Theory (Terzi, 2019) supporting and expanding upon the existing literature. Aligning with
and building on the past research suggesting that the use of CCTV in counterterrorism lies
primarily in deterrence opportunities (Dalton et al. (2017), the current research expands on
the consideration that the overt presence of CCTV might potentially deter terrorism. It
suggests that for this potential to be realised, however, the operators’ perspectives and
scepticism need to be taken into account much more seriously than they currently are. Their
perspectives also imply a greater need for more focus on interoperability (i.e., their smoother
communication with other security operatives) in their training. It appears that to optimise
the role of CCTV in countering terrorism, the operators must be given more decision-making
power and their concerns need to be integrated into the continuous professional training.

While it has been long apparent that technology-enabled behavioural detection
capabilities are limited (Jupe & Keatley, 2020; Milbredt et al., 2022), our findings suggest
that they might be enhanced by better software, investment, training and empowerment of
operators. The highlighted need for extensive security training in general rather than in
simply operating the CCTV technology is line with the Actor-Network Theory (Terzi, 2019),

tying in with the idea that the technology and human operator can act jointly as a combined
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system. Our findings also tie in with the argument that CCTV operators can increase their
preparedness by participating in emergency response exercises.

Although our findings are ecological valid, one should be careful about extending
them to other countries and contexts that entail different laws, operational procedures and
other types of training. Although the relatively small sample does not represent a saturated
understanding of CCTV as a counterterrorism tool (see, Hennink & Kaiser, 2022), this stage
one research can now meaningfully inform the construction of other questions aimed at a
larger group of CCTV operators (e.g., how can the operators be more empowered? How can
their perspectives inform the continuous training?). In order to offer the public greater
protection, it is imperative that more voices from the ‘CCTV trenches’ are explored and

considered in countering terrorist and common criminal threats.
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