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ABSTRACT

In recent years, the Green Internet of Things (G-10T) has gained a lot of attention to developing energy-efficient
communication systems. It consists of electronic devices and is integrated with numerous tight constraint sensors for
observing the real world and provide communication services to end-users. However, optimal data collection and its
management among the heterogeneous G-loT objects are one of the main challenges. Many researchers are still
proposing different solutions to cope with such problems and offering l1oT-cloud paradigms for processing, storage, and
scalability services. However, the data of smart cities is forwarded using the open-source 0T platform, and sensitive
information may be compromised. Therefore, this research aims to propose a model of security measures using the
Green Internet of Things with Cloud Integrated Data Management (M-SMDM) for Smart Cities. Firstly, it forms a
long-run and energy-efficient connectivity using self-balancing trees and distributing load factors uniformly in green
communication systems. Secondly, it addresses the problem of secret key distribution between peer nodes and attained
trust for both partial and direct communication. In  the end, it securing the transmission system from mobile gateways
to application users against threats with improved overheads and data latency. The security analysis of the proposed
M-SMDM model is done along with simulation-based experiments. The attained results disclose the importance of the
proposed model in terms of network parameters compared to existing work.

1. Introduction

Many applications are based on G-10T technology for observing the data of smart cities and facilitating the real
world (Ram et al.,2019;Haseeb et al.,2020;Khasawneh et al.,2020;Li et al.,2018). It comprises many electronic
devices, sensors, and actuators to communicate over the Internet and offer various services to academic and industrial
applications. It is a network that connects the physical objects with the computing world and presents communication
services at any time to connected 10T users. However, there are many communication and security related challenges in
the development and management of green applications (Zeinab and Elmustafa,2017;Muhammad et al.,2019;Cui et al.,
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Fig. 1. Model of security measures for G-l1oT system.

2018). Most of the important encounters need an optimal solution for the development of an energy-efficient paradigm

with the semantically secure transmission in the presence of network abnormalities. Also, to enable G-10T’s persistent
deployment, the application user’s main demand is to maximize the power supply of the sensor nodes because they have
very restricted constraints in terms of battery, memory, and storage attributes. Many researchers have recently given
attention to facilitate real-time applications such as smart homes, industries, agriculture, e-health, sustainable cities, etc to cope
with the tradeoff between communication systems and energy efficiency (Palmieri et al.,2015;Haseeb et al.,2019b,a;
Maksimovi¢ and Omanovi¢-Mikli¢anin,2017). These tiny and battery-powered G-10T sensors are also operated over the
Internet, which is unpredictable for secure and authentic communications. Many traditional cryptographic approaches
(Bos et al.,2014;Brown,2009) have been utilized by Internet technologies to offer a method for sharing and joining
the wireless medium. However, many restrictions are continuing to grow for application users with high computing
cost for the implement of security solutions (Rani et al.,2019;Muthanna et al.,2019). For large-scale smart cities,
the G-10T are major components to gather real information and further forward cloud systems. The sensing systems
in smart cities are distributed and exploit different scenarios for real-time events detection with various operations
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management. Therefore, with various complications, secure end-to-end communication by mutual authentication is also
a serious concern. However, due to smart cities’ integrated existence with multiple technologies, developing an entirely
optimized framework is an important and difficult task (Ouaddah et al.,2017;Kushwah et al.,2020;Hossain et al.,2018;
Atlam et al.,2020). Moreover, according to users and environmental points of view, smart cities’ communication systems
must be secure. Such problems have forced network designers and developers to consider various scenarios for G-loT-
enabled smart cities in various conditions. The proposed solutions must require secure, authentic, and intelligent data
management strategies in large-scale smart cities (Li et al.,2017;Zhang et al.,2020;Sharma and Kalra,2017). Therefore,
this paper presents a model of security measures using G-1o0T with cloud integration for smart cities, aiming to improve
data management with a longer network lifetime and security. Although, introducing loT-based electronic devices has
provided a significant contribution to smart cities’ operations and cope with remote monitoring of the physical conditions.
However, such systems are operated on independent and unreliable nodes. Thus information about smart cities should
be gathered on stable and reliable channels. Also, the observing field’s real-time operations and confidential details of the
electronic devices are transmitted to the cloud over the Internet. Thus security is another concern and must be considered
in the development of any green loT-based solution.

The proposed M-SMDM model includes the following contributions.

i.Firstly, point-to-point links are constructed using multiple AVL trees (Adel’son-Vel’skii and Landis,1962) and pro-
vide the G-IoT balance factor. Unlike some other solutions, it computes the nodes’ priority function by minimizing
the computing and complexity time for determining the shortest link for data routing. Such a solution leads to
improve energy-saving and data delivery performance for large-scale smart cities.

ii. Also, it provides communication trust, such that directed or partially connected sensors securely distribute keys
using random simulation. Moreover, unlike static keys, the proposed model produces keys using random simulation
and valid only for a particular session. Later, the nodes need to negotiate with the updated keys for continuing their
transmissions.

iii. Furthermore, it presents a security algorithm for data routing from middle-layer mobile gateways to cloud systems.
The proposed solution reduces the key sizes than the existing solution for constraint-oriented networks with
nominal overheads and transmission delay.

iv. The evaluation results have proven the proposed M-SMDM model’s significant performance in terms of energy
efficiency and provide security with lower routing cost than other schemes.

Fig.1demonstrates the operation phases of the proposed M-SMDM model. Further paper is organized in the following
sections. Section2presents related work. In Section3, we present the detail of the proposed model with the network
model and assumptions. Section4explains the results, discussion, and security analysis of the proposed model. Finally,
the research work is concluded in Section5.

2. Related work

The rapid growth and communication applications, network, and smart devices make the 10T -based system intercon-
nected in a smart city. However, IoT applications’ perceived improvement has increased the risk of loss of privacy and

authentication in many situations. That is why it identifies an obvious privacy-aware sharing requirement for 10T without
compromising user privacy and conversation details. InPopescul and Genete(2016), the authors identified security issues
in smart cities that are consist of many smart things, such as smart spaces, intelligent connectors, and intelligent citizens.
Because the 10T systems are all connected, any threat traveling from one such system poses a threat to all of them. One
possible concern may be the wider attack surface of 10T devices because of all the connected devices. The type of data
in a smart city is most sensitive, so privacy and confidentiality are therefore required. These requirements can be filled
by informing and educating citizens. Thus, the authors introduced privacy by design and privacy by default concepts and
proposed to apply them in 10T and smart cities. They introduced a role-based access control system, which distinguishes
managers’ and visitors’ positions subject to individuals accessing different resources within an organization. IoT nodes
are given similar positions with various access privileges, such as reading, writing, and execution. This role-based access
control scheme allows for a multitude of connections between access rights and nodes. InSinde et al.(2020), the authors
introduce a model for wireless sensor networks (WSN) to stability period and energy consumption. It generates clusters by
developing an Enhanced Low-Energy adaptive Clustering Hierarchy protocol (E-LEACH), which selects cluster heads and
helper cluster heads based on parallel operating optimization and Discrete Particle Swarm Optimization techniques. The
proposed solution also copes with the management of cluster size by either splitting or merging. Such actions decrease the
ratio of unnecessary energy consumption for larger clusters size. Authors (llyas et al.,2020) proposed a trust-based energy-
efficient loT-based sensor network for improving throughput, network lifetime, and latency factors under the presence of
malicious threats. It is a three-tier clustering technique with incorporated security methods to cope with network threats.
The proposed solution is a centered-based clustering protocol. Also, hardware-based link quality estimators are included to
evaluate the link measurement and to improve routing performance. InLi and Li(2018), the authors introduced an energy-
balanced routing protocol (EBRP), which aims to construct the clusters using the K-means++ algorithm and perform the
process for the selection of cluster heads based on the fuzzy logic system (FLS). Also, it proposed a genetic algorithm (GA)
for obtaining fuzzy rules. The simulation-based experiments demonstrate the improved performance of EBRP as compared
to other solutions. InKhan(2018), the authors suggested a lot of network attacks that compromise the loT networks
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and disturb their privacy. Also, the research community needs to develop a secure solution for loT-based networks in smart
cities. In the proposed work, a trust-based approach is developed and analyzed how it can be improved further for
improving energy efficiency. InPriyadarshini and Sivakumar(2018), authors accomplished load balancing by using AVL
tree rotation clustering. The network field is distributed into multiple clusters by using modified K-means clustering algorithm.
Also, AVL-Tree rotation algorithm is exploited to determine the next round of cluster by using certain thresholds and values of
residual energy. The proposed solution is also appropriate for both the sparse and dense topologies. Authors inQin et al.(2015)
proposed a new efficient key management scheme using Elliptic Curve Cryptography (ECC) and AVL tree for large-scale
WSNs. The proposed solution makes use of the Elliptic Curve Paillier Encryption (ECPE) cryptography for network
communication and AVL trees are used to store the neighbors’ information such as ID and public key. Also, the keys are
updated regularly and improves the security for the network structure.

It is seen from the study of the related work that 10T devices have a rapid use in the development of smart applications.
However, G-10T based solutions are remarkably demanded the better utilization of energy consumption in observing real-
world communication. Also, due to the constraints of resources and their communication over the global network, arises
high chances for data compromising and unauthorized access. Although, in recent decades, different solutions have been
developed for G-10T scenarios, however, they route the real-time information with an additional cost of computation and
overlooked security issues. Moreover, it is seen that some solutions are proposed to tackle the security of constraint nodes
but such schemes not able to optimize the delivery rate among partial and direct connected neighbors. It is also observed
that some solutions are developed efficient mechanism with the collaboration of cloud network, however, they imposing
high-security cost and communication complexity.

3. Proposed M-SMDM model
In this section, we discuss the architecture of the proposed work with its network model and assumptions.
3.1. Network model and assumptions

The proposed work structure consists of heterogeneous sensor nodes that are deployed randomly in the dimensional
field. The nodes have limited transmission power and can adopt single and multi-hop data routing. If transmission power
is less than the set distance threshold, the node adopts direct transmission. Otherwise, multi-hop forwarding is used. There
are various gateway nodes are installed in the field to receiving the data from the 10T sensors and further routed towards
the cloud. The gateway nodes have unique MAC identifiers with enough memory, computing power, and considered as
trusted. Moreover, the gateway nodes are mobile and rotate at a fixed speed. The communication links are asymmetric
and each node has a unique identifier ID. Each node maintains its routing table and is only updated when any changes
occur around the neighborhood. This proposed work considers an energy model, as described inHeinzelman et al.(2000).
The energy consumption on the transmission of single data bit | can be computed as given in Eq.(1).

Er (k, @) = I(E. + Ex+DP), ifa < d, 1)

where,

E. is dissipated energy of transmitter

Ess is an amplifier unit

a is a distance value

[3 is an exponent of the propagation unit, and its value is (2, 4), if 8 = 2, it is free space otherwise explains the multi-path
model.

and

d is distance threshold,

Erx (1) defines the energy consumption in the reception of the during the reception of | data bits, as shown in Eq.(2).

Ere (1) = Ee.| (2
3.2. Model architecture

This section presents the architecture of the proposed model and its working mechanism is depicted inFig.2. In the
beginning, the gateway nodes construct map tables T (ID, p) that contains the identity 1D and position p information of
the 10T sensors that fall into their transmission range. Before initiating the communication system, 10T sensors must need
to register with their closest gateway nodes. The gateway nodes produce encryption keys for their nearer sensors based
on the Lehmer random number generator (Payne et al.,1969), also called Lehmer Method. This method generates a set
of pseudo-random numbers in a precise series, as given in Eq.(3).

Ki+1 = aK;modm (3)

where,



k is the sequence of keys based on pseudo-random numbers, m is the modulus and must be > 0, and K, is the initial
value, termed as a seed value. Afterward, the gateway nodes digitally signed the generated secret keys using their private
keys P and send them towards appropriate sensor nodes. The generated secret keys are only valid for the specific session,
and after its expiry, the source node has to negotiate with the gateway for obtaining the other one. Also, gateways create
an entry against each node in the map table regarding the assigned secret key. Upon receiving the secret keys, each node
verifies its authenticity using the gateway node’s public key.

Afterward, the proposed M-SMDM model organized the 10T sensors in AVL trees based on the priority. The priority
depends on the energy and cumulative distance factors. The gateways nodes are placed on the root of AVL trees, while
the nodes whose priority threshold is below a certain level are placed on the left sub-trees, and those whose priority
level is higher than a certain threshold are placed in the right sub-trees. The nodes’ energy is denoted by E and can be
computed as e_i/E, where e_i is residual energy and E is the collective energy of T, +R,. Let us us consider that d_i is
the distance of the node from the mobile gateway and D is the distance of the mobile gateway from the cloud server, the
distance factor D, can be computed as d_i/D. Thus the priority of the sensor node can be determined as given in Eq.(4).

Ni=E+ D €Ty, ©)

where,

Th is a threshold and its value ranges from O to 1. After the formulation of AVL trees, sensor nodes forward the gathered
data by governing the following rules.

i.If the sensor node s; is closest to the gateway node, it simply performs encryption function as given in Eq.(5).
E(d) =di ® Ki||IDs (5)

where,

IDg, is a unique identity of sensor node s;

d; is gathered data

& is the XoR’d function

K is a secret key between a sensor node s; and mobile gateway

ii. However, if the gateway node is partially connected to a sensor node s;, and direct transmission cannot be applied,
then the multi-hop paradigm is adopted as given in Eq.(6).

E (di+) = [E (di) + (di+1 D Ki+1)]| [1Dsi+1 6)

where,
di+1 is the next data block
Kiy is a next-level secret key
Upon receiving the encrypted blocks to the gateway, it verifies the identity nodes using the map table. If it matches, the
gateway node performs further processing for routing the gathered data towards the cloud server. Otherwise, it considers

the data as malicious and ignores it.
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Fig. 2. Working mechanism of M-SMDM model.

The proposed M-SMDM model exploits cloud servers integrated with mobile gateways for data management and
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decreases communication time on the 10T sensors. The collected data security is achieved between gateways and cloud
paradigms using the Diffie—Hellman algorithm (Diffie and Hellman,1976). It aims to share the smaller-sized, robust and
stronger secret key using public—private keys pair with decrease memory overheads. Also, it improves the communication
performances in terms of network threats and appropriate for constraints nodes. To accomplish this, four parameters

are used i.e. p (prime number), g (the primitive root of p), and both are considered public keys. However, c and d are
assumed as private keys. The mobile gateway M_gWw and cloud server C_sr uses these parameters. It generates a piece of
key information. Later they exchange the generated information with each other as given in Egs.(7)and(8).

X = g°modp (7
y = g’modp (®)

Afterward, based on the obtain public information x and y, symmetric keys are generated for the mobile gateway kq
and cloud server k. as given inEgs.(9)and(10).

kg = y* mod p 9)
k. = x" mod p (10)

Accordingly to mathematical computing kg =k. . Now, both M_gw and C _sr have the same secret keys. The encryption

of the data block M from M_gw to the cloud server C _sr is denoted by C along with the MACj4, an encrypted value with
the private key P. Such encrypted MACiq value is included in the block to verify the identity of M, as given in Eq.(11).

E = C+ P.MACy (11)

The Cq decrypts the encrypted block using the public key of mobile gateway R to verify the MACjy. Later, it uses the same
secret key to recover the actual sensors’ data denoted by C " as given in Eq.(12).

D = R\.MACq+ C’ (12)

The pseudocode of the proposed model is given as follows.
4. Experiments

This section presents the following sub-sections to discuss the simulation environment, discussion on results with
security analysis.

4.1. Simulation setup

In this section, the proposed M-SMDM model is evaluated against existing work in terms of the number of nodes and
data sizes. The 10T sensors are deployed randomly in the range of 100 to 300. The number of gateway nodes is set to 5

16.  Siyq < E(diyy) = [E(d) + (di; © Kiy )llIDgiqq
17.  M_gw,Cq < y*modp=x"modp

18 E(M_gw ) < C + PE.MACy,

19, D(C_sr) « REMACy, + '

20. end procedure

Table 1
Simulation parameters.

Parameter Value/Range
Deployment Random
Sensor nodes 100-300
Network attackers 10

Initial energy 1j-3j
Transmission radius 15m
Gateway nodes 5

Speed of gateway 3m/s
Cloud server 1
Simulation interval 1000 s
Data size 1000 bits

which is movable at the speed of 3 m/s. The simulation-based experiments are done in a discrete-event network simulator

(NS-3) (Liu et al.,2016;Paliwal and Taterh,2018) for packet loss rate, network throughput, energy consumption, end-to-

end delay, and computational overhead. Each node has an initial energy level from 1j to 3j. The experiments are done for
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the interval of 1000 s. The data block size is fixed to 1000 bits and each node has a transmission radius is set to 15 m.
The default range of the simulation parameters used in the proposed work is listed inTablel.

4.2. Security analysis

In WSN-based applications, due to restricted constraint on sensor node, data security is one of the significant
importance. Most of the solutions proposed routing decisions, however, they overlooked network threats and malicious
activities in data transmission for smart cities. Such solutions do not consider the interaction of malicious or faulty nodes
in the observing field, resulting in increasing packet loss rate and compromised data security. In the proposed work,
before initiating the routing process, the sensor nodes must register with their closest gateway to achieving data privacy
and authentication. Initially, the gateway nodes use the multiplicative Congruential method to generate random keys
and distribute them among register nodes. Also, the identity of register sensor nodes is store in the map table for data
authentication. Moreover, public—private keys are used to verify the authenticity of gateway nodes to 10T -based sensors.
If 10T sensor is directly connected with the gateway, then data encryption is done using the shared secret key. However, if

there is partial connectivity towards the gateway, then data privacy and integrity are obtained using the shared secret keys
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in a multi-hop pattern. Accordingly, the XoR’d operation based on generated keys and sensors’ data offers encrypted hash
blocks, which can be forwarded either directly or through multi-hop paradigms. The hash blocks cope to retain the data
integrity against abnormal activities. Unlike RSA, the proposed M-SMDM model uses the Diffie—Hellman algorithm, which
aims to share stronger and smaller-sized keys using public—private key pairs and minimize the computation overheads
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between gateway nodes and cloud server. Moreover, the identity of the gateway node is proven on a cloud server using
encrypted MACig.

4.3. Results
4.4. Discussion

Figs.3and4depict the performance of the proposed M-SMDM model is compared to existing work in terms of packet
loss rate under varying numbers of nodes. It is observed that by increasing the number of nodes from 100 to 300, and data
sizes from 100 to 500 bits, the packet loss rate ratio also increases. However, the proposed M-SMDM model significantly
decreases the packet drop ratio by an average of 33% and 34% in the comparison of EBRP and E-LEACH. It is due to
the incorporation of security management using lightweight multiplicative congruential cryptographic algorithms and
securely distribute the keys among loT sensors. Such proposed solution intelligently identified the malicious nodes and
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avoid their practice for packet drop and involvement in transmission routes. Based on the simulation experiments, it

is seen that the existing solution is increasing the packet loss rate as the number of nodes is increasing because they
ignore security measurements. It also balances the load factor among neighbors using the AVL tree and generates the
most energy-efficient and shortest communication route. The results have proven the saving in packet loss ratio, which
shows the M-SMDM model’s efficacy for data forwarding in a large-scale observing field.Figs.5and6illustrate the
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performance of the proposed M-SMDM model in terms of network throughput compared to EBRP and E-LEACH. Itis seen
from the experiments that the M-SMDM model increases the measurement of network throughput by an average of 17%
and 16% than other solutions. The network throughput is a key parameter for the analysis of any routing protocol, its
performance decreases in congested and heavy network traffic. The M-SMDM model improves the network throughput
because it utilized the self-balancing tree for data collection and transmission. The AVL trees are based on the priority
function, which comprises energy and cumulative distance parameters. Also, it adopts the mobile gateway nodes, which
explicitly increases the availability of the channel dynamically with 10T sensors and improves data delivery performance.
Moreover, the M-SMDM model offers a secure transmission system under malicious threats and tackles such attacks
efficiently with nominal computing resources of 10T sensors. As a result, it decreases the chances for exposed attacks for re-
directing sensors’ data and decreases route damages and dis-connectivity. Furthermore, it uses both direct and partial data
delivery paths and optimizes the transferring time between connected nodes and the real world.Figs.7and8illustrate the
evaluation of the proposed M-SMDM model in terms of energy consumption than other solutions. It is revealed from the
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experiments that the M-SMDM model significantly improves the energy consumption by an average of 13% and 15% than
EBRP and E-LEACH due to dynamic factors. The M-SMDM model operates in different phases and each phase notices the
constraint resources of the sensor nodes. Instead of determining the next-hop in an entire field, the M-SMDM model uses
AVL trees to balance the load factor among nodes and decreases unnecessary energy consumption. The data routing is also
based on the priority function, which utilized energy, cumulative distance from the node to the gateway node, and from
the gateway node to the cloud server. This gives the least overheads in finding the appropriate route for the transmission
of observed data with minor re-transmissions.Figs.9and10show the proposed model’s analysis of the existing solution
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in terms of end-to-end delay under a varying number of nodes. The delay performance metrics are also a key feature for
evaluating the performance of the data transmission system. If the delay value is high, then any routing solution lacks
route creditability and dependability. It is noticed that with increasing the number of nodes, the ratio of end-to-end delay
is also increasing. However, the results have proven that the M-SMDM model decreases the latency rate by an average
of 27% and 26% over the insecure medium due to the secure algorithm’s consideration and optimizes the construction
of self-balancing trees. Also, the AVL based heuristic tree reduces the time complexity in determining the reliable path
and distribute the energy load uniformly. Moreover, the gateway nodes in the M-SMDM model operate in dual-mode and
decreasing the delay factor, one with observing field and the other with cloud paradigm.Figs.11and12demonstrate

the performance of the M-SM DM model with other solutions for computational overhead. The computational overhead is
also an important factor for constraint-oriented networks, especially in constraint-oriented 10T networks, which comprise
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battery power electronic devices. It is observed from the simulation experiments that as the number of nodes increases,
the ratio of computational overheads also increasing. However, based on the result’s analysis, it is proven that the M-
SMDM model decreases the computational overhead than EBRP and E-LEACH solutions by an average of 29% and 27%.
It is because instead of transmitting the sensors’ data directly to cloud servers, the M-SMDM modeled mobile gateways
as intermediate devices. Also, the nodes in the same transmission ranges are operated by a single gateway node. Thus
their supervision is manageable for the large-scale region with minimal computing power. Unlike EBRP and E-LEACH, the
M-SMDM model increases the ratio of route maintenance by integrating the security mechanisms and avoid the chances

of external attacks for misusing the resources for data re-routing and route rediscoveries.
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5. Conclusion

This paper presents a security measures model for the green Internet of Things with cloud-integrated data management

in

smart cities to attain energy efficiency and secure communication. The proposed M-SMDM model increases G-loT systems’
efficiency in terms of network lifetime and data delivery performance. Unlike most of the existing work, it avoids the
additional load on 10T sensors and minimizes the communication time in computing the routing decision based on AVL

trees. Also, it offers the trust mechanism based on a cryptography algorithm to generate secret keys using
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random simulation for each session and securely distribute among peer sensors. The integration of the mobile gateways
explicitly increases the deployed G-10T sensors’ connectivity ratio with cloud servers with minimal routing overheads.
Moreover, the lightweight XoR’d function imposes the least computing power of battery-powered sensors with ease of
data management. Furthermore, by utilizing the cryptograph based algorithm, the proposed model securely established
nodes’ session using public—private keys between mobile gateways and the cloud system. Such adopted strategy in the
proposed M-SMDM model maintainsthe data confidentiality and authentication of communicating objects. However, the
proposed M-SMDM model still needs improvement to deal with the bulk of traffic in computing the priority conditions.
Also, the security algorithm can be extended to analyze the paradigm of 10T and smart cities against distributed denial of
services. Thus, in the future, we aim to introduce a machine learning-based technique to make the model more intelligent

and train it for security analysis under real-time data collections.
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