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Abstract—Markov chain (MC) is a stochastic model that 
describes a sequence of events where the probability of 
each event depends only on the previous state. Such 
memoryless property makes MC widely used in machine 
learning and encryption, but the hardware implementation 
of MC generation remains challenging. This paper presents 
a hardware solution for generating MC signals using only 
one industry-ready magnetic tunnel junction (MTJ). High 
quality standard MC signal has been generated with low 
error and good randomness. The proposed solution also 
demonstrates the potential in increasing the generation 
speed. The presented solution offers a hardware-friendly 
implementation of MC signal in semiconductor chips. 

Index Terms—Markov chain, magnetic tunnel junction, 
probabilistic switching, spintronic devices 

I. INTRODUCTION

ARKOV chain (MC), a fundamental mathematical model, 
describes random systems in which the future states can 

be predicted based only on the present states regardless of the 
past [1]-[3]. Such memoryless property of MC has been widely 
exploited in machine learning and encryption. However, the 
practical MC generation is still based on software [4], while the 
hardware implementation remains challenging. In scaled 
semiconductor devices, the random telegraph noise (RTN), 
induced by the carrier capture/emission of single random defect 
[5] [6], is a MC signal [7]-[9]. However, extracting MC signal
from RTN is not easy, because large device arrays are needed
to pick one device with clear RTN [7], and that has to be done
manually or with complex algorithms [10] [11].

Recently, the probabilistic switching property of emerging 
devices has been attractive for the stochasticity-related 
applications, such as Boltzmann machines [12] [13] and spiking 
neural networks (SNNs) [14] [15]. Previous work reported the 
generation of MC signal using a dual-layered SnSe-based 
RRAM, exploiting its probabilistic switching [16]. However, 

the device is yet far from commercialization, and its endurance 
is very limited. 

Spintronic devices, such as the spin torque transfer magnetic 
random access memory (STT-MRAM) [17]-[20], the spin orbit 
transfer (SOT)-MRAM [21] and the domain wall Hall cross-
bars [22], have been used to generate random bits. Typically, in 
each bit-generation cycle, a pulse probabilistically switches the 
device, a read pulse gets the device state, and a deterministic 
pulse reset the device. This is like a coin toss: the outcome of 
each cycle is independent from all the others, including the 
previous one. In mathematics, the generated random bit stream 
is a sequence of independent random variables, which is 
technically not a standard MC where the probability of each 
event depends only on the state attained in the previous event. 
[23] and [24] generate telegraphic switching signal in MRAM
devices, using both magnetic fields and electrical pulse, which
are difficult to implement in IC chips.

In this paper, we present a hardware solution for generating 
MC signals. The core device is an industry-ready magnetic 
tunnel junction (MTJ) which is operated by a specially designed 
three-pulse waveform. High quality standard MC signal has 
been generated with low error and good randomness. The 
proposed solution also shows potential for high-speed 
generation. The presented solution offers a hardware-friendly 
way to generate MC signal in semiconductor chips, for the 
emerging applications.    
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Fig.1. (a) Cross-section SEM image of the MTJ, whose (b) I-V and (c) 
R-V curves demonstrate the magneto-resistive switching. The 
stochastic switching demonstrated in (d) shows (e) sigmoid-like 
dependence of switching probability on pulse amplitude in both
polarities, with a fixed pulse width of 10 μs.
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II. DEVICE AND EXPERIMENT

The core device to generate MC signal is a bottom pinned 
perpendicular magnetization anisotropy (PMA) MTJ with 
diameter around 70 nm. Its cross-sectional scanning electron 
microscopy (SEM) is presented in Fig. 1a. The magneto-
resistive switching between the parallel (P) and anti-parallel 
(AP) states is demonstrated in the I-V and corresponding R-V 
plot in Fig. 1b&c respectively, with a tunnel magnetoresistance 
(TMR) of ~200%. All electrical measurements were conducted 
using the pulse measurement units (PMUs) in a Keithley 4200 
semiconductor characterization system. 

III. RESULTS AND DISCUSSIONS

The probabilistic switching of MTJ is demonstrated in Fig. 
1d: During a voltage pulse, the MTJ may either switch or 
remain un-switched. Such probabilistic switching exists in both 
voltage polarities, with sigmoid-like dependence between the 
switching probability and pulse amplitude (Fig. 1e), which can 
be explained by the Néel Brown model [25]: 

�(�) = 1 − ���(−�/�)      (1) 
where P(t) is the thermal switching probability, and � is the 
relaxation time: 

� = ��
�����(��/���) (2) 

where f0 is the attempt frequency, Eb is the energy barrier, and 
T is the temperature. 

 For a preliminary demonstration of the MC generation 
solution, 10,000 cycles are repeatedly applied onto the top 
electrode of the MTJ, with its bottom electrode grounded, to 
generate 10,000 bits. Each cycle has a three-pulse waveform 
(Fig. 2a) comprising a pulse for probabilistic P-to-AP transition, 
a pulse for probabilistic AP-to-P transition, and a read pulse. 
The states before the first and second pulse are named as S1 and 

S2, respectively. Current measurement is only carried out by 
the read pulse to get S3. S3 obtained from all cycles form a 
sequence, which is the generation result. Note that the S3 in one 
cycle is practically the same as the S1 in the next cycle, due to 
the non-volatility of the MTJ. 

Regarding the relation between the S3 in one cycle and the 
next cycle, there are 4 cases: (1) AP  AP; (2) P  P; (3) AP 
 P; (4) P  AP, as summarized in Fig. 2b. Fig. 2c
schematizes the resulted S2 and S3 with the corresponding
probabilities. Since each S3 in the MC is influenced by, and
only influenced by the S1 in the same cycle (that is, S3 in the
last cycle), the generated bit stream conforms to the definition
of a standard MC. This is further evidenced by Fig. 2d, which
is the state transition matrix of the generated result. Apparently,
the different rows in the transition matrix support that the
generated bits are not independent random variables.

Next, the quality of the generated MC signal is evaluated 
following the multiple steps [16]:  

(i) The transition probabilities during the 10,000 cycles are
calculated using Equation (3): 

���
� =

���
�

���
� ����

� (�, � = 0/1)    (3) 

where ���
�   is the state transition probabilities (the probability 

transfer from state i to state j in the k cycles), k is the cycle 
number, and ���

�  refers to the amount transfer from state i to 
state j in the k cycles. 

(ii) The obtained transition probabilities are used to calculate
the frequency distribution of AP state and P state, based on 
Equation (4) and (5):  

�� + ��� = 1    (4) 
[�� ���] A = [�� ���]    (5) 

where πAP and πP are the frequency distribution of AP state and 
P state, and A is the state transition matrix. πAP and πP are the 
eigenvector of A when the eigenvalue of A is 1. 

(iii) Meanwhile, the experimental values of πAP and πP, are
counted directly from the cycling results (e.g. Fig. 3a). 

(d) 
Fig.2. (a) Schematic of the three-pulse waveform.  (b) Schematic of state 
transition. (c) When S1 is at P/AP state, the resulted S2 and S3 with 
corresponding probabilities. (d) State transition matrix of S1 and S3 in 
one cycle. P is defined as 0 and AP as 1; e.g., P00 means the probability 
of S3 = P (or 0) when S1 = P (or 0). 

Fig.3. (a) MC signal generated at VP-AP =290 mV and VAP-P = -350mV. 
(b) The state transition probabilities approach to the steady values with
the cycle number. (c) The mismatch rate gradually decreases after more 
cycle. The E11 and E01 overlap with the E10 and E00, respectively.
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(iv) The calculated values of πAP and πP are compared to the
counted values: the lower the relative error, the higher the 
generation quality. 

Taking the MC generated at VP-AP =290 mV and VAP-P = -
350mV (Fig. 3a) as example. Along with cycling, all state 
transition probabilities ���

�  approach their steady values, ���  
(Fig. 3b), as evidenced by the decreasing mismatch rates 
between ���

�  and ��� for all transition probabilities (Fig. 3c). Fig. 
4a and Fig. 4b summarize the πAP and πP with different 
combinations of pulse amplitude: the AP/P state’s frequency 
distribution of the generated MC increases/decreases with a 
higher VP-AP/a lower VAP-P. Compared with the counted values, 
the calculated frequency distributions are quite close, with an 
averaged relative error of only 0.012% for AP state and 0.006% 
for P state, while their maximum values are 0.064% and 0.023%, 
respectively.   

 
Furthermore, if pulse width is scaled from 10 μs to 500 ns, 

with adjusted pulse amplitude (Fig. 4c&d), high-quality MC 
could still be generated. As MTJ could be switched in the sub-
ns regime [26], it could be safely estimated that the time per bit 
could be scaled to the nanosecond level, together with 
significant energy reduction. In addition, since MTJ is already 
industry-ready, and the waveform can be realized with 
clock/phase lock loop (PLL) circuits that are already used in 
every memory chip, this solution is quite simple in terms of 
design complexity.   

In order to evaluate the measurement error on the transition 
probabilities themselves, we repeated the 10,000-bit MC signal 
generation for 20 times, i.e. 200,000 bits in total, and calculated 
the distribution parameters of each time. As demonstrated in 
Fig. 5a, each transition probability (P00, P10, P01 and P11) follows 
Gaussian distribution. The averaged relative error of AP state 
and P state is 0.015% and 0.008%, respectively (Fig. 5b), which 
proves that the measurement variability of transition 
probabilities has an ignorable effect on the quality of the 
generated MC signal. 

Finally, the randomness of the generated MC has been 
evaluated using the National Institute of Standards and 
Technology (NIST) Test Suite, a statistical package that 
evaluates the randomness of binary sequences [27]. As 
summarized in Table I, the 200,000-bit MC signal has passed 
12 NIST tests (p-values ≥ 0.001, success proportion ≥ 9/10), 
supporting the randomness. 

TABLE I: NIST TEST RESULT 
Test p-value Proportion Result 

Frequency 0.534146 9/10 Pass 
Block Frequency 0.213309 9/10 Pass 

Runs 0.739918 9/10 Pass 
Longest Run 0.350485 10/10 Pass 

FFT 0.350485 10/10 Pass 
Cumulative Sums 0.017912 9/10 Pass 
Linear Complexity 0.066882 9/10 Pass 

Approximate entropy 0.350485 10/10 Pass 
Non- Overlapping Template 0.213309 10/10 Pass 

Overlapping Template 0.004301 10/10 Pass 
Serial 0.213309 9/10 Pass 
Rank 0.534146 10/10 Pass 

It should be noted that the good performance of this MTJ-
based MC generation solution can be attributed to the intrinsic 
electron tunneling magneto-resistive effect of MTJ which leads 
to much better endurance (>1014) and speed (< ns) compared 
with the RRAM in [16], whose resistive switching relies on the 
atomic defect movement. Despite this, the proposed MC 
generation methodology is genetic and applicable to a wider 
range of emerging memory devices, such as RRAM, phase-
change memory (PCRAM), or ferroelectric memory (FeRAM). 

IV. CONCLUSIONS

This paper presents a hardware solution for generating MC 
signals, by using one single MTJ. High quality standard MC 
signal has been generated with low error and good randomness, 
based on the industry-ready device and simple waveform. The 
proposed solution also demonstrates the capability to increase 
the generation speed in a convenient way. The presented 
solution offers a hardware-friendly implementation of MC 
signal in semiconductor chips, especially for emerging 
applications such as machine learning and encryption. 
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