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A B S T R A C T   

The Meta Quest 2 is one of the most popular Virtual Reality (VR) entertainment headsets to date. The headset, 
developed by Meta Platforms Inc., immerses the user in a completely simulated environment. Some VR envi
ronments can be shared over the Internet to allow users to communicate and interact with one another and share 
their experiences. Unfortunately, the safety of these VR environments cannot always be guaranteed, generating a 
risk that users may be exposed to illicit online behaviour in the form of online harassment, grooming, and 
cyberbullying. Therefore, forensic examiners must be able to conduct sound forensic analysis of VR headsets to 
investigate these criminal investigations. In this study, we conduct digital forensic acquisition and analysis of the 
Meta Quest 2 VR headset. Analysis of the forensic image exemplified that there were several digital artefacts 
relating to user activities, device information and stored digital artefacts that can be extracted in a forensically 
sound manner. The main contributions of this study include a detailed description of the forensic acquisition 
process, identification of internal file storage locations, and recovery and analysis of digital artefacts that can be 
used to aid VR forensic investigations.   

1. Introduction 

Virtual Reality (VR) is described as a simulated experience that can 
be similar to or completely different from the real world. Thereby 
creating alternative realities that could allow users to represent them
selves as they wish, in just about any format they desire through their 
avatars. Current virtual reality systems aim to fully immerse users in a 
simulated environment. To achieve this immersion, VR systems rely on 
technology that stimulates the senses. Head-mounted VR headsets 
feature high-resolution displays and motion tracking to visually 
immerse the user from a first-person perspective. An individual using VR 
equipment can look through the virtual world, move around in it, and 
interact with virtual characters or objects. The effect is commonly 
created by VR headsets consisting of a head-mounted display with a 
small screen in front of the eyes but can also be created through specially 
designed rooms with multiple large screens. Virtual reality typically 
integrates audio and video feedback but may also allow other types of 
sensory and force feedback through haptic technology. Applications of 
VR include entertainment (mostly online video games), education (for 
instance medical, industrial, or military training), business communi
cations (such as virtual meetings) and use in social media. This 
convergence of VR applications and experiences accessed using VR 

equipment has been described as the metaverse (Park and Kim, 2022). 
The market size for VR technology and the metaverse is predicted to 
reach an estimated $393 billion by 2025 and spread into other diverse 
domains including Artificial Intelligence (AI), telemedicine and ro
botics. VR headsets are used to immerse the user into a simulated virtual 
environment which they can interact with in real time by performing 
movements and gestures in the real world. This simulated environment 
may contain a new experience for the user to try or may be used for other 
entertainment purposes such as gaming, web browsing, video watching 
and socialising. 

Since VR simulates almost real-world experiences, real-world crimes 
such as virtual assaults, online grooming, virtual groping and rapes, 
abuse, intimidation, cyberbullying and simulated sexual misconduct 
with an individual’s avatar are being perpetrated and have been re
ported in several instances (Dugga, 2014; Qamar et al., 2023). A woman 
recently experienced severe psychological trauma after her avatar was 
sexually assaulted in the virtual world of Meta’s VR platform. The victim 
felt the full emotional impact of the virtual sexual assault as if it 
happened in real life. This disturbing incident reveals the potential for 
realistic virtual experiences to inflict real mental anguish and highlights 
the need for better safety protections in VR spaces. An undercover 
researcher posing as a 13-year-old girl witnessed grooming, sexual 
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material, racist insults, and a rape threat in the virtual reality world 
called VRChat (Sheera & Kellen B., 2021). Some apps in the virtual re
ality metaverse have also been described as “dangerous by design” by 
the UK children’s charity, NSPCC (Crawford and Smith, 2022) due to 
oversight by the app developers. These concerns have facilitated the UK 
government’s consideration to include the metaverse in the proposed 
online safety legislation (Online Safety Bill, 2023) as there is no specific 
standard or privacy compliance certificate available for these immersive 
VR applications (Happa et al., 2021). Currently, investigating online 
sexual predatory conversations and abuse on social media and gaming 
platforms is already a daunting task for law enforcement and digital 
investigators due to the volume, variety and rate of these types of in
cidents (Akinbi and Ojie, 2021; Ngejane et al., 2021). These challenges 
are predicted to grow and will create a unique set of challenges when 
investigating such crimes in VR environments. For forensic examiners, 
the significant challenges they will face include the identification, 
collection, preservation, and reporting of digital evidence in these 
environments. 

As of the time of writing, the Meta Quest 2 (also known as the Oculus 
Quest 2) is the newest generation VR headset developed by Meta Plat
forms Inc. This generation of VR explores the possibilities of the tech
nology, which enables the user to become immersed and move freely 
within a simulated environment, without being physically connected to 
numerous hardware devices. Instead, projection and sensor tracking 
technology are all contained within the headset itself, which is then used 
in conjunction with handheld controllers. The ‘tether-free’ nature of the 
technology makes the headset much more portable, which is ideal for 
fully immersing users in a virtualized environment. This also allows the 
user to easily carry the headset between different locations where it can 
be used, however, an internet connection is still required to access any 
online services. Analysis of data artefacts makes it possible to identify 
the owner of the headset and the previous locations it has been online. 

As online-hosted virtual environments for the Meta Quest 2 headset 
can be accessed by any user, these environments may not always be 
classified as ‘safe’ for all users. Several malicious behaviour and com
munications have been identified across the Meta VR platform, 
including behaviours such as cyberbullying, grooming, and virtual 
harassment. For example, research on the popular social application 
VRChat has identified environments that are full of inappropriate and 
harmful material, masquerading as child-safe environments (Crawford 
and Smith, 2022). As a result, VR users may have a deeper and 
longer-lasting emotional and psychological response to bullying or 
harassment, which could severely affect users who already suffer from 
mental health issues. Furthermore, users could become more susceptible 
to manipulation which could lead to them falling victim to grooming or 
similar abuse. 

When situations like this arise, law enforcement must launch in
vestigations into such incidents. These investigations require evidence 
which can create a timeline of events and link suspected perpetrators to 
the crime including the identification of possible victims. 

In this paper, the focus and main contributions include the forensic 
acquisition and analysis of digital artefacts recovered from the Meta 
Quest 2 VR headset. The study identifies the storage locations where 
relevant forensic artefacts can be found and data associated with actions 
carried out by a typical user of the headset. To ensure results from our 
analysis can be reproduced, we described our analysis methodology 
which includes the creation of a user profile and a list of actions in our 
experiment design. 

The remainder of this paper is organized as follows. In Section 2 we 
present background information on the Metaverse and the Meta Quest 2. 
Section 3 highlights related works in this domain. In Section 4 we 
outline our investigative methodology and testing parameters and tools. 
Section 5 details our forensic analysis findings, specifically live data 
artefacts, backup data artefacts, and internal storage artefacts. Section 6 
evaluates our research questions and discusses our results, and we 
highlight some limitations in Section 7. We conclude our findings and 

identify avenues for future work in Section 8. 

2. Metaverse and the Meta Quest 2 

Meta Platforms, Inc. often branded as just Meta, is an information 
technology company which owns the majority of the most popular social 
media platforms, including Facebook – 2.934 billion monthly active 
users, Instagram – 1.386 billion monthly active users, Messenger – 1 
billion monthly active users, and WhatsApp – 2 billion monthly active 
users (Kretzschmar et al., 2020). However, the company recently 
rebranded from Facebook, Inc. to Meta Platforms, Inc. to reflect its focus 
on building the metaverse” (Heath, 2021). Meta claims the “metaverse” 
is “the next evolution in social connection and the successor to the 
mobile Internet” and consists of a “set of 2D and 3D digital spaces, which 
you can move seamlessly between” and will allow users to “connect, 
work, play, learn and shop” (Meta, 2022). The Metaverse will be 
accessible to everyone via various devices such as a phone, computers or 
virtual reality devices (Meta, 2022). Meta has begun building their 
Metaverse by investing in the development of various VR and AR de
vices, including Meta Quest VR headsets, Meta Portal video calling de
vices and Smart glasses (Meta, 2022). As of 2022, Meta reportedly 
invests $10 billion annually into their Metaverse, hoping that their 
company will lead the “next big computing platform” against their 
competitors such as Sony (Bezmalinovic, 2022). 

Meta’s most popular VR headset has recently dominated the VR 
headset gaming market as reported by online gaming retailer Steam in 
its October 2022 ‘Steam Hardware & Software Survey. The survey re
ported that the Oculus Quest 2 (also known as the Meta Quest 2), makes 
up 41.49 % of all VR headset models used to play compatible games 
purchased from the Steam library (Steam, 2022). This headset immerses 
the user in a simulated environment. The headset contains a Qualcomm 
Snapdragon XR2 processor, an LCD panel with a per-eye resolution of 
1832x1920 and a refresh rate of 120 Hz, an operating system based on 
Android 10, and 128 GB or 256 GB of internal storage (Meta, 2022). 

3. Related works 

Previous research studies have focused on forensic analysis of 
multimedia devices including streaming platforms, gaming consoles 
(Moore et al., 2014) and gaming platforms (Barr-Smith et al., 2021; 
Davies et al., 2015; Hadgkiss et al., 2019; Murias et al., 2023; Taylor 
et al., 2019). However, digital forensic investigation of VR environments 
and devices is still in the nascent stages with limited research focused on 
the forensic acquisition and analysis of VR headsets (Casey et al., 2019). 
conducted preliminary forensic analysis of the HTC Vive and Oculus Rift 
VR headsets. The researchers developed an open-source plugin called 
Vivedump for the Volatility Framework used in the analysis of memory 
dumps of the device’s volatile memory. Results from the study showed 
that the device status data can be reconstructed from artefacts recovered 
from the volatile memory of the HTC Vive headset. However, since the 
data recovered resides in volatile memory, the forensic artefacts are 
non-persistent once the device has been powered off. Moreover, the 
study was limited to the recovery of VR runtime and global data and did 
not consider user-related data or artefacts valuable to forensic in
vestigations (Yarramreddy et al., 2018). conducted the forensic analysis 
of HTC Vive and Oculus Rift VR headsets. The results from the study 
showed data artefacts and network traffic related to Bigscreen, Steam 
and Facebook Spaces social applications could be recovered from the 
device. 

Preliminary findings on potential artefacts available from the Oculus 
Quest 2 virtual reality (VR) were published in a bulletin by DSTL 
(Defence Science and Technology Laboratory, 2022) to support the UK 
Government and Law Enforcement Agencies in conducting digital fo
rensics. The report provided a summary of forensic extraction methods 
including JTAG and chip-off to recover artefacts from the UFS storage 
chipset. However, both methods showed no relevant forensic data could 
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be recovered due to the lack of support in existing tools and the inability 
to access the user data partition on the chip. Overall findings highlighted 
the best approach to recover data was a combination of several methods 
including adb, fastboot, sysdump and Media Transfer Protocol (MTP). 
The extracted data contained the headset’s serial number, user account 
information, a list of installed applications, and some user activity data 
within each application. This research indicates potential user-related 
data is stored on the Meta Quest 2 VR headset and provides a starting 
point for acquisition and analysis in a forensically sound manner. 

Moreover, it is imperative that we show a much more detailed 
forensic methodology and relevance of the artefacts we recovered. 
Hence, we make the most of the potential investigative impact of our 
work. To provide practical outcomes and value of our forensic analysis 
to forensic examiners, we formulate the following research questions 
(listed below) that our study attempts to answer in return at the end of 
this study. 

3.1. Research questions 

1. Can data artefacts be acquired from the Meta Quest 2, in a forensi
cally sound manner?  

2. What types of data artefacts can be recovered from the Meta Quest 2?  
3. Is it possible to access application database files?  
4. How are the recovered data artefacts relevant to a forensic 

investigation? 

4. Methodology 

According to (Anglano et al., 2016, 2017), the goal of any forensic 
analysis is to allow the analyst to obtain the digital evidence generated 
by the applications or devices under consideration. The methodology 
used to carry it out must be complete, generalised and can be repeatable 
to achieve the same results. The main aim of this study is to demonstrate 
the forensic acquisition of the Meta Quest 2 headset in a forensically 
sound manner using forensic tools. After the acquisition, the image is 
then analysed for relevant forensic artefacts related to the device in
formation and user artefacts. 

4.1. Testing environment 

A Meta Quest 2 headset was used for this experiment. The device 
model number is KW49CM and has a non-removable 128 GB of internal 
storage. To set up the headset, the device required pairing with the Meta 
Quest companion mobile app. We downloaded, installed, and ran the 
Meta Quest iOS app v.192.0 (recent version at the time of writing) on an 
Apple iPhone 11 running iOS v. 15.6.1. The app was subsequently paired 
with the headset. 

4.2. Experiment design 

The experiment design includes various user activities and actions in 
VR to simulate real-world headset usage and generate forensic artefacts. 
This allows us to demonstrate typical user interaction using the VR 
headset and comprehensively collect relevant forensic traces. A test user 
account was created with the username “Bengal_kitten” with the screen 
name “Neo Roberts”. For each action performed by the test user account, 
notes were made to record the date and time and other relevant infor
mation during this design phase. In Table 1, we present descriptions of 
actions performed on the Meta Quest 2 VR headset. 

4.3. Acquisition and analysis tools 

To conduct the forensic acquisition of the Meta Quest 2 headset using 
forensic software, Android Debug Bridge (adb) must be enabled whilst 
the headset is connected to the forensic workstation using a USB-C cable 
(Fig. 1). 

By default, adb is not enabled on the headset and can only be ach
ieved by enabling both Developer Mode and USB debugging (Defence 
Science and Technology Laboratory, 2022). This was accomplished by 
upgrading the primary Meta (user) account associated with the device to 
a ‘developer’ account via the Meta Quest developer’s website (Meta 
Developer, 2022). We then proceeded to download and install the Meta 
Quest app on an iPhone from the Apple App Store. Once the app was 
installed, we logged in using the new developer account. Bluetooth was 
enabled on the smartphone, and we paired the Meta Quest 2 headset to 
the app. Once paired, we enabled Developer Mode through the app 
Menu->Devices -> The Meta Quest 2 headset -> Headset Settings ->
Developer Mode -> Toggle Developer Settings on as shown in Fig. 2. 
With Developer Mode enabled on the headset, we could access data 
through the developer account. 

Once these steps were completed, the headset prompted the forensic 

Table 1 
Experiment concerning actions performed on Meta Quest 2 headset.  

Actions Description 

Initial Setup Factory reset headset to ensure no pre-existing artefacts are 
present during the forensic acquisition. 

Connectivity The device is connected to the internet via Wi-Fi. 
Account Access Log in with the developer Meta Account. 
Application 

Installation 
Installed the following VR applications: YouTube (version 
1.43.32), Beat Saber (version 1.26.1), Keep Talking and 
Nobody Explodes (version 1.9.22), Job Simulator (version 
1.4.0.4681). 

Web Browsing Browsed the internet using the proprietary Meta Quest 
Browser (version 24.4.0). 
4 different websites were visited. 

Media Viewing Watched YouTube videos. 4 different YouTube videos were 
watched. 

File Downloads Downloaded several images (7 copyright-free images from pi 
xabay.com), a document (PDF of the Keep Talking game 
manual), a video (4 copyright-free videos from videvo.net), 
and audio files (5 copyright-free audio files from videvo.net). 

Game Play Played Beat Saber (6 solo levels, 2 online levels, 3 screenshots, 
2 videos created), Keep Talking (3 levels, 3 screenshots, 2 
videos created), and Job Simulator (1 level, 3 screenshots, 2 
videos created) 

Messaging Messaged another user. The test user sent 6 messages and 
received 4 messages.  

Fig. 1. The Meta Quest 2 headset is connected via a USB-C cable.  
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investigator to enable USB debugging via a toggle switch once connected 
to the forensic workstation. 

We used the forensic software AXIOM Process v. 6.5.0.32778 (Magnet 
Forensics, 2022) to acquire an adb backup of the headset and also collect 
live system data information using its built-in dumpsys utility. The 
backup obtained was then analysed using the forensic analysis software 
Autopsy v. 4.19.3 (Carrier, 2022). 

The proximity sensor on the Meta Quest 2 headset can detect when 
the headset is no longer being worn and turn off the display. This can 
interrupt the acquisition process and cause a failed attempt. Therefore, it 
is recommended that the headset be worn throughout the acquisition 
process to prevent it from going idle. However, this can be temporarily 
disabled during the forensic acquisition by covering the headset’s 
proximity sensor with a piece of tape or other material so that the 

display remains active even when the headset is not being worn (Fig. 3). 

4.4. Location of forensic artefacts 

Once the acquisition is complete, AXIOM Process outputs the logical 
forensic image as a compressed zip file named ‘Oculus Quest 2 Quick 
Image’. Within the forensic image, all data artefacts are stored in two 
individual compressed files named ‘adb-data.tar’ and ‘sdcard.tar.gz’, and 
one folder named ‘Live Data’ as shown in Fig. 4. 

The sdcard.tar.gz file was converted to a TAR file using 7-zip, an 
open-source file archiver. Both TAR files (sdcard.tar and adb-data.tar) 
and the Live Data folder (see Table 2), were examined using the soft
ware Autopsy to find data related to the user activity and device infor
mation that could be relevant for forensic examiners. 

Fig. 2. Enabling Developer Mode on the Meta Quest app.  

Fig. 3. Covering the proximity sensor which is located between the two eye lenses.  
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5. Forensic analysis and findings 

Each forensic artefact was loaded into Autopsy as logical evidence 
source files and several ingest modules were selected for evidence pro
cessing and analysis. The ingest modules selected for our analysis 
include File Type Identification, Embedded File Extractor, Picture 
Analyzer, Email Parser, Encryption Detection, Interesting Files Identi
fier, PhotoRec Carver, Android Analyzer (aLEAPP), Android Analyzer 
and GPX Parser. Fortuitously, the relevant forensic artefacts within the 
evidence source files provide useful information about user data and 
activities including details of installed user applications. In the following 
sections, we present a comprehensive analysis of relevant forensic ar
tefacts that can be recovered. 

5.1. Live data artefacts 

The internal operating system of the Meta Quest 2 VR headset is 
based on Android OS. The AXIOM Process forensic software uses the 
Android Debug Bridge (ADB) dumpsys command line tool to collect and 
output diagnostics and information about system services running on 
the VR headset as live data artefacts in individual text files. The live data 
output is typically verbose. However, from our analysis of the artefacts 
in the ‘Live Data’ folder, we found 10 output text files which contain 
relevant artefacts related to the test user accounts and activities. These 
files include account.txt, appops.txt, backup.txt, bluetooth_manager.txt, 
device_properties.txt, package.txt, trust.txt, usagestats.txt, user.txt and 
wifi_Stats.txt. 

The account.txt (Fig. 5) and trust.txt (Fig. 6) files both contain in
formation associated with a primary user account. The user.txt (Fig. 7) 

specifies the primary user account as an admin, or the account name 
used to initialise the VR headset. 

The file ‘appops.txt’ contains a record of the last time an application 
took exclusive control of headset features (such as volume control and 
audio focus). Files ‘backup.txt’ (Fig. 8), ‘package.txt’, ‘usagestats.txt’ and 
‘usage_stats.txt’ all contain information related to the installed applica
tions on the headset. The file ‘bluetooth_manager.txt’ contains a record of 
the Bluetooth devices which have connected to the headset. The file 
‘device_properties.txt’ stores hardware and operating system information. 
Files ‘wifi.txt’ and ‘wifi_Stats.txt’ both contain information related to the 
networks which the headset is associated with. 

For example, Fig. 9 shows that the application Beat Saber, version 
1.26.1 was first installed on December 5th, 2022, at 18:22, and that it 
was not updated after this time. It also shows the application was 
granted access to the network and therefore the Internet. 

All these files can be useful in forensic investigations as they can 
allow investigators to easily identify which applications (and their ver
sions) have been installed on the headset. The files also provide infor
mation which would be useful for creating an accurate timeline of user 
actions on the headset. Furthermore, the package name for each appli
cation is prefixed with the developer who created them, e.g., the 
application Beat Saber, package: com.beatgames.beatsaber, was devel
oped by Beat Games. This allows investigators to easily identify if ap
plications were developed by Meta (Oculus/Facebook) or third parties. 
This can direct investigators where to search for additional data arte
facts, such as in cloud infrastructure hosted by a third party. 

A summary of the relevant live data artefacts is presented in Table 3, 
with file name, file type, file location, and information associated with 
the artefact clearly outlined. 

5.2. Backup data artefacts 

Examining the data artefacts in the ‘adb-data.tar’ file, we identified 
artefacts containing information about installed applications. Some of 
this information indicates the version of the applications installed, 
configuration files, file paths of relevant app databases, VR headset 
device information and user account information relevant to installed 
apps. Additionally, some of this information indicates how far the user 
has progressed in gaming applications. This information could be used 
to create a timeline of user activity as the amount of progress made can 
infer how long the user has spent playing the game – (the more pro
gression in the game, the more time the user has likely spent playing it). 
Additionally, this information may be useful in verifying an alibi, if a 
suspect’s alibi is that they were completing a level in one of these games, 
it is possible to easily disprove it should these files state that the level has 
not yet been completed. The useful data artefacts for each installed 
application have been summarised in Table 4. 

5.3. Internal storage artefacts 

By connecting the Meta Quest 2 headset to any PC (via a USB-C 
cable), it is possible to view and modify the contents of the internal 
storage. Since it is possible to easily view and alter the files stored 
internally, users may use this to store incriminating files. Thankfully, 
analysis software can identify the MD5 hash value for every file stored, 
which will allow investigators to look up known MD5 hash values to 
easily identify any incriminating evidence. Therefore, forensic in
vestigators must identify the Meta Quest 2 VR headset as a possible 
evidence source during an investigation. However, investigators must 
also be aware that due to the user having access to the data, its data 
artefacts may have at some point been modified, which creates uncer
tainty about the integrity of any evidence found on the internal storage. 
Despite this, the internal storage may contain some useful data artefacts, 
about installed applications and user behaviour, which could aid an 
investigation. These data artefacts have been summarised in Table 5. 

Instead of connecting the headset to a PC, users can download files 

Fig. 4. Forensic artefacts within the ‘Oculus Quest 2 Quick Image’ zip folder.  

Table 2 
Summary of Meta Quest 2 artefacts.  

File Name File 
Type 

File contents 

adb-data. 
tar 

TAR file Data for applications stored on the Meta Quest 2. 

sdcard.tar. 
gz 

GZ file Data stored on the internal storage of the Meta Quest 2. 

Live Data Folder Live data files were obtained using AXIOM Process 
forensic software.  

Fig. 5. Data contained within the file account.txt.,  

E. Raymer et al.                                                                                                                                                                                                                                 



Forensic Science International: Digital Investigation 47 (2023) 301658

6

from an online source to store them on the internal storage of the 
headset. These downloaded files are stored in the ‘Download’ directory. 
Using analysis software, it was possible to identify when these files were 
downloaded (modified time in Fig. 10), as well as their file size (in bytes) 
and MD5 hash values. This aids investigations by ensuring the integrity 
and completeness of evidence. 

5.4. Cloud data artefacts 

It was possible to view and download the user data from the regis
tered user account associated with the headset from the Oculus cloud 
account once logged in. Under the Privacy Centre tab in the Settings 
section, we downloaded the zip file “my-data” for the Neo Roberts user 
account to the forensic workstation. Fig. 11 details the contents of the 
downloaded file. 

From the analysis, relevant forensic artefacts associated with the 
Meta user account and headset were found in a data.json file, data and 
files folders. The data folder contains an ‘index.html’ file that includes 
information associated with the user’s personal account information 
(full name, email address and date of birth), account settings and profile 
settings information and device information (device type, serial number, 
account location and login history). The file also contains a record of 
apps installed on the headset, recently viewed apps and achievements 
across gaming apps we installed. Several html files were also stored in 
this folder with each file containing information (app name, app 

installation time, app status and last used time) for each app installed on 
the headset. The data.json file contains the same information as the 
index.html, but the data is stored in JSON format. The files folder con
tains an image associated with the Meta user account’s avatar. 

6. Evaluation of research questions and discussion 

In this section, we will discuss the implications of our findings for 
relevant forensics questions. 

Research Question 1: Can data artefacts be acquired from the Meta 
Quest 2, in a forensically sound manner? 

A “forensically sound” data acquisition protects the integrity of ob
tained data artefacts and their metadata by ensuring they have not been 
altered or destroyed within the acquisition process. 

At the very start of the acquisition process, the headset was powered 
on and used to disable wireless connections. No other applications were 
launched. Once the headset had been physically connected to the PC, the 
only user input was to enable USB debugging and respond to any 
prompts generated by the acquisition software. 

The acquisition software used was a certified digital forensics soft
ware, AXIOM Process, which created a ‘Quick Image’ of the Meta Quest 2 
headset. This extracted the data artefacts stored across the headset, 
including live data, and persistent data stored on the embedded internal 
SD card. It also triggered the device to begin a backup so that the data 
artefacts contained within the backup file could also be extracted. All 
extracted data artefacts were then stored in appropriately named files, 
which were compressed into one zip file. 

This zip file included 3 files which contain the acquired data artefacts 
from the different storage mediums of the headset:  

• ‘sdcard.tar.gz’ – compressed file which stored data artefacts from the 
SD card. 

Fig. 6. Data contained within the file trust.txt.  

Fig. 7. Data contained within the file user.txt.  

Fig. 8. Data contained within the file backup.txt.  

Fig. 9. Data contained within the files Package.txt, Usagestats.txt and ‘Usage_Stats.txt.  
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• ‘adb-data.tar’ – compressed file, which stored data artefacts related 
to installed applications, obtained by the device back-up.  

• ‘Live Data’ – the folder which stores live data artefacts on the device. 

All compression methods (.zip, .tar, .gz) use lossless compression and 
thereby do not alter or delete any of the collected data artefacts. 
Furthermore, AXIOM Process did not alter the data artefacts at any point. 
The entire acquisition process has been thoroughly documented in 
Section 3.3 so that it is both reliable and repeatable. During the forensic 
acquisition, we observed no changes to the user data when developer 

mode was enabled. When conducting forensic acquisition on Meta Quest 
2 headsets, investigators will need to create a secondary developer ac
count and pair it with the headset to enable Developer Mode and USB 
debugging. As we were limited to using the primary user account to 
enable developer mode in this study, we were unable to confirm if there 
would be any changes to the original user’s data by connecting a sec
ondary developer account via the method outlined in Section 3.3. 

Research Question 2: What types of data artefacts can be recovered 
from the Meta Quest 2? 

Numerous data artefacts were acquired from the Meta Quest 2 
headset. These artefacts originated from the live data, backup file and 
internal SD card. 

The useful data artefacts from the Live Data medium consisted of 
numerous text (.TXT) files.  

• Files ‘account.txt’, ‘trust.txt’ and ‘user.txt’ contain the name of the user 
account on the headset.  

• The file ‘appops.txt’ contains a record of the last time an application 
took exclusive control of headset features (such as volume control 
and audio focus).  

• Files ‘backup.txt’, ‘package.txt’, ‘usagestats.txt’ and ‘usage_stats.txt’ all 
contain information related to the installed applications on the 
headset.  

• The file ‘bluetooth_manager.txt’ contains a record of the Bluetooth 
devices which have connected to the headset.  

• The file ‘device_properties.txt’ stores hardware and operating system 
information. 

Table 3 
Summary of live data artefacts.  

File Name File 
Type 

File Location Information within the 
artefact 

account.txt TXT /Live Data/Dumpsys 
Data/account.txt 

Shows user accounts on 
the headset as well as 
the user’s name. 

appops.txt TXT /Live Data/Dumpsys 
Data/appops.txt 

Shows the last date and 
time an application 
took control of audio 
focus, volume control 
and wake lock. 

backup.txt TXT /Live Data/Dumpsys 
Data/backup.txt 

List of all applications 
installed on the 
headset. 

bluetooth_manager. 
txt 

TXT /Live Data/Dumpsys 
Data/ 
bluetooth_manager.txt 

Shows the ID of 
connected Bluetooth 
devices. 

device_properties. 
txt 

TXT /Live Data/ 
device_properties.txt 

Device model, OS 
version, local region, 
and time zone. 

package.txt TXT /Live Data/Dumpsys 
Data/package.txt 

The version of installed 
applications, their 
permissions, and the 
installation and latest 
update timestamps. 

trust.txt TXT /Live Data/Dumpsys 
Data/trust.txt 

Name associated with 
the user account. 

uage_Stats.txt 
& usagestats.txt 

TXT /Live Data/usage_stats. 
txt & 
Live Data/Dumpsys 
Data/usagestats.txt 

Application usage 
history, including the 
number of times it is 
launched, the total time 
it is used, and when it 
was last used. 

user.txt TXT /Live Data/Dumpsys 
Data/user.txt 

User accounts on the 
headset. Specifies if an 
account is an admin or 
primary user. 

wifi.txt 
& wifi_Stats.txt 

TXT /Live Data/Dumpsys 
Data/wifi.txt 
& 
/Live Data/wifi_stats. 
txt 

SSIDs the headset has 
associated with, 
alongside the number 
of associations.  

Table 4 
Summary of artefacts from installed user apps.  

File Name App File 
Type 

File Location Information Within the Artefact 

PlayerData.dat Beat Saber DAT /adb-data.tar/apps/com.beatgames.beatsaber/ef/PlayerData.dat Game Settings, Game progress and 
if the user has agreed to the 
multiplayer disclaimer. 

com.owlchemylabs. 
jobsimulator.v2. 
playerprefs.xml 

Job Simulator XML /adb-data.tar/apps/com.owlchemylabs.jobsimulator/sp/com.owlchemylabs. 
jobsimulator.v2.playerprefs.xml 

Game Level Progression. 

best_times.xml Keep Talking and 
Nobody 
Explodes 

XML /adb-data.tar/apps/com.steelcrategames.keeptalkingandnobodyexplodes/ef/ 
best_times.xml 

Best Time’s for a user progressing 
on each Level. 

youtube.xml YouTube XML /adb-data.tar/apps/com.google.android.apps.youtube.vr.oculus/sp/youtube.xml Device model and visitor ID it has 
been assigned by YouTube. 

app YouTube – adb-data.tar/apps/com.google.android.apps.youtube.vr.oculus/f/.com.google. 
firebase.crashlytics.files.v1/open-sessions/ 
639871E402E600010C2D9D02BF22DCEC/native/app. 

Installed Application Version.  

Table 5 
Summary of internal storage artefacts.  

File Name File Type File Location Information Within the 
Artefact 

obb DIRECTORY /sdcard.tar/ 
sdcard/Android/ 
obb 

Folders containing data 
artefacts for installed 
applications. 

Download DIRECTORY /sdcard.tar/ 
sdcard/Download 

Files downloaded by the user. 
All file types including.PDF, . 
JPG, .MP3, .MP4, .MOV 

Movies DIRECTORY /sdcard.tar/ 
sdcard/Movies 

Thumbnails of screen 
recordings. 

Pictures DIRECTORY /sdcard.tar/ 
sdcard/Pictures 

Thumbnails of screenshots. 

Screenshots DIRECTORY /sdcard.tar/ 
sdcard/Oculus/ 
Screenshots 

Screenshots stored as. JPG 
files. 

Videoshots DIRECTORY /sdcard.tar/ 
sdcard/Oculus/ 
VideoShots 

Screen recordings are stored 
as.MP4 files.  
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• Files ‘wifi.txt’ and ‘wifi_stats.txt’ both contain information related to 
the networks which the headset is associated with. 

The Backup Data contained useful data artefacts associated with the 
installed applications on the headset. 

For gaming applications, these artefacts contained game files which 
stored the user’s progress throughout the game. Some files even stored 
the installed version of the game as well as statistics for the user activity 
within the game itself. 

Some files referred to database files which were unobtainable by the 
logical acquisition process, due to the operating system of the headset 
having been unrooted. 

Due to the extensive storage capability of the internal storage, this 
medium contained the largest variety of data artefacts. Directories 
‘Movies’, ‘Pictures’, ‘Videoshots’ and ‘Screenshots’ all contained image 
(.jpg) or video (.mp4) files. The contents of these files are all related to 
videoshots of screenshots of user activity, captured by the user, on the 
headset itself. The Directory ‘obb’ contains the same data artefacts 
which are present in the Backup files. Therefore, all these files relate to 
the installed applications and the user’s activity within the application. 

The Directory ‘Download’ contained the most unique and interesting 
data artefacts, as this directory contains all user files that have been 
downloaded onto the headset. The directory was even able to store files 
of types that are unsupported by the headset, such as.pdf or.mov files. 

Research Question 3: Is it possible to access user application data? 
No. To access and extract user application data, a physical 

acquisition of the device would be required via rooting. Future work 
should focus on finding a successful method to root the Meta Quest 2 to 
gain access to user application data which will include application da
tabases that could contain relevant forensic artefacts. 

Research Question 4: How are the recovered data artefacts relevant 
to a forensic investigation? 

The data artefacts in the Live Data are relevant to forensic in
vestigations as they provide evidence that can link the headset to its 
owner, identify where the headset has been, and what it has been used 
for. Recovered system information also highlights the version of appli
cations installed, SSIDs of established internet connections, as well as 
the configured time zone and region of the headset. The data artefacts in 
the Backup Data provide information related to installed applications. 
Gaming applications contain files that indicate the user’s progress, 
which may facilitate the creation of a timeline of user activity. 
Furthermore, the information contained within these files may provide 
evidence for proving or disproving a user’s alibi. As the device’s in
ternal storage within the headset functions as a regular SD card, the 
data artefacts it contains are highly relevant to forensic investigations. 
This is because users can store their files on the storage medium. There is 
no limitation to which file types can be stored on the SD card, as it stores 
file types which are not supported by the headset itself. The SD card can 
be populated by downloading files directly using the headset, or by 
connecting the headset to a PC and using file management software, 
such as Windows File Explorer, to view and alter the stored files. This 
functionality makes it possible for users to store malicious or 

Fig. 10. Files stored in the ‘Download’ directory in the internal storage.  

Fig. 11. Contents of the downloaded zip file.  
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incriminating files on the Meta Quest 2. However, forensic investigators 
must be aware that this functionality generates uncertainty about the 
integrity of any evidence it contains, as users can manually modify files. 

Cloud data including the data.json file, data folder and files folder 
contained on the Meta headset provide valuable information for forensic 
investigators about the device user and their activity. Specifically, the 
data folder contains detailed records of apps installed on the device 
including name, install time, status and last usage. The data.json and 
index.html files in the data folder contain personal account details of the 
user like name, email, date of birth as well as device information like 
serial number and login history. The files folder contains images linked 
to the user’s avatar. Taken together, these artefacts allow investigators 
to identify the device owner, understand their app usage and activity, 
and potentially tie the device to specific actions or events under inves
tigation. The files provide insight into user behaviour and actions on the 
device. 

7. Limitations 

The Meta Quest 2 runs an operating system based on Android version 
10, which isolates and protects sensitive application files, such as da
tabases, by limiting the privileges the user has on the device (they have 
no root access). However, this means that forensic acquisition tools 
including AXIOM Process are also unable to gain root access to acquire a 
physical image limiting user and application data that could contain 
user-related data stored in databases. To acquire such files, the Meta 
Quest 2 headset will need to be rooted before the acquisition takes place. 
At the time of writing, there are no established methods to successfully 
root the Meta Quest 2 headset and our findings confirm conclusions in 
related works (Defence Science and Technology Laboratory, 2022), that 
most of the useful application files and locations require root privileges 
for a complete forensic acquisition. Moreover, our study did not consider 
JTAG and chip-off forensic acquisition methods. This is because Android 
10 enables file-based encryption and the lack of support on existing 
JTAG tools prevents accessing the internal memory for the Qualcomm 
XR2 chipset used in Meta Quest 2 headsets as described in previous 
works. We were also unable to recover associated user contacts 
including chat logs and messages sent and received directly from the 
headset. Previous studies show that user communication data are stored 
within the databases on Facebook messenger app installed on compan
ion iOS or Android devices paired with the user’s headset (Defence 
Science and Technology Laboratory, 2022). 

8. Conclusion and future work 

The acquisition and analysis of forensic data from VR headsets is 
relatively novel. This research has defined a new successful methodol
ogy for acquiring data artefacts from the Meta Quest 2 in a forensically 
sound manner, as well as identifying its forensic capabilities. This 
methodology may apply to other VR headsets which have been manu
factured by different companies, and so may be followed by law 
enforcement to acquire digital evidence from VR headsets, for use in 
criminal investigations. This is extremely beneficial as there has been a 
significant rise in criminal behaviour amongst VR users, which has been 
facilitated by the rise in unsafe VR environments. 

The digital evidence acquired from the logical acquisition can link 
the headset to its owner, identify where the headset has been, what 
applications are installed, and how the user has interacted with these 
applications. The most interesting data artefacts were stored on the in
ternal storage, which allows users to store their files. There is no limi
tation to what file types can be stored, which means the internal storage 
can contain a large variety of digital evidence. Therefore, it is imperative 
that Meta Quest 2 is not overlooked as a data source during a criminal 
investigation. Further research should be conducted to identify further 
data artefacts from the Meta Quest 2, and other headsets, which may 
provide evidence in criminal investigations. To obtain such evidence, it 

may be necessary to devise a successful methodology to root VR devices. 
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