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Executive Summary

This documentdescribesthe implementation of the OneFIT1] platform componentsfor the
management of operatoigoverned opportunistic networkinto the OneFIT alidation platform
which is introducedn D5.1]2] andfurther describedn this document

First, testbeds which are brought by OneFIT consortium members are described and mapped onto
the overall OneFIT validation platform. description of every tesbed provides insights intthe
OneFlITalgorithmsfor operator governed opportunistic networkingnd protocol variantdor the
control channels for the cooperation of cognitive management systems (CAh&h are
implemented into he testbed.

¢ KS A YLX SYS yGogniiive Mghagerifent $y&t&m for the Opportunistic Network 6 / a h b 0
FYR MAXBYXGASBS YIylFr3aSYSyid {eadSYy F2N G§KS / 22NRAYI
the implementation of other building blocks, nesasy for OneFIT system realization (including parts

of the OneFIT functional architecture Dynamic Spectrum ManagemenD$MN), Joint Radio
Resource ManagementJRRNI Configuration Control ModuleCQCN and Dynamic and Self
Organizing Network Planning andalbhgement(DSONPW), in these tesbeds is described. Finally
possible and ongoing cooperation between different tbetds are mentionedFulfilment of the
OneFIT system requirements by the current implementation of the Onggtform is presented.
Framael in this context, essential requirements related to the establishment and management of the
ON and general requirements (e.g. mobility, relaying, communication with infrastructure and
between terminals etc.) are taken into account in the current impleragah of the OneFIT system.
Additionally, user (e.g. hide complexity from the user), algorithmic (e.g. context awareness, decision
making mechanisms etc.), protocol (e.g. usage of standardized protocols, unicast communication
etc.) and security requiremestare sufficiently covered and will be further expanded.

Section 3 describes thenplementation ofthe OneFIT cognitive management systamd lists the

WP4 algorithms which are implemented into the validation platfofmmapping ofthe implemented
algorithms onto CMON and CSCI tasks as well as ON management phases is describedTihaletail.
implemented versions oOneFITalgorithms provide all necessary functionalities for achieving
cognitive management of opportunistic networke.g. context, policies, pfiles acquisition and
management, decision making, solution enforcement, ON creatiaimtenancétermination).
Different OneFIT algorithms cooperate in order to provide necessary functionalities of the OneFIT
cognitive management system. Some of the althons address the same challenges, but in different
context (RAT, type of the network, different triggers, different nodes involved etc.).

Section 4 of this deliverable presents implementation of supporting blocks, which are presented in
functional architeture of the OneFIT system. These building blocks are JRRM, CCM, DSM and
DSONPMThe aforementioned building blocks are built on legacy functionalities and expanded in
the context of the OneFIT functional architecture in order to include essential featfithe ONs.

Implemented variants of the C4MS protocol are described in section 5. First, the 802.21 MIH based
C4AMS mplementation is presented. Nexthe implementation ofsupporting C4MS signalling using
IETF OLSR and SNMP is describgglemented C4M$ariants provide required functionalities for
enabling context equisition andsignalling support throughout the ON lifecycle phases

At the end of the deliverablethe realizationof the OneFIT scenarider opportunistic coverage
extension, opportunisti capacity extension, infrastructure supportedlaac networking and device
to-device communication as well as opportunistic resource aggregation in the backhaul network
within the OneFIT validation platform is presented. Each scenario implementationiptescr
specifies which tesbeds and OneFIT building blocks (ON enabling algorithms, C4MS variants and
OneFIT supporting blocks) are utilized.
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1 Introduction

This deliverable provides description on how the building blocks of the OneFIT functional
architecture are implementedin the OneFIT validation platfornfFurther on, amapping of the
available testeds (hardware and software elements) onto the ON related challenges, the ON
management phases, the building blocks of the OneFIT functional architecture and the OneFIT
scenariosis provided. This document alsoescribes how the selected OneFIT scenarios and use
cases are implemented in the OneFIT validation platfard which testbeds, algorithms, protocol
variants and supporting blocks are utilized in implementation of these scenarios
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SS
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Figurel: OneFIT functional architecture

Figurel shows theOneFIT functional architecture. The key building blocks of this architecture, as
presented in D2.24] and as shown ifigurel are:

1 CSCI: The&Cognitive management System for the Coordination of the Infrastrudtire
responsible for the detection of situations where an ON is useful including the ON suitability
determination;

1 CMON: The&Cognitive Management systefar the Opportunistic Networls responsible for
the management of the opportunistic networks, including creation, maintenance and
termination of a given ON based on the context and policy information provided by the CSCI;

1 C4MS<Control Channels for the Queration of Cognitive Management Systeans used to
communicate between the different nodes and cognitive management systems (CMON and
CSCl);

CCM: The&€onfiguration Control Modulexecutes reconfiguration of the devices;

JRRM: Théoint Radio Resourcesahgementperforms the joint management of the radio
resources across different radio access technologies;

1 DSM: Thédynamic Spectrum Managemepitovides mid and longterm management (e.g.
in the order of hours and days) of the spectrum for the differeatio systemsand
opportunistic networks
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1 DSONPM: ThBynamic, Sel®rganising Network Planning and Managemenbvides mid
and longterm decisions upon the configuration and reconfiguration of the network or parts
of it.

TheCMON andhe CSCI are parts ttie OneFIT cognitive management systevhich is responsible
for decision making regarding ON lifecycle. The cognitive management syspgorts albf the ON
management stages (phasefpm suitability determination, through creation and maintenance, t
termination. Thesebuildingblocks together with the C4MS protocptepresent key elements of the
OneFIT system.

The C4MS protocdb][7], which is implemented as described in sect®ns used on the interfaces
between different nodes (See interfacesT]l, GITN, OMTT, OMTN, JXT, JIN, SS ifrigurel).
Definition of all interfaces presented in the Figure 1 can be found in [4].

The CCMJRRM, DSM and DSONPM are supporting blocks in the OneFIT functional architecture,
GKAOK SylFrofS AYLXSYSyidGridAzy 2F GKS hyScL¢ aeai
devices supporting different RATSs.

Presented building blocks are implementedointhe OneFIT validation platform through their
implementation in different tesbeds (and combination of tedteds) which comprise the overall
validation platform.The WP4 algorithms, which are implemented into the correspondinghteds,
provide differant parts of CSCI and CMON systems as well as OneFIT supporting bloBi&Mi.e.
Also, these algorithms address different management phases of opportunistic networks. C4MS
protocol variants which areproposed within[5], are also implementedin test-beds in order to
enablethe execution of implemented algorithnend to support the ON lifecycle

Five OneFlBcenarios are defined iD2.1[3]. The OneFIT architecture is developed in line with
requirements set by these scenarios and their «tssses Also, these scenarios are defined in a way
which enables all of the OneFIT advantages lagnkfits to be showcasedefined scenarios are (a
more detailed description of every scenario and correspondingcases can be found [B]):

1 Scenario 1: Opportunistic coverage extension;

9 Scenario 2: Opportunistic capacity extension;

9 Scenario 3: Infrastructure supported opportunistic devicalevice networking;

9 Scenario 4: Opportunisticaffic aggregation in the radio access network;

9 Scenario 5: Opportunistic resource aggregation in the backhaul network.
The rest of the document is organized as follows:

1 The OneFIT validation platform and tdsds comprising it are described in more deta
section 2;

1 Implementation of ON management systems (CMON and CSCI) as well as realization of the
ON management phases is described in section 3;

1 Section 4describesmplementation of the OneFIT supporting blocks (JRRM, CCM, DSM and
DSONPM);

1 Section Syives description of C4MS implemetitan;

9 Practical realization of the OneFIT scenafdip®, 3 and 5 is described in section 6 of this
document.
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2 OneFIT validation platform

The OneFIT validation platform was introduced in D8]11t comprises of hardware (tesieds and
equipment) and software (algorithms and protocols) provided by the One#fiortium members
Technical characteristics and capabilitie these testbeds are described in D5.12]. Figure 2
provides a high level insight into the architecture of the overall OneFIT validation plaffdmen.
OneFIT validation (proof of concept) platform consists of

1 ON enabled end user devices including srpdubnes, tabletand laptops;

1 WiFi APs for providing network access to end user devices. ON enabled APs are used for
creation of ONs between end user devices and APs as well as ONs between APs.

1 Femto APs which are used for mimicking macro APs (BSs) as well as for expawsipn by
offloading access traffic from macro APs;

1 ON manager system which comprises of cognitive management elements which are
AYLX SYSYGSR Ay (GKS O2NBF aiARS 2F (GKS 2LISNI {:
entities are implemented on PCs or profyescaled server stations (including databases of
contextual parameters used for knowledge derivation).

CtKS 2@SNIff hyScL¢ @I tARFGAZ2Y Ed ditfaeoldctioR@ Sa y Qi
different testbeds and OneFIT architecture componergsovided by different consortium

members. These tedieds are utilized in different scenarios, for realization and implementation of
different algorithmic approaches and protocol variants.

UserData I Ccams Transport Building
Flow Flow Techno Block

4l WiFiAP )

Device -to-device Device -to-device Infrastructure
Application Application
CMON & CSCI CMON & CSCI —
JRRM, CCM JRRM, CCM WiFi
3G WiFi 3G WiFi \_ RAT Y,
RAT RAT RAT RAT

\
[ ON-enabled Femto AP

== & f
Mobile Devices % - Infrastructure
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o
. 4
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y
+-0

& _J

ON Manager

Figure2: OneFIT validation platform
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Different components (hardware and software) of the validation platform are provided by different
consortium members. Some of these components astandalone test-beds used for
implementation and validation of specific algorithmic solutions, scenarioskesges, protocol
variants and supporting building blocks. Other components are-tteds and/or architecture
elements (i.e. DSM) which can be used for validation and implementation of different algorithmic
and protocol solutions as well as realization dfedent scenariosCooperation between different

LJ- NJi y SheisQlredid$ exidts in implementation of the OneFIT scenarios (please see section 6 of
the deliverable). Also, other possible cooperation opportunities between differentlteds are
identified. This cooperation will be further examined in D5.3 (due for December 2012). Detailed
RSAONALIIA2Y 27T O2 e didi theiizvole Withiv 6h& dN@&rdll OrieBI R \alidation
platform is given later in this section.

Testbeds which are includednto the OneFIT validation platform shown kigure2, are mapped

onto the ON related challenges (spectrum and nodes&routes selection/identification), the OneFIT
scenarios and the ON management phases as shoWwiginme3 and Figure4. These figures show the

LR GSYydAl fa 20eds LBloweliey, $hiyate cirn@rihyi utilized in implementation and
validation of specific scenari@s their own or in cooperatiorfas described iworresponding test

bed descriptions and section 6 of this deliverable).

OneFIT D2.]3] has provided a set of system requirements to be fulfilled by the OneFIT system. The
complete list of system requirements, with their cldissition and codes, is given ffablel. The
requirements are mapped to every tesed description later in this section since implementations
performed within these tesbeds address specific set of system requirements.

Scenarios

1-5 Spectrum opportunity identification and
spectrum selection test-bed (section 2.8)

ON
\“KﬂI QO Q (,e' O M s o s
2 WO A0 o 0 Management
v @ & & N y
a(c:\‘ ¢ R & Stage
& 42

Figure3: Mapping of the tesbeds responsible for spectrum selection/identification challenge onto the OneFIT
scenarios and ON management phases
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Scenarios

Node and route selection in backhaul

S * Openplatformwireless mesh networktest-bed
(section2.9)
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Figured: Mapping of the tesbeds responsible for nodes and restselection/identification challenge onto
the OneFIT scenarios and ON management phases

Different testbeds and implementation efforts address different suissef system requirements.

Joint together theyaddressall of the system requirements excep8 partially), P4, S3 and S4 the
current demo implementations, only unsecured communication is used while for a product also
secure communication must be supported (Requirement P4) as well as the protection of user
identity (S3) and protection of devicdentity (S4).Available standard solutions for protection of
dzZiSNDRa FyR RSGAOSQa ARSyGAdGe +a ¢Sttt Fa az2fdzia?z2
the OneFIT system enabling it to address these three system requirementltieast part ofthe
system requirement P3is in scope of future evolution (within OneFIT project cycle and post project
period) of the C4MS protocoEeveral tesbeds use broadcast signalling for dissemination of i.e.
SSID and ON suppoiulticast signalling will prodé possibilities for further improvements and
optimization of the signalling process behind C4MS protocol.
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Tablel: OneFIT system requiremen&[4]

Category Nbr. | Title of the requirement

Gl Communication with the infrastructure

G2 Communication between terminals

G3 Versatile spectrum use

G4 Versatile RAT/RAN use

General G5 Mobility

requirements| G6 | Relaying

G7 Creation of opportunistic networks

G8 Opportunistc Networks controllable by single operator
G9 Preservation of legacy RAN operation

G10 | Compatibility with legacy RAN deployments
G11 | Resource efficiency

User and Ul Hide complexity from the end user
Service U2 |! & SND&pexpiawA OS
related u3 Availability of ONelated information to the service layer

requirements

M1 Identification of the need for an opportunistic network
M2 Suitability determination

M3 Creation of opportunistic nevorks

Opportunistic| M4 Connection setip

network M5 Maintenance of opportunistic networks
Management] M6 | Release of opportunistic networks
related M7 | Coordination of opportunistic networks with the infrastructure

requirements|{ M8 | Opportunistic network identification

M9 Maximum size of an opporturtis network
M10 | Coexistence of opportunistic networks
M11 | Assignment of bandwidth

Algorithm Al Context awareness

related A2 Decision making

requirements| A3 Routing

A4 ON Advertisement

P1 Protocol usage

Protocol P2 Broadcast/Mulicast

requirements| P3 Unicast/Dedicated addressing

P4 Secure as well as unsecure communication
P5 Protocol efficiency

S1 Security

Security S2 Accountability, charging and billing
requirements| S3 Protection of user identity

S4 Protection of device identity

2.1 Prototyping platform for the management of opportunistic
network s

The prototyping platform for the management of opportunistic networks comprises cognitive
management systems and control channels and aims at the efficient application provision through
the management of opportunistic networks in coordination with the infrastructure. It has been
developed as a Multi Agent System (MAS) based on Java and1By@Ed it consists of several
software and hardware components thatrcaupport the execution of a great variety of scenarios
and use cases and moreover they are facilitating the integration of new hardware or software
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functionalities that are developed in the context of prototyping activities. Also, as part of the
platform a modified version of the Opportunistic Network Environment (ONE) simUtaiprs used.

It has been modified accordingly, in order to include also communication with infrastructure and to
integrate our developedJADEprototype so as to run capacity extension scenarios. The ONE
simulator has been chosen for the experiments due to its inherent capabilities in measuring
performance of traditional ONs. It is customizable in terms of traffic generation, mobility of
terminals, numbe of nodes and number of interfaces per node. It is also possible to simulate BS or
femtocell entities. Furthermore, the prototyping platform due to the utilization of the JADE
middleware which provides distributed functionality can be executed in a loig&d way,e.g the

BS CSCI/CMON agents can run on different machimgxchangenessagesiccording to the C4MS
structure, as it was defined ifi7]. In general, JADE components exchange messages which are
serialized and tramaitted over TCP, according to the FIPA Agent Communication Language (ACL)
message structure specificati¢b8].

In the aforementioned platform, both use caset scenario 2[3] are implemented i.e. capacity
extension througmeighbouringterminals and capacity extension through femtoceitsorder to be
able to make experiments as part of the prawfconcept. The implementation comprises the
suitability determination phase, the ON creation phase the termination phase.

The functionalities of the capacity extension througgighbouringterminals algorithmare mapped
to the CSCIl and CMON as follows:

9 The context awareness functional block of the CSCI is responsible for acquiring the status of
infrastructure elemats and the status of terminals;

1 The decision making mechanism of the CSCI is responsible for the identification of terminals
that are located in a congested area and need access to alternate infrastructure etement
through neighbouringerminals;

1 The decision making mechanism of the CMON is responsible for the formation of ON paths
for each terminal in the congested area that needs to be redirected to alternate BSs and
allocatesthe terminals to alternate BSs;

1 The control functional entitpf the CMON is responsible for the solution enforcement.
The aforementioned functionalities are depictedrigureb.

Furthermore, he functionalities of theselection of nodes algorithms are mapped to the CSCI and
CMON as follow:

9 The context awareness functional block of the CSCI is responsiblegtorirg the status of
terminals;

1 The decision making mechanism of the CSCI is responsible for the identification of suitable
terminals that will potentially paitipate in the tebe-created ON;

9 The decision making mechanism of the CMON is responsible for the selection of terminals
that will participate in the ON through the evalda2 y 2 F GSNXAYIlI faQ FTAlGySa

1 The control functional entity of the CMON is responsible for the smutinforcement i.e.,
the selected terminals according to their fitness values will be part of the created ON.

The aforementioned functionalities are depictedrigure6.
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Identification of terminals that are
located in a problematic area (e.g.
congested service area of a BS Formation of ON paths for each
and need access to alternated Decision on what algorithm to terminal in the congested area
infrastructure elements through run in order to solve the capacity Allocation of terminals from
neighboring terminals extension problem congested BSs to alternate BSs

/

MS
DSM DSONPM :
Operatorés infr ur Solution
Ics ICD enforcement
/ —
CSCl Result of ON Suitability ﬂ CMOS Control |
procedure, request for Decision Makin on o  ON

Decision Making

creation of the ON ON Creation, establishment
ON Suitability Ma'“‘?;aﬂce _mmggnm_
Determination P Know- | |——0——x
KAGHEIge Termination i E)(_I?::Jr:il:‘na :i;; r?N
Management Manage| (l—anr——
CFTN I 9 ment ‘l‘
.I e P AT _ e = M o
. Profile g +|  Context Profile  ~
Context —
! Awareness Operator Management | ! ! Awareness Operator Management [
' (stats of o _Pol‘l_cy o (use:_cla_ss& 1| |1] onstatus of Policy (device AManagement of
. erivation application . QoS and Acquisition capabilities, 3 &
cscl CMO ! |2fr:§.nr:)edt\gs.) Mgmt. requirements |- ! application user dza S NEQ LJ
! yi and constraints) |1 1 flows preferences) ATerminal
e e e R ~ - o o capabilities (e.g.
/| OMTN 10 T does the terminal
¥
c support ON etc.)
JRRM / A ,I JRRM I._.| ceMm |
/ MCR
R / RRTN '1| RAT 1 | | RAT 2 | é | RAT n

AStatus of infrastructure
elements
AStatus of terminals

Figure5 : Mapping of the capatyi extension througmeighbouringterminals concept to the OneFIT functional
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Finally, inorder to perform capacity extension through femtocells, the algorithm operation is based
on the following functional entities:

The Context Awareness (CA) entity of the CSCI, which is responsible for monitoring the

The Decision Making (DM) entity of the CSCI, which identifies the terminals that are suitable

The Profile Management (PM) entity of the CMON, which includes terminals capabilities

The Operator Policy Acquisition (OPA) entity of the CMON which obtains and manages the

1
status of the infrastructure network. Inddition, it involves information about node
capabilities (e.g. their status, location, mobiligywél, etc.);

1
to be redirected to the femtocells, e.g. terminalstlwlow mobility level. For that purpose
the DM entity interacts with the CA entity.

1
(e.g. possible operating RATs) and user preferences whichegrered for the decisin
making;

1
policies which & being defined by the operator;

1

The Decision Making entity of the CMON, which is responsible for assigning the appropriate
resources to thdemtocells and QoS to terminals. Therefore, the DRA algorithm is executed
in this functional entity. The DM entity of the CMON interacts with the PM and OPA entities
in order to acquire information required to compute the solution.

The aforementioned funabnal entities have a direct mapping to the entities of the OneFIT
architecture as illustrated digure?.

* Assignment of power levels
‘ to femtocells

* Distribution of terminals to

femtocells
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2.1.1 Addressed system requirements
The following system requirements are addressed within thistest G1, G2, G4, G6, G311, U1,

M1-M7, M10, A1, A2 and4.

¢ Statusof
infrastructure
¢ Status of terminals

Figure?7 : Mapping of the DRA concept functional entities to the OneFIT functional architecture

Regarding the general system requirements, the requiremésts G2, G4, G6, G7 a1l are
addresséd in the prototyping platform for the management of opportunistic networks as follows:

 GI1 communication with the infrastructure: Communication with the infrastructure is
achieved through the exchange of messages between the functional entities of CSCI and
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CMON. This is possible through the use of JADE which supports the use of agents which are
able to communicate between each other in order to provide the necessary communication
with the infrastructure.

G2 communication between terminals: The same comncatipn mechanisms with G1 are
also applicable to this requirement as well, in order to provide the necessanynunication
between terminals;

G4 versatile RAT/RAN usg&he platform is RAd@gnostic and specifications of various RATs
could be simulated (sicas coverage range, bandwidth etc.)

G5- mobility: The platform is based on various mobility models as implemented in the
Opportunistic Network Environment (ONE). Indicative mobility models are e.g. Random,
Random Waypoint etc.

G6 crelaying As soon as # ONs are created intermediate nodes ito@ology can act as
relay nodes;

G7- creation of ON: The platform has the ability to connect terminals between each other,
as long as they are in coverage range, in order to form ONs upon request from the operator
(e.g. when congestion of an ialtructure element is observed);

Gl1- resource efficiency Through the platform there is the ability to measure the
performance of various critical resources such as consumption of energy. It is possible to
measure the endagy consumption of the infrastructure elements and the various terminals in
order to show the gains before and after the solution enforcement.

Regarding the user and service related requirements the Ul is addressed as follows:

1

U1- hide complexity from the ser: All the operations that take place in the platform are not
visible to the user, since messages and decisions for the creation of ONs are made
automatically. The user will just connect and served through an ON, once the operator
deems such an action nessary.

Regarding the ON management related requirements theN{¥land M10 are addressed as follows:

1

M1- identification of the need for an QNt is possible to initiate the ON suitability
determination and creation procedures on a triggeteased basisThis means that the need

for an ON can be designated by an operator as soon as congestion of an infrastructure
element is sensed or some terminals are left without infrastructure coverage.

M2- suitability determination Mechanisms of simulating the suitéibyi determination phase

are implemented in order to define whether it is possible to create an ON under the current
environmental conditions (e.g. are @idpable terminals in coverage of the problematic
ones which are willing to help?);

M3- creation of ON: Specific algorithms in the context of WP4 have been implemented to
the platform in order to proceed to an effective creation of ONs and provideevgrage or
capacity extension;

M4- connection set upThe connection setip mechanisms of the ONE arsedl in order to
connect or disconnect termitg upon request by the operator;

M6 - release of ONSONs would be released if the operator designatesor if the moving
terminals move out of coverage between each other, so connectidnojgped and the ON
is released;
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1 M7- coordination of ONs with the infrastructuré@his requirement is possible in conjunction
with the G1 requirement as analyzed previously. To that respect, coordination of terminals
(which are part of an ON) with the infrastructure is addexh

1 MI10- coexistence of ONdn the platform there is the possibility to create numerous ONs
with a variable size (e.gomprising 2, 3 terminals etc.);

Regarding the algorithm related requirements the Al, A2 and A4 are addressed as follows:

1 Al- context avareness Context awareness is obtained through the monitoring of specific
parameters such as current location, current mobility level/direction etc. These parameters
are measured through the implemented ONE mechanisms.

1 A2 decision makingbDecisions are ade according to the implenmeed algorithms (in the
context of WP4) which will designate a solution the creation of ONSs;

1 A4 ON advertisementThrough the platform, it is possible to show whether a terminal is
connected directly to a BS or is serveddoyON. To that respect, nearby terminals will know
the connection status of another terminal.

2.2 Opportunistic networking d emonstrator

The scope of the opportunistic networking demonstrator is to verify the OneFIT scea}ios
architecture[4], the algorithms for the suitability determination, creation, maintenance and release
of opportunistic networkg¢8] as well as the C4MS protoddl[6].

This prototype consists of several devices, one or more access points and at least one PC hosting the
cognitive radio system management functionality on infrastructure side as shokguire 8.

Fgure 8: Opportunistic Networking Demonstrator Overview
The most relevant features of this prototype are:
Use of real terminals;

Decisions based on regignalmeasurements These measurements are mainly managed by
the JRRM as dedloed in sectiort. 1

1 Need for ON occurs due to mobility of users. In the case of the coverage extension scenario,
a user moves out of the coverage of the infrastructure.

9 Suitability determination: Automatic detection of sitiians where an ON is needed based
on the measurements, e.g. degradation of the radio dnkl handover to another cell is not
possible

1 ON Creation: Decision to credtee ON based on suitability determinatipn
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1 Spectrum Selection: DSM decides on which spetto use for the relayas well as for the
access points)The implementation of the DSM is described in more detail in sedtidn
where the GUI of the DSM is showrHigure54.

1 ReconfigurationCSCI/CMON triggered switching on and off of the second radio interface of
the relaying device, activation/dactivation of therelaying function

1 Mobility procedures: Handover to relay
1 Routing: Update of routing tables after handoyer
1 IEEE 802.21 MIH bas€dMS implementation
A more detailed view on the functional building blocks inside the different nodes is giteguire9.

hy AYFNI &aidNUzOGdzNSE aARSI | G / (ERSMhasts gh® DymamiRA 2 { & 2
Spectrum Managem# (DSM), a Cognitive Management system for the Opportunistic Networks
(CMON) combined with the Cognitive Management System for the Coordination of the
Infrastructure (CSCI) and a Joint Radio Resource Management (JRRM).

Each device (standard terminal @rminal with relaying capabilities) in the prototype contains also a
combined CSCI/CMON and a JRRM. Further on, each device has a Configuration Control Module
(CCM) which manages reconfigurations like the creation of a relaying access point or deldian of
relaying access point.

/ Operatoros Infr\a
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Figure9: Mapping of the Opportunistic Networking Demonstrator to the OneFIT Archite¢lire

The JRRM on terminal sides sends link events (e.g. link going down, lirde ppyiodic link
measurements to the JRRM on infrastructure side. The JRRM on infrastructure side has an overview
on all cells as well as on the terminals attached to each cell. In certain situations, e.g. when a
terminal is going out of coverage of a cafid a handover to another cell is not possible, then the
JRRM triggers the CSCI/CMON to perform a suitability determination if an ON should be created or
not. In the case that a relaying access point shall be created, the CSCI/CMON asks the DSM on which
frequency to use for the access point. Then, the CSCI/CMON can send negotiate with the terminal
identified as candidate for providing the relaying function and instruct that terminal to cieateN
Oahbuy/ NBI (i AThig procBdijrdzS ahovenlindthe ssage sequence chart Figure69 in
section6.1.

After the creation of the relay, the infrastructure sends an ON_Suitability.indication to the device
going out of coverage to indicate that a handoverthe opportunistically created access point is
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recommended. After performing a handover, the device going out of coverage is then connected via
a relaying terminal to the infrastructure and the going -@icoverage problem is solved by the
coverage extasion provided by the relay.

2.2.1 Addressed system requirements

The following system requirementas presented iMablel, are addressed within this tedted: G1
G11, UlU2, MEM9, M11, A1A3, P1, P3, P5 and S2.

The prototype used an802.21 based C4M%P1, P3, P5 and2) implementation for the
communication between the different nodes in theria$tructure and the devices (G1 a@®) and

uses different radio access technologies (G4) like WLAN and Bluetooth. The DSM decides on which
spectrum to use (G5) for the relay (G6) when creating the oppastim network (G6 ands7).
Handovers (G5) are executed to connect directly to the infrastructure (G9a@1G11) and with

the ON.The opportunistic network management (M9, M11 and A1-A3) has been implemented

in a distributed way where parts of the functions are located on infrastructure side and others are
located inside the devices.

2.3 Opportunistic service provision d emonstrator

This demonstrator evaluatethe feasibility of building novednd-user services that take advantage

of the underlying Opportunistic Network capabilities of both infrastructure and user terminals. The
ability to offer such opportunisticallgupported services presents a great potential for MNOs to
develop new businesmodels to capitalize the investment in the deployment of ON mechanisms.

Therefore, this demonstration does not aim to evaluate the performance of ON procedures and
algorithms. Instead, it is assumed that OneFIT mechanisms work, so that-aise@napplitation can

be built upon them; after that, servieariented aspects such as the reliability (18 is seamlessly
handled as the nodes exit and enter in tt)e resiliencethe service is alive during the lifetime of the
ON)or the scalabilitythe servie accepts a growing humber of noded)the available tools will be
assessed.

In particular, according to the use case to be demonstrated (see se6ti®df2 for a detailed
description),a highmobility scenario, where a sigrifint number of nodes enter and exit the ON
while it is alive is depictedA performanceassessmendn such scenarioould not be performed on
the OneFIT validation platform, so a specific #estl that emulates thébehaviourof the wireless
network and tle OneFIT mechanisms has been developed.

Thistest-bed is based on a vehicle traffic simulator that uses real cartography wit®@reeFIT
abstraction layer deployed over it. The selected traffic simulator toSIUMO $imulation of Urban
Mobility [13]), an openrsource project able to simulate large traffic sets of vehicles and their
behaviourover the time in a realistic wayhe simulation is therefore split into two different layers:

the traffic simulation layer that obtains éhposition of vehicles and thelrehaviourover the time

and the network simulation layer that evaluates the performance of the ON established over them.

In the testd SRQA& hbax Y20AftS y2RSa IINB FaadzySR G2
throughout cty streets following certain traffic rules (that depend on the city features, the hour of
the day, etc.) Fixed infrastructure nodes are located in defined positions and they mimic the features
of real 3G base stations. Accordingttee OneFIT architecturand procedures, an ON is created
among one or more mobile nodes and one or more infrastructure nodes. For each ON, the
AYFNF &0NHZOGdzNE aSt SO0ta 2yS 2F GKS OSKAOf Sa I a
(such as the one with more availle resources, the best SINR or any other). This node will act as a
gateway between the rest of the mobile nodes in the ON and the infrastructure node. Thus, the

OneFIT Deliverable D5.2
271117

0 ¢



ICT EU OneFIT 30.06.2012

controller will collect all the logs from the surrounding vehicles and send them to the oniogt
server.Figurel0depicts this communication structure.

ON Controller =

ON Controller

Opportunistic Network
Infrastructure

Node - o) Y - ‘g@ 6

Opportunistic Network

Internet

#

Infrastructure
Node

L

Monftorifig. ON Controller == b
Server

Opportunistic Network

Figurel0: Simulated scenario

The network emulation block is the part of the tdstd that mimics thebehaviourof the wireless
network andthe OneFIT mechanisms. In particular, an abstraction layer that simulatéeizeiour

of the OneFlPased vehicldo-vehicle communications has been developed. It consists of a
simplified model of the OneFIT procedures that hides the underlgorgplexiy (C4MS protocol

stack and specific algorithmsThis abstraction layer thus implements the ON manag#mhases in

a simplified way:candidate nodes are selected during Suitability Phase; connections will be
established during the Creation Phase usingegy basic routing scheme; during the Maintenance
Phase, nodes entering and exiting the ON will be controlled; and Termination Phase will consist of
dissolving the connections.

The implementation of this abstraction layer needs two kinds of nodes to beedkfi

1 OneFitNodesare generic OMapable nodes. They implement a set of functions called
OneFitNodeRules.

1 OneFitcontrollerare nodes with the additional functionalities to act as gateway for the rest
of nodes in the ON.

Additionally, an entity calle@neFRiNet has been defined to represent the ON created among several
OneFitNodesand OneFitcontrollers These entities implement a similar set of functions called
OneFitNetRuleto account for the OneFIT mechanismrgurell shows therelationship between
these elements.

There is also aletwork Control Laydhat implements the rules and policies. These rules define the
OneFITNodeand establish logical links between them. The resulting network structures compose
the ONs according toadio conditions. Those logical links will be continuously updated as some
OneFitNodeteave the ON and new ones join.
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Figurell: Relationship between simulator entities

Finally, Figure 12 depicts the omponents of the control system architecture and the data flows
among them. The control system is composed by four modules:

1 SUMGIFACEHS responsible for the translation of the system information to Java format,
sendingand receiving data to/from SUMO;

1 SIMENGINEontrols the rest of modules, monitors system status and invokes the correct

functions

CARCONTROLLE®NIitors the state of all simulated nodes;

GUIENGINES responsible of collecting data and managing user interaction.

TRACI4)

N T

@i |®

SUMO-IFACE

o | @

GUI-ENGINE __@___ SIM-ENGINE

o e e

CAR CONTROLLER

Figurel2: System control structure and dafeow

During the simulation, the data flows between entities proceed in the following SHENGINE
orders SUMGIFACEHo request a new iteration (1 SUMGIFACEperforms the request (2), receives
the answer 8), translates it and redirects it tSIMENGINE4). SIMENGINHotifies the changes to
CARCONTROLLER, who updates its data structures and returns the con8IWENGINEG). SIM
ENGINBrdersGUIENGINED refresh (7), s&SUFENGINBas to request &hicle information toCAR
CONTROLLES, CARCONTROLLERuUrns the information (9) and finall@UIENGINEraws in the

screen the status of the new iteration (10).
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The testbed includes also a Graphical User Interface (GUI) that manages the processarfosc
setup (based on real cartography layouts). It also allows selecting different vehicle densities
according to daytime, season of the year or even hazardous situations that may modify traffic flow.
The wireless capabilities of sitated vehicles (WiFBluetooth andUMTS) can also be configured.

Once the simulation is configured, the GUI launches the SUMO simulator and collects vehicle data.

For each simulated vehicle, the application gathers position coordinates current speed and
additional data suctas fuel consumption, noise generation or polluting gasses emissions (CO, CO2,
bhEX0O® ¢KA& AYyF2NXYIGA2y OFy 068 RA&ALX &SR | yR
the creation of an ONFigurel3 depicts a view of th graphic interface, where real cartography is
used and simulated vehicles (white and grey dots) move through the city cartography according to
the established rules. This image illustrates the complexity of the application, where dozens of
mobile nodes wi be monitored as they become part of one or more ONs.
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Figurel3: GUI screenshot (1)

Figurel4 shows a different display of the GUI that shows the network topology when an ON has
been created among anfrastructure node Central Squaneand five vehicles (circles). Wireless links
have been created between pairs of vehicles (white thin lines), but only the controller node (bottom
circle) is linked to the infrastructure (green line). The statistical datmwved on the left side are
retrieved from the highlighted node (the circle under the pointer).
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O

Figureld: GUI screenshot (2)
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2.3.1 Addressed system requirements

The following system requirements are addressed within thishest G, G2, G457, G9G10, UL
U3, M1-M7, M10 andA1-A2.

Regarding the general system requirements, the following requirements are addressed:

1

G1¢ Communication with infrastructureéSome of theerminals are UMT-8nabled, so they
are able tocommunicate with thenfrastructure nodes via UMTS RA

G2 ¢ Communication between terminals: Terminals communicate to each other viead
shortrange RATS, such as W4Rd Bluetooth;

G4 ¢ Versatile RAT/RAN: ONaclude terminals capable of using different RADs t
communiate (namely, UMTS, Wi&nd Bluetooth)

G5 - Mobility: Terminalsare constantly moving around the scenario, faling some simple
mobility rules defined in the SUMO simulator;

G6 ¢ Relaying: Reporand contextdata from nonrUMTSterminals are relayed towals
infrastrudure via UMTSnabled terminals;

G7 - Creation of opportunistic networkstnfrastructure negotiates wit terminals the
creation of ONs;

G9 ¢ Preservation of legacy RAN operation: Infrastructure network behaviour remains
unaffected by the presnce of ONs;

G10¢ Compatibility with legacy RAN deployments: ON operation does not interfere with
current infrastructure RAN deployment.

Regarding the user and service related requirements the following requirements are addressed:

T

Ulc¢ Hide complexity fron the end user: There is no intervention of fisakviceusers inthe

creation of ONs;

U2¢c! aSNDa &SNBAOS LISNDSLIIAZYY ¢KS Sdivicaa i Sy OS
perception by end users;

U3 - Availability of ONelated information to the servicdayer: The service under test
receives information about the existence of ONs and the nodes that are part of them.

Regarding the ON management related requirements the following requirements are addressed:

T

M1 - Identification of the need for an opporturiis network: The service under study has a
triggering mechanisnbased on pollution measure®) detect the need of an ONVhen this
need is detected, the service asks the infrastructure nodes for the creation of the ON.

M2 - Suitability determination: Imstructure selects the most suitable terminal nodes to be
part of the ONsbased on context data previously gathered

M3 - Creation of opportunistic networks: Infrastructure negotiates hwiterminals the
creation of ONs;

M4 - Connection setip: UMTSenabkd terminals are able to establish a connection with the
infrastructure nodes;

M5 - Maintenance of opportunistic networks: Infrastructure is constantly aware of the status
of the ONs, allowing the entrance and the exit of terminal nodes as they move, and
reconfiguring the relaying routes from nd#MTS terminals to UMT&habled terminals;
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1 M6 - Release of opportunistic networks: The service under study has a triggering mechanism
(based on pollution measures) to detect when ONs are no longer needed. Wheis this
detected, the service asks the infrastructure nodes for the termination of the ON

1 M7 - Coordination of opportunistic networks with the infrastructure: The service under
study runs on both ON and infrastructunedes

1 M10 - Coexistence of opportunisticetworks: Several ON can be preseithultaneously in
the scenario, as several instances of the service under staiyun independently.

Regarding the algorithm related requirements the following requirements are addressed:

i Al - Context awareness: Thefiastructure nodes are able to retrieve information about
terminals (c@abilities, status and propagatiprihat are used to createreconfigure and
terminate ONSs;

1 A2 - Decision making: The infrastructure is able to make the decision of creating,
reconfiguing and terminating an ON based on context data.

2.4 Opportunistic ad -hoc network routing demonstration

The prototyping platform for the realisation ofthe opportunistic adhoc network routing
demonstrator iscomposed © 4 laptops, using Linux as operating teys, and communicating
between themselves through th@/iFi protocol (802.11)The scope is to verify the route pattern
selection algorithm as well as the mtflow route cedetermination algorithm. The platform uses a
standard WiF Device driver, which lkabeen modified in order to emulate a mditop topology:
filtering of the received MAC PDUs has been added in th&iWiterface adaptation module. On
every node a configuration file, containing the listawfilable neighbours (from Wiéfriver point of
view) is created.

The environment is configured to get multirhop topology ad a multiroute possibility totransmit
the data.
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Figurel5: Opportunistic aghoc network routing platform

The demonstation is related to the network coverage extensidhjis not intendedto connect
neither an access point nor aabe station to simiate the infrastructure Inthe ad hoc cloud, the
node connected to the infrastructure gets a particular behaviour andas s gateway.
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The purpose of demonstration is to apgDneFITrouting algorithms by generating different traffic
flows between the nodes UE1 and UERj(rel5).

This environment allows usingost of existing user applications (fexample data streaming (VLC
player application), voice over IP (SIP), file downloading (FTP), etc). The implemented software is
developed using the concepts of virtual NIC (Network Interface Controller) to allow any standard
dza SNDa | LI Aaued.GAz2zy G2 6S SESO

Figurel6 depicts the detailed architecture implementation of the demonstration.

Allow any standard user application :
VLC, PING, FTPEé

Allow ON management:
C4MS messaging é

User applications

Linux extension ¥NIC (Virtual OneFitV-NIC
Network interface Controller)

Network coding and Route pattern
selection algorithms

OneFit algorithms

Adaptation to standardize access to OneFit adaptor
RAT to Radio NIC

RAT interface

Linux Wifi NIC

Figurel6: Testbed software architecture

¢ KS ahy¥ECE ¢ YeenRidsbre of twoOneFITrouting algorithms Hther the route pattern
selection algorithmor the multi-flow route codetermination algorithm. Both algorithmsare
triggered for any IP packet handling. The algorithm controls the transmission of the paekdahe
air through the WAFi protocol (IEEE 802.11) configured irhad mode.

2.4.1 Addressed system requirements

The requirementanet by the Thales demonstrator are Communication between terminals (G2),
Relaying(G6), Resourceefficiency (G11), Maintenance ¢ the adhoc pat of the opportunistic
network (M5), Context awareness (A1), Decision mai@ajand RoutingA3).

2.5 Prototyping platform for opportunistic coverage extension and
related support f unctions

The Prototyping Ratform for Opportunistic Coveragéxtension and related Support Functioas
addressing the following key features:

1 Opportunistic Network Supparti.e. Coverage Extension is achieved by selected Mobile
Devices acting as Relay Nodes;

9 Best Connectioni.e. in a Coverage Extension context thost suitable link among a set of
available heterogeneous link technologies (WLAN, 3G, etc.) is identified and selected;

1 Multi-Homing Support i.e. a stream is split over two links of distinct Radio Access
Technology.
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While the first item of the uppeil & i O2 NNB &L} yRa (2 (K SOppo@Quhidiic t A Y L3t
Coverage Extensién A OSY I NA2X AdGSYa I H YR Il o O2NNBaLRYyR
for an efficient implementation of the Opportunistic Networking features in a heterogeneadis
environment. The overall prototyping platform architecture is indicated below:
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Figurel?: Overall architecture dPrototyping Platform for Opportunistic Coverage Extension and related
Support Functions

The employed instaition with available equipment is further detailed below:

Media Server
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WiR AP
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E—
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Network Setup via Mobile
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Figurel8: Instantiation of @erall architecture oPrototyping Platform for Opportunistic Coverage Extension
and related Support Functions
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As it will be further detailed in sectiofi.1, the Prototyping Platform for Opportunistic Coverage
Extension and related Support Functions is built such that it can be suitably reconfigured to the
following configurations:

1 Provsion of wireless services in a dense neigithood environment building on non
interfering Radio Access Technology;

1 Provision of wireless services in a dense neighhbood environment employing an
Opportunistic Network for ensuring access for a V@it Terminal Device;

1 Provision of wireless services in a dense neigh@od environment employing automized
network reconfiguration and an Opportunistic Network for ensuring access for aowliFi
Terminal Device;

91 Provision of wireless services in a dense iedgrhood environment employing Muki
Homing.

For this testbed, a Graphical User Interface (GUI) has been developed with the following key
features:

i. lllustration of the multitude of wireless links being maintained simultaneously:

| 4+ Mokile Terminal GUI [F=IEI

I ) WLAN ON H P scon |
S5ID OPERATOR

[ APARTMENT 2 | [ “BEL PROXIMUS™
P P

[ 192.168.20.10 | [ 10.223.181.182 |

Info
{EJM 0K

Q8w /& X

UPRC ‘ iMc ‘

"

Figurel9: GUI indicating active wireless links and related key parameters

ii. [llustration of testbed configuration to be operated:
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Figure20: GUI indicating tesbed configuration to be operated
ii. lllustration of Operator polieis to be imposed onto Mobile Device centric link selection:

Service type— NOT ALL D rMetwork type v

Audio stream NOT
ALLOWED over ETHERNET
networks

| STATUS: B || ® |

Video stream NOT | STATUS: P || ® |
ALLOWED over 3G networks

Video stream NOT
ALLOWED over WLAN
networks

| sTatus: B§ || *® |

L

Figure21: GUI indicating operator policies to be met by mobile device decision making entities

iv. lllustration of GUI showing live videtreaming:
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Figure22: GUI showing live video streaming

2.5.1 Addressed system requirements

The following system requirements are addressed within thishest G1, G4, G6, G7,-G41, U1,
M1-M7 and A1A3.

From the group of general system requirements, the requirete@&@i, G4, G6, G7 argd-Gllare
addressed as follows in the prototyping platform for opportunistic coverage extension and related
support functions:

1 G1- Commurcation with the infrastructure The platform providesaccess to cellular
Macro/Femto Base 8tions, WiFi Access Points, etc;

1 G4- Versatile RAT/RAN usé&he choice of Radio Access Technologies is updated depending
on the interference/congestion context (e.g., avoid congested Radio Access Technologies).
Also, Radio Access Technolsgare operatedisiultaneously;

1 G6¢ Relayingand G7 - Craation of opportunistic networksare implemented in the sense
that a mobile relay node is initiated for providing access to other devices, which may be out
of coverage of the concerned Macro/Femto Base Station, lwhiay not support/prefer 3G
at the given point in time, etc;

1 G9 - Presevation of legacy RAN operation and Gi@Compatibitty with legacy RAN
deployments the whole testbed builds on the usage of legacy RAN; all new features are
transparent to the RAN ahtherefore full compatibity with legacy RANs is achieved,;

1 G11- Resource efficiencyis mainly addressed in the context of best link selection, i.e.
resource efficiency is maximized by selecting the moiabkle Radio Access Technology.

From the groupof user and ervice related requiremenisthe requirementUl isaddressed as
follows in the prototyping platform for opportunistic coverage extension and related support
functions:
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T

Ul - Hide complexity from the end usefhe platformperforms RAT selectionithout any
User Interaction

From the group obpportunistic networkmanagement related requirements, the requirements M1
7 are addressed as follows in the prototyping platform for opportunistic coverage extension and
related support functions:

T

M1-7 (Identification of the need for an opportunistic network, Suitability determination,
Creation of opportunistic networks, Connection -sgt, Maintenance of opportunistic
networks, Release of opportunistic networks, Coordination of opportunistic networks with
the infrastructure): The platform performs the management of opportunistic networks going
through the main phases (suitability determination, creation, maintenance, termination).
Connection setip is managed on a pereed basis, e.qan opportunistic networkmay only

be exploited if other links are unsuitable due to congestion events.

From the group oflgorithm related requirements, the requirements Alare addressed as follows
in the prototyping platform for opportunistic coverage extension and relategsugunctions:

T

T

Al - Context awareness ané?2 Decision makirtg The platform observes for example
congestion events, the availability of multiple heterogeneous RATs to be used
simultaneously, etc. and takes corresponding context information for decisionnmain

RAT selection into accoynt

A3 - Routing The platform decides on traffic routing in case that several heterogeneous
Radio Access Technologies are operated simultaneously.

2.6 Direct D2D communication test -bed

The objective of the prototype platform ise demonstrate the realization of suitability determination,
creation, maintenance and termination of Opportunistic Networks between 2 devices located in
proximity by establishing direct device 2 device communications. The prototype is addressing
scenario3 but can be enhanced in future steps to support other scenarig. &enario 2 for
coverage extension)

The prototype implements the following CMON functionalities as described in[&)2.2

1

Control mutual discovery of nodédevices);
obtains context and policy information from the CSCI (QoS requirements);

Commands for managing the ON operational phases (e.g., ON establishment, maintenance/
reconfiguration and termination procedures);

Obtain local context information: measurents from devices, gelmcation coordinates
from device builin positioning functions;

Control terminal reconfiguration capabilities (radio link and network layer);

Control over the establishment/modification/release of bearer services in the infrasireict
network to support ON traffic;

Establish security on ON links.

This demonstrator consists of several devjagkich have the capabilities to support several Radio
Access Technologies (RAANd are on their initial connectionconnected to the infrasticture via
3GPP UTRAN radio access.
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Figure23: Overall architecture of Prototyping Platform for Direct D2D communication

The prototype implements a basic version of C4MS, using a Multi Agent System (MAS) based on Java
and JADEL6]. All communications between the nodes in the prototype are transmitted using TCP/IP
protocol. Message structures have not been following C4MS protocol described in current project
orderto limit complexity of the develapent, but could be adapted in future version.

Each UE in the prototype is a Smartphone running Android operating systemJE and Android
middlewarehave been enhanced to:

1
)l

1
T

Enable/disable WIFI radio access technology remotely

Have the capability to prodie RRM WIFI informatiottough C4MS like protocol to remote
entity (eg ON manager);

To provide location GPS based information

Offer the capability to be configured as an AP remotely by ON manager using provided
information like:

SSID

Channel selectign

Security algorithm selection

Security key configuratign

To detect an AP wheremotely requested by ON manager;

To establish secure communication with selected AP using information provided by ON Mgr.

The network infrastructre of the protdype consists o

1 Femtocell providing UTRAN 3GPP access;
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ON mgr consisting of a server on which ON algorithm is executed
Asterisk server to provider CS domain seryice

Apache server providing HTTP service in the network, including web browsing sevice an
HTPP video staming function;

DHCP server providing IP address to the different network entitigsféntocell)

PC running Wireshark to perform maintenance and monitor IP traffic between the different
nodes of the network infrastructure.

The algorithm running on thhON mgr server allows based on information requested/reported to/by
the devices attached within the UTRAN network to determine the opportunity of direct Device to
Device communication.

i

: HTTP server {Apache)
: = Video content
1
1
1
1

'- b
e e e e e 1
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Figure24: Infrastructure use in the demotrator

When UE registers in the 3GPP network via UTRAN, they also provide registration information to the
ON manager who configures UEs in order to gather adequate information to determine D2D
communication opportunity.

In caseUE?2 is a video streaming ser and UE1 wants to play a video available on UE2 (Requesting
accessing the video from a server) then ON manager is responsible to determine if UE1, UE2 are
close to each other and if the radio condition are met to establish D2D communic&tmperform

this task, ON Manager checks for thétahility of creating a LAN (i.geographical position3GPP

radio cell and radio measuremenisf ON Mgr determines that the initial condition are fawable

then ON mgr initiates WHi discovery algorithm, conttoft Ay 3 S| OK | 9Qa LINE OS RdzNJ
discovery results from the UE1, UE2N Mgr selects the UE which will act as Wiégess Point

(Group Owner) in the WLAN to be formed and selects the optimal configuration for the WLAN and
informs it to the UE (®e assignment, identitiesSSID) an&ecurity information)Then UEL1 and UE2
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perform necessary WLAN procedure accordingly to establish trusted pathsliowd UE2 to start
streaming from UE1 content (exchanging user data over the WLAN).

2.6.1 Addressed system r equirements

The following system requirements are addressed within thistbest G1G3, G7 G9510, U1, M1,
M3, M4, M8, Al, A2, PP3andS1.

From the group of general requirements the following ones are addressed:

1 G1c¢ Communication with the infrastructe: The testbed includes a femto Access Point
that emulates thebehaviourof the infrastructure in charge of controlling the ON. The C4MS
messages are transferred betwedéme terminals and the ON Manager (infra CSCI/CMON)
through the femto AP.

1 G2c¢ Commurncation between terminals: The tesied includes a link between the two or
more terminals using a 802.11 WLAN

1 G3¢ Versatile spectrum use: The tdsed performs a dynamic spectrum assignment, after
having identifiedhe optimal 802.1 channel to be used;

1 Gr7 ¢ Creation of opportunistic networks: The tdstd allows the creation of an Obly
setting a WLAN between terminals under the control of the cellular network (ON Manager)

1 G9/G10¢ Preservation of legacy RAN operati@ampatibility with legacy RAN deptognts:
The testoed A Y LI SY Sy G dhe-lt /LG 285iNdzi A 2y F2NJ /na{ BKAO
current 3GPP RAN in terms of operation and deployment.

From the group ofiserand ®rvice related requirements, the following ones are addressed by the
test-bed:

I Ulc¢ Hide complexity from the end usdhe testbed allows the setup of the ON to be fully
transparent to the userTypically the setup of the relay is completely hidden from the user,
being just a part of the video connection establishment.

From the groumf opportunistic network mnagement related requirements, the following ones are
addressed by the tedted:

1 M1 - Identification of the need for an opportunistic network: The tbstd allows for
applicationtriggered identification of the need

M3 ¢ Creaton of opportunistic networks: The tesied implements the ON creation stage

M4 ¢ Connection setupThe testbed provides means for the ON Manager to trigger and
control the establishment of WLAN connections between terminals

1 M8 ¢ Opportunistic Network idntification: the testbed reuse the SSID concept and
parameter of 802.11 as a means to identify a given ON

From the group oélgorithmsrelated requirements, the tegbed addresses the following ones:

1 Alcg Context awarenessthe testbed implements coréxt awareness in the field of 802.11
channel occupation

1 A2¢ Decision making: The tebedimplements decision making for the decision to build the
ON (application trigger) and optimal setting of the underlying WLAN

From the group of Protocols relatedgeirements, the tesbed addresses the following ones:
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1 P1c¢ Protocol Usage: The tebed implements a basic subset of C4AMS messages, enriched
with WLAN specific parameters, over an ageased applicatiofievel protocoj

1 P3 - Unicast/Dedicated addressingthe JADE protocol allows allocation of dedicated
addresses/identifiers for unicast exchanges.

From the group oSecurityrelated requirements, the tedbed addresses the following ones:

1 Sl¢ Security: the tesbed allows the setup of a secure WLAN for @, using anjegacy
WLAN security techniques.

2.7 Cognitive radio test -bed

The demonstration of th€oSand spectrumaware routingalgorithm is performed based on a test

bed comprisingd 2 A NBf SIEA0 R3S yw S & S I WERR [21] bdardsT AlNd6des use
wireless 802.11 standards and are loaded w@ptimized Link State Routin@I(SIR[22]-based
Spectrumaware routing protocol. Demonstration will address routingfoeiting upon changes in
spectrumopportunity availability within OneFIT scenarios 1 & 2. C4MS signalling is not implemented
as the focus of demonstration is on performance of modified OLSR (speatmameness).
Demonstration platform includes:

1 Network of 5 aéhoc rado nodes (WARP boardsyith Wik connections;
9 All boards have muliiadio capability;

1 2 laptops acting as sink/source for streaming application;

T hyS aO2yGNRfé¢ fFLIG2L) b NERdzi SN

It is assumed that the network (operator governed) has completed the neighbour discovery
(responsibity of L1) and suitability determination phases. The proposed algorithm cadbers
routing table setup and maintenance phases (as required during ON creatioofeguration
phases). During creation phase, standard OLSR is used wittobap as the metd. The primary
scenarios of interest relate to ON coverage extension as depictégime25 and Figure26 below.
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Scenario la involves the following main steps:
I The terminal (UE #1) is out of coveragéndfastructure i.e. Macro BS #1,

1 Followingneighbourdiscovery, candidate node identification and suitability determination
phase, the iitial path is established between UE #1 and BS #1 via UE #2, #3, #4 (acting as
relays) and ON is created;

1 UE #3 will be moved (or powered down to emulate loss of connectivity) so it is no longer
within BS #1 coverage thus mdiguration phase is initiaté

1 To demo the robustness and adaptability of the prototype implementation under a varying
network topology, the ability of MAC and routing protocols to adapt to link breaks caused by
topology changes will be shown while the easer application is runningn the laptops
connected to SORURCE/SINK WARP boards). Thesendpplication is video streaming
executed over multiple hops. Routing protocol implementation is considered part of CMON
module/functionality.

1 During MaintenancéReconfigurationphase, therouting protocol will update the original
path (UE#1#2,#3,#4, BS#1) to the new path (UE#2,#4, BS#1)

1 UE #4 will then be moved (or powered down to emulate loss of connectivity) so it is no
longer within BS #1 coverage thus reconfigunatihase isriggered once again;

9 The routing protocol will update the current path (UE#R, #4, BS#1) to the new path
(UE#1#2,#3, BS#1)

1 As reconfiguration takes place it is expected that the routing algorithm will be able to
maintain the quality of the applicatn running on the two end laptops.
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Scenario 1b involves the following main steps:

I The terminals (UE #2, 3) are out of coverage affrastructure ie. Macro BS #1;
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1 Following discovery, candidate node identification and suitability determination phases, the
initial path is established between UE #1 and BS #1 via rel&s2U#3, #4, and ON is
created;

1 UE #3 will be moved (or powered down to emul#&iss of connectivity) so it is no longer
within ON coverage thus renfiguration phase is initiated;

1 During MaintenancéReconfigurationphase, the routing protocol will update the original
path (UE#1#2,#3,#4, BS#1) to the new path (UE#2,#4, BS#1)

1 UE #2 will then be moved so it is no longer within ON coverage thus reconfigupiiase is
triggered once again;

1 The routing protocol will update the existing path (UE#2, #4, BS#1) to the new path
(UE#1#4, BS#1)

Note that whilst in scenario 1a,Zna i 2F aNBf I &Ay3Ié Gl 1Sa LIXIFOS
coverage, in 1b the relaying is managed by the ON. When majority of relays are under control of
infrastructure, it is expected that substantially less reconfigurations would be triggered due to
mobility etc. as the network can be expected to take more responsibility to manage/maintain
connectivity of UEs within its coverage especially if relaying/cooperation is supported and managed
by the infrastructure already i.e. RAT already supports relaying scenario 1b however,
proximity/range and Tx power of UEs plays a more critical role in ON maintenance and more
reconfigurations likely to be triggered. So level of stability of ON under two scenarios is different.

The Software/hardware used is:

Operding system: Linux kernel version 2.6.28;
OLSRd: version 0.23];

WARP boards (L1/L2/L3 pieaded);

1
1
1
1 Deviceto-Device links based on 802.11 (WaB-hoc mode).

2.7.1 Addressed system requirements
The following system requiremengése addressed within this tested: G1G3,G6,G1Q M11and A3.
From the group of general requirements the following are addressed:

1 G1c¢ Communication with the infrastructure: The teséd includes aWARPnode that
emulates thebehaviourof the infrastructire in charge of controlling the ON. Both terminals
communicate with the infrastructure to exchange the control C4AMS messages allowing the
ON creation and ON maintenance procedures.

1 G2¢ Communication between terminals: The tdstd supports 802.11inks between the
relay nodesfor data transmission over multiple hop& the allocated channels The
efficiency in the communication is monitored by the terminals to identify degradations and
trigger ON modification.

I G3 ¢ Versatile spectrum use: The tdstdnodes support spectrum sensing to identify
spectrum opportunities that used by thepectrumaware routing protocol;

1 G6grelaying:Multi-hop relaying is supported i.eoon as the ONs are created intermedia
nodes can act as relay nodes;
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1 G10¢ Compatibility vith legacy RAN deployments: The téstd is prepared to operate in a
scenario with existing RAN. In particular, it has beenbestin the ISM 2.4 band, @xisting
with WiFi and Bluetooth devices;

From the group of user and service related requiremetite, following are addressed by the test
bed:

I Ulc¢ Hide complexity from endiser: The tesbed implements of spectruraware OLSR are
entirely hidden from user and no interaction with ender service/application is required.
The video streaming applicatiarsed in the demonstrations is independent/unaware of the
underlying routing protocol used.

From the group of opportunistic network anagement related requirements, the following are
addressed by the tedted:

1 M1l ¢ Assignment of bandwidth: The tebed supports selection and assignment of
channelsto the links This is based on reime measurements of the current spectrum
utilization.

From the group of algorithm related requirements, the téstd addresses the following ones:

1 A3c¢ Routing: The tesbed demonstrates operation of spectruraware OLSR for routing
during ON establishmentand rerouting (during maintenance phase) upon detection of
degradationin channel quality/link throughpuduring data transmission.

2.8 Spectrum opportunity identification and sp ectrum selection test-
bed

The objective of this tedbted is to show the behaviour of the spectrum opportunity identification

and spectrum selection procedures in an ON. For that purposeatfeOSYy F NA2 oY LYy ¥ NI
supported opportunistic athoc netwoil A Y [#€is considered where two devices need to
communicate through an ON controlled by the infrastructure, as graphically illustratéidune27.

Both spectrum opportunity identification and speein selection functionalities reside in the
infrastructure node, namely in the DSM and the CSCI/CMON entities. The result of executing these
functions, with the specific frequency band assigned for the ON link between the two terminals is
notified using CMIS protocol.

|CMOI” | CSCIl

JRRM, CCM

JRRM, CCM

RAT Supportl RAT Supportl

DSM

|CMOI" | CSCIl

JRRM, CCM

RAT Supportl

Figure27: Scenario considered in the demonstration
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The infrastructure node and the terminals are implemented by meandndfersal Software Radio
Peripheral USRP transceivers[24], as illustrated inFigure 28. USRP#1 will implement the
infrastructure and the associated spectrum identification and selection functionalities, while USRP#2
and USRP#3 are the terminals exchanging data. Moreover, the #568HZ band will be used for the
demonstration, detecting the available spectrum opportunities and allocating a portion of this band
for the communication between terminals, based on real measurements made in this band.

USRP#2 USRP#3

Data
Flow

C4aMS
Flow

USRP#1

Figure28: Implementation of the demonstration scenario by means of USRP

Figure29 presents the mapping of the spectrum opportunity identification and spectrum selection
algorithms on the OneFIT architecture. In particulaoth are located in the infrastructure, and the
spectrum opportunity identification resides in the DSM module while the spectrum selection is
carried out in the CMON entity. More specificafygure30 presentsthe mapping of the spectrum
selection in the CMON entity. The algorithm to decide the spectrum assignment will be located in
the decision making entity while the knowledge database with statistics of the fittingness factor are
included in the knowledge magement entity.
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Figure29: Mapping of the algorithm in the OneFIT architecture
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Figure30: Mapping of the functional entities of the fittingness factmaised spectrum selection onto the
CMON

Within the ON lifecycle, the spectrum selection problem considered here is applicable in the
following two stages:

1 ON creation: In this case the algorithm is executed whenever a new link has to be
established in an ON and for that purpose an adequate spectrum pedbhze assigned;

1 ON maintenance stage: In this case, the algorithm is executed whenever some changes in
the radio environment have been detected such as maodifications in the radio and
interference conditions of a certain link, or a link release (meattiag we can reallocate
the spectrum that was used by the released link to another link). As a result of the spectrum
selection during ON maintenance, it is possible that spectrum handover procedures are
triggered, whenever the spectrum allocated to anytltd active links is modified.

Since the target of the demonstration is the spectrum opportunity identification and spectrum
selection, the demonstration implements only the ON creation and ON maintenance stages. It is
assumed that the decision to create &N among the two devices has been previously made in the
ON suitability phase. Similarly, a netwardntric operation is assumed, in which the infrastructure
makes the spectrum selection decisions. Details on the specific procedures for the two stages are
given in section8.3.2.1and3.3.3.1

¢KS /na{ &aA3adylrfftAy3a A& NBIfATSR dzaAy3a GKS AYLX
LYRSLISYRSY(d | FyR2USNI 6all (b SpedifckatdisSan ehe colsiiddadd 6 S R
messages in the tedied are given ifi7].

The spectrum opportunity identification and selection té&id brings to the OneFIT validation

platform the functionalitiesneeded to analyse and decide in real time the current occupation of
spectrum blocks in the ISM 2.4 GHz band and to perform the decision making about which of the
available spectrum blocks can be more suitable to be allocated to a certain ON radio lickenath

associated requirements. In this respect, this teet offers possible cooperation opportunities to

some other parts of the OneFIT validation platform where the dynamic assignment of a spectrum to

ON linksis relevant. For exampl@dditional spetrum usage information could be provided to the
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DSM in thed h LILJ2 NJi dzy A & & Y02 WS M2 (N MB@EKIngRI0GC fdR Bispectkugh y
allocation could also be exploited. Al$dognitive radio tesbed for spectrumiaware routing could
exploit the results coming from the algorithms for spectrum opportunity identification and the
decision making for spectrum selection. These potential ways of cooperation amorgetEstwill

be futher considered and elaborateth the framework ofthe activity on resilt analysis and
validationwhichruns from July to December 2012

2.8.1 Addressed system requirements

The following system requirements are addressed within this-best G1G3, G7, G10, M3, M5,
M11, Al and A2.

From the group of general requirements the foliogy ones are addressed:

1 G1 ¢ Communication with the infrastructure: The tdséd includes a USRP node that
emulates thebehaviourof the infrastructure in charge of controlling the ON formed by the
two terminals. Both terminals communicate with the infragtture to exchange the control
C4MS messages allowing the ON creation and ON maintenance procedures.

1 G2 ¢ Communication between terminals: The tdstd includes a link between the two
USRPs used to transmit data in the allocated spectrum block. Theerafficin the
communication is monitored by the terminals to identify degradations and request the ON
modification.

1 G3¢ Versatile spectrum use: The tdsed performs a dynamic spectrum assignment, after
having identified based on measurements the availagectrum blocks depending on the
current interference conditions ithe scenario where it operates;

9 G7c¢ Creation of opportunistic networks: The teséd allows the creation of an ON link and
addresses the problems of spectrum opportunity identificationl selection to allocate the
appropriate spectrum to the created link. The procedure for ON creation implemented in
the testbed is detailed in sectio8.3.2.1

1 G10¢ Compatibility with legacy RAN deployments: The-tesd is pepared to operate in a
scenario with existing RAN. In particular, it has beerthestin the ISM 2.4 band, @xisting
with WiFi and Bluetooth devices.

From the group of opportunistic networkanagement related requirements, the following ones are
addresed by the tesbed:

1 M3 Creation of opportunistic networks: The tes¢d implements the ON creation stage, in
particular the selection of spectrum for an ON link to be established. The procedure for ON
creation implemented in the tedbed is detailed irsection3.3.2.1

1 M5 ¢ Maintenance of opportunistic networks: The tdstd monitors the efficiency in the
data transmission between terminals using the allocated spectrum. Whenever the efficiency
falls below a specific threshothe ON modification procedure is triggered to request for a
different spectrum block. The procedure for ON maintenance implemented in thdézbis
detailed in sectior3.3.3.1

1 M1l ¢ Assignment of bandwidth: The tebed deddes the adequate spectrum blocks to be
assigned to the link between the two terminals forming the ON. This is based ectinmeal
measurements of the current spectrum utilization.

From the group of algorithm related requirements, the téstd addresses thtollowing ones:
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1 Alcg Context awareness: This is addressed in two different ways by thédéestOn the one
hand, whenever the ON link has to be established, the USRP emulating the infrastructure
performs the spectrum opportunity identification by meas\githe spectrum band (ISM2.4)
and identifying which spectrum blocks are available. On the other hand, once the link has
been established, the efficiency in the data communication is monitored to identify if a
degradation occurs (due to e.g. interference)dathen to request for another spectrum
block.

1 A2 ¢ Decision making: The tebked carries out the spectrum selection decision making
algorithm to decide on the adequate spectrum block to be allocated to the ON link that has
to be established, or after degdation has been detected in the assigned block during data
transmission.

2.9 Open platform wireless mesh network test -bed

The @en platform wireless mesh networRVMN) test-bed is developed in order to test and

evaluate scenario 5 specific use cases (in8nfici SR & LISOGNHzYo o ! faz23x 2tn |
O23aYAGADS Ydzf GALI GK NRdziAy3a Ay oANBfSaa YSakK yS
a02NF3S GANIdzr t ATFGAZ2Y k! IIANBIALGAZ2Y F2NJ O2yGSEG F

The WM testbed includes (seBigure31):

1 Wireless mesh network (WMN) tebed with open platform access points (APs) based on
MikroTik outer-boards and OpenWRT system;

Database of contextual information;
Traffic genertor for emulating traffic flows;

Simple network management protocol (SNMP) for network monitpand contextual data
gathering;

I Optimized link state routing (OLSR) protocol for route discqovestablishment and
maintenance;

T 9yR dzaSNDRAE G(SNNAYIf &

Open platform WMN nodesre based on MikroTik router boards RB800 and RB433AH and
OpenWRT system. More details about these components can be found ifi25.1

The OneFIT building blocks (CMON and CSCI logic) are implemented imtthézed network
management server. The SNMP protocol is used as a variant of the C4MS (see section 5) protocol for
contextual data gathering and exchange of control messages. OLSR protocol is used for route
discovery and establishment.

The open platformWMN testbed is included into the OneFIT validation platform as part of the
AYFNI a0NUHzOGdzNE aARS F2NJ SyrofAy3 |3aINBILGA2Yy 27F
caching storage).

This testbed can be used in cooperation with tdstds whichare providing resource aggregation in

the access side of the WMN in order to demonstrate the overall resource aggregation (in access and
backhaul side of the infrastructure).
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Figure31: Open platform WMN tesbed

Testbed demongrations can be configured and monitored remotely over the custom web interface.
This interface provides a sort of the dashboard consisting of several tables and diagrams. The
following tables are shown within the dashboard:

1 Opportunistic Network table shows ON management phases that are currently in progress
within the testbed, triggers which started the ON phases, selected ON solution (selected
nodes and routes) and current status of the relevant contextual parameters;

1 Link table¢ formed WMN links ad their current status (last entry in the contextual
database) is shown. Backhaul links formed in order to enable creation of the ON can be
seen.

91 Interface tableg within this table a current status of all WMN interfaces is shown. Interface
reconfiguration which were necessary for Qd¥eation, are shown;

1 Routing table¢ OLSR routing table can be shown, where all paths in the current WMN
setting can be seen (including the paths enabled by ON creation).

The dashboard also shows the diagram of the currentl lo& selected interfaces in order to
showcasethe achieved bandwidth aggregation and/or load balancing. Elements of the dashboard
are shown in section 6.4 where implementation of the OneFIT scenario 5 is described.

2.9.1 Addressed system requirements

The followng system requirements are addressed within this4est: G7, G11, UM1-M6 and Al
A3

From the group of general system requirements, the requirements G7 and G11 are addressed in
open platform WMN tesbed:
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I G7 - Creation of opportunistic networksimplemented algorithm for opportunistic,

application aware multipath routing in backhaul of WMNs provides selection of appropriate
set of multiple paths in the backhaul of the WMN over which the requested QoS
requirements of end users can be achieved. ON istedeamong WMN nodes patrticipating

in selected multiple paths by creating opportunistic backhaul links between available
dormant backhaul interfaces of WMN nodes. Established multiple paths in the WMN
backhaul will be terminated (ON termination) when the magement system detects that
the underlying single path routing can provide required QoS to the end users.

G11c¢ Resource efficiencypportunistic and application aware multipath routing algorithm

is implemented in this tedbed in order to provide betteload balancing in WMN backhaul
and better backhaul bandwidth utilization while, at the same time, QoS requirements of the
end users are met.

Regarding the group of system requirements related to users and services, Ul requirement is
addressed in this tedted implementation:

T

Ul¢ Hide complexity from the end usezomplexity of the multipath routing in the backhaul

of WMNSs is hidden form the end users, since all reconfiguration and management are done
between WMN stations. Application used by the end userecognized (this feature is
currently performed manually, but it will be automatized by the end of the project) and its
load is routed over one of the multiple paths which are made available by ON creation.

From the group of ON management related reguients, MIM6 requirements are addressed in
this testbed implementation:

T

M1 ¢ Identification of the need for an opportunistic networBNMP based WMN monitoring
system collects all relevant contextual parameters every 1 minute. These contextual
parameters are stored into the contextual database. Implemented multipath routing
algorithm checks the values of selected contextual parametatsmber of end users and

their QoS requirements and available bandwidth on currently used backhaul paths and ETX
values ofthese paths)as well as trend in which those values are changing. When defined
triggering levels are met, the suitability determination phase of the algorithm starts.

M2 ¢ Suitability determination implemented multipath routing algorithm performs
suitablity determination upon trigger detection. A suitability of using multiple paths for
solving the problem at hand is checked. For more details please check the $:8tihb.

M3 ¢ Creation of opportunistic networksvhen multipath routing is selected asitable for
solving detected problem, new backhaul paths will be established by turning on dormant
backhaul interfaces of selected WMN nodes and assigning appropriate 802.11a channel to
them in order to form selected additional backhaul linksfter multipath routing is
SaGFof AaKSRY | LILX AOFGA2YkdzASNEQ f2FRa | NB
aware mannerMore details regarding ON creation can be found in section 3.3.2.7.

M4 ¢ Connection seup: new backhaul links are made when multijplath set is selected in
suitability determination phase. All WMN stations in this tbetd have two interfaces for
backhaul connectivity. Unutilized interfaces are turned on when multipath routing is
established.

M5 ¢ Maintenance of opportunistic networksSNMP based monitoring system continues
gathering relevant contextual parameters from WMN when ONs are established. QoS
capabilities of all backhaul paths are constantly checked and, when needed, ONs are
reconfigured (different set of multiple paths arelscted) in a manner which can address
changes in QoS requirements.
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1 M6 ¢ Release of opportunistic networksvhen there is no longer a need for multipath
routing (single path routing can provide necessary QoS levels), established ONs will be
terminated andselected backhaul paths from ON supported multiple paths sets will be
terminated (certain backhaul links will be terminatedcorresponding interfaces will be
turned off). By returning to single path routing mode of operation, when multipath routing is
no longer needed, WMN management system lowers possibilities for interference in WMN
backhaul and, at the same time, achieves power savings by turning of unnecessary backhaul
interfaces.

Regarding the algorithm related system requirements, the open platfofNNestbed addresses
the following:

1 Al ¢ Context awarenessSNMP based monitoring system collects necessary contextual
parameters form WMN environment. Implemented multipath routing algorithm checks the
context values and trends in their changes form eomdal database in order to detect a
need for ON creation and to perform a proper suitability determination.

1 A2 ¢ Decision makingimplemented multipath routing algorithm makes decisions when to
start ON suitability determination based on values of momtbrcontextual parameters.
During the suitability determination phase algorithm decides if the multipath routing is
applicable for solving the problem at hand within current contextual boundaries. Creation
phase will establish the first multiple paths sehieh fulfils the QoS requirements. Also,
decisions are made regarding when to reconfigure created ONs and when to terminate
them.

1 A3c¢ Routing routing is performed with the OLSR protocol. Implemented multipath routing
algorithm selects appropriate set ofultiple paths, establishes necessary additional links
and makes instructions regarding the routing schedule for access traffic (which load over
which path in multiple path sets). These changes are detected by the underling OLSR, which
continues with routig in accordance with reconfigured WMN backhaul.
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3 Implementation of the OneFIT cognitive management
system
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(CMON).

The CSCI is mainly responsible for the activities before an ON is created. This includes ON
opportunity detection and ON suitaliifi determination. When the CSCI has made a decision that an
ON is suitable, the decision is then sent to the CMON.

The CMON is responsible for executing on the ON design, obtained from the CSCI, and then
operationally supervising the created ON. This gnitin charge of the creation, maintenance and
termination of the opportunistic network. Moreover, the CMON is responsible for the coordination

2F y2RSa Ay (GUKS hbod ¢KS /ahb YR GKS /{/L FINB f32
terminal sde.

A detailed view of the CSCI and CMON functional building blocks is shBignre34 and Figure35.
These building blocks are realized by implementation of the fatigwélgorithms (tasksinto the
corresponding tesbeds which comprise the OneFIT validation platform

1 Task 1:Suitability determination for the€overage extension scenar{@anplemented in the
Opportunistic networking @monstrator, which is described in ségn 2.2)

I Task 2: Fittingness factbased spectrum selectior{implemented in the Spectrum
opportunity identification and spectrum selection tds¢éd, which is described in section
2.8);

9 Task 3: Algorithm on knowleddmsed suitability determination andcekection of nodes and
routes (implemented in theprototyping platform for the management of opportunistic
networks, which is described in section 2.1)

1 Task 4: Route pattern selection in-adc networks(implemented in theOpportunistic ad
hoc network demastrator, which is described in section 2.4)

1 Task 5: Multflow routes cedetermination (implemented in the Opportunistic aehoc
network demonstrator, which is described in section 2.4)

9 Task 6: QoS and spectreamvare routing techniquegimplemented in tie Cognitive radio
test-bed, which is described in section 2.7)

1 Task 7: Application cognitive myftath routing in wireless mesh networkisnplemented in
the Open platform wireless mesh network telséd, which is described in section 2.9)

9 Task 8: Uln-UE trusted direct patimplemented in theDirect D2D communication test
bed, which is described in section 2.6)

9 Task 9: Capacity extension through femtocg@iigplemented in theprototyping platform for
the management of opportunistic netwoskwhich is dscribed in section 2.1)

The listed algorithms are described in more detail in &).and D4.29]. Their implementation into

the OneFIT validation platforns described inD4.2 [9]. Their mapping onto the ON related
challenges, the ON management phases, CSCI and CMON entities and the OneFIT scenarios is shown
in Figure32.
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Figure32: Mapping of the implemented algibhms onto the ON related challenges, the ON management

phases, CMON and CSCI entities and the OneFIT scenarios
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Different triggers will require utilization of different algorithmic approaches. Decision making

procedures of the OneFIT cognitive managemewstean will select appropriate algorithmic
approach (or combination of approaches) for solving the problems at,hahidh are identified by

detected triggers. Mapping of the algorithms, which are implemented into the OneFIT validation

platform, onto the déined triggers is shown iRigure33.

Fittingness factor-based spectrum selection

Algorithm on knowledge-based suitability determination

andselection of nodes and routes

Route pattern selection in ad-hoc networks

Multi-flow routes co-determination

QoS and spectrum-aware routing techniques

Application cognitive multi-path routing in wireless mesh networks

UE-to-UE trusted direct path

Capacity extension through femtocells

Device going out of direct infrastructure coverage

Infrastructure not found or only with weak signals

% | % (Sujtability determination for the coverage extension scenario

A new link has to be established X
An active link is experiencing bad channel quality in the currently used spectrum x
A link is released and there are other active links x

There is a need for secure direct terminal to terminal communication

A need for ad-hoc network among terminals

A need for better load balancing in ad-hoc network

Infrastructure element (BS/AP) experiences congestion x x
Infrastructure element failure x
Nearby femtocells detected x

Backhaul path of infrastructure node congested

Poor QoS capabilities of the current backhaul path

Poor QoS capabilities of the current path

Increased interference

Re-appearance of primary users & loss of channel in use by secondary users

Degradation in QoS of channel(s) in use

L LB L]

Figure33: Mapping of the algorithmic solutions onto the triggering events and states
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3.1 Implementation of the CSCI

The CSCICognitive management System for the Coordination of the infrastruube functional
entity in charge of the context acquisition, processing of the same and the determination whether or
not right conditions are in place for creating an opportunistic network.
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The CSCI is responsible for the detection of situations where an Oemseful as part of the ON

suitability determination phase. The CSCI delegates the actual creation, maintenance and
termination of a given ON to the associated CMON functional entity and it is located in both the
2LISNY 02NBQ AY T NI &R NAEIENBY R ARKSS oliKNA yW € A RS 6 0

The main tasks of the CSClI are:

ON opportunity detection and ON trigger recognition;

ON suitability determination;

ON blueprint derivation;

hLISNI 62NRa LRfAOE RSNAGIFGA2Y YR FOljdAaAdA2y"
Enabling neessary level of context awareness;

Profiling of users and applications and derivation of their connections;

Instructing the CMON to create and/or extend the ON;

=A =4 =4 =4 4 4 -4 -4

Communicating with CSCI entities of other nodes in the network.

The ON opportunity detectioreguires a set of triggers and scenarios to be defined. These triggers

and scenarios are derived from performance evaluation of created ONs and other solutions used for
overcoming detected problems. Triggers are set of different threshold levels of cedavant

contextual parameters (link congestion, out of coverage, QoS requirements, resource utilization, and
dzZASNEQ NBIjdzSadaod LYLI SYSYGSR FfI32NAGKYA LINRJBARS

1 Insufficient access bandwidth and poor load balancing among BSs edestet by
procedures developed within Tasks 3 and 9;

9 Link congestion and poor load balancing in backhaul side of the infrastructure are detected
by the procedures developed within Task 7 (in the backhaul of the WMNS);

1 QoS requirements for applications wkby users are detected (through policy acquisition) by
procedures of Task 4, task 6 and Task 7;

1 Spectrum availability is detected by procedures presented in Task 2 and Task 6;

When these thresholds are reached, the ON suitability determination processsteaih The
Suitability Determination is a centralized process, with the decision making located typically in the
infrastructure but in some cases (e.g. anftcoverage scenario) located inside a device. The decision
making is based on infrastructutevel information provided by functional entities in the network
and user/devicdevel information provided by the CSCkEntities from a selected set of devices. The
Suitability Determination runs before the creation of an ON but also during the lifetimesdDhin

order to check that context changes and ON reconfigurations (information from CMON) have not
cancelled the benefit/suitability of the ON. The suitability determination requires context awareness
in order to come up with a proper suitability condlus. The implemented algorithms provide the
suitability determination:

9 Task 1 provides suitability determination with respect to the size of the problematic area,
mobility of the involved nodes and number of potentially involved nodes;

9 Task 3 and Task 9quide suitability analysis based on previously gathered knowledge about
ONs, nodes and routes;

9 Task 4 provides suitability determination with respect to creation of an ON on top of the ad
hoc network formed between end user terminals;
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9 Task 7 provides andig of suitability of multi path routing in the backhaul side of the WMN
for solving the problems of poor load balancing and insufficient access bandwidth. Also,
knowledge about performance evaluation of the selected multiple paths sets is used in the
suitability determination process.

When ON is detected as a suitable solution for a problem at hand, the ON blueprint needs to be
derived. This blueprint consists of set of detected (identified) nodes (terminals and infrastructure),
routes and spectrum. Thesmtities are identified as suitable for creation of ON for solving detected
problem. A good practice is to provide a certain level of redundancy in the set of identified candidate
nodes, routes and spectrum chunks in order to allow creation process of GMc&Nain level of
freedom in selecting the appropriate set of mentioned entities. The ON blueprint is also
FOO02YLI YASR gAGK | asSi 2F ySOSaalNBE 2LISNFi2NDa
OneFIT validation platform provide the ON blueprint:

9 Task 2 provides spectrum analysis and selection;

1 Task 3 and Task 9 provide node identification and candidate list derivation among terminals
and infrastructure nodes;

i Tasks 3, 4, 5, 6 and 8 provide candidate list of routes among terminals and between
terminals and infrastructure nodes;

9 Task 7 provides candidate list of routes in the wireless backhaul side of the infrastructure.

lft 2F GKS AYLI SYSYGSR FFf3a2NARGKYa GF1S Ayid2 I
suitability determination. Spectrum poles, QoS requirements, security requirements and ON

related policies (hodes and routes) are defined and provided by operator. These policies can evolve

if the gathered knowledge requires it.

Context awareness necessary for proper suitability determimatis provided by all of the
implemented algorithms:

1 Context awareness regarding spectrum is provided by Tasks 2 and 6;

1 Awareness regarding link congestions and traffic patterns between terminals is provided by
Tasks 3, 4 and 6;

1 Context awareness regardifigandwidth utilization and traffic patterns in the backhaul side
of the infrastructure network is provided by the Task 7;

1 Context awareness regarding capacity of the access side of the infrastructure is provided by
the procedures in Task 3 and 9;

1 Awarenessegarding used RATSs is provided by Tasks 1, 3, 6 and 8;

1 Awareness regarding distribution of terminals is provided by procedures of the Tasks 1, 3, 4,
8 and 9;

1 Awareness regarding distribution and topology of the infrastructure nodes is provided by the
Tasls 7 and 9;

1 Awareness regarding status of the infrastructure nodes is provided by the Tasks 7, 3 and 9.
t NEFAESAa 2F dzaASNAR FyR FLIWIX AOFGA2ya I NBE RSNAOSR
monitoring of the users activities (i.e. willingnesgtaticipate in ONs).

Set of candidate nodes, routes and spectrum portions (the ON blueprint) for creating the ON are
sent to the corresponding CMON management entities over the C4MS protocol (for details regarding
implementation of this protocol pleasdeck section 5 of this document).
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Communication between CSCI entities belonging to different nodes enables exchange of knowledge
and gathered contextual information. Also, GBICdends relevant operators policies and derived
profiles to CSET entities. h centralized cognitive management approach (i.e. Tasks 1, 3, 7 and 9)
the main CSCI entity is located inside the centralized management server, while CSCI in nodes
(infrastructure and terminal) are simple agents responsible for providing interface between
centralized management system and reconfiguration engines within nodes.

3.2 Implementation of the CMON

The CMON- Cognitive Management system for the Opportunistic Netwisrkresponsible for

executing on the design obtained from the CSCI and then operatiasigbervising the created ON.

This entity is in charge of the creation, maintenance and termination (according to the policies
maintained in the CSCI) of the opportunistic network. Moreover, the CMON is responsible for the
coordination of nodes inthe ON.KS / ahb A& Fftaz2 f20F04SR Ay 020K
(CMONN) and the terminal side (CMGN.

DSYSNrffesxs GKS /ahb Ay (GKS 2LISNI{i2NBRQ AYyTNI aidNUz
and profile management which provide the input fdnet decision making mechanism. In the

terminal side, the CMON provides functionality for the context awareness, the policy acquisition as
defined by the operator and the profile management. The cognition relies on the fact that the
knowledge management futional entity interacts with the previously mentioned entities in order

to make better decisions in the future, according to the learned results.

The main tasks of the CMON are:
Context awareness through monitoring of the established ON and its environment

Policy acquisition regarding QoS levels and ON related policies (i.e. when to
terminate/reconfigure ON);

1 Knowledge derivation and management;

9 Decision making regarding the most appropriate selection of nodes, routes and spectrum
portions from candidateeds provided by the CSCI,

Execution of ON creationdirect communication with CCM module;
ON monitoring and maintenance/reconfiguration;
1 ON termination.

¢CKS /ahb gAff dzZaS GKS aeadsSvyQa Y2yAiliz2NAy3 OF LI
establishel ONs and their environments (i.e. interference levels around ON, battery levels of
included mobile terminals, load balancing, stabilization of situations which triggered the creation of

the ON). All of the proposed tasks have procedures for monitoriigNg and their environments or

Fy AYOGSNFFOS (26FNRa 2LISNII2NRA Y2YyAU2NARAyYy3 aeads

Derived and defined policies are acquired from corresponding CSCI entity. These policies are used in
decision making process when final set of nodesites and spectrum is selected from sets of
possible candidates. Profiles of applications (defining QoS requirements) are used in Tasks 4, 6 and 7
for route selection process.

By monitoring of the ON and its environment, CMON gathers necessary contdataategarding
performance of the established ON and impact that it has on its environment. These contextual data
are used for knowledge derivation which can be used in suitability determination and decision
making processes. The implemented algorithmsvte knowledge derivation:
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1 Penalization process, based on reinforced learning, for multiple paths sets is implemented in
the Task 7;

1 Machine learning techniques are used for derivation of fittingness factor used for selection
of spectrum (Task 2) and nagleoutes (Task 3).

Decision making is part of the creation, reconfiguration and termination phase. All of these ON
management phases require proper decision before execution. The decision process needs to detect
triggers for reconfiguration/termination antb derive set of nodes, routes and spectrum used for
creation or reconfiguration of an ONigure32 shows which of the ON management phases are
addressed by which of the implemented algorithms (more detailed analysis of implatioenof

the ON management phases is given in subsection 3.3).

3.3 Implementation of ON management phases

This section presents how the different ON management phases have been implemented in the
different components of the OneFIT validatiplatform presentd in sectiorn?, in accordance to the
mapping between algorithm and ON management phases that was reflectéigune32. For that
purpose, this section is subdivided into three parts, devoted to thes@itdbility determination, ON
creation and ON maintenance & termination stages. In each one the implemented algorithms
covering each phase are presented. It is worth mentioning that in some cases, the three stages are
integrated within the same algorithmin these cases, the algorithm is presented in one of the
sections and references are given in the other ones.

3.3.1 ON suitability determination

Different algorithms for ON suitability determination are implemented in the components of the
OneFIT validation latform. In particular, this section details first the implementation of the
suitability determination for the coverage extension scenario using the Opportunistic Network
demonstrator. Then, the capacity extension and node seledigorithms implementedluring the

ON suitability determination phase in the prototyping platform for the management of opportunistic
networks are presented. After this, the route selection algorithm implemented in the opportunistic
ad-hoc network platform is described. It is gented in this section although it is general for the
different ON stages. Finally the section describes the ON suitability determination for the application
cognitive multipath routing implemented in the wireless mesh network tbsd.

3.3.1.1 Suitability determination for the coverage extension scenario

For the suitability determination, the infrastructure must have knowledge about the nodes in the

network, the capabilities of these nodes, the quality of the radio links and about neighbourhood
relationships. Sutinformation is typically already collected via Radio Resource Management (RRM)
proceduresor Joint Radio Resource Management (JRRM) procedures.

Measurementsof the radio link can beeported from the terminal to the network using.g. |EEE
802.21 MIH_Ink_Parameters_Report.indiationMIH_Link_Up.indication, MIH_Link_Going_Down
.indication or MIH_Link_Detected.indicationessages. Such messages are included for example in
the message sequence charthigure62 on paged2.

The suitability determination procedure is shownHigure36. When the RRM/JRRM receives an
indication that a device igoing out of the coverage dfe current servingell, the RRM/JRRitst
searches for another cell to which a handover can be done. Only in the case that a handover to
another cell is not possible, the CSCI/CMON is triggered to execute the suitability determination for
the creation of an ON as shownhigure36. The CSCI/CMOtRen searclesfor another terminal in
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the geographical proximity. If such a terminal is found and if policies allow, then that second
terminal can act as relay between the user going out of coverage andfthstiucture network.

Link_Going_Down.
indicationor similar ever

received by RRM/JRRI

Handover in neighbol

Execute Handover to
neighbour cel(RRM/JRRN cell feasible

Trigger CSCI/CMQitability
determinationto searchendpoint i «———
geographicaheighbourhood whic

supportsopp. networking

Devicefound

Enable D2D interface a
start D2D discovery

Do candidate
measurements indicate sufficie
link quality?

Coverage extension ¢ Create ON for
not be provided coverage extensic

Figure36: Suitability Determination for the coverage extension scenario

3.3.1.2 Capacity extension of the infrastructure through neighbouring terminals

The solution mechanism tsiggered whenever a congestion sitiion occurs in the infrastructure

and makes decisions on the establishment of routes which will redirect traffic from the congested
service area into nowongested ones. The proposed solution is based on the-Falfcerson
maximum flow algorithm and it i@ssumed that each terminal in the congested service area creates
one application flow which can be redirected through neighbouring terminals (e.g., which are in
range of a typical 802.11b/g connection) to alternate, summgested BSsSA flowchart of the
proposed algorithm is provided throudgtigure37.

In the OneFIT platform, the input of the algorithm consists of the following:
9 Sets of congested and nanongested BSs;

1 Set of terminals in the congested area thatvie ON capabilities and can be redirected to
alternative BSs;
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destination whereBSs are connected.

To this respect, the following procedure is followed:

1 As soon as the BS detects the problematic situation, the CSCI sends a notification to the
DSONPM which triggers the sahility determination mechanism;

1 The DSONPM constructs the s#tthe congested BSs and sends a request to the CSCI
entities of the neighbouring BSs in order to determine the ones that can acquire a

proportion of the traffic of the congested BS and construct the set of thecumyested BSs.

The information is thenemnt to the congested BS that will execute the solution algorithm.

9 The selected BS sends a message (an Information.Request according to C4MS) to the other
congested BSs in order to acquire the list of terminals with ON capabilities that can be
redirected toalternative BSs. The information then is forwarded to the CMON.

9 The procedure then advances to the ON creation phase whidhscribed at the respective

section3.3.2.2

CSCl DSONPM CSCI  CSCI

CMON

CMON

Infrastructure element
experiences congestion

Notify management entity of the
infrastructure about the problem

Designate proper handling of the
situation

Identify
+ Sets of congested and non-
congested BSs;
« Set of terminals in congested area
that have ON capabilities;
+ Paths from source to destination

Find the most appropriate path C of
all available paths in order to
reroute traffic from the terminals in
the congested area to alternate BSs

Solution enforcement

* Sets of congested and non-
congested BSs

* Set of terminals in congested
area that have ON capabilities

* Paths from source to destination

Select one of the discovered paths
from source to destination

Find the link with the smallest
capacity

Set the flow of the path equal to the
smallest link capacity

Update the residual capacities of the
rest of the links of the path

Have all
available paths
been checked?

true
Create vector of selected

path from source to
destination and terminate

false

Figure37: Algorithm on capeity extension of the infrastructure througteighbouringterminals

3.3.1.3 Selection of nodes through a fitness value evaluation

According to the OneFIT concept, ONs are created in an infrastrdessemanner under the

supervision of the operator and include merous networkenabled elements. To ensure application
provisioning in an acceptable QoS level, the selection of the proper nodes, among all discovered
nodes in the vicinity is rather essential. As a result, this approach proposes a mechanism for
selectingnodes that will participate to the ON. The selection mechanism is based on a fitness
function which is a weighted, linear formula which takes into consideration the following:
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- Capabilities (e.g. available interfaces/supported RATS, support of ON);
- Satus of each node in terms of communication resources (e.g. status of the active

links), storage (e.g. available buffer/cache), computaspurces

- N2RSQanf 20F GA2
- The ability of a node to support a requested application;

T /I YRARFGS y2RSQa&d RStAGSNE LINBOlIOAfAGE OADSO
messages received by a node).

For example, if aeighbouringnode does not have available buffer/cachechase it is loaded with

data packets waiting to be delivered, then the node is considered as unavailable, despite the fact
that in terms of other parameters (e.g. energy) that node may perform in an acceptable level.

In the OneFIT platform, the input ofehalgorithm consists of the set of candidate nodes which are
located in a specific service area that have ON capabilities (i.e., they have the ability to participate in
an ON) and they are legitimate to participate in an ON according to the operatoregolitiorder to

stress on the operategovernance during the ON formatiofhe output of the algorithm consists of

the selected nodes that will form the ON. Then, the ON creation procedure is triggered in order to
allow the nodes/terminals to negotiate beken each other and establish link&. flowchart of
proposed algorithm is provided throudfigure38.

IS the candidate
node legitimate
according to the
policies of the
operator?

false

| true

wSGUNRS@S OFiyRAR
fitness value (based on
energy availability,
delivery probabilitdata)

Evaluate fitness value
of nodei

{

false Is fitness value of
nodei greater
than threshold?

| true

! !

Acceptnode and add it to
the set of accepted nodes

Reject node

Figure38: Algorithm on selection of nodes through a fitness value evaluation

The algrithm is implemented in the OneFIT prototyping platform described in se@idn The

target of the demonstration is to depict the selection of nodes according to their fithess values as
dictated by the algorithm in order toofm an ON. The technical challenge of the algorithm is
NEfSOIyd G2 GKS {OSyINR2a m IyR w NBfFGSR G2 ah
OF LI OAGe SEGSyarzyé NBaBISOGAGSte 6KAOK o1& ARSY(
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Figure39 provides an illustration of the implementation of the selection of nodes through a fitness
value evaluation concept in the OneFIT platform.
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Figure39: Implementation of the selection of nodes througlffitaess value evaluation concept in the OneFIT
platform

3.3.1.4 Route pattern selection in aghoc networks

The route pattern selection algorithm is executed on the terminals, which are working in-laocad
environment in the testbed presented in sectio®.4.

¢CKS FEA2NAGKY A& y20 LI NILIAOdzZ NI & RSRAOIFIGSR (2
applies as an intermediate layer for enabling of C4MS services. The algorithm fulfils the C4MS
discovery service and the messafprwarding and routing in the multi adoc environment. For

every packet (user data or signalling message), which is to be transmitted over the air through the
opportunistic network, the algorithm is triggered to determine and establish the most apjattepri

route to reach the infrastructure.

The purpose of the algorithm is to establish and select the most appropriate route, in order to fulfil
the QoS (or QOE) requested by the user applications. The algorithm also takes into account the
handling of the sigalling information exchanges by the application protocols.

For every message (user data signallingmessages), which is to be transmitted through the
opportunistic network, the algorithm determines and selects the best route for transmitting the data
to the destination.

The algorithm takes as an input the information provided by the lower layers and information
provided by other nodes of the opportunistic network through the C4MS protocol. The information
and metrics necessary to process the algorithma eontained in the knowledge database described
in D3.3[7].

OneFIT Deliverable D5.2
64/117



ICT EU OneFIT 30.06.2012

The C4MS discovery service is fulfilled by an active mechanism by exchanging routing messages
between nodes involved in the opportunistic networkheT C4AMS forwarding/routing feature is

FTdzt FTAEE SR 08 GKS If3I2NAGKYZ gKAOK aStsSola GKS NZ
application and depending on the constraint related to the data transmission to be performed.

3.3.1.5 Application cognitivemulti-path routing in wireless mesh networks

This algorithm falls into group of route selection and management algorithms. Its main function is
selection and establishment of appropriate set of multiple paths in the wireless backhaul side of the
wirelessmesh networks (WMNSs) in order to opportunistically achieve aggregation of the backhaul
bandwidth. In this way, higher levels of backhaul bandwidth utilization and load balancing can be
achieved. Algorithm addresses OneFIT scenario 5. More preciselyla @s€c & h LIJLI2 NJi dzy A a i A O
Ol YRGARGK FFIINBIFGAZ2Y Ay dzyf AOSyaSR &aLISOG NHzYé )
algorithmic solution can be found in D49.

The algorithm makes decision whether or not to create opyaistic network for providing mukHi

path routing as a solution for the detected problem. Besides having responsibility to decide when to

kick in with the multipath routing, the algorithm also selects the multiple paths set which is able to
provide requirel level of bandwidth aggregation and satisfy necessary QoS requirements of the used
application. The net effect of opportunistic backhaul bandwidth aggregation is to match the access
bandwidth of modern wireless technology with the adequate transport badtdw in the
backhaul/core network. The proposed solution makes use of OLSR as underlying routing protocol in

the WMN. Necessary contextual data is gathered from WMN nodes with simple network monitoring
protocol (SNMP). Decision making algorithm resideshencentralized management server, which

monitors network status/state with  SNMP protocol and stores gathered contextual data into
database. The suitability determination phase of the algorithm is showigure40.

Traffic type
check

Topology check

\ 4
NO»{ Unsuitable
A

Multi-path check

Figure40: Suitability determination phase of the multipath routing algorithm

Three access traffic types are identified for the suitability determination phase:
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1 Type 1lrepresents the case where all of the access traffic belongs to one useisasing
one application which is sensitive to packet reordering and jitter (i.e. VolP, live video
streaming)

1 Type 2represents the use case where all of the access traffic belongs to one user who is
using one application which is not sensitive to pashs which may arise from transferring
packets over multiple paths (i.e. download)

1 Type 3is the case where access traffic is generated by one user who is using several
independent applications

9 Type 4is the case in which access traffic is generated hyraber of users.

When trigger is detected, or predicted, the ON suitability determination phase starts. This phase is
composed of three tasks performed in sequence. The task #1 is traffic examination with aim to
determine which of the four types of accesaffic, mentioned aboveis responsible fothe backhaul
congestion atAR. Should the access traffic examination classify the problem in hands totyyeeof,

then multi-path routing is considered as inappropriate solution and ON suitability deterraimati
results in the negative outcome. For all othgpesthe control algorithm proceeds to the task #2,
which is topology check (sd€igure40). The goal is to determine whether or not the given WMN
topology allows for multiple pais to be formed in order to relieve the congestion at the nédie It

is important to note that should thé&Rhappen to be a leaf node with only omeighbourit cannot

be provided with more bandwidth if the link connecting it to its ongighbouris abottleneck link

on the current path. Finally, task #3 of the suitability determination @egire40) is performing a
check on whether or not an appropriate path can be found, which will, in addition to the current
path, provideaggregation of the available backhaul bandwidth on the access sile. of

Task #3 has two main parts. In the first one, paths, which are link disjoint (with regard to the
detected bottleneck ling with the current path, are determined. Next, candidateths are
examined with respect to QoS constraints and aggregated backhaul bandwidth, which they can
achieve in cooperation with the current path f&R. Paths, which are selected as solutions for the
previous bandwidth aggregation problems for;Adte evéduated by the measured performance of
GKS aStSOGSR azfdziAz2yd ¢K2aS LI GKa gKAOK R2yQi
interference is increased, necessary aggregation is not achieved) are penalized. On the other hand
the penalty for a slected path is decreased (until O is reached) when a provided solution results as
expected. When a certain threshold in a penalty is reached, the path will not be taken into account
as a solution for a problem. High penalty value (equal to thresholdatw®tdown period (certain
number of executions of the algorithm) after which it is decreased in order to give the problematic
path a new chance to prove its value. Described process of penalization is in line with the reinforced
learning paradigm. Therét path satisfying all of the constraints and requirements is selected as a
solution in order to provide faster decision making. To achieve fairness in path selection, a set of all
available paths foAR is randomly shuffled before algorithm is executédthis way, all appropriate

paths will be tested as a solution and, in time, a penalization process will sort them out.

The suitability determination tasks execution sequence depictefignre40 facilitates the fastest
possibé decision making. This is achieved by starting the suitability determination with task #1
which is the least demanding in terms of execution time. Determinations associated with task #2 are
somewhat more demanding. Nevertheless the most demanding detextiomm is left for the task #3
which is performed only if the previous two tasks return positive outcome and warrant further
engagement of computational resources.

The ON suitability determination can return three possible outcomes: (1) the -pathi is na
suitable for the identified problem, ON will not be created among WMN nodes which continue with
single path routing, (2) the combination of the current path with any other candidate path cannot
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provide solution (try suitability determination with diffeyeli. O2 Yo Ayl GA2ya 2F LI Gf
include the current oneg subject of future research), (3) additional path to the current one is
successfully selected. This additional path will trigger the ON creation.

3.3.2 ON creation

This section addresses the implenation of the ON creation stage in the different components of
the OneFIT demonstration platform. First, the section starts with the implementation in the case of
the spectrum opportunity identification and selection tdstd. Then, the implementations ithe
prototyping platform for the management of opportunistic networks are presented, for the cases of
the capacity extension scenario. After this, the mfitiv routes cedetermination algorithm used by

the opportunistic aehoc network demonstrator is peented, followed by the QoS and spectrum
aware routing techniquesThe section concludes with the ON creation stage of the application
cognitive multipath routing for the wireless mesh networks tdstd, and the U#o-UE trusted
direct path.

3.3.2.1 Spectrum Oppdaunity Identification and Selection

The focus ofthe testbed presented in sectio2.8 is on the procedures related with spectrum
opportunity identification and selection, while it is assumed that the decision to create aam{®Ng

two devices has been previously made in the ON suitability phase. Then, the focus is on the ON
creation and ON maintenance stages. Similarly, a netwerkric operation is assumed, in which the
infrastructure makes the spectrum selection decisions.

The implemented procedure for the ON creation is showRigure4l. The steps of the procedure
are explained below. It is assumed that, as a result of the ON suitability determination phase, UE#1
has determined that the direcirlk establishment can be assisted by the infrastructure.

1. A MIH_C4MS_ONN.request message is sent from UE#1 to the infrastructure to start-the ON
Negotiation procedure intended to obtain a valid configuration of the radio link. The
message indicates the teiimals involved and the QoS requirements that the link is expected
to support, in terms of required bit rate. It is assumed that the information in terms of
supported bands by the terminals is already known by the network (e.g. obtained during the
suitabilty stage)

2. The infrastructure sends a MIH_C4MS_ONN.request to UE#2 in order to inform the terminal
about the intention to establish a direct radio link with UE#1 and allow it to join the
negotiation process for the derivatiorf the radio link configuratio;

3. UE#2 replies with a MIH_C4MS_ONN.response message to BS by means of which it notifies
its acceptance fothe establishment of the link;

4. At this point, CSCI/CMON entities in the BS send an inquiry to the Dynamic Spectrum
Management (DSM) entity to deteiime spectrum availability for the link. As a result of this
inquiry, the spectrum opportunity identification algorithm is executed to determine the
available spectrum blocks.

5. DSM reply provides the CSCI/CMON entities in the BS with the available spetiaks b
This is used by the Spectrum Selection algorithm to decide on the spectrum to be allocated
to the link.

6. The proposed ON configuration with the selected spectrum is transferred to UE#1 by issuing
a MIH_C4MS_ONN.response message. This message #sesnthe ON identifier to be
used in future communications.
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7. To create the ON, the UE#1 sends a MIH_C4MS_ONC.request to with Bi$: final ON
configuration;

BS sends another MIH_C4MS_ONC.request towards wil¥the final ON configuration;

UE#2 repliewith a MIH_C4MS_ONC.response message where a successfuicosiulis
reported to indicate that the terminak ready to establish the link;

10. BS concludes the ON creation procedure by sending a MMISGANC.response message to
UE#1;

11. The link establisient takes place at this point;

12. Finally, the creation of the ON is notified to the infrastructure from UE#1 by sending a
MIH_C4MS_ONSN.indication message.

[ Ad-hoc networking devices ] [ Infrastructure / USEP#1
LUE#1 / UE#Z /
USRR42 USRP#3 OsH

1. HIH_C4NS_DNN.reque§t (Reazon: Direct lirk assistance:
Candidate Modes: UE#1,UE#2; Requested_0oS:)

2. MIH_CAMS_OMN.reqguest (Reaszon:
irect link assistance;
Candicate MNodes: UE#L1,UE#2: Reguested_ (oS
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Figure41l: Implemented message exchange for the ON creation.

From an algorithnit perspective, the problem considered in the tbstd is the selection of the
spectrum to be assigned to a set of radio links between a pair of terminals and/or infrastructure
nodes. The purpose of each radio link is to support a certain CR applicattbncesitain bit rate
requirements. The algorithm uses as input the set of available spectrum pools resulting from the
spectrum opportunity identification, together with the characteristics of each pool in terms of
available bit rate based on radio considiéoas.
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The algorithm makes use of the fittingness factor concept as a metric to capture how suitable a
specific spectrum pool is for a specific radio I[8k Different statistics regarding the observed
fittingness factor based on the accumulated experience are stored and used to make decisions. The
spectrum selection is done either when a new application needs to be established or as a result of
changesn the radio conditions or in the current active links.

The following two algorithms are implemented in the té®td, and executed at the infrastructure as
reflected in the message sequence chart of the ON creatiigire4 1.

3.3.2.1.1 Spectrum Opportunity Identification algorithm

The spectrum opportunity identification is at the DSM entity of the infrastructure. The algorithm
executes two different procedures: the measurement procedure and the spectrum block formation.

In the measuremenprocedure, the total band (i.e. in the platform the ISM 2.4 band) is subdivided in

b aYvYlfftSNI LRNIA2ya 2F Sldzaf o6FlyR kKFd ¢KS YSI adzN
RSGSOGA2y aSyaiay3d O6Rdz2NAy3I | LIS NRsa@riRg te Fotallban,S & G 0
starting from frequency F_min_band. This measurement is repeated Num_Meas times. Then, based

on the multiple measurements carried out, the opportunity index is obtained for each portion,

defined as the fraction of measurements in ainithis portion has been detected as available.

In the spectrum block formation procedure, the consecutive spectrum blocks with opportunity index
above a certain threshold are grouped in blocks. Each block is formed by a maximyippoffions
(i.e. incase there are more than,B consecutive portions, they are splitted in different blocks).

For each block, the algorithm returns thetdle SB =( f, BW})composed of the following
parameters:

- fx central frequency of the blogk

- BWis the bandwidth of the block

The reader is referred t[9] for the detailed pseudaode of this algorithm.

3.3.2.1.2 Spectrum Selection algorithm

During the ON creation stage, the spectrum selection algorithm is executed at the infrastruct
node whenever a new link has to be established

The algorithm is based on estimating the fittingness factor for each link and available spectrum block
based on a knowledge database that is maintained with different fittingness factor statisticssDetalil
on the algorithm, including its functional architecture and the statistics stored in the knowledge
database are given [i15]and[9].

The algorithm takes as inputs the list ofadable spectrum blocks provided by the DSM after
execution of the spectrum opportunity identification algorithm, the bit rate requirements of the link
to be assigned, the list of current assignments, and a database with different statistics capturing the
historical evolution of the fittingness factor that is obtained based on measurements of link context
information when the different links utilise the available blocks.

The algorithm output is the list of spectrum assignments to each of the existing links

The reader is referred tq9] for the detailed pseudaode of this algorithm included in the
demonstration platform.
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3.3.2.2 Capacity extension of the infrastructure througmeighbouringterminals

In this phase, the CMON of the sdkt BS, i.e. the congested BS that will execute the -Ford
Fulkerson algorithm, needs to collect the possible paths from the terminals of the congested BSs to
non-congested areas. Therefore, the following procedure takes place:

I The CMON of the selected BShde a messagéan ON_Negotiation.Request according to
C4MS)o the CMONSs of the other congested B&rder to request theaforementioned
paths;

i The CMONSs of the congested BSs forward the message to the CMONSs of the terminals with
ON capabilities and a siovery process starts. As soon as the paths are discovered, an
answer is sent back to the CMONSs of the congested BSs and to the CMON of the selected BS.

1 The CMON of the selected BS has acquired the necessary information and the Ford
Fulkerson algorithm isxecuted.

The output of the algorithm consists of the selected paths for each terminal with ON capabilities for
which the flow is maximized, as described9h A path includes a starting point (e.g. a terminal in
the congestd region), an ending point (e.g. a BS), and the links that create the full path from the
starting to the ending point (each link is identified by a starting point and ending point each of which
is an intermediate node).

The algorithm is implemented in th®neFIT prototyping platform described in sectidri. The
target of the demonstration is to depict the formation of paths as dictated by the algorithm in order
to redirect traffic from congested to necongested BSs. The tedbal challenge of the algorithm is

NEft SOFyd (G2 GKS {OSYFINAR2 HY GhLILRNI@AAGAO OF LI C

The algorithm is executed to the CMON agent of the BS and ONs are created that redirect a number
of macroterminals to alternativeBSs, as can be seen at the figure below.

Figure42: Resolution of hotspot situation by redirecting traffic to alternate BSs
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3.3.2.3 Selection of nodes through a fitness value evaluation

The algorithm presated in section3.3.1.3was used in the ON suitability identification stage to
select the nodes that will form the ON. With the selected nodes, the ON creation stage is triggered
(for more details about the algorithm please eeto D4.2 [9])

3.3.2.4 Capacity Extension through femtocells

The problem considered in this section is the capacity extension of congested infrastructure through
the exploitation ofdeployedfemtocells. More specifically, an area is considered which contains a
macro BS, terminals served by the BS and femtocells within the area of the BS. At some point, the
macro BS faces congestion issues due to the traffic by the mt@gronals. The solution provided in

this section is to offload the traffic of a proportion thie macroeterminals to the femtocells, through

the creation of an ON among the terminals and the femtocells. The main objective of the algorithm,
namely Dynamic Resource Allocation (DRA) that will provide the solution is not only to reroute
macraterminalsto the femtocells, but also allocate the minimum possible power level to femtocells,
that is required to cover the most users possible. In addition, the algorithm exploitd&iE
DemandQoS AssignmenRDQA) algorithm[19] in order to assign terminals to femtocells and QoS

(in terms of bitrate) to terminals. Furthermore, the algorithm utilizes an objective function (OF) to
evaluate the quality of each solution.

The functionality of the algorithm can be described in stepfbews. AtStep 1the algorithm starts

by configuring all femtocells to operate at their minimum poverel. AtStep 2 for this minimum
power allocation, which corresponds to a minimum coverage, the terminals are assigned to
femtocells using a variatioaf the RD@A algorithm[19]. Step 3inspects whether all terminals are
assigned to femtocells or if all femtocells have reached their maximum transmission power the
algorithm ends. If not, the launch af subproblems is triggred atStep 4 wherem is the number of
femtocells that have not reached the maximum transmission power. At eackpraldbem, the
power-level of a different femtocell is increased to the next powearel resulting to different power
allocations (A9:Z XAx)R. Each suiproblem is processed simultaneouslyStep 5 More specifically,

for each sukproblem the RDEA algorithm is executed and the assignmeng &f terminals to
femtocells and the assignmentghof QoS to terminals are computed. The selectafnthe best
triplet takes place aGtep 6 in terms of minimization of th©F Finally, the algorithm performs a
transition toStep 3

After the terminationof the above stepshe femtocells are configuretb the power level at which
they lastly acquiredat least one terminal. The reason is that otherwise all femtocells could be
configured to operate to their maximum transmission poweigure43 illustrates flowchart of the
DRA algorithm.

Specifically, the folloimg procedure is followed in order to collect the input needed by the
algorithm:

1 As soon as the problematic situation is identified, the CSCI ofahgested BS notifies the
DSONPM;

1 The DSONPM acquires the status of the deployed femtocells in order strgcinthe set of
femtocells that will help the congested BS and the information is serihe CSCI of the
congested BS;

1 The CSCI forwards the information to the CMON that also acquicdepinformation for
each user;

1 The DRA algorithm is executed ahe decision is sent to the CMONSs of the terminals and
the femtocells.
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Figure43: Flowchart of the DRA algorithm.

The algorithm is implemented at the OneFIT prototyping platform described in se2Ztiormhe

target of the demonstration is to depict the allocation of power levels to femtocells through which
the femtocells are able to serve more terminals. The technical challenge of the DRA mechanism is
relevant to the Scenario B], and specifically tdJ ! 4 S Ol a-&lifemtoO8at ONR Yy ISYSy
where resources are allocated to femtocells which are integrated then to ONs. The algorithm is
executed to the CMON agent of the BS and an ON is created that redirects a nofnbecrc
terminals to the femtocells and power levels are allocated to the femtodeigire44 illustrates a
screenshot from the prototyping platform. The dark blue hexagon corresponds to the coverage of a
macro BS, while the rcles within the hexagon depict the coverage of the femtocells. The inner
circles present the minimum coverage of the femtocells, while the outer circles depict the coverage
of the femtocells after the execution of the DRA algorithm.
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Figured4: A screenshot of the prototyping platform, regarding the capacity extension through femtocells
scenario
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Figure45 illustrates a screenshot from the statistics that are collected by the DSONPM, e.g. the
allocation d power levels to femtocells and the assignment of terminals to femtocells.
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Figure45: A screenshot from the DSONPM

3.3.2.5 Multi-flow routes codetermination

The multi flow routes caletermination algorithm, which is fully describedid.1[8], is executed on

the terminals, which are working in an-&dc environment. It adapts routing algorithms, enriching

the flooding (called MTopo messages) and path detection messages (called MEstab messages), to
define tgpology patterns which different flows may use to combine the packets sent to improve the
bandwidth of the traffic flowslimplementation of the algorithm in the OneFIT validation platform is
described ir9].

This phase of thelgorithm is applied to each traffic flow. It consists of the memorization, for each
node in the neighbourhood of a traffic path coming from the ingress node, of the distance in a
number of nodes to the traffic ingress, and of the precedent nodes identifieaccess to this
originator ingress node.

The selection of short paths to the ingress node traffic can be considered as a restriction, to restrict
the flooding to nhops distance, potentially dependant on quality of service requirements such as
latency. The application of our example is shown kigure 46 on a 3 hop bounded flooding
exploration.
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Figure46: Step 1 of the algorithm
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This step of the algorithm consists, periodically from candidate egress nodes by sending specific
messages, to send information on these flows. These messages, M#dipd messages contain the
following fields:

M Lfflows list;

1 Lplist of optimisdle flows with network coding;

9 Firstcodlist of the first node identifiers to which the network coding may be applied, and the
distanceLdpof the path to which the network coding will be applied;

1 Ndlist of egress nodes;
1 Lnlist encoding the tree of thegihs explored;

9 Litlist indicates, for each path of tHentree, the flow id of path including the ingress node
of the flow.

In the following figures, the symt I:I represents Mtopo messages.

As illustrated irFigure47, a node (in the example the node E) receiving such message from different
SANBaa yYy2RS KlFa GKS AdZFFAOASY(H AYTF2NNIGA2Y G2
The egress nodes that can send such messages assegpdes of several flows.
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example 2 flows).
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Figured7: Step 2 of the algorithm
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Figure48: Step 3 of the algorithm
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Decision function on ingress nodes

The messages are finally sent to the ingress nodes. From the information received from the different
paths of this information, network coding is applicableyoiflone path is common with another flow

(i.e. with a message coming from a node identified as a potential network coding pivot node) and

one another. The network coding decision will be applied taking care of the different constraints
required for the taffic flow (latency, resource allocation capabilities, link stability). In case of
network coding application decision, the flow is reinitiated with the information of network coding
application sent to the respect nodes. The network coding is actually app R 2y | G LA @2 (¢
node if the node receives information from the two originator nodes. Protocol between the ingress
nodes and the pivot node may be defined to know if the ingress nodes decide or not to apply
network coding.

The Mtopo messages tmamitted to the ingress nodes provide the sufficient information to detect
the topology information to decide if a network coding is applicable.

In the example, the ingress node S1 (resp. S1) has the knowledge:

9 Of a path SID (S2F) over which the traffilow X1 (resp.X2) may be transmitted;

1 Of a tree SIGED;F over which the flows X1 and X2 may be transmitted, with 2 nodes
encoding of the two flows from the node C;

I Of a path transmitting the X2 (resp.X1) flow from the ingress node to the egress node F
(resp.D).

The S1 and S2 nodes have the sufficient information to (re)establish the optimal traffic routes as
depicted inFigure49 y R f 1 6 St f SR aw2dziAy3a o6l aSR bSGg2N] / 2R

Lf: X1, Lf: X1, X2 Lf: X1
Lp: {x1,X2} | Lp: vide Lp: vide Lf: X2 Lf: X1,%2 Lf: X2
FirstCod: C | Ln: vide Ln: $2,C Lp: {x1,X2} ' Lp: vide Lp: vide
Ln: E,C Ld: 1 Ld: 3 FirstCod: C | Ln: vide LnizS1,C
Ld: 3,3 Idp: vide | Idp: vide Ln: E,C Ld: 1 Ld: 3
Idp: {2,2} Nd:D Nd: F Ld:3:3 Idp: vide Idp: vide
Nd: D,F Lft: X2 Idp: {2,2}  Nd:F Nd: D
Nd: D,F Lft: X1

@/@
|
®
o e

Figure49: Sep 4 of the algorithm

Traffic paths reestablishment

The fifth step is the network coding application on common path and decoding on the egress nodes.
The ingress nodes assign the route establishment in transmitting to the next hop nodes of the traffic
path defined, MEstab messages including:

The flow identifier, and any other parameter needed to initiate the traffic;

Hows coding authorization, with the flows identifiers;

The first node identifier to which the coding will be applied;

=A =4 =

1 The nodes tree to aass to the egress nodes.
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Each node receives the MEstab message:

9 Allocate the resources needed to initiate the traffic;
1 Suppresses its id in the nodes tree;
1 Transfers the message to the neighbouring nodes of the tree.

If the first node identifier in whichhe coding will be applied is the current node, the node
memorizes the information and will proceed with the coding of the flows at the receipt of packets of
the flows.

3.3.2.6 QoS and spectrung aware routing techniques

This algorithm belongs to the group of rouselection and management algorithms. Its main
function is establishment and maintenance of spectramware paths in the wireless access of the
ONs. The proposed routing protocol makes use of the available channels opportunities for the
purpose routing/forvarding data.The algorithm uses as input the set of available spectrum pools
resulting from the spectrum opportunity identification procedure, together with the characteristics of
each pool in terms of available bit rate based on radio consideratidmsspectrum selection is done
either whenever a new path needs to be established or paths reconfigured as a result of changes in
the radio conditions or channel availability.

Details on the implementation of the algorithm on the WARRed platform have beepresented
in[9]. In the following, a summary of the involved procedures is presented.

A central entity in the BS is assumed to receive updates on route and channel availabilities from the
ON nodes and continuously calculathe shortest paths between all pair of nodes considering their
channel availabilities.

The spectrum aware route calculation algorithm uses the ETX nj2@javhich makes use of the
predicted number of data transmissions requiredstend a packet over a link. ETX metric combined
with Dijkstra shortespath algorithm have been integrated into the base OLSR protocol to form the
spectrum aware routing algorithm. Basically the modified version of OLSR routing protocol provides
the information for the spectrum aware algorithm to start running and finding the path with highest
throughput. The algorithm runs continuoushjocally at ON nodes and centrally i.e. at Base Station.
Since ON nodes running OLSR routing algorithm only have Idoahation (regarding global
network graphs), they cannot provide optimal solution in certain situations e.g. when topology
changes rapidly, so the algorithm needs to also be running at the access point/central level to
increase the responsiveness of thetwerk to topology changes.

The proposed algorithm is not scenario/usase specific. The pseudode of proposed algorithm is
provided in[9].

The target of the demonstration is to show route selection and reconfiguration basealailable
spectrum opportunities in ONs. The routing protocol follows two phases of route setup and
maintenance. At setup phase all the routing tables are created and the network nodes become
connected. Route maintenance phase is when entities of thitimg table are periodically updated

to maintain the best and most stable routes whilst avoiding interference with both secondary users
and primaries.

3.3.2.7 Application cognitive multipath routing in wireless mesh networks

The application cognitive multipatfouting algorithm for WMNs provides creation of the ON for
supporting establishment of multiple paths in the backhaul side of the network. Suitability
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determination phase provides a set of paths which, when combined with the current paths, provide
the requred level of QoS and bandwidth aggregation.

The algorithm sends configuration messages over TCP protocol. Within these messages are
commands for the OpenWRT system operating at open platform WMN APs. First, links which need
to be established in order tormable creation of necessary paths are identified. The command
sequence is as follows:

1 Set wireless channel of the interface (802.11a channel selected in way which minimizes the
possibility of interference with the existing wireless links in the backhapgatial channel
distribution);

Enable the dormant wireless interface
OpenWRT takes into account the up status of the interface

Set the new interface into the mesh mode (logically and physically)

= =4 =4 =4

Restart the OLSR daemon running on a WMN AP irr eodepdate the routing tables and
let the OLSR know about the new available path over thekiaul link which is brought up

The same sequence is performed on every pair of nodes comprising the wireless backhaul links
which need to be established. The opportuidanultiple paths from one WMN AP to one or more
WMN GWs are created and the underlying routing protocol (OLSR) recognizes them.

3.3.2.8 UEto-UE trusted direct path

The main objective of the demonstrated algorithm is the optimal creation of one or more WLANS to
interconnect a set of candidate nodes (twimode Cellular + WiFi terminals) to form an ON.

Note that 2 options were considered in WP4 for the WLAN setup: normal infrastrdoased (one

UE playing the role of an AP) WiFi mode and WiFi Direct mode wisinreishancement of WiFi ad

hoc mode. In WP5, the normal mode option has been implemented. The implementation of the WiFi
Direct option was not judged necessary, given that the outcome of the algorithm is identical in both
options, only associated protocptocedures are different.

The algorithm considers the following criterion:

9 To ensure the foreseen QoS requirements of the ON members;

1 To minimize the use of spectral resources;

T ¢2 YAYAYAT S (GKS dzaS 2F (KS y2RS&aQ LR sSN®
Inputs to the algorithm:

9 The list of andidate nodes to be connected;

1 The gedocation coordinates of each of these nodes;

1 A forecast of petink (node to node) QoS requirements;

1 Pernode measurements of different WiFi channels.
Outcome of the algorithm is a WLAN configuration made of:

9 Sructure: one or more (interconnected) SSIDs;

1 Spectral resource allocation: a WiFi channel allocated to each SSID;

9 Organisation: per SSID, a hode nominated as Access Point.
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To ensure that the foreseen QoS/traffic for the ON can be supported, the chosen methed se

of global link capacity computations, per WiFi channel in the ON area, for comparison te a pre
determined Target QoS which is assumed available from previous phase (Suitability Determination).
The algorithm isused in Creation and Maintenance phasef the ON Life Cycle and therefore
pertains to the CMON entitylt is running on the infrastructure side as it requires links to the

OF YRARFGS ! 9Q& LINRA 2 NJ ( 2UE linK So tt& &dlltad links ark ¥s&dyfar the2 T
necessary C4AMS dwanges.The algorithm is applicable to any scenario which ensures that all
candidate nodes have operational cellular links allowing C4MS exchahge®fore the ouof-
coverage scenario is excluded.

The target of the demonstration is to demonstrate alltoa of resource channels necessary for
direct to direct communication between UEs based on the implemented algorifhi algorithm is
implemented at the OneFIT prototyping platform describefRi An overview of the demongttor
environment is given ifigure50.

The validation platform comprises a femtocell providing 3GPP cellular network, Android UEs
embedding Gingerbread Android version 2.3 and supporting cellular network andat@sis.

UE is registered on the 3GPP cellular network through femtocell and integrates local CMON agent to
communicate with the CMON agent of the RE is reporting necessary information using C4MS
exchanges. The relevant information is an input to thgosathm (e.g.: gedocation, WiFi channel
measurements reports...) allowing taking decision to setup an@p+¢rating system of the UE was
modified to allow setting WiFi channel selection for direct to direct communication establishment
according to the eceived information.

Based on the algorithm an ON can be created to establish suitable device to device connections
between Android terminals using the most suitable WiFi channel as determined by the algorithm.

UserData | C4MS Transport Building
Flow Flow Techno Block
Device-to-device
Application

Device-to-device The list of candidate nodes to be connected
Application The geolocation coordinates of each of these

nodes
CMON & CSC'} Per-node measurements of different WiFi

CMON & CSCI

JRRM, CCM JRRM, CCM. || \_chennels
3G WiFi 3G WiFi
RAT RAT RAT RAT

4 ON-enabled \
Mobile Devices ( Femto AP
WiFi @ — Infrastructure
< - also mimicking|™
spectral resource allocation: m macroAF’)
(. _J

WiFichannel allocated to each
SSID

organisation: per SSID, a node
nominated as Access Point

| DSM, DSONPM EMON & CSCl

JRRM, CCM

ON Manager

Figure50: Demongrator environment overview
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3.3.3 ON maintenance and termination

This section presents the implementation of the ON maintenance and termination stages in the
different elements of the demonstration platform. In some of the cases, the implementation is the
same & in the ON suitability determination or the ON creation stages. In such cases, just a reference
to the previous section has been given. Specific implementations are given for the spectrum
opportunity identification and selection tedted and for the apptiation cognitive multpath routing

in wireless mesh networks.

3.3.3.1 Spectrum Opportunity Identification and Selection

During the lifetime of the established radio link between both devices, context changes might occur
that makes the ON to be reconfigured in erdo keep fulfilling its objectiverigure51 describes the

MSC of an ON reconfiguration process that could take place during the ON maintenance phase as
will be shown in the demonstration in the context of the Spectrum Oppotyuldentification and
Selection tesbed presented in sectioB.8. The description of the different steps is as follows:

1. UE#1 detects that the radio link is not performing as expected. In the demonstration, this
will be due tointerference generated in the spectrum currently in use in the galdk
connecting UE#1 and UE#2;
2.1a Ay GKS ONBIFiA2y LXKIaSz AidQa O2y&a8ARSNBR (K
link establishment can be assisted by the infrastructurensa & MIH_C4MS_ONN.request is
sent from UE#1 to the infrastructure. This message will indicate the reason (low link quality
level), the ON identifier and the required QoS in terms of bit rate.

3. Also as in the creation phase, CSCI/CMON entities in the B&awdyto refresh spectrum
availability information and determine to send an inquiry to the Dynamic Spectrum
Management (DSM) entity, triggering the sgreen opportunity identification;

4. DSM reply provides the CSCI/CMON entities in the BS with the avaitedotrum blocks at
this time. Based on this information, the selection of new spectrum blocks to carry out the
transmission will be performed.

5. The new proposed ON configuration in terms of selected spectrum is transferred to UE#1 by
issuinga MIH_C4MS_ONMsponse message;

6. UE#1 sends a MIH_C4MS_ONM.request messagd/@iNication) towards UE#®@ith the
new ON configuration;

7. UE#2 replies with a MIH_C4MS_ONM.response message where a successhaodks st
reported to indicate that the terminal is ready treconfigure thelink with the proposed
settings;

8. The lirk is reconfigured at this step;

Finally, the modification of the ON is notified to the infrastructure from UE#1 by sending a
MIH MIH_C4MS_ONSN.indication message.

From an algorithmic perspective,dlrspectrum opportunity identification algorithm used in the ON
maintenance stage is the same that was described in se@i82.1 Similarly, the spectrum
selection algorithm is also described in sect®f.2.1 but, as a difference from the ON creation
stage, in the ON maintenance case the trigger of the algorithm occurs whenever some changes are
identified in the environment such as bad channel quality experienced by an active link or a link
release while there are other active links. In these two cases, the algorithm makes decisions on
spectrum mobility to modify the current spectrum block allocated to an active link. Like during the
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ON creation, the spectrum selection algorithm takes as inpatlist of available spectrum blocks
provided by the spectrum opportunity identification, the bit rate requirements of the link to be
assigned, the list of current assignments and a database with different statistics capturing the
historical evolution of tk fittingness factor based on measurements. The algorithm output is the list
of spectrum assignments to each of the existing links.

LR

[ Ad-hoc networking devices ] [ Infrastructure / USRP#1
LUE#1 LUE#2 /
USRPaZ USRP43 D=

1. UE#L detects &
degradat.ion of OoS in
the direct link

I
2. MIH_C4MS_0ONM.reguest (Reason: Low Link Ouality Lewvel — OW Reconfiguration:
OM identifier: Reqguezted_(oS)

3. Spectrum Availability
Reqguest

Spectrum Opportunity
Identification
algarithm

4. Spectrum Awvailability

(Available
spectrum blocks)

Spectrum Selection algorithm

q 9. MIH_C4MS_OHN.response (Result-Code: 0OK:

Proposed OM new configuration (Selected Spectrumll

5. MIH_C4MS_OWM.reguest
CON rnew configuration(Selected Spectrum?’

7. MIH_CAns_ONM.responze

R T Code s 0K
< 8. Reconfiguration of the direct >

link according to new ON
cohfiguration settings

[
9. MIH_C4MS_ONSN.indication CON Modified, p
0N EDnFiguratiﬂn(DN_id, Zelected Spectrumi)

i i i

Figure51: Implemented message exchange for the ON modification.
3.3.3.2 Route pattern selection in aghoc networks
The algorithm presented in sectid3.1.4in the framework of ON suitability determination stage is
also applicable during the ON maintenan@er more details about the algorithm please refer to
D4.2 [9])
3.3.3.3 Multi-flow routes cedetermination
The algorithm presented in sectid3.2.5in the framework of ON creation stage is also applicable
during the ON maintenanador more detailsabout the algorithm please refer to D4.2 [9])
3.3.3.4 QoS and gectrum ¢ aware routing techniques

The algorithm presented in sectidh3.2.6in the framework of ON creation stage is also applicable
during the ON maintenanogor more detailsabout the algorithm please refer to D4.2 [9])
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3.3.3.5 Application cognitive multipath routing in wireless mesh networks

The application cognitive multi path routing algorithm for WMNSs also performs the ON maintenance
phase of the ON management cycle. The monitoring system continues to fill the contextuzdskata
which is constantly inspected by the algorithm. When QoS capabilities of the formed multiple paths
drop below the QoS requirements dictated by the used applications, then the suitability
determination starts once again in order to try and find the neppropriate set of multiple paths
which will satisfy the QoS requirements. If the need for reconfiguration of the existing ON is
detected, after the successful suitability determination phase the creation of new set of multiple
paths will be performed ithe same way as described3rB8.2.7 Some of the backhaul wireless links
will be terminated in order to establish the new ones for enabling the new, updated set of multiple
paths. The same process takes place when the needefmination of the ON is detected. The
termination process will start when the ON (all possibilities for multiple paths) cannot provide the
required level of QoS. This is done in order to remove the burden from the management system,
decrease the interfieence between backhaul paths and avoid problems of packet reordering. The ON
is also terminated when there is no longer a need for backhaul bandwidth aggregation or when the
QoS requirements are relaxed. Before the termination process, the paths in thgpleyaths set

are inspected in order to determine which one is the most suitable to work on its own (transports
the most of the current load, has the best QoS capabilities and imposes the least interference to the
rest of the backhaul mesh network). Talgorithm performs the termination process by sending the
following commands in a form of TCP messages:

9 Disable the radio interface (logically by informing the OpenWRT system and physically by
turning down it power,)

Logically turn off the mesh mode of tierface

Restart the OLSR daemon on the WMN AP in order to update the routing tables (remove
entries)

This reconfiguration needs to be performed on all of the interfaces forming the links which are
selected for termination.

After the termination procss the OLSR single path routing is running normally.

3.3.3.6 UEto-UE trusted direct path

The algorithm presented in sectidh3.3.6in the framework of ON creation stage is also applicable
during the ON maintenanodor more detailsabout the algorithm please refer to D4.2 [9])
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4 Implementation of supporting OneFIT building blocks

4.1 Implementation of the JRRM

The Joint Radio Resources ManagemdédRRM) performs the joint management of the radio
resources across different radio accesgshnologies. It selects the best radio access (Aecess
{StSOGA2Y 3 I IYR2OSNI 5S5S0AaA2yao FT2NJ I 3IAGBSy dzasSt
(QoS), radio conditions, network conditions like cell load, user preferences and network policies.

The main JRRM tasks in the OneFIT Prototype, as shown &igmie52, are:

1 Link performance monitoring: Configuration and retrieval of link performance
measurements in each device (e.g. signal strength of current active link)

1 Neighbourhood Information Collection and Provisioning: Configuration and retrieval of
information about candidate links in the neighbourhood (e.g. which WLAN SSID's are
detected in the neighbourhood?)

1 Resource monitoring: Configuration and retrieval ofddaformation in the base stations,
access pints and relays in the network;

1 Access Settion in Idle State as well @ccess Selection in Connected State: The Access
Selection is based on link performance, neighbourhood information and resource stagus. Th
Access Selection also triggers standard handover procedures

9 Triggering of CSCI/CMON: Evaluation of link performance, neighbourhood information and
resource status to trigger CSCI/CMON to execute a suitability determination for a potential
creation or reonfiguration of an ON (e.g. for coverage extension or capacity extension).

T T T
DSM 1 CSCI'| CMON!
JRRM
Idle State Access Selection Triggering of CSCI/CMON
Access Selection Function for ON Suitability DSONPM
Function (Connected State) Determination

Other
JRRM |
Instances

Neighbour Information
Collection and
Provisioning

PN

RAT 1 RAT 2

Resource
Monitoring

Link Performance
Monitoring

CCM

Figure52: Main building blocks of the JRRM

A key component is related to link selection and the corresponding decision making processes
subject to Opeator Policies. The corresponding engine available in theldedtenvironment is
illustrated in the sequel.
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Figureb3: Link Selection Engine.

4.2 Implementation of the DSM

The main task of the Dynamic Spectrum Management is to dexidehich spectrum to use in the
different cells in the radio access networks including dynamic opportunistic cells.

Therefore, the DSM has knowledge on granted licenses, policies and on the current spectrum usage
in the network.

Figureb4 shows an example of the GUI where at a selected geographical position three access points
are using the ISNband around 24 GHz.

ERSM: Cognitive Radio System Manager {c} Alcatel-Lucent 2012 - |EI ll

Radio Resources  Opp. Networks Spectrum  Configuration  Measurements Help  Exit
|

1600 MHz 1600 MHz 1700 MHz 1800 MHz 1800 MHz 2000 MHz 2100 MHz 2200 MHz 2300 MHz 2400 MHz 2600 MHz 2600 MHz 27

[4]

1] \ Il I [+]

Licensed Spectrum 1Sh-Band Prirnary Tv Spectrum Wihite Spaces Used by BS

Figure54: GUI of the Dynamic Spectrum Management
Figure55 shows the DSM with its external interfaces and its internal building blocks.

Users of the DSM like CSCI, CMON, JRRM and DSONPM provide information to the DSM on the
current configuration of the network. Further on, these building blockdl sisk the DSM for the
creation of new cells on which spectrum to use for these cells. The DSM then provides then one or
more options on which spectrum to use for these cells. After creation of such a cell, the DSM is then
informed about the actual spectm usage of these cells. The DSM is also informed in the case that a
cell is switched off, e.g. to save energy or because an ON is released.
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Figureb5: External interfaces and internal structure of the DSM.

4.3 Implementation of the CCM

The Configuration Control Module (CCM) is responsible for executing the reconfiguration of a

terminal or a base station, followirthe directives provided by th@RRM or the DSONPM. According

to the OneFIT Functional Architecture (FA) the CCM is lgcaté y
and the terminal side and interacts directly with JRRM and DSONPM through specific interfaces

iKS

2 LISNI G2 NDa

namely, CJuéed by the JRRM to instruct the CCM on reconfiguratiamsl MC (fsed by the
DSONPM to instruct the CCM orcoafigurationg respectively.

In the terminal side, the CCM interacts with the JRRM through the OJ interface and with the
CSCI/CMON through the OC interfacé-mgire56 suggestsThe OC interface may be used taah
additional information about the current device configuration which cannot be provided by the

JRRM. However, it is assumed that for the normal ON management procedures, the CCM is not

involved because the CMON uses theiriddrface to trigger link setp or release procedures
Moreover, through the Clnterface there is a possibility of interconnection between the CCM and

the underlying RAT to control the reconfiguration of the radio access in a terminal or base station by

the CCM.

/ Operator’s
infrastructure

4 Terminal

N\ cTT Relay Node (Terminal or AP) 7\ cTN
|

o

OM-TT OM-TN

JJ-TT

JJ-TN |

RR-TT

RR-TN [

Figure56: CCM interactions in the OneFIT FA.
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4.4 Implementation of the DSONPM

The main aim of the Dynamic S€@lfganizing Network Planning and Management (DSONPM) is to
provide to the ON the necessary management functionalitié the infrastructure entities in order
to proceed to necessary decision making on which solution is most appropriate to be enforced.

Specifically, as soon as an infrastructure element (e.g. a macro BS) experiences a problematic
situation (e.g. congestiodue to heavy load), the DSONPM is the functional entity of the FA, which
will be notified and will be responsible for the designation of the solution which will be followed.

In order to achieve this goal, a specific procedure has been defined in Oae€dfding to which

some necessary steps are identified. Agure58 suggests, a specific sequence of messages takes

LX F OS Ay 2NRSNJ 42 NBIFOK (GKS G45SOAaAzy HEN az2f J.
validation platform each infrastructure element registers to the DSONPMgase57 illustrates.

| £| Dynamic Self-Organized Network PEn!d Management - DSON_ ﬂlﬁlﬂ
["’ “ Registration rE Input Context r—ﬂoutput{:ontext |/ lu/ Statisti rPower tatisti [’&c gested Area rNon congested Area ‘
Registered BSs
BSid X Y RAT Max Pt CS5Cl CMON
15 4050 3542 Femtocell 0.12 ONE ONE
14 aroo 35942 Femtocell 0.12 OME ONE
13 3350 3542 Femtocell 012 OMNE ONE
12 4050 3182 Femtocell 0.12 OME ONE
11 3350 3192 Femtocell 0.12 OME ONE
10 4050 2842 Femtocell 0.12 ONE ONE
9 3roo 2842 Femtocell 0.12 OMNE ONE
I g 3350 2842 Femtocell 0.12 ONE ONE
7 3700 3182 Femtocell 0.12 OME ONE
i 1300 1807 LTE G0.0 OME ONE
5 1300 3192 LTE 60.0 ONE ONE
4 2500 3885 LTE 60.0 OMNE ONE
3 3700 3192 LTE G0.0 ONE ONE
2 3700 1807 LTE 60.0 OME ONE
1 2500 1114 LTE 50.0 OME ONE
0 2500 2500 LTE 60.0 ONE ONE
|
Timer: [10_]
% University of Piracus = Seventh
.;‘; Department of Digital Systems ‘” Framework (|

Figure57: Registered infrastructure elements at DSONPM.

Initially the congestion gitation is identified by a BS (e.g. BS1) and a message is sent to the DSONPM
entity. This message informs the DSONPM about the congestion of BS1 and sends the current
context (including load) of the BS1 to the DSONPM. The DSONPM sends a messagétuing,

available BS(s) (e.g. BS2 or more), in order to request their current context. BS2 responds with its
context (including its current load), in order to provide the necessary input to the DSONPM for the
decision making. As soon as the DSONPM has adqueeessary information from available
infrastructure elements, it is ready for the decision making process. When the decision is reached,
the DSONPM shall send a message back to the congested BS (BS1) with the acquired context of the
available BSs in ordéo start the problem resolution according to the designated decision.
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Figure58: Sequence of messages interacting with DSONPM.
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5 Implementation of the C4MS protocol

The Control Channels for the Cooperation of Cognitive Managénssistems (C4MS) are used to
transport the protocol information needed for the management of opportunistic networks (ONSs).
The information exchanged over C4MS is used for the realization of suitability determination,
creation, maintenance and terminatiorf @pportunistic Networks.

Control Information for the Management of Cognitive Radio Systems needs to be distributed in
different phases of the connectivity (i.e. before a connection is established, after a connection has
been established), using differedistribution mechanisms (Unicast, multicast, broadcast) and the
data must be exchanged between different types of nodes (between terminals/Ddevice
communication, between terminals and the radio access network, inside a radio access network e.g.
between Base Station and a Central Control Point or a database).

As a single C4AMS implementation solutidoes not support all these different aspecf40], the
C4MS implementationis based on a combination of different radio dependent and radio
dependent solutions.

The following subsections describe the different implementation options used in the OneFIT
prototyping and validation activities drthe purpose they are used for.

5.1 IEEE 802.21 for deviceto-device and terminal -network
communication

L999 ynHdPHM Ad HYyRSLBNRSKG2Y | § & BBMchdefihes & { SNIJ)
protocol and mechanisms tenable handover and interoperability between heterogeneous network
types including bdt 802 and non 802 networks.

As this protocol can be used on top of different radio access technologies and because it is easily
extensible, IEEE 802.21 has been selected as one of the base protocols to be extended with
functionalities for the managementf @pportunistic networks.

An example C4MS messaa® used in the opportunistic networking demonstrator (see sec2i@
is shown inFigure59.

This prototype described in sectidh2 is also used for the C4AMS protocol signalling evaluation.
Therefore, the number of transferred C4MS messages and bytes are measured as sRuneD.

The results of the signalling evaluation are described imitlat D3.37]. One result, the number of

C4MS per second for a basic ON (one device going out of coverage, one device providing the relaying
service, one infrastructure network) is also shownFigure61. A large part of the ON related
signalling is caused by the exchange of link measurements during the lifetime of an ON. The
messages for ON negotiation, creation and release have the average number of C4MS per second
mainly for ONs with small duratip e.g. less than 2 minutes.
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**  Transmitted: 127 Bytes over TCP/IP

10 00 34 72 *C4MS Header, MIH Message ID:

00 0b 00 77 *CA4MS Header, Payload Length: 119
0106 *TLV Source_MIHF _Id
de 4f 44 45
38 37

02 06

4de 4f 44 45
34 36

c0 01

07

cl0b

41 Ac 5f 4f
70 70 4e 65
74 5f 31
af 01

02

f1 52

a0 Ob

41 4c 5f 4f
70 70 4e 65
74 5f 31
al 08

ff ff

ff ff
04 01
13

ad 01
64

b0 08
80 24 f1 08

00 25 3f 28

b2 04 *TLV Configuration
00 00 00 02

do 23 *TLV Tech

02 02 03 04

00 ff fe fd

fc Oc 22 4e

7f 20 40 b4

9e Oc 10 20

2c 41 6¢ 63

61 74 65 6¢C

2d 4c 75 63

65 6e 74

*TLV Dest_MIHF_Id

*TLV ON_Id 7

*TLV ON_Name

*TLV Reconfig.Type
*TLV Type 241: Cell
*TLV

*TLV Cell
ff ff
ff ff

*TLV Link

-1d

- Type
*TLV Cell - Radius

*TLV Freq - Used

- Status

- Spec- Cell - Info

NODES87

NODE46

C4MS_ON_Creation_REQ

AL_OppNet_1

2: Create Access Point (Relay)

- Descriptor (Grouped), Length 82
Access - Network - Id: AL_OppNet_1

Figure59: Example of an IEEE 802.21 based C4MS message (C4MS ON Creation Request)

ERSM: Cognitive Radio System Manager (c) Alcatel-Lucent 2012

Radio Resources Opp. Metworks  Spectrurn Configuration  Measurements Help  Exit

Measur

Counter Value

R only

kbr of messages (Total) 471

444

Mbr of actets 28216

37448

bt of ressages (MRRM only) 449

438

Mhr of messages (SMON anly) 22

b of messages (DS ank) i

Mhr of Dpp. Metworks 1

Operating time (sec.) 1000 sac

Mhr of messages per second 0.471 msgslsec

kbt of bit pet second 305.0 hitige

=10l x|

Figure60: Measurements of the C4MS signalling load in the Cognitive Radio System Manage
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Figure61: Number of C4AMS messages for an ON dependent on the ON duration

5.1.1 IEEE 802.21 based C4MS protocol overview

In the prototype, the 802.21 based C4MS messages are transported via TCP/IP and as default the
TCP port 4551 issed. The alternatively allowed use of UDP is not supported in the prototype.

In general, an 802.21 based C4MS message consists of
1 A praocol header with 8 byte length;
1 A source identifier (802.21 Source MIHF identifier)
1 A destination identifier (802.2Destination MIHF identifier)
1

Zero, one or more parameters

5.1.2 IEEE 802.21 protocol header format

A summary of the MIH Protocol Header fornjd] is shown below:

0 1 2 3
01234567890123456789012345678901
i R e i e e e e e et s s s SR SR
|[Version|A|S|UIM| FragmentNbr |r] MIH Message ID |
| T |ISID |Op| AID
B T s o s S S o e S o is s ST S S S S S iy S S
[r rrr| Transaction ID | Variable Payload Length |

R I T S T i S SHE s SR S S R S o S S S

Version: The protocol version is set to 1;

A: This field requests an acknowledgement of the message

S: This field is used for responding to the request for an ACK of the message
u: Unauthenticated information request (fganot used in the prototype)

M: More fragment flag (flag not used in the prototype)

FragmentNbr: The fragment number is always set to O in the prototype
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SID: The Service Identifier of the Message Id, e.g. 10 for Event Service

Op: The Opcode of the Mssage Id,
Values: 01=Request, 10=Response, 11=Indi¢ation

AID: Action Identifier, eg. for Link Down or ON Creation;

MIH Message ID: Combines SID, Op and AID, for example
value 0x2C02 = MIH Link Up Indication
value 0x3472 = ON Creation.Request
value 0x382 = ON Creation.Response

r: Reserved
Transaction Id:This field is used for matching Requests and Resppnses

Variable Payload Length: Indicates the length of the varigdj¢toad (Message length without
header)

5.1.3 IEEE 802.21 parameter format

The parameers are encoded in the TydeengthVValue (TLV) format as shown below:

0 1 2 3
01234567890123456789012345678901

i o o e e i ol T L S I e sl sl S S S S S S e e
| Type | Length (of V.)] Value |

B i T R e e S e i ol sl ST I S T i S S e S T sl ot ST S SR S o

| |
Bt e e i o e e e
Type: The type of the parameter, e.g.
01 = Source MIHF Id,
02 = Destination MIHF Id,

03 = Status,
04 = Link type
Length: This field requests an acknowledgement of the message
Value: This field is used for respondingttee request for an ACK of the message

5.1.4 Procedures and messages

5.1.4.1 Link events

Different types of link events are reported from a terminal to the base station / access point or to
the next relay. Relays also send link events to the base station / accesopdintards the next
relay. The following link events are reported:

1 Link_Detected A link to another access point is detected

9 Link_Up: A L2 connection is established

1 Link_Going_Down: The link conditions are degrading and connection loss is imminent
9 Link _Down: A L2 connection is broken

1 Link_Parameters_Report: A link parameter has crossed-ap#eified threshold

The MIH_Link_Up.indication for example uses the following message format:
<MIH_Link_Up.Indiation> ::
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=< Message T ype: 0x2C02>
{ Source MIHF 1D}
{ Destination MIHF ID}
{ Terminal - Capabilities}
*{ LinkldAndParam}

Please note that this format has some differences to the MIH_Link_Up Indicatspeeified by IEEE
802.21 section 8.6.2.2:

1 The Terminal Capabilities parameter is not specified in 802.21. This parameter is needed in
certain scenarios for the support of the ON_Negotiation procedure, see seBtihA.2
below.

I The LinkldAndParam (Link parameter report list TLV) is according 802.21 used in the
MIH_Link_Parameters_Report.indication but not in the MIH_Link_Up.indication while in the
prototype, this parameter is also used in the MIH_Link_Up.indication.

5.1.4.2 Intrinsic ON Negotiation support

In the 802.21 based C4MS implementation, no dedicated ON Negotiation messages have been
implemented because the information needed for the negotiation can already be transported
intrinsic within other messages which are already exdeal by standard procedures.

The information needed for the negotiation process consists of terminal capabilities, user
preferences and desired Qo0S. This information is either exchanged via existing session setup
procedures or this information is included a protocol extension in other messages.

In the 802.21 based C4AMS implementation, the terminal capabilities are transported in the
MIH_Link_Up.indication (see sectibri.4.1labove).

The TerminaCapabilities Parameter haseen implemented as a bitmap where each bit can
indication certain capabilities.

Several bits are used to indicate which radio access technologies are supported, e.g. GSM, GPRS,
EDGE, Fixed/Egtrnet, IEEE 802.11 WLAN, UMTSIaFig.

Further bits are useditindicate relaying capabilities:
9 Indicator if the device supports RELAYING of IEEE 802.11 WLAN
1 Indicator if the device supports RELAYING of UMTS
1 Indicator if the device supports RELAYING of LTE
9 Indicator if the device supports RELAYING betweernréifféaechnologies

5.1.4.3 ON Creation by Device Reconfiguration

In several Opportunistic Networking scenarios a device must be reconfigured in order that an ON can
be created. For example, a new Access Point must be created and a Relaying Function must be
activaied or a FemteCell must be reconfigured to support other users or user groups. In other cases,

a Base Station may have to be waked from a pesese mode or the cell reconfiguration may have

to be changed.

For such an Oi€reation by Device Reconfiguratjanprocedure as shown in the example below can
be used:
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I
< - ON Creation.Answer (ONCA)  ——---mmmmmmmmmeeeeeeeeeee e

- Status |

Node 1 Node 2
I I
| ON Creation.Request ( ONCRY} >|
| Source_MIHF_Id |
| - Destination_MIHF_Id |
| - ON_Id |
| - ON_Name [
| - Reconfiguration - Type (Create Cell and relay traffic) |
| - Cell - Descriptor (Access - Network -1Id, Cell -1Id,Link - Type,
| Frequency - Used) |
I
I
I
I

Figure62: ONCreation by Reconfiguration procedure

The ON-Creation.Request contains an indicator for the type of the reconfiguration (e.g. indication

that a new cell/access point shall be created and that the traffic shall be relayed) and further on a
description of the new configuration. In the prototypg,K A & RS&ONRA LII 2NJ O2y aArada
5SaONX LI 2 NE ¢ KA OKNetRSKIdO@IF thé WLAN BSD dr GO SMTS/LTE PLMN
Identity), the Celld (e.g. the WLAN BSSID or the UMTS/LTE Cell identity), tiByhmklescribing

the Radio AccesBechnology (e.g. WLAN or LTE) and the Frequency or Frequencies to be used.

The ONCreation.Answer either indicates the success or the failure of the operation. In the failure
case, a description of the failure is added. Based on such a failure desgriptan be decided to
abandon the reconfiguration or to try to reconfigure the device with a different set of parameters.

5.1.4.4 ON Suitability indication

The ON Suitability procedure is used to determine the suitability oDBinat a specific time and
placebased on the observed radio environment and some established criteria.

To support this ON Suitability procedure, an-Otability.indication message can be sent from one
node to another to initiate a suitability determination procedure in that node.

As anexample, after the setup of a new access point in the network, a first node (NodEidure
63) informs a second a node that it may now be suitable to use a new cell/access point as described
in the cell descriptor.

Node 1 Node 2
I I
| ON Swtablllty Indication (ONSI) >
| Source _MIHF_Id |
| - Destlnatlon_MIHF_Id |
| - ON_Id |
| - ON_Name |
| - Cell - Descriptor (Access - Network -1Id, Cell  -1d, Link - Type,
| Frequency - Used) |
I

Figure63: ON Suitability indication

Based on this information, the second node can then start a discovery procedure for the described
access or cell. Based on the result of the suitability discovery procedure, this may then lead to a
handover to the new access or cell.
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5.1.4.5 ON Release

When an ON is no longer needed, the links between the nodes in the ON can then be released, e.g.
via normal release procedures. This is usually combined withardover e.g. back to the
infrastructure.

Further on, Access points which have been created for the support of the ON but which are no
longer needed can then be disabled with a reconfiguration procedure as showiglune64. Any
relaying function for the traffic of that cell will then also be disabled.

Node 1 Node 2
|
ON Release - Request(ONRR) >|
- Source_MIHF_Id |

- Destinatino_MIHF_Id |

- ON_Id |
- ON_Name
- Cell - Descriptor (Access - Network - Id, Cell  -1d, Link - Type)

I
< - ON Release - Answer(ONRA) |

- Status |

I
I
I
I
I
| - Reconfiguration - Type (Disable cell)
I
I
I
|

Figure64: ONRelease by Reconfiguration of a device to shut down a cell and the corresponding relaying
function

5.2 IETF QSR for route discovery and management

Optimized Link State Routing Protocol (OLSR) is an IP routing protocol optimized for mdioite ad
networks, which can also be used on other wirelesshad networks. OLSR is one of the main
internet standards for més networks and it is widely used and well tested. It was shown that OLSR
has high scalability; it uses very little CPU time and due to its high portability OLSR is used for routing
AY hyS CAGQa ¢ A NFoedSEha IERESOR.Kla gr&dcdd ddihr nadléSdisdovery,
channel selection and link establishment in this t#ketl. OLSR signal flows between nodes in this
test-bed are presentedh Figure65.

The OLSR protocol is used to exchange information Her route discovery and management

between the different open wireless mesh network routers. OLSR wiotesend data packets; it only

sends its own messages such as TC, HELLO, HNA etc. These are sent, received and processed in order
to find validroutes between network nodes. Once routes to all nodes in the network are discovered

for a particular node, OLSR will simply set the corresponding kernel routing table entry. OLSR uses
the UDP protocol for message exchange and runs on Layer 3.

Since there is not micdynamicity in the topology of WMNs, the OLSR signalling overhead can be
significantly reduced when compared to the OLSR signalling in moHilecadetworks with dynamic
topology.

Nodes participating in an OLSR routing domain cambki-homed That meas that they can run
OLSR on multiple communication interfaces using multiple identifiers.
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Centralized server/controller
-network management
-network monitoring

Suitability determination
Decision making

SNMP server |

SNMP agent I

OLSR daemon

<€— SNMP request/command

<):| SNMP answer/data
<€—» OLSRsignaling
Figure65: Example of SNMP and OLSR signalling between WMN nodes and centralized management server

In a classic linktate algorithm, lik-state information is flooded throughout the network EsEigure
66). OLSR uses this approach as well, but since the protocol runs in wireleshapudtienarios the
message flooding in OLSR is optimized to pxeséandwidth $ee Figure67). The optimization is
based on a technique callédulti Point Relaying

OLSR defines three basic types of control messages:

HELLG HELLGOnessages are transmitted to all neighbours. Shenessages are used for
neighbour sensing and selection of Multi Point Relays (MPRS).

TC- Topology Contrainessages are the link state signalling done by OLSR. This messaging is
optimized in several ways using MPRs.

MID - Multiple Interface Declaratiomessages are transmitted by nodes running OLSR on
more than one interface. These messages list all IP addresses used by a node.

The concept of multipoint relaying is to reduce the number of duplicate retransmissions while
forwarding a broadcast packet. iShtechnique restricts the set of nodes retransmitting a packet
from all nodes, to a subset of all nodes. The size of this subset depends on the topology of the
network.

Reducing the control overhead of the routing protocol is achieved by selecting neighas multi
point relays. Every node calculates its own set of MPRssabset of its symmetric neighbour nodes
chosen so that all 2 hop neighbours can be reached through a TH#Rmeans that for every node
nin the network that can be reached from thacal node by at minimum two symmetric hops, there
must exist a MPIR1 so thatn has a symmetric link t;m andm is a symmetric neighbour of the local
node.

OneFIT Deliverable D5.2
94/117



ICT EU OneFIT 30.06.2012

Figure66: Flooding a packet in a wireless multi hop network. The asrslow the way information is passed,
not all transmissions.

o ¥ 0O

Figure67: Flooding a packet in a wireless multi hop network from the center node using MPRs (black). The
arrows show the way information is passed, not all transmissio

In Table2 it is presented how different C4AMS messages can be mapped onto the protocol specific
YySaal3aSa 2F {batX h[{w LNR:G202f FTYR L9999y nHDOMMLI d
bed (for validation of Scenario $pecific usecases) for gathering of contextual information and

system monitoring (SNMP), route/topology discovery, establishment and maintenance (OLSR) and

for providing MAC specific mechanisms (channel selection, node discovery, link establishment)
(IEEB02.11a).

The OLSR routing protocol is used as the underlying single path routing protocol in the open
platform WMN testbed used for implementation and validation of the algorithms addressing the
OneFIT scenario 5 use cases.
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Table2: Mapping of C4AMS messages on messages of protocols used in WMN management

identification and selection

C4MS messages SNMP messages | OLSR message| 802.11a

Information-Request (INR) | Getrequest

Information-Answer (INA) Getresponse

Information-Indication (INI) | Trap

Node disovery Beacons/probe
response

Node identification anc MID messages | 802.11a

selection

Spectrum opportunity 802.11a

Route identification

selection

and

Hello messageq

TC messages

ON-SuitabilityIndication
(ONSI)

Suitablity determination and indication is done by a
centralized controller

Trap

Negotiation request/answer messages are exchanged betw
node and centralized controller

ON-NegotiationrRequest
(OLINIRY Getrequest/get
response
ONNegotiationrAnswer Getrequest/get
(ONNA) response

ON-CreationRequest (ONCR

Messages/commands over ssh (secure shell) from central

controller to node

Setrequest

ON-CreatiorAnswer (ONCA) Getrequest/get
response

ONModification-Request Messages/commandsver ssh from centralized controller tg
(ONMR) node

Setrequest
ONModificationrAnswer Getrequest/get
(ONMA) response
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ONReleaseRequest (ONRR) Messages/commands over ssh from centralized controller
node

Setrequest

ON-ReleaseAnswer (ONRA) | Getrequest/get

response
ON-StatusNotification Getrequest/get
(ONSN) response

5.3 IETF SNMP for network management of infrastructure elements

The Simple Network Management Protocol (SNMP) is a simple request/response protocol in which
SNMP manager commuiites with SNMP agents using SNMP messages in which PDU (Packet Data
Unit) are encapsulated (sdéigure68). A SNMP message consists of a sequence that contains a
SNMP version, community string and the SNMP PDUhvihims the body of message.

The SNMP protocol is used for WMN monitoring (contextual data gathering) in the open platform
WMN testbed which is used for implementation and validation of the algorithms addressing the
OneFIT scenario 5 use cases.

The follaving messages are supported by the SNMPv2 protocol:

Getrequest - Accesses and retrieves the value of one or more instances of management
information.

Getnext-request - Accesses and retrieves the value of the next instance of management
information in licographical order.

Getbulk ¢ Accesses multiple values at one time.
Getresponseg Reply to a Getequest, Geinextrequest and Setequest operations.
Setrequest¢ Stores and sets a value in variable.

Trap ¢ An unsolicited message that is sent by arviBNagent to an SNMP manager and indicates
that some event has occurred.

Get-request, Get-next-request,
Get-bulk-request, Set-reque{st

| 1,

\ ;i

| R
3

|
|

Get-response, Trap

SNMP management system SNMP agent
Figure68: Exchange of messages between SNMP management system and SNMP agent

As an example of infrastructure elements, we will consider wireless mesh fefw¥N) nodes.
Relevant contextual information is gathered from these nodes by using the SNMPv2.

Contextual data include standard info which is obtainable with this protocol:

1 Interface related information: SINR, channel used, inbound/outbound packet cpanket
drop count, MAC address of the interface lmithich the link is established,;
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1 Node related information: power consumption, CPU load, routing table, cache storage status
(size, free space).

Information regarding which WMN node supports ONs is cameill as known, because only
infrastructure nodes are forming these ONs (we consider that operators know ON capabilities of
their equipment).

A centralized decision making process is responsible for associating nodes with existing ONs and
creation of new ®Is. Whether or not a particular WMN node participates in any of the existing ONs
can be obtained over the SNMPv2 protocol, but it can also be considered as known.

These contextual data are sent from WMN nodes to centralized decision making and monitoring
controller/server (sed=igure65).

The mapping of C4AMS messages onto the SNMP specific messages is presemibéeRin
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6 Implementation of the OneFIT scenarios
FiveOneFITscenarios arelefined in the D2.13]. These scenarios are:
9 Scenario 1: Opportunistic coverage extension;
1 Scenario 2: Opportunistic capacity extension;
9 Scenario 3: Infrastructure supported opportunistic devicalevice networking;
1 Scenarigt: Opportunistic traffic aggregation in the radio access network;
1 Scenario 5: Opportunistic resource aggregation in the backhaul network.

Different use cases of scenarios 1, 2, 3 and 5 are implemented and validated in the OneFIT validation
platform. The est-beds which are described in section&g utilized in implementation of different
scenarios.

Implementation of the scenario 1 utilizes the following tesds:
91 Prototyping platform for the management of opportunistic netwsifsection 2.1);
1 Opportunigic Networking Demonstrator (section 2.2);
1 Opportunistic aehoc network demonstrator (section 2.4);
1

Prototyping Platform for Opportunistic Coverage Extension and related Support Functions
(section 2.5);

1 Cognitive radio tesbed (section 2.7).
Implementation of the scenario 2 utilizes the following tdstds:
1 Prototyping platform for the management of opportunistic netwsifsection 2.1);
1 Opportunistic networking emonstrator (section 2.2);
1 Opportunistic achoc network demonstrator (section 2.4).
Implementaton of the scenario 3 utilizes the following tdstds:
9 Direct D2D communication tesed (section 2.6);
1 Opportunistic service provisiorechonstrator (section 2.3);
1 Opportunistic achoc network demonstrator (section 2.4);
1 Spectrum opportunity identificatio and spectrum selection tesied (section 2.8).
Implementation of the scenario 5 use cagdizes the following tesbed:
1 Open platform wireless mesh network teséd (section 2.9).

Some of these scenario implementations are still in progress and wtdsented in D5.3 due for
December 2012. Those scenario implementations which are already validated and successfully
demonstrated are described in the following

The implemented WP4 algorithms provide the building blocks for ON management systems
Mappingof these algorithms onto the OneFIT scenarios is givéigure32.
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61 )1 D1 Ai AT OACETT 1T &£ OEA /1A&) 4 OAAT AO
A@dOAT OET 1 6

The scenario 1 is about opportunistic coverage extension and the main goal of theriecis to

create ONs in areas where coverage of the infrastructure is insufficient or terminals cannot connect

to the infrastructure due to a RAT mismatch. The opergtmverned ONs will enable the non

connected terminals to gain access to the infrastwe through intermediate nodes.

For more information regarding definition of the scenario and description of use cases please refer
to D2.1[3].

6.1.1 Sub-scenario: Device going out of coverage

A first implemented coverage extensioscenario is the case where a device is first directly
connectedwith infrastructure, but due to mobility of the user, the user is moving out of coverage of
the infrastructure. The solution is to create an ON for coverage extension as shown in the message
sequence chart inFigure 69. This scenario is implemented in the opportunistic networking
demonstrator described in sectidh2on page25.

6.1.2 Sub-scenario: Device cannot connect to infrastructure

In this scenario, a device is switched on and cannot find an access point or a base station of the
infrastructure or the device has already moved out of the infrastructure coverage. To solve this
situation, the device being out @bverage starts a discovery procedure to detect other devices in its
neighbourhood. If such a device is foupds shown in the message sequence chart (MSEigure

70 ¢ the suitability determination, negotiation and ON creati@msks are then performed. When the

ON is created, the device being out of direct infrastructure coverage is then served via another
device proving a relaying service.

This scenario can also be applied to the case wheneaaro BS experiences failure. Agesult,

mobile devices are left without coverage. ON is started forming up by collaboration of CSCls and
CMONs in order to serve the out of infrastructure terminals. Mobile devices are connected to each
other in order to gain access to the infrastructure

When the previously failed macro BS goes back online, ON is not needed anymore and it is
terminated.

Further descriptions on the MSCs are also documentef3]. Moreover, C4MS messages are
exchanged by using tHelPA Agen€ommunication Language (ACL) messages. So, through the JADE
platform which is agenbased, messages are transferred between various functional entities (e.qg.,
CSCI, CMON, and DSONPM) according to the predefined MSCs.
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Opportunistic coverage extension scenario

Cognitive Radio
System Manager

(CREM, incl.
CSCI, JRRM, DSM)

LE#1 LE#Z with Basze
relaying cap. Station #1
CCMOMD CCHOMD
1. SAR_Spectrum_fissigrment .Reguest o
Ld
‘_.._?.-_..Sﬁﬁé?ﬁ?.‘%’f!![“.—.ﬁf@?.i.gnf_“ﬁﬂﬁ:ﬁU.S:l}'.E!f_".). ......
3. RCR_Register_Cell.Request =
E— 4. RCA Register Cell.fnswer
( 5. Discovery and Attach (incl. Authentication, Registration? >
| 6. MIH_Link_Up.Indication (Capabilites, Measurements)
(?. Discovery and Attach (incl. Authentication, Registr‘ation))
| G. MIH_Link_Up.Indication cCapahilites, Meazurements)
9. UCR_Update_Cell_Information.Request g
Ll
g 1. G Update _Lel 1 Infornat ion.fnswer.
11. MIH_Link_Parameters_Report.Indication
< 12. UE#L moving away from hase station, going oub of coverage )

13. MIH_Link_Going_Down.Indication (Signal Strengh wery lowd

14. Suitability determination:
Check on ON where UE#1 connectes wia UE#2

15, ON_Megotiation.RequestiCan AP for relaying traffic be created?)

17. SAR_Spectrum_Aszignment . Request Cfor UE#2 Relay)
15. SAA_Spectrum_fAszignment .Answer (for UE#Z Relayd

18, OW_Creation.RequestiReconfiguration-Tupe:Create-Cell, Relay traffic, Spectrum to us

21, Create opportunistric Access Point/Relay ‘

22, RCR_Register_Cell .Reqguest .
Ldl
. £ L. 2 L
24. ON_Syitability.Indication (Candicatefccess: UEZ/AP-name)
‘ 25. Start Discovery ‘
26. Dizcovery of UEZ/AP-name al
™
‘....?I:..'3.i§99!?!f9.-ﬁ!]§!‘!?[5..@ﬂ.§UEP.°.'.“.'°.?F! ......
2. Evaluate/Compare Signal Strenght
Oecizion on L2 Hancover
| 289, INI_Information.Indication (Handover executed)
|
( 30, Attach/LZ Handover (incl. Authentication, Registration? >
( 31. L3 Handover (Routing update, ...0 >
32, MIH_Link_p.Indication (Capabilites, Measurements)
33. MIH_Link_Parameters_Report.Indication
34, UCR_Update_Cell Information.Request i
L
R 33, MEA Mpdate Lell Information.nswer e

Figure69: MSC for solving a going eaf-coverage situation using extended 802.21 messages
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[ Baze Station #1 ]

[ LUE#Z with ]
relaying cap.

1. Discovery and Attach

tincl. Authentication, Registration

)

2. Digcovery of network: Fa

iled!:
Out of coverage
|3. Start OM Suitability determination|
4. Dizscovery of other LEs ’
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Figure70: Coverage extension procedure

For showcasing kefgatures from a Mobile Device / Terminal perspective, the Prototyping Platform
for Oppotunistic Coverage Extension and related Support Functions as introduced in s&étisn
built such that it can be suitably reconfigured to the following configurations:

i. Provision of wireless services in a demssighbourhoodenvironment building on non
interfering Radio Access Technology.

This configuration represents the performance reference case with no interference, congestion, etc.
occurring. In particular, mobile devices are communicating directly with a Femto/MacrodB8 a
WiFi AP respectively.
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Figure71: Basic Reference architecture Bfototyping Platform for Opportunistic Coverage Extension and
related Support Functions

ii. Provision of wireless services in a denseighbourhood environment enploying an
Opportunistic Network for ensuring access for a Vditliy Terminal Device.

In one part of the densaeighbourhoodenvironment, an Opportunistic Network is sap in order to
ensure internet access for a Wistily Terminal Device. Without theowesponding Opportunistic
Network feature, the concerned Terminal would not be able to access internet, since both illustrated
R2YlIAya o0a! LINIYSYyd !¢ FyR a! LINIYSYyG . €0 | NB
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Figure72: Architecture ofPrototyping Platform for Opportunistic Coverage Extension and related Support
Functions including an Opportunistic Network Configuration

iii. Provision of wireless services in a denggghbourhoodenvironment employing automized

network reconfiguration and an @prtunistic Network for ensuring access for a \AiRly
Terminal Device.

A complex wireless networking environment is considered in a deaggbourhood It is expected

that non-expert users will constantly add wireless devices in their respective demimproperly
configured devices may indeed lead to congestion/interference events and thus to poor QoS for
concerned users. In this configuration of the tbstd, such congestion case is shown and the

network is correspondingly reconfigured employing able Opportunistic Network configurations.
Finally, QoS is maintained within the concerned environment.
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Figure73: Architecture ofPrototyping Platform for Opportunistic Coverage Extension and related Support
Functions includig multiple Opportunistic Network Configurations and automized reconfiguration for
preventing service degradation by congestion in the WiFi APs

iv. Provision of wireless services in a denstghbourhoodenvironment employing Muki
Homing

A further improvementof QoS for wireless Mobile Devices is achieved through Mialthing
support. It is demonstrated how a split of a data stream over two distinct radio links can improve the
overall QoS. In particular, it is shown that i) bandwidth can be aggregated acuitiyslanwireless
systems and ii) a breadown of a single given link can be partly compensated by the second link still
operating.
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Figure74: Architecture ofPrototyping Platform for Opportunistic Coverage Extension and rel@tgzport
Functions including a Multiloming Feature
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Scenario B h LILI2 NIidzy AaGA O OF LI OAGeé SEGSyaazyé RSLIAOGA
2 LISNJ (2 NDa ueyoThetoagédNdarorfihdzN@ilabl resources at the serving access node.

The proposed solution proposes the redirection of the access route through an opportunistic
network that avoids the congested network segment.

For more information regarding deftion of the scenario and description of use cases please refer
to D2.1[3].
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Two use cases of scenario 2eaconsidered,the opportunistic capacity extension through
neighbouringerminals and the opportunistic capacity extemsithrough femtocells.

Aligned with these ideas the following tasks are performed:
1 Infrastructure elements experience congestion problems and traffic hotspots are identified.

1 The DSONPM, CSCl and CMON collaborate in order to solve congestion by rgdirectin
terminals with ON capabilities to alternate BSs.

1 Terminals of the congested area with ON capabilities find paths to other, available BSs
through other terminals with ON capabilities in roangested and¢ongested area.

A detailed message sequence charprovided in the figurgthat follow. Further descriptions in the
respective procedure are also documented[@}. As previously mentioned, C4AMS messages are
exchanged by using tHelPA ACL messages. So, throagdnts messags are transferred between
various functnal entities (e.g., CSCI, CM&@il DSONPM).

[ Infrastructure ] [ Terminals ]
I I I I I

[ Bo#l ] [ S ] [55#2 hon- [ LE#1 ] [ LE#Z

{congested) congested) in BS#l in BS#2
T

1.Congestion

Identificat-
ion

T
2.Meazurement—Report . Indication(BS#1 cuntjxt)

3.Cell-Info.Request (BS54 context)

4.Cell-Info.Answer (BS#s context)
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T
G.Cell-Info.IndicationtB5#2 context)

7.1 Information.Regquestiterminals in non-congested area with ON capabilities)
Ll

7.2 Digcovery.Request

7.3
N S

7.4 Information.Anzwercterminals in non-congested area with OW capabilities

7.5
Suitahility
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Definition
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R

Figure75: Capacity extensiothrough neighbouringerminalsprocedureg¢suitability extension.

S.Report . Indication(BS#l, BS#2 context and selected candidate nodes-terminals)
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Figure76: Capaciy extension througmeighbouringierminals procedure; creation.

Also, the implementation of the capacity extension through femtocells is available, which follows the
provided procedure:

1 A macro BS starts experiencing traffic congestion issues. Femtaeekdso available in the
area;

1 As soon as the macro BS gets congested, the DSONPM is notified and CSCls, CMONSs
collaborate in order to redistribute traffic to uncongested cellthia area;

1 As a result, traffic is rassigned to available femtocells anket congestion situation is
resolved.
63 )1 D1 Al AT OAOET 1 I £/ OEA I/ 1A&)4 OAA
supported opportunisticad -ET A T AOxT OEET Co6
{OSYINA2 o daLyTFNI &G NHO NG VESIAI ZNLASYRT 62 LA s Ndiadzy & &
infrastructure less oppaunistic network between two or more devices for the local exchange of
information (e.g. peeto-peer communications, home networking, locatibased service providing,

etc.). The infrastructure governs the ON creation and benefits from the local trdfiii@ding, as
well as on new opportunities for service providing.

For more information regarding definition of the scenario and description of use cases please refer
to D2.1[3].

OneFIT scenario 3 will be validated using tuftetent approaches. The first one will make use of the
GrtARFGAZY LI FGF2NY (2 AYLESYSyd | at20Ff @ARS2
network emulator where a massivaulti-user service on a higmobility environment will be

deploydal.

OneFIT Deliverable D5.2
106/117



ICT EU OneFIT 30.06.2012

6.3.1 Local video sharing implementation

In this use case, 2 or more terminals (srAatibnes or laptops) are connected through an ON in
order to share a video file via HTTP stream{dge of the terminals is acting as the HTTP server and
the other(s) is usinthe embedded browser to display the video.

The required C4MS is implemented in order to allow the remote establishment of an 802.11 WLAN
between the 2terminals: message exchange is performed using the JADE framework and a limited
set of C4AMS messages.

This scenario is implemented in the Direct D2D communicationdedtdescribed in sectioB.6.

The algorithm defined in sectiod.3.3.6 UEto-UE trusted diect path is used to establisihe D2D

link between the devicesThe MSC of the implemented use case including the used C4MS messages
is shown irFigure77.

6.3.2 Opportunistic Service Provision Demonstrator

This demonstration (carried out over the platform described in secBid fits into the scope of
hyScL¢ {OSYIFINAR2 o3 SalLISOAlIffe dzy REMOdTFSI 001AS8Wa O
which the infrastructure manages the creation of-lagc opportunistic networks able to support a
geographicallyand temporallylimited application.

Therefore, to test the usefulness of having an underlyinge@abled infrastructure network, an
exampleservice has been developed. For demonstration purposes, the suggested service is related
totheenA N2 Y YSyY Gl f YIyFrasSYSyid 2F W{YINI /AGPBaQ® ¢K
and describes economically and environmentally sustainable tovimslled by modern
telecommunications infrastructures. Therefore, power aspectrally efficient wireless network
deployments, such as the OneFIT solution, are expected to boost the competitiveness of Smart Cities.
Moreover, applications that are opportunistic in nature (et@ffic-lights pre-emptive control for
emergency/safet vehicles; adhoc realtime route retracing for refuse collection; or personalized
assistance for tourists) will probably be the common practice when offering services to citizens.

The Smart Citpriented service that has been developed for the demonsbratis a tool for the
environmental department of a city council to monitor the air pollution emissions of motor vehicles.
Such tool might, ultimately, allow them to develop m@m solutions and policies to enlarge the
green footprint of the city. Thisesvice takes advantage of the versatility of the OneFIT mechanisms
to enable vehiclégo-vehicle and vehicko-infrastructure communication links, and to allocate
spectrum and other radio resources. The tbsdd assumes that most of the vehicles in the
monitored city have pollution sensors that collect data about their own emissions (for example,
using the OBBI standard[12], mandatory in all European motor vehicles since more than a decade
ago). Vehicles are also assumed t® &ble to establish wireless connections using any of the
available mobile technologies. On the other hand, some infrastructure nodes are deployed at
strategic locations where traffic jams usually occur.

The simulated scenario is the following: at certames of the day, or when vehicle density grows
over a threshold, an opportunistic network is created among one of the infrastructure nodes and the
surrounding vehicles. The creation of the ON relies on the awareness of the radio context and the
cognitivemechanisms to allocate resources in both infrastructure nodes and terminals. Once the ON
is established, all the vehicles begin downloading their emissions logs, relaying through other
vehicles when needed and using the infrastructure node as a gatewagatth the city council
monitoring server. The server collects all these logs and stores them for further analysis. During the
process, vehicles keep exiting and entering the monitored area, but the ON will be kept alive
through different users. After theraffic jam situation ends or the rush hour expires, the ON is
dissolved.
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Figure77: UEto-UE trusted path creation
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Scenario B h LILI2 NIidzy A GA O NBaz2dzNOS | 3aNB3IlFGA2y Ay GKS

networks can be used to aggregate both backhaul bandwidth and processing/storage resources on

infrastructure access nodes. In this case, the ON is created over infitast nodes (i.e. APs, BSs

etc.) rather than user terminals, thus offering a new focus on system performance improvement.

For more information regarding definition of the scenario and description of use cases please refer
to D2.1[3].

¢tKS hyScL¢ &O0OSYyFINAR2 p AdhLILRNIdzyAaidAO NBazdz2NDS
implemented and validated in the OneFIT validation platform through realization of the use case
GhLILR NI dzyAdadGAO o6 O1KIdzHft POFRESERGIKLIEOANETAE GA 2 KS A
test-bed (see subsectioB.9 and Figure78) is used for realization of this use case. The bandwidth
F33aNB3IAFGAZ2Y Aa | OKASOSR 6AGK a! LI A & (yASys 2 Did FE A
algorithm. The nodes shown kigure78 are named after Serbian rivers. The web interface used for
algorithm testing and demonstration can be accessed from the Internet while the showhedss

f 20F SR premisésKS [/ LQa
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Figure78: The testbed used for realization of the scenario 5 use case

Next, different tables of the web interface illustration the ON management process will be
presented. Opportunistic networks table displays resuf the ON management phases performed
by the backhaul bandwidth aggregation algorithm and provides interface for setting the profile of
the application (sed-igure 79) which is used by the newly connected user (next phase of the
algorithm development is implementation of the application identification engine).
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¢ networks

Set requirements for candidate nodes:

Node  Application

Figure79: Opportunistic networks table settings phase

In the initial state of the demonstration there are no clients connected to the APshwduie
considered as candidates (OUTDOOR and PIVA) for ON creation in order to enable multipath routing
between them and the existing GWsigure80 shows what happens when a new user connects to

the OUTDOOR AP and requests thelPVagervice. Opportunistic networks table will display
algorithms query for suitable opportunistic network (multiple paths set). It includes name of the
node for which the multipath needs to be enabled, time of the query, required bandwidth and ETX
(expectal transmission count) of the detected application profile, available bandwidth and ETX on
the current paths connecting the OUTDOOR AP with the TISA GW. We can see which of the two QoS
requirements triggered the algorithm, insufficient bandwidth or, in tase, higher ETX.

Set requirements for candidate nodes:

Node  Application

OUTDOOR

Figure80: Opportunistic networks tablestart of the suitability phase

Once the algorithm finds suitable path it starts the ON Creation phase Kgpge 81). In the
Opportunistic tdle the selected additional path (BEGHJISA) and its available bandwidth and ETX
as well as total available bandwidth, provided by combination of selected path with the current one,
are displayed. In this phase, algorithm will send configuration comsémdodes in order to create
additional path for the OUTDOOR AP.

portunistic networks e

BEGEJ-TISA| 3.691

Set requirements for candidate nodes:

Node  Application

outooor [EEEEN
VLY No Client E

Figure81: Opportunistic networks table creation phase

After reconfiguration of the underlying WMN, the algorithm waits for confirmation of the process. If
the ON is successfully created, confirmation can be found in the contextual database which is
updated by the monitoring system. The corresponding 802.11a interfaces of the OUTDOOR AP are
now active which is detected by their UP status in the Interfaces taloledtin the contextual
database and which is also presented in the web interface Kgpae82).

OLSR Links table will also display that there is a link between OUTDOOR and BEGEJ and the new path
from the OUTDOOR to the TISA GéeFigure83).

After verifying that necessary connection was made (ON created), algorithm will enter the ON
Maintaining phase (seigue 84) and it will continuously check if the ON is still required.
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Figure83: OLSR table a new entry for the new path between OUTDOOR and TISA GW over the BEGEJ AP
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Opportumstlc networks

BEGEJ-TISA|
BEGEJ-TISA|

Set requirements for candidate nodes:

Node  Application

OUTDOOR

Figue 84: Opportunistic networks table maintenance phase started

Next, the client is disconnected from the OUTDOOR AP. This means that there is no need for
opportunistic network that was created and the algorithm will terminate &rmiinating phase is
created and configuration commands are sent. Note that flag is set to "false'F{gae85). Once
the termination is confirmed, flag will be set to "true".

Opportunlstlc networks

BEGEJ-TISA| 3.599
BEGEJ-TISA| 99

Set requirements for candidate nodes:

Node  Application

OUTDOOR

Figure85: Opportunisticnetworks tableg termination phase

Algorithm will again search for confirmation that a link is terminated. Log 10 in the Interfaces table
(seeFigure86) is showing that both BEGEJ and OUTDOOR have their interface wlan2 setNo DOW

Figure86: Interface table; Link between OUTDOOR and BEGEJ APs is terminated

Also the OLSR table shows that there is no longer a path between the OUTDOOR AP and the TISA
GW over the BEGEJ AP (Bapure87).
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