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Abstract:

Cipher security is becoming an important step when transmitting important information through
networks. The algorithms of cryptography play major roles in providing security and avoiding hacker
attacks. In this work two hybrid cryptosystems have been proposed, that combine a modification of the
symmetric cryptosystem Playfair cipher called the modified Playfair cipher and two modifications of the
asymmetric cryptosystem RSA called the square of RSA technique and the square RSA with Chinese
remainder theorem technique. The proposed hybrid cryptosystems have two layers of encryption and
decryption. In the first layer the plaintext is encrypted using modified Playfair to get the cipher text, this
cipher text will be encrypted using squared RSA to get the final cipher text. This algorithm achieved higher
security to data but suffers from a long computational time. So Chinese remainder theorem has been used in
the second hybrid cryptosystem to obtain less encryption and decryption time. The simulation results
indicated that using the modified Playfair with the proposed square RSA has improved security. Moreover,
using the Chinese remainder theorem achieved less encryption and decryption time in comparison to our first
proposed and the standard algorithms.

Keywords: Ciphertext, CRT, Cryptosystem, Plaintext, Playfair cipher, Private and public key, RSA cipher.

Introduction:

Cryptography techniques are used to secure cryptosystem to offer higher security and lower
information from unauthorized personal intruders 1. complexity.
There are various cryptography algorithms to The second type is an asymmetric
encrypt information. These algorithms can be cryptosystem which uses two different keys, public
classified into three types which are symmetric, and private keys. The public key for encryption be
asymmetric and hybrid cryptosystems. In the publicly known and the private key is known only
symmetric cryptosystem, the sender and receiver  to the receiver to decrypt the message. RSA is one
should have a specified secure channel to exchange of the asymmetric algorithm. It consists of three
the secret key and the initiation of this channel may  steps, the first step is the generation of keys (public
cause problem. However, the advantage of using the and private) that is used to encrypt and decrypt data,
symmetric algorithm is simplicity and hence less  the second step is encryption, performs actual
time consumption. Playfair cipher is one of the process of transformation of the encryption into
simplest ~symmetric  cryptosystem.  Playfair  ciphertext, and the third step is decryption, where
encryption from the ease of access can be revealed decrypted ciphertext is translated into plaintext at
by cryptanalysis. Hence, the ease of utilize of this  the receiver! 2. The idea of RSA cryptosystem that
symmetric cipher has led many researchers to it is easy to multiply two large prime numbers and it
enhance and modify it, then use it in a hybrid is extremely difficult to factorize their product. 3.
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RSA algorithm based on a mathematical formula is
a powerful algorithm because this algorithm is not
easy to attack, but it takes longer time to process
than a symmetric algorithm* °.

The third type is a hybrid cryptosystem that
combines symmetric and asymmetric to provide
high security and more complexity against hackers®.

There are lots of hybrid cryptography

methods that combine the Playfair cipher with the
RSA cryptosystem technique’®. Most of them used
modified Playfair and the RSA cryptosystem
without modification.
In this work, the modified Playfair cipher and two
modifications of the RSA will be made to increase
the level of security and reduce the time required
for encryption and decryption.

This research  proposed two new
cryptosystems, one of them called the hybrid
cryptosystem using the Playfair cipher with the
RSA square (HRSASQ). The second is a hybrid
cryptosystem using the Playfair with the RSA
square and Chinese remainder theorem (HRSASQ-
CRT). These systems used two layers of encryption:
First, encrypt with the Playfair cipher which used
the modified Playfair matrix 7x13 to obtain the first
ciphertext. Second, it used RSASQ or RSASQ-CRT
to obtain the final ciphertext. The hybrid
cryptosystem Playfair with RSASQ provides high
security and more complexity against hackers to
find the private keys since it does not use the public
key directly. However, this technique suffers from
computational complexity due to RSASQ. To
overcomes, this problem proposed the use of CRT?
in the second hybrid cryptosystem.

The remainder of this paper is organized as
follows. Section 3 provides related work, Section 4
shows the proposed hybrid cryptosystem including
modified Playfair with RSASQ and modified
Playfair with RSASQ-CRT, while Section 5
discusses the simulation results and Section 6
demonstrates the conclusion and future works.

Related Work

Playfair was introduced by Charles
Wheatstone in 1854, Playfair cipher is the most
widely used of all symmetric multialphabetic cipher
techniques, in which a pair of characters is utilized
instead of a single character’?.  Playfair
cryptosystem uses a matrix of 5x5 characters. The
26 alphabetic letters are distributed to 25 cells,
hence the J and | characters are shared with the
same cell. To use Playfair encryption must arrange
the keyword in the matrix from left to right sides
and from top to bottom without duplicate!*,
Reviser, Shamir, and Ad leman described an
asymmetric RSA algorithm at the Massachusetts
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Institute of Technology >, RSA cryptosystem
relies on Euler’s theorem and the existence of
unique inverse to the integer that are relatively
prime to the modulo® . Modified RSA by using
CRT has been proposed by Samir et al. in to
decrease the time of RSA cipher.

There are lots of hybrid cryptography
methods that combine RSA and Playfair
cryptosystem techniques’®. These hybrid methods
overcome the disadvantages of RSA and Playfair
methods 178 While combining their advantages
to produce a safer ciphertext with a low
computational complexity®. They can be classified
into four types. In 2021, Salih and Yousif ’
suggested a hybrid cryptosystem that provides high
security by encrypting plaintext using two layers in
which the first layer encrypts plaintext by Playfair
then the second layer encrypts by RSA technique.
Singh Chauhan et al.® Zakariyau et al.!” and Mathur
and Srivastava'® in 2014, 2015 and 2017
respectively suggested hybrid cryptography that
encrypts plaintext by Playfair and encrypts the key
of Playfair by RSA. In 2017, Naga® presented a
hybrid cryptosystem of Playfair and RSA with an
XOR process that provides a complex process that
is difficult to be attacked. In 2015, Igbal et al.'®
suggested a hybrid cryptosystem of Playfair and a
modified RSA in which hybrid cryptography that
encrypts plaintext by Playfair and encrypts Playfair
key by modified RSA that used dual levels for key
exchanges.

Hybrid Cryptosystems: Modified Playfair with
RSASQ and Modified Playfair with RSASQ-
CRT

The proposed methods combine Playfair
with RSASQ and RSASQ-CRT. They use the same
steps to generate public and private keys but are
different in some encryption and decryption steps.
These hybrid methods consist of three phases: the
key generation steps, encryption steps and
decryption steps.
Fig 1 shows the block diagram of the proposed
hybrid methods (RSASQ & RSASQ-CRT) between
the sender and receiver.
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/

receiver

/ Send public key
Generate public and

Converts the plaintext to the first private keys
ciphertext Clby Playfair. Then
converts the ciphertext C1 to the +
final ciphertext C2 by RSASQ
(first method) or RSASQ-CRT
(second method)

Sender

"4

Converts the ciphertext C2 to
ciphertext C1 by RSASQ(first
method) or RSASQ-CRT
(second method) Then converts
the ciphertext C1 to the
plaintext by reverse Playfair

Figure 1.The diagram of RSASQ and RSASQ-
CRT algorithms

The steps to generate public and private
keys of RSASQ and RSASQ-CRT are as follows:
Step 1: Select two prime number p and q. It should
be noted that choosing large prime numbers of p
and g will give more security but need more
computational complexity. Since the proposed
technique will use two layers, hence p and g will be
sufficiently bigger than the corresponding numbers
of the Plaintext to satisfy Euler’s theorem condition
of getting relatively prime between the prime

numbers and the corresponding numbers of the
Plaintext? °,

Step 2: Calculate N,N? where
N? = p? x q°.

Step 3: Choose public exponent e such that 1 <
e < ¢ (N) and the greatest common divisor
between e and ¢(N) is 1. Then the greatest
common divisor between e? and ¢(N?) is 1
(ged (e%,p(N?)) = 1).

Step 4: Find the secret exponent d2 which is
unique multiplication invers of e? mod ¢p(N?) 2.
(the existence and the uniqueness of the invers are
satisfying since e? and ¢(N?) are relatively prime,
therefore  e2?x = 1 (mod $(N?)) has a unique
solution which is the multiplicative inverse of e?
modulo ¢(N?)) (see the corollary off theorem
(A.2.73) in®). Then (d2, N?) will be private key.
Step 5: The receiver shares the public key (e, N)
with the others.

The following pseudocode shows the algorithm of
generating the public and private keys of RSASQ
and RSASQ-CRT.

N = p X qand

Input

Key generated

ged (e, ¢(N?)) = 1.

Output
e (e, N) as the public key
e (d2,N2) as the private key

e Create a pair of sufficiently enough random prime numbers p and g.

e Calculate N,N2whereN=pxqandN%?= p2xqg? .
o Compute@(N) = (p — 1)(q — 1) and ¢ (N?) = (p? — p)(q* — ).
e Choose public exponent e such that 1 < e < ¢ (N), and gcd (e,d (N)) =1, =>

e Find the secret exponent d2 suchthat e? x d2 = 1(mod ¢p(N?))

Steps the Encryption of the
Cryptosystems

Step 1: Design the modified Playfair matrix 7x13
which contains all characters and letters on the
keyboard as shown in Table 1.

Proposed

Step 2: Let the keyword K1 be "Mathematics"”, then
the duplicate characters should be eliminated and
the rest will be "Mathemics". Apply the key K1 of
Playfair on the modified Playfair matrix 7x 13 as
shown in

Table 2.
Table 1. Modified Playfair 7 x13
A/B/CIDE/FIGH IT|J K/L| M Table 2. Modified Playfair key matrix 7x13
NIO|P|QIR|S|T|U|V| W X|Y Z M|ia|t| h|e/m|i|C|S|A|B|C D
a/b|c|{d|e|f|g|h|i|j |k|]l m E|F|GIH|I|]J|K|LIN|O|P|Q R
nlof(plq|r|{s|{tju|v|iw|x|y zZ S| T|U/V|W|X|Y|Z|b|d|f|g j
0/1|2|3[4|5|/6|7|8|9|!|@ # k|l|n|jo|p|q|rju|v|w|x|y z
$ 1% | | &|*| ()| —|=]|_|+]1I ] 0(1/2|3(4|5|6|7|8|9|!|@ #
LY, <|>|/|?|space] [ $|%|"|&|*|(|)|—=|=|_|+]|1I ]
13000 “1“, <|>]|/| ?| space

153




Open Access
Published Online First: May, 2023

Baghdad Science Journal
2024, 21(1): 151-160

P-1SSN: 2078-8665
E-ISSN: 2411-7986

Step 3: The plaintext M splits into a blocks of two
characters. (If two characters are the same then add
W between them, while if the character at the final
set is single then add the character Q).

Step 4: Transform the plaintext M into ciphertext
(C1) by the Playfair algorithm.

Step 5: Convert the 91 characters of the Playfair
matrix to suitable corresponding number from 2-93.
It should be noted that ASCII table has not been
used in this work due to computation complexity.
Step 6: The sender Bob will use the public key (e,
N) of the hybrid cryptosystem algorithm received
from Alice. Then square it and use the square key in
RSASQ and RSASQ-CRT as follows:

In RSASQ

€2 = C1%° mod N2

In RSASQ-CRT

Cp = C1 mod p?,Cq = C1 mod q*

E, = e* mod @ (p*), Eq = e* mod @ (q*)

Mp = (Cp)Ep mod p? ,Mq = (Cq)Eq mod q?

Find x;such that x;q2 = 1 mod p?. Find x, such
that x,p? = 1 mod q?
C2=(q*>xCpXxx;+p?%xCqXxx,)modN?.

Figs 2 and 3 show the block diagrams of the
encryption algorithm of the two proposed.

cryptosystems.

Input the matrix of Playfair, K1

plaintext and public key
Apply Playfair algorithm to get ciphertext C1 algorittun
Make ciphertext C2 by applying RSASQ €2 = €15 mod N2
algorithm

Figure 2. The diagram of HRSASO encryption

+

Inputmatrix of Playfair, K1, plamtext and the
public key of R8A

!

| Sguare the public key of R8A |

| Apply Playfairalgorithm to get ciphertext C1 |
13

| Mp = Clmod p2, Mg = C1 mod g° |
¥

| Ep = e®mod 0(p?), Eq = e>mod 0(g%) |
¥

| cp = Mp®Pmod p*, cq = Mq©Tmod g° |

Find x, invers of g > mod p*

Find x, invers of p* mod g°

v
| Miake ciphertext C2 by applying the equation ‘

C2=g%xx Xop+p®xx, X cqgmodN°

+
output 2
*

Figure 3. The diagram of HRSASQ-CRT
encryption

The following pseudocodes show the encryption
algorithms of HRSASQ and HRSASQ-CRT

Input:

The key K1 of Playfair

The matrix of Playfair 7 x 13 as shown in Table 1.
Public key (e, N)

The plaintext M

Hybrid encryption method:

Apply the Playfair key K1 on the modified Playfair
matrix to create the key matrix as shown in

Table 2

Split the plaintext M into the blocks of two characters.
If two characters are the same then add W and If the
character at the final set is single, add the character
ol

Find the first ciphertext C1 by applying Playfair
algorithm

Square the public key

Applying RSASQ for C1 to get C2

€2 = C1°°mod N?

Output:
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Input:

The key K1 of Playfair

The matrix of Playfair 7 x 13 as shown in Table
1.

Public key (e, N)

The plaintext M

Hybrid encryption method:

Apply the Playfair key K1 on the modified
Playfair matrix to create the key matrix as shown
in

Table 2

Split the plaintext M into the blocks of two
characters. If two characters are the same then
add W and If the character at the final set is
single, add the character "Q".

Find the first ciphertext C1 by applying Playfair
algorithm

Square the public key

Applying RSASQ-CRT for C1: Compute Cp =
C1mod p?,Cq = C1 mod q>

E, = e*mod @ (p*), Eq = e* mod @ (q*)

Mp = (C,)™ mod p?, Mq = (C,)™ mod g
Find x,such that x, g% = 1 mod p?. Find x,
,X,p% = 1 mod g?

C2=(q*>XCp Xx;+p*>XxCqXx,) modN?

Output:

Steps of Decryption of the Proposed Hybrid
Cryptosystems:

Step 1: Alice received €2 from Bob. Decrypt C2 to
get C1 by using the private key (d2, N?) as follows:
In SRASQ

C1 = 2% mod N?

In RSASQ-CRT

Cp = C2mod N? ,Cq = C2 mod N2

D, = d2mod @ (p*) ,Dq = d2 mod @ (q*)

Mp = (Cp)Dp mod p?, Mq = (Cq)Dq mod q*

C1 = (g% X Mp X x; + p? X Mq X x,) mod N?
Step 2: Create the key matrix 7 x 13 as shown in
Table 2 by using the secret key K1.

Step 3: Utilize the same operations of Playfair
cipher of encryption algorithm for C1 but in
converse to get the final plaintext M.

Figs 4 and 5 show the block diagrams of decryption
algorithm of two proposed cryptosystems.
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Input the private key. ciphertext
€2 , the matrix of Playfair and K1

!

| Apply RSASQ €1 = €29%mod N? to get ciphertext C1 |

| Malke plaintext by applying reverse Playfair algorithm |

)

Figure 4. The diagram of HRSASQ decryption

;

Input the matrix of Playfair, K1,
ciphertext C2 and theprivate key

1
| Cp = €2 mod p?, Cg = C2 mod g°
2
| Dp = d2 mod 8(p?), Dg = d2 mod B(g>)
v
| Mp = CpTPmod p®, Mg = CqP%mod g°
-
Find x, invers of g mod p®
Find x, invers of p° mod g°

+
MMake ciphertext C1 by applying the algorithim
Cl=(gxx, xep+p°xx, xcghmodN?

4

| Apply Playfairalgorthm revers to get plaintext |

!

Plaintext M

Figure 5. The diagram of HRSASQ-CRT
decryption

The following pseudocodes show the decryption
algorithms of HRSASQ and HRSASQ-CRT.

Input:

The key K1 of Playfair (K11x12)

The matrix of Playfair 7 x 13 as shown in Table
1

Private key (d2,N?)
The ciphrtext €2

Hybrid decryption method:
Using private key to decrypt C2 as follows :
€1 = C2% mod N*?

Create the key matrix 7 x 13 as shown in
Table 2 by using the key K1.
Utilize the same operations of Playfair cipher of
encryption algorithm for C1 but in converse to
get the final plaintext M

Output:
plaintext M
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Input:

e The key K1 of Playfair (K11x12)

e  The matrix of Playfair 7 x 13 as shown in Table
1.

e Table 1Private key (d2,N?)
e  The ciphrtext C2

Hybrid decryption method:

e Using privet key to decrypt C2 as follows :

e (Cp=C2modN?,Cq=C2mod q¢*

e D, =d2mod® (p*) ,Dq =d2 mod @ (q*)
Mp = (CP)D” mod p?, Mq = (Cq)Dq mod q>
C1=(q* X Mp X x; + p? X Mq X x,) mod N?
Create the key matrix 7 x 13 as shown in

Table 2 by using the key K1.

Utilize the same operations of Playfair cipher of
encryption algorithm for C1 but in converse to get
the final plaintext M

For more explanation, the following
example illustrates the encryption and decryption of
HRSA-CRT
Key generation process at the receive
o First create the public and private key at the
receiver, let p = 101,q = 107 then N = pX
q = 10807 and P(N) =(@—-1) X (q—
1)=10600, p? = 10201, g% = 11449 Compute
N? = p*x q* then NZ? =116791249
o Choose e such that 1< e < @ (N) such that

gcd (e,® (N)) = 1and hence
ged (e?, @ (N?)) =1

. O(N*) = P*-p) X (@*—q) then
@ (N?) = 114554200

e The public keyis (e, N) = (23,10807)

e Use the secret exponent d2 as invers
multiplication  of e?mod @ (N?)such that

e?d2 = 1(mod ¢ (N?)) Then d2=65830769

Encryption

e Let the plaintext (M) = University of Baghdad

o Let the key of Playfair (K1) = Mathematics

o Split M into a blocks of two characters M = Un

iv er si ty space o fspace Ba gh da dQ

o Applying the key or Playfair on the Playfair

matrix 7 x13 as shown in Table 1

e Find ciphertext €1 by encrypt the plaintext
by applying Playfair algorithm using the key
matrix as shown

Table 2

e C1 = n2sripAcCn:zj/CtVTAOg equivalent to

41 56 46 45 36 43 2 30 4 41 83 53 37

90 4 47 23 4 21 2 61 43

Find the ciphertext €2 by using RSASQ-CRT

156

encryption

e Mp=Mmodp?=41 56 46 45 36 43
230441 835337904 4723421216 34
e E,=e*mod@ (p*) =529

e Cp= (Mp)Ep mod p? =

7304 9216 6517 6439 390 6311 9755 10019
4915 9217 4954 4888 5097 1144 4171 5097

2166 9755 7663 2677

e Mg=Mmodq®=41 56 46 45 36 43

230 4 41 83 53 37 90 4 47 23 4 21 2 16

34

e E,=e*mod@ (q*) =529

e Cq= (CMq)Eq mod q? =

11389 4473 49291693 1073 11026 3478 48
40 6340 11389 1119 1175 1044 3468 6340

4963 4080 6340 7434 3478 9610 2332

e Find x;such that x;q? = 1 mod p?. Find
,X,p? = 1 mod q?

e x1=188,x2=11238

e C=(q*XMp Xx;+p?XMqXx,)mod N?
e (=

83543293 48055926 31088964 54510382

48189914 12227109 79699967 52177933

X3

10756951
83543293 111960890 24593627 6962036
19856034 10756951 72122214 79082323
10756951 106643420 79699967 13748410
41836978
Decrypt C2

Get ciphertext C1 by using CRT - RSASQ

decryption

e Cp=C,modp?=7304 9216 6517 6439

390 6311 9755 10019 5097 7304 4915

9217 4954 48885097 1144 4171 5097 2166

9755 7663 2677

e D, =Dmod® (p*) = 9069

e Mp= (Cp)Dp mod p? =

41 56 46 45 36 43 2 30 4 41 83 53 37
90 4 47 23 4 21 2 16 34

e Cq=C,modq?= 11389 4473 4929 1693

1073 11026 3478 4840 6340 11389 1119

1175 1044 3468 6340 5963 4080 6340 7434

3478 9610 2332

e D, =Dmod® (q*) = 1801

e Mq= (Cq)Dq mod q? =

41 56 46 45 36 43 2 30 4 41 83 53 37
90 4 47 23 4 21 2 16 34

e C1=(q?XMp xx;+p?XMqgXx x,)mod N?

C= 41 56 46 45 36 43 2 30 4 41

83 533790 4 47 23 4 21 2 16 34

C1 equivalent to n2sripAcCn: zj/CtVTAOg

5097

r
4



Open Access Baghdad Science Journal P-1SSN: 2078-8665
Published Online First: May, 2023 2024, 21(1): 151-160 E-ISSN: 2411-7986

e Decryption €1 by Playfair algorithm to get
the plaintext
e M = University of Baghdad

Simulation Results Table 3. Time table of encryption
Various simulations are performed to test Time Time Time . .
the performance of our proposed HRSASQ and encryption of  encryption Tflrgginé:rypct:lg]r
HRSASQ-CRT. The simulation results of the Da@ RSA of RSASQ ¢ e
processing time determined using Matlab 14a  n=4l 0.0424 0.0732 0.0133
software with an ‘Intel(R) Core(TM) i7-7600 2=56 0.0305 0.0928 0.0173
CPU@ 2.80GHz 2.90 GHz’ process. s=46 0.0258 0.0568 0.0109
In the symmetric layer, the modified ?f45 0.0309 0.0651 0.0118
Playfair algorithm utilized 7x13=91 characters that 1i36 0.0272 0.0629 0.014
. p=43 0.0173 0.0697 0.0108
covered aII_ the keybo_ard characters which are easy A=) 0.0182 0.07 0012
for users in comparison to some other modified =30 0.021 0.0629 0.0107
Playfair[ref]. It expands the 5x5 matrix that using =4 0.0179 0.0823 0.0119
25 characters. Moreover, the ciphertext of Playfair n=41 0.0287 0.0783 0.0152
7x13 is more protected against hackers in :=83 0.0278 0.0622 0.0102
comparison to the 5x5 Playfair since the hacker z=53 0.0193 0.066 0.0102
must find in 7x13 =91 characters. Expanding the =37 0.0166 0.0588 0.0089
matrix causes the key size to be increased and hence /=90 0.0169 0.0602 0.0103
reduces the probability to break the code. The 824 0.0179 0.0823 0.0119
- . - _ t=47 0.0184 0.048 0.0134
chance to break the code in Playfair 5x5is 1/26 = | _,, 0.0159 0.0514 0.0104
0.0384 *°, while the likelihood to break the modified _ ' ' '
) C=4 0.0179 0.0823 0.0119
Playfalr is 1/91=0.010989011. T=21 0.0187 0.0612 0.0087
In the asymmetric layer, the proposed A=2 0.0182 0.07 0.012
RSASQ technique provides more security when  0=16 0.0198 0.0653 0.0112
benchmarked with the RSA algorithm which g=34 0.0206 0.0546 0.0108
utilizes the public key directly. RSASQ depends on sum 0.4879 1.4763 0.2578
the square of the public key indicating that if the
public key was hacked, it would be difficult to tencRSA tencRSASQ tencRSASQCRT
break it. The second proposed technique uses CRT 0.1

enhance the speed and simplify complex 0.08
computations. The computations can be reduced by '
using modulo, this reduces computation time. 0.06

shows that the encryption time of Table 3 0.04
RSASQ is about 3.03 times than RSA time in total. E \/\/\/\_
While the encryption time of our proposed RSASQ- 0.02
CRT is about 0.5 of RSA encryption time and 0.17
of RSASQ encryption time in total. Figs 6 and 7
provide analysis diagrams of encryption time.

Time

1 2 3 45 6 7 8 91011121314
Data

Table 4 shows the decryption time of  Figure 6. Data of encryption
RSASQ is about 8.3 times than RSA time in total.
While the decryption time of the proposed RSASQ- , MtencRSA MtencRSASQ M tencRSASQCRT
CRT is about 0.3 of RSA decryption time and 0.03
of RSASQ decryption time in total. Figs 8 and 9

provide analysis diagrams of decryption time. L

Time
=

0.5

0 -

Sum of data
Figure 7. Sum data of encryption
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Table 4. Time table of decryption

Time Time Time Time
Decryption  decryption  decryption of
Data of RSA of RSASQ  RSA—CRT
n=41 0.0129 0.124 0.0052
2=56 0.014 0.0824 0.0044
s=46 0.0176 0.1113 0.0048
=45 0.0259 0.136 0.0056
i=36 0.0223 0.1358 0.0065
p=43 0.0166 0.0977 0.005
A=2 0.0228 0.1327 0.0045
c=30 0.014 0.1198 0.0081
C=4 0.0138 0.0984 0.0059
n=41 0.0136 0.0836 0.0041
=83 0.0161 0.0862 0.0038
z=53 0.0149 0.874 0.0043
j=37 0.0157 0.0957 0.0051
/=90 0.0143 0.0896 0.0049
C=4 0.0138 0.0984 0.0059
t=47 0.0052 0.0876 0.0052
V=23 0.0179 0.0964 0.0047
C=4 0.0138 0.0984 0.0059
T=21 0.0187 0.01142 0.0058
A=2 0.0166 0.0977 0.005
0=16 0.0179 0.1032 0.004
g=34 0.0187 0.1089 0.0043
sum 0.3571 2.96922 0.113
e tJeCRSA e tdecRSASQ
0.15
0.1
(O]
£
" 0.05
_M
0
1 2 3 4 5 6 7 8 9 10
Data
Figure 8. Data of decryption
M tdecRSA M tdecRSASQ M tdecRSASQCRT

Time
N

Figure 9. Sum data of decryption

Conclusion and Future works

Sum of data

158

In this work two hybrid cryptosystems have
been proposed, that combine a modification of the
symmetric cryptosystem Playfair cipher and two
modifications of the asymmetric cryptosystem RSA.
These proposed technigues depend on two layers of
encryption and decryption.

Our extensive research and simulation
results showed that the first layer modification of
the symmetric cryptosystem Playfair improved the
standard Playfair and gives more security.
Moreover, the second layer for our proposed
RSASQ and RSASQ-CRT is more secure when
benchmarked with the original RSA algorithm. The
complexity of the RSASQ algorithm was overcome
by using CRT in RSASQ-CRT which gives the less
computational time when benchmarked with the
RSA and RSASQ.

The future works will overcome the
limitation of RSASQ by using simplified equation
instead of square to give less complexity such that
Euler theorem can still be satisfied, for example
square root can be taken especially the domain is
positive. ~ Moreover, using another symmetric
cryptosystem in hybrid cryptosystem combined
with the modified RSA.
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