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Abstract

In the field of anomaly detection, well-known techniques and state-of-the-art models often face challenges when interpreting the
latent space, which hinders their behavioral classification accuracy. Firstly, the sub-optimal distribution of data points within
the latent space makes normal behavioral regions verbose and indistinguishable from abnormal regions. Secondly, within the
latent space, it can be difficult to identify meaningful, separable, and indicative features. Finally, the processing time at the
inference stage is still relatively slow.

This paper aims to improve the accuracy of network anomaly detection mechanisms by proposing two novel deep hierarchical
representation learning models: Deep Nested Clustering Auto-Encoder (DNCAE) and Deep Clustering Hierarchical Auto-Encoder
(DCHAE). Both models adopt a nested branch structure, utilizing dual deep auto-encoders to establish hierarchical latent spaces; in
each, clustering algorithms are used to spatially optimize and refine the data points. This approach results in improved separation
between normal and abnormal data points, and easier identification of notable and/or indicative features.

To ascertain the effectiveness of the approach and the quality of resulting features, both models were used in conjunction with ten
different one-class anomaly detectors. Each of these ten anomaly detectors was evaluated on popular network intrusion datasets, no-
tably: NSL-KDD, UNSW-NB15, CIC-IDS-2017, CSE-CIC-IDS-2018, and CTU13. Experimental results have confirmed that both
of the proposed models produced higher levels of accuracy than existing baselines and current state-of-the-art models. Additionally,

the processing time at the inference stage shows a significant reduction.
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1. Introduction

In recent years, the world has witnessed a strong wave of dig-
ital transformation in almost all fields of the Industrial Revolu-
tion 4.0. The explosion of global internet usage and the advent
of new technologies have facilitated unprecedented achieve-
ments such as intelligent transportation, smart cities, smart
homes, online transactions, next-generation healthcare, and ed-
ucational platforms. Consequently, this has resulted in vast
amounts of data being stored in and transmitted through cy-
berspace [1]. Cyberspace therefore faces evolving security
challenges from attackers targeting data and information infras-
tructure [2]. The scale and scope of cyber-attack campaigns
targeting agencies, organizations, and businesses are increas-
ing and causing more severe impacts [3]. Cyber-attacks con-
tinually evolve, embracing increasingly sophisticated, complex,
modern, and multi-stage techniques to target data, services, ap-
plications, and infrastructure [4—6]. New types of malicious
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exploit code, novel vulnerabilities, and zero-day attacks are be-
ing created every day to deploy Advanced Persistent Threat
(APT) campaigns and Distributed Denial of Service (DDoS)
attacks causing significant damage worldwide [7-9]. In addi-
tion, the ubiquity of the Internet of Things (IoT) devices and
cloud technology increasingly create larger attack surfaces and
more attack vectors [10-12]. In particular, attackers create so-
phisticated payloads and malicious attack techniques that either
closely resemble normal network traffic or appear with such low
frequency to avoid detection [13]. The flexible use of obfusca-
tion, encryption, and evasion techniques has caused great diffi-
culties and challenges for network administrators [14].

Network Intrusion Detection Systems (NIDSs) have been
widely recognized as an effective solution to prevent and de-
tect cyber-attacks [15]. In general, NIDS can be divided
into two categories: Signature-Based Intrusion Detection Sys-
tem (SIDS) and Anomaly-Based Intrusion Detection System
(AIDS) [16]. SIDS detects cyber-attacks using a predefined
database of attack signatures. Although SIDS can detect known
attacks with high accuracy, it suffers from many inherent lim-
itations. Firstly, it cannot detect zero-day attacks or even vari-
ants of known attacks. Secondly, matching attack signatures
from a large database is a time-consuming task. Finally, it re-
quires frequent attack signature updates and is ineffective when
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applied to new network topologies and environments [17]. In
contrast, AIDS establishes a profile of expected behaviors, and
deviations from this norm exceeding a predefined threshold are
labeled as abnormal [18]. One of the key advantages of AIDS
is its ability to detect zero-day attacks, as well as known attack
variants.

In recent years, the use of Deep Learning (DL) models to
build AIDS solutions has gained significant attention from the
information security research community. Specifically, many
model architectures have been investigated and applied to de-
tect cyber-attacks, such as: Deep Belief Networks (DBNs) [19],
Convolutional Neural Networks (CNNs) [20], Recurrent Neu-
ral Networks (RNNs) [21], Autoencoders (AEs) [22], and hy-
brid models. Among these architectures, AE is a model that is
widely applied in research for AIDS development [23]. This
comes from AE’s powerful latent representation learning abil-
ity, which is beneficial when applied to network traffic. Despite
this, there is still scope for improving the performance of such
models, especially in terms of accuracy, false alarm rate, and
processing time during inference.

This paper focuses on addressing three inherent limitations of
state-of-the-art solutions, which are hindering the development
of high-performance IDS systems:

1. Existing DL models have not learned the latent represen-
tation space adequately enough to describe normal net-
work behavior, making the accurate detection of anoma-
lies challenging. This can be attributed to the constantly
changing definition of “normal” behavior in a network,
the emergence of new device types and/or functionalities,
and the diversity of communication protocols and applica-
tions. However, we argue that the root cause of this prob-
lem is that the proposed models cannot capture the core
characteristics of normal network traffic. In other words,
the learned latent representation spaces are not the most
indicative features to represent normal network data and
thereby clearly distinguish it from anomalies.

2. The distribution of normal network data points within the
learned latent space is insufficiently compact and therefore
leads to difficulties in determining the boundary between
normal and abnormal data areas. This often means that the
achievable accuracy and false alarm rates are insufficient
for detecting zero-day attacks. Many reasons can con-
tribute towards this, such as the diverse characteristics of
normal network data and the imbalance of normal network
data types. However, we argue that the existing methods
have not exploited the power of appropriate regularizers to
adequately consolidate normal network data points within
the learned latent space.

3. The required processing time for ascertaining whether data
points are normal or abnormal during the inference phase
is still slow, and therefore unsuitable for application in
real-time systems. There are many contributing factors
causing this problem, such as existing approaches having
high computational complexity, high dimensionality of the
learned latent space, and the use of unsuitable features.

This paper proposes two novel DL-based models to over-
come the aforementioned inherent limitations. Our first pro-
posed model is called Deep Nested Clustering Auto-Encoder
(DNCAE), referred to as DNCAE in this paper. It consists of
two nested Deep Autoencoders (DAEs): Outer DAE and In-
ner DAE. In the latent space of the Outer DAE, the K-means
clustering algorithm is utilized to group similar data points into
sub-clusters, forcing these cluster centers closer together. Then,
Inner DAE will compress this clustering architecture further to
optimize the volume of the normal network data regions. This
resultant architecture will significantly reduce the dimensional-
ity of the latent layer of Inner DAE, thus improving inference
time at processing, overcoming the outlined limitations. Our
second proposed model is called Deep Clustering Hierarchical
Auto-Encoder (DCHAE), referred to as DCHAE in this paper.
This consists of two DAEs, called Big DAE and Small DAE.
The difference between DNCAE and DCHAE, is that Big DAE
and Small DAE are separate in structure. The latent space of
Big DAE is the input layer of Small DAE, and the output of
Small DAE is not connected to Big DAE. The bottleneck layer
of Big DAE is also integrated with the K-means clustering algo-
rithm to force the optimal distribution of normal network data
points in the latent space. Then, Small DAE will compress this
clustered architecture more tightly at its latent layer differently
than the first model. Technical details of DNCAE and DCHAE
will be presented in Section 4. The overall general architecture
of DNCAE and DCHAE are shown in Figure 2 and Figure 3, re-
spectively. We evaluate the performance of the proposed mod-
els using benchmark data sets, including NSL-KDD, UNSW-
NB15, CIC-IDS-2017, CSE-CIC-IDS-2018, and CTU-13. In
summary, the main contributions of this work are as follows:

e We propose two novel DL-based models for anomaly-
based cyber-attack detection. The first model is DNCAE
(DNCAE), consisting of two nested DAEs: Outer DAE
and Inner DAE. Additionally, the K-means clustering al-
gorithm is integrated into the latent layer of Outer DAE to
classify normal network data points into appropriate clus-
ters in the latent space. The second model, called DCHAE
(DCHAE), consists of two DAEs: Big DAE and Small
DAE. The two DAEs are linked in a branching architec-
ture where their intersection is the Big DAE’s latent layer
and the Small DAE’s input layer. The K-means algorithm
is integrated at the intersection of two DAEs to explore the
cluster architecture of data points in the latent space.

e We investigate the impact of the K-means algorithm’s
number of clusters on the proposed models’ performance
to expose the hidden cluster architecture of standard data
sets.

e We evaluate the processing time at inference by observing
the time taken by each model during training and testing.

e We conduct comprehensive experiments to evaluate the
performance of the proposed models and compare these
against baselines and state-of-the-art models [23] and [24].
This is undertaken using a range of established NIDS data



sets, including NSL-KDD, UNSW-NB15, CIC-IDS-2017,
CSE-CIC-IDS-2018, and CTU-13.

This work is an extension of our previously published re-
search [25],we note the following additions to this work: inclu-
sion of CSE-CIC-IDS 2018 and CTU13 datasets in the eval-
uations; proposal of the DCHAE model; evaluation of the
DCHAE model on the benchmark datasets; investigation into
the impact of the number of clusters of the K-means algorithm;
evaluation of training and testing time for both models on all
datasets; and comparative analysis of DNCAE and DCHAE
with baselines and state-of-the-art models.

The remainder of this paper is organized as follows. Sec-
tion 2 briefly r eviews p rominent a nd ¢ utting-edge research
into anomaly-based cyber-attack detection. Then, Section 3
presents the mathematical background of the DAE model and
K-means algorithm. Our proposed DNCAE and DHCAE mod-
els are described in Section 4. Experiments, results, and discus-
sion are presented in Sections 5 and 6, respectively. Finally, we
conclude our paper in Section 7 and highlight future research
directions.

2. Related Works

This section will summarise some of the latest trends and
cutting-edge research pertinent to this work.

2.1. Autoencoder-based Cyber Attack Detection

Nicolau et al. [23] proposed two latent representation learn-
ing models to improve the performance of network anomaly de-
tection. The models, Shrink Autoencoder and Dirac Delta Vari-
ational Autoencoder feature new integrated regularizers, which
force normal data closer to the origin of latent space. Evalua-
tions undertaken on common NIDS datasets demonstrated de-
tection accuracy improvements. Similarly, Vu et al. [26] also
proposed two latent representation learning models for anomaly
detection: Multidistribution Variational Autoencoder and Mul-
tidistribution Denoising Autoencoder. The paper proposes new
versions of regularizers at the latent layers of VAE and DAE,
respectively. These models are trained using normal data and
known IoT attacks in a supervised manner. Experimental re-
sults on nine IoT datasets have shown that the proposed models
improve the ability to detect unknown IoT attacks.

In [27], the authors introduced their Adversarial Auto-
Encoder (AAE) and Bidirectional Generative Adversarial Net-
works (BiIGAN) models for cyber-attack detection. The eval-
uation was undertaken using the IoT-23 dataset, and yielded
F-scores of 0.99 for both proposed models.

Vu et al. [28] proposed two deep generative learning mod-
els to detect cloud intrusion. The first model, Conditional De-
noising Adversarial Autoencoder (CDAAE), generates specific
attack data instances. The second model combines CDAAE
and the KNN algorithm to generate borderline malicious data
samples to improve cloud attack detection accuracy. The data
generated from these two models is combined with existing
data to create an augmented dataset. Three conventional classi-
fiers, including Support Vector Machine (SVM), Decision Tree

(DT), and Random Forest (RF), are trained using this aug-
mented dataset. Experimental results on four benchmark data
sets (cloud IDS, CIC-IDS 2017, NSL-KDD, and UNSW-NB15)
have shown that the proposed methods have improved attack
detection accuracy in cloud environments.

Another innovative approach is that proposed by Wu [29]
with the Mislearned AutoEncoder (MisAE). Their solution
aims to solve the problem of over-generalization by increasing
the reconstruction error of abnormal data by incorrectly learn-
ing the pattern of these abnormal samples.

Other AE-related anomaly detection works have focused
upon: comparing classification performance of DAE, AE, and
One-Class Support Vector Machine (OC-SVM) when analyzing
CIC-IDS 2017 [30]; the application of hierarchically structured
AEs [31]; optimizing performance by using AE reconstruction
feature residuals rather than summary residual metric [32]; and
Deep Support Vector Data Description (DSVDD) combined
with a Contractive Autoencoder (CAE) to outperform common
algorithms including KMeans, OCSVM, and Isolation Forest
[33].

2.2. CNN-based and RNN-based Cyber Attack Detection

In the work [34], the authors presented a study using the 1D-
CNN model to detect network anomalies. In particular, they
divided the network data into three subsets based on TCP, UDP,
and Others protocols, which were trained separately. Several
feature selection techniques are applied before training to im-
prove the proposed model’s performance. They present exper-
imental results using the UNSW-NBI15 dataset, achieving F-
score results of 0.85, 0.97, and 0.86, for TCP, UDP, and Other
protocols, respectively.

Kasongo in [35] presented research using RNN-based deep
learning models to detect network intrusion. This solution uses
different neural network architectures, including Long Short-
Term Memory (LSTM), Gated Recurrent Unit (GRU), and
Vanilla RNN. To evaluate the performance of this solution, the
author conducted experiments using NSL-KDD and UNSW-
NB15 datasets. The XGBoost-based feature selection is applied
to preprocess the data before fitting it into deep learning mod-
els. It is claimed that the proposed models yield better results
than previous models regarding accuracy and F1 scores.

Similarly, Asmaa Halbouni et al. [36] proposed a hybrid
CNN and RNN model, which leverages the the spatial fea-
ture learning ability of CNN and the temporal feature learn-
ing power of RNN. Various techniques such as batch normal-
ization, dropout layers and standardization are used to avoid
over-fitting and increase the accuracy. The experiments were
conducted using three standard data sets: UNSW-NB15, CIC-
IDS-2017, and WSN-DS datasets. The results showed that the
CNN-LSTM model produces high detection rates and accuracy
on several attack classes but encounters limitations in detecting
Web-based attack classes.

2.3. Other Methods for Cyber Attack Detection

The authors in [37] have introduced an innovative extension of
the Isolation Forest (iForest) algorithm for anomaly detec-



tion. Particularly, this solution uses a deep neural network-
based random representation ensemble for a new representa-
tion scheme, enabling versatile data partitioning in various ran-
dom directions across different subspaces. This approach en-
hances anomaly scoring by combining random representations
with random partition-based isolation, leading to (i) more effec-
tive isolation of challenging anomalies in sparse and non-linear
data, (ii) overcoming constraints to address artifact issues, and
(iii) versatile handling of various data types. Extensive exper-
iments show that their proposal significantly outperforms iFor-
est and its extensions on tabular, graph, and time-series data,
and offers promising improvements over state-of-the-art deep
anomaly detectors.

Hongzuo Xu et al. [38] proposed a novel semi-supervised
anomaly detection method aimed at addressing the shortcom-
ings of current models including: (i) the presence of unla-
beled anomalies (anomaly contamination), which can distort
the learning process when all unlabeled data are considered nor-
mal, and (ii) the dependence on discrete supervision (binary or
ordinal labels), which hinders the optimal learning of anomaly
scores that naturally follow a continuous distribution. The key
idea of this method is developing contamination-resilient con-
tinuous supervisory signals through a mass interpolation tech-
nique, which diffuses the abnormality of labeled anomalies to
create new samples with continuous abnormal degrees. Ad-
ditionally, the method covers contaminated areas by generat-
ing new samples through combinations of correctly labeled
data. A feature learning-based objective is incorporated to reg-
ularize the network and enhance robustness against anomaly
contamination. Extensive experiments on real-world datasets
demonstrate that this approach significantly outperforms state-
of-the-art methods and provides robust and superior perfor-
mance across varying levels of anomaly contamination and dif-
ferent numbers of labeled anomalies.

In general, many deep learning-based architectures have
been proposed for anomaly-based cyber-attack detection. How-
ever, these solutions still have limitations in discovering robust
discriminative features that can improve the accuracy and false
alarm rate when detecting zero-day attacks. In this work, we
will propose two novel hierarchical latent representation learn-
ing models to overcome the above-mentioned limitations.

3. Background

In this section, we aim to present the mathematical back-
ground of the DAE model, K-means, and One-Class Classifi-
cation (OCC) algorithms, which are the main components of
our proposed solution.

3.1. Deep Auto-Encoder

DAE is a deep learning neural network architecture widely
used for tasks such as data compression, dimensionality reduc-
tion, feature engineering, and image denoising [39-42]. With
its powerful latent representation learning capabilities, DAE is
the most commonly used architecture for anomaly detection
purposes [23], [43-45]. It is trained to imperfectly copy in-
put data to output data, prioritising the strongest features and

approximating the input data. The DAE training process en-
ables the discovery of powerful and meaningful representation
spaces. Regarding the architecture, DAE consists of two main
components: Encoder and Decoder. In modern DAE models,
the Encoder and Decoder are essentially deep architecture mod-
els equipped with nonlinear activation functions to learn hier-
archical abstract representations of data. The Encoder trans-
forms the original raw data at the input layer into the latent
space through the general function F(.). Whereas the Decoder
will map samples from the latent space to the original space at
the output layer, through the general function G(.). Let us de-
note the original training data set as X = {x;li = 1,2,3,...n};
The latent representation of X at the output of the Encoder is
H = {h;|i = 1,2, 3, ...n}, and the reconstruction of X at the out-
put of the Decoder is X = {x;li = 1,2,3,...n}. The responsibil-
ities of the Encoder and Decoder parts are expressed through
functions F(.) and G(.) as follows:

H = Fy(X) €))
X = Gy(H) = G4(Fy(X)) )

Where, n is the number of instances in training set X; x;,%; €
R?; D € N is the dimension of original data; h; € R% deN
is the dimension of latent representation space H; 8 and ¢ are
weights and biases of Encoder and Decoder components, re-
spectively. In the general case, F(.) and G(.) are nonlinear func-
tions. The DAE training process optimizes the difference be-
tween the original data in set X and the reconstructed version in
set X at the output of the Decoder. However, the more important
purpose is that through this optimization process, it is possible
to learn condensed, prominent, and meaningful features in the
latent space H. More specifically, the DAE training process in-
volves finding optimal solutions for functions F(.) and G(.) to
satisfy:

ar%%lin E[L(xi, G[F(x,-)]) 3)

Here, L is the objective function to measure the dissimilarity
between the original data and its reconstructed version at the
output of the Decoder; E is the expectation value calculated
over the entire training set X. Choosing a specific form for the
objective function depends mainly on the nature of the train-
ing data. If the training data is real values, the chosen objec-
tive function is Mean Squared Error (MSE), while if the data is
in binary form, the used loss function is Binary Cross-Entropy
(BCE). Specifically, the potential candidates for the objective
function for DAE are shown as follows:

LMSE(X, X) -1 Z (Xi - fii)z (€]

. 1 v . .
Lice(X.X) = —~ Zl (xiTlog(®) + (1 - x) log(1 - %)) (5)
In this article, we propose two novel variants for the DAE model
architecture, in which two DAEs are connected in the same ar-
chitecture in two different ways and integrate the clustering al-
gorithm into the latent layer of a DAE (Outer DAE for DNCAE
and Big DAE for DCHAE).



3.2. K-means

The K-means is one of the most popular clustering algo-
rithms used to classify unsupervised data into a predefined
number (K) of clusters [46],[47]. Let X = {x;|li = 1,2,3,...n}
is the D-dimensional dataset; x; € R?; D € N; K is given the
natural number (K € N). Our goal is to divide the dataset X
into K clusters of samples, such that the distance between data
points in the same cluster is smaller than the distance between
data points outside the cluster. We further assume that each data
point is in only one cluster. For each data point x;, we give a bi-
nary index z; € {0, 1} to determine which of the K clusters the
data point belongs to. Each cluster is represented by a cluster
center ¢, which is also in D-dimensional space. The division
of data set X into K clusters is the process of optimizing the
following objective function:

n K
LimeansC2) = " > e Il xi = ¢ | ©6)
i=1 k=1
Where, C = {cik = 1,2,3...K} is the centers of the K clusters;
Z = {zili = 1,2,3..n;k = 1,2,3..K } is the binary index for
dataset X. These are two successive optimization steps with
respect to zi and ¢,. First, while keeping ¢; unchanged, we
minimize Lgeans(C, Z) with respect to zix. Lgmeans(C,Z) is a
linear function of z;, so it is easy to obtain the assignment index
of the data points in each cluster as follows:

(N

1 ifk =argmin; || x; — ¢ |7
Zik = .
0 otherwise

Next, while keeping Z fixed, we optimize Lk eans(C, Z) with
respect to C, which is the quadratic function of C. Taking
derivative of Lgmeans(C, Z) with respect to ¢, and give to zero
we gain:

2 zlxi =€) = 0 @®)
i=1

The solution for ¢; has the form:

i TikXi
i Zik

Generally, the process assigns data points to the nearest cluster

and then recalculates the cluster center until the assignment is
unchanged or a predetermined number of iterations is reached.
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3.3. One-Class Classification Algorithms

This section will briefly present the One-Class Classification
(OCC) algorithms [48] applied in our solution, including: One-
Class Support Vector Machine (OCSVM), Local Outlier Factor
(LOF), Kernel Density Estimation (KDE), Cetroid (CEN), Iso-
lation Forest (IF) and Elliptic Envelope (EE).

3.3.1. One-Class Support Vector Machine (OCSVM)

OCSVM [49] is a particular case of SVM. During the train-
ing process, OCSVM tries to find a hyperplane that separates
normal network instances and the origin as far as possible. Its
core idea is to build the separation between normal and at-
tack network regions as clearly as possible in the feature space,
where anomalous data points appear closer to the origin.

3.3.2. Local Outlier Factor (LOF)

LOF [50] is a commonly used technique in anomaly detec-
tion tasks. LOF identifies anomalous data points by measuring
their local deviation from surrounding neighbors. LOF is de-
fined based on local density, in which the distance of K neigh-
bors is used to estimate the density. Additionally, LOF iden-
tifies anomalous data points by assuming their local density is
generally lower than the local density of normal data points.

3.3.3. Kernel Density Estimation (KDE)

KDE [51] is an effective method used for anomaly detec-
tion. KDE is a non-parametric method used to estimate the
probability density function of data points based on kernels and
weights. Essentially, the performance of the KDE classifier de-
pends mainly on the kernel function and bandwidth selection.

3.3.4. Centroid (CEN)

CEN is a method based on the assumption that normal net-
work data points are distributed in a hyperspherical shape [48].
It will then calculate the distance from the center of the hyper-
sphere to determine whether it is a normal or anomalous data
point. The distance threshold is a vital hyperparameter that de-
termines the accuracy of the CEN one-class classifier.

3.3.5. Isolation Forest (IF)

IF is an effective, fast anomaly detection method based on
binary tree mechanism [52]. IF operates on the assumption that
abnormal data points are rare and contain different characteris-
tics in comparison with normal ones. IF has linear time compu-
tational complexity, low memory requirements, and can work
with large datasets.

3.3.6. Elliptic Envelope (EE)

EE is a method of identifying anomalous data points based
on the shape of known distributions [53]. This method assumes
the data follows a Gaussian distribution. Specifically, it will
try to find the hyper-ellipse to contain most of the normal data
points and identify points that lie outside the hyper-ellipse as
anomalies. The accuracy of the EE classifier depends on esti-
mating the size and shape of the hyper-ellipse.

4. PROPOSED METHODOLOGY

We aim to find a latent representation space of normal net-
work data to support OCC classifiers t hat f urther improves
anomaly detection performance. To overcome the limitations
of recent state-of-the-art methods discussed previously, we pro-
pose two novel deep learning-based models to explore the more
meaningful and concise features of normal network behavior.
The motivations for proposing two different models in this pa-
per are firstly, to validate that any feature quality improvements
offered by our underlying method of dual refinement are consis-
tent across different architectures. Secondly, we wanted to ex-
plore how the different architecture influence the latent spaces
generated using our proposed method.



Our proposed models (DNCAE and DCHAE) are both based
on the idea of combining of two hierarchically connected DAEs
(using two different architectures as outlined above) with the K-
means clustering algorithm integrated into the latent represen-
tation space of a DAE to explore the clustering structure of nor-
mal samples in this space. An optimal arrangement of normal
network data points on the first latent space will be formed with
K-means’ support. Then, the second DAE will further compress
this arrangement to minimize the normal space region, thereby
clarifying the border between the normal and abnormal data ar-
eas. As a result, powerful and expressive latent features will
be learned to better support OCC classifiers. In addition, the
dimensionality in the latent space will be smaller than the orig-
inal data, meaning the latent space is a more pure, condensed,
and concise representation of the original data. The training of
DAE and K-means is carried out in a co-training manner, which
will be presented in detail in subsection 4.1. The two proposed
models, DNCAE and DCHAE, will be presented in detail in
subsections 4.2, 4.3, respectively.

4.1. Clustering in Latent Representation Space
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Figure 1: Clustering at Latent Representation Space

Previous DAE models used for anomaly detection only push
normal network samples towards one cluster in the latent rep-
resentation space. We argue that the underlying architecture
of normal network data will consist of many sub-clusters. The
reason for this phenomenon is that normal network observa-
tions are generated from various common user behaviors and
many different services, applications and protocols. As a re-
sult, these data instances have not only the typical character-
istics of normal network data but also the unique signatures of
each sub-cluster. Therefore, to explore the optimal arrangement
of normal network data points in the latent space, we integrate
the K-means clustering algorithm into the bottleneck layer of a
DAE. The objective function in this clustering training process
is called the clustering loss and has the following form:
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Where X = {x;|i = 1,2,3,...n} is training set with n samples;
F®O is Encoder function of a DAE at i”* iteration; c; is the

the closest sub-cluster center of F'(x;) sample at ¢ iteration; c;‘l
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and c’; are j™ sub-cluster centers at (t — 1) and " iterations,
respectively; cf, is expectation over all k sub-cluster centers at
" iteration; Q(x;, h) is a clustering loss containing two terms.
The first term is to minimize the distance from the data points
to their corresponding sub-cluster centers. The second term is
to force the sub-cluster centers to move closer to each other. A,
and A, are the coefficients to trade off these two loss compo-
nents in the clustering objective function. We have designed a
Figure 1 to support the description of the clustering procedure
at the latent representation in two-dimensional space. Specifi-
cally, data instances in the same sub-cluster are pushed to their
center, and the cluster centers are also forced closer together
within this space.

4.2. Deep Nested Clustering Auto-Encoder (DNCAE)
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Figure 2: Deep Nested Clustering Auto-Encoder (DNCAE)

We aim to build a DL-based latent representation learning
method for normal network data, to produce meaningful and
highly separable features, thereby better supporting the use of
OCC classifiers. Our model is expected to overcome the limita-
tions of recent state-of-the-art models [23], [24]. To do this, the
following goals must be achieved simultaneously: i) our pro-
posed model requires the capability to find latent, outstanding
features to distinguish between normal and abnormal network
data more efficiently; and ii) our proposed model must min-
imize the spatial region of normal network data in the latent
space so that the decision boundary between normal and ab-
normal data is more apparent. Furthermore, it is based on the
observation that data has an intrinsic clustering structure [54].
Consequently, although the network data for training anomaly-
based network attack detectors is just normal data, it will also



have an internal clustering structure. This phenomenon can be
explained as normal network data being generated from many
different types of common user behavior and a diversity of pro-
tocols, applications, and devices.

The DNCAE model includes two nested DAEs: Outer DAE
and Inner DAE. The Outer DAE’s latent layer is used as the
input layer of the Inner DAE. The output of the Inner DAE is
the input of the Decoder part of the Outer DAE. Additionally,
the K-means clustering algorithm is integrated into the latent
layer of Outer DAE, as described in the previous section 4.1
before entering into the Encoder part of Inner DAE. The gen-
eral architecture of the model is illustrated in Figure 2. DNCAE
is expected to combine the powerful feature learning ability of
the two DAE models, with the fast and effective clustering of
K-means. The task of the Decoder part of Outer DAE is to
map the original normal network data to a richer and more ab-
stract feature space. Here, K-means will assist in discovering
an optimal clustering structure, so that data points in the same
cluster will be forced closer to the corresponding center, and
at the same time, the cluster centers will also move closer to-
gether. After that, the Encoder part of Inner DAE will continue
to compress this space to minimize this normal region’s hyper-
volume and distill the core, most quintessential latent features
of normal data points. The DNCAE training process aims to
optimize the three-component objective function as follows:

Lpncae = a1£0uter<X, X) + a’Z-L:Inner(H, ﬁ) + a3 QH) (14)

Here, the first and second components are the reconstruction
error of Outer DAE and Inner DAE, respectively, and the third
component is the clustering loss Q(H) calculated by the expres-
sion 10. In our work, LoMer(X, X) and .Ehmer(H, ﬁ) have the
following particular forms:

Lowa(X.X) = Luse(X.R) = - Y (xi-2) (15)

. N 1 < N2

Limee(H.H) = Lyse(H.H) = Z (hi—h)  (16)
X = {xjli = 1,2,3,...n} is training data of n normal network
instances. X = {X;li = 1,2,3,...n} is the reconstructed version
of X at the output layer of Outer DAE; H = {h;|i = 1,2,3,...n}
is a latent representation of Outer DAE and also the input for
the Encoder part of Inner DAE; H-= {ﬁ,-li =1,2,3,...n} is the
reconstructed version of H at the output layer of Inner DAE and
also an input for the Decoder part of Outer DAE; Coefficients
a1, @y, and @3 are used to trade-off three loss terms in the objec-
tive function. The process of optimizing the objective function
of DNCAE is carried out in a co-training manner, in which the
weights and biases are updated using the Stochastic Gradient
Descent (SGD) technique [39].

4.3. Deep Clustering Hierarchical Auto-Encoder (DCHAE)

The DCHAE model includes two DAEs, which are called
Big DAE and Small DAE; its overall architecture is illustrated
in Figure 3. These two DAEs are connected to each other by

Clustering Loss

Input Layer 1 @

Output Layer 1

PO [[eus

Recontruction

Loss 1

Big Encoder Big Decoder

Figure 3: Deep Clustering Hierarchical Auto-Encoder (DCHAE)

the latent layer at the bottleneck of Big DAE being used as the
input layer of Small DAE. The output layer of the Small DAE
is left free and not connected to the Big DAE as was the case in
DNCAE. At the bottleneck of Big DAE, we also integrate the
K-means clustering algorithm as described in the section 4.1
to find the optimal distribution of normal network data points
according to the appropriate structure of sub-clusters. Then,
Small DAE will use this space as input data to distill the core,
most quintessential latent features of normal data points.

The core difference between DNCAE and DCHAE is that in
DNCAE, the Outer DAE, and Inner DAE are designed to be
nested (Inner DAE is completely inside Outer DAE). However,
in DCHAE, Big DAE and Small DAE are designed in two sep-
arate branches. The common point of these two branches is that
the bottleneck layer of Big DAE is also the input of Small DAE.

The objective function in the training process DCHAE has
the following form:

Locuat = B1 Lsig(X. X) + B2 Lsman (K. H) + 53Q(H) (17)

n n

Lpcuae = ﬁl% Z (Xi - ?A(i)z +ﬁzrll Z (hi - ﬁi)2 + B:Q(H) (18)

i=1 i=1

Here, the first two components of the objective function are the
reconstruction errors of Big DAE and Small DAE, respectively.
The third component of the objective function is the clustering
error determined as described in Section 4.1.

X = {x;li = 1,2,3,...n} is a training set of n normal network
observations. X = {X;li = 1,2,3,...n} is reconstructed version
of X at the output layer of Big DAE; H = {h;|i = 1,2,3,...n}isa
latent representation of Big DAE and also the input for Encoder
part of Small DAE; H = {ﬁili = 1,2,3,...n} is a reconstructed
version of H at the output layer of Small DAE; 8, 8, and 83
are coefficients used to trade-off three loss terms in the objective
function.



Both DNCAE and DCHAE are trained in a co-training man-
ner, to explore hierarchical latent data representation spaces
from only normal network data, to overcome the limitations of
contemporary state-of-the-art models [23], [24].

The training process of our proposed models is presented in
Algorithm 1.

Algorithm 1 Training Process of DNCAE and DCHAE
1: Input: A given dataset X, the number of clusters &, two
sets of parameters @, and O, for two DAE in each of
our proposed models, the maximum number of itera-
tions T
Randomly choose k cluster centers (C?)
Initialize model parameters @; and O,
t=1
repeat
Train DNCAE and DCHAE on X to optimize the loss
functions (14) and (17), respectively
Classify X into & clusters
8:  Update new £ cluster centers (C’) via formula (12)
9: t=1r+1
10: until an early-stopping criterion is met or r < T
11: Output: DNCAE and DCHAE models

EANR A R
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The algorithm begins with the dataset X and a predefined
number of clusters k. It also requires two sets of parameters @
and @, for the two DAEs in the proposed models, as well as a
maximum number of iterations 7 . The process starts by
randomly initializing the cluster centers and setting the param-
eters for both DAEs. The iteration counter is initialized to 1.
During each iteration, the DNCAE and DCHAE models are
trained on the dataset X to minimize their respective loss func-
tions. The trained models are then used to classify the dataset X
into k clusters. The cluster centers are updated using the
specified formula 12 based on the models’ current state. The it-
eration counter is incremented, and the process is repeated until
an early-stopping criterion is met or the maximum number of
iterations is reached.

4.4. General Flow of Proposed Approach
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Figure 4: General Flow of Proposed Approach

Our proposed DNCAE ( 4.2) and DCHAE (4.3) approaches
are based on the hierarchical latent representation learning
model. Fundamentally, DNCAE and DCHAE have harmo-
niously combined the powerful and elegant latent representa-
tion learning ability of DAE models with the efficiency and
fast clustering capability of K-means. As a result, DNCAE and
DCHAE offer a richer, condensed, and distilled data represen-
tation space and simultaneously minimize the super-volume of
normal network regions at latent space. Therefore, it better sup-
ports the performance of OCC classifiers and overcomes the in-
herent limitations of previous works. To evaluate the effective-
ness of DNCAE and DCHAE, a set of OCC classifiers is used,
including: One-Class Support Vector Machine (OC-SVM with
Linear, Poly, Rbf, and Sigmoid Kernels), Local Outlier Factor
(LOF), Kernel Density Estimation (KDE), Cetroid (CEN), Iso-
lation Forest (IF) and Elliptic Envelope (EE). In this work, OCC
classifiers are trained using the learned representation produced
by DNCAE and DCHAE during the training process. The gen-
eral working flow of our proposed method is illustrated in Fig-
ure 4. More specifically, our solution is divided into two train-
ing stages: The first stage is learning the latent representing
space from only normal network instances by training DNCAE
and DCHAE models. Then, in the second stage, OCC classi-
fiers are trained using the learned features from the previous
stage.

5. EXPERIMENTS

In this section, we will briefly present the benchmark datasets
used to evaluate the performance of our proposed models and
compare them with baselines and state-of-the-art methods. Af-
ter that, the configurations, hyperparameters, and programming
environment used for the experimental implementation will be
described.

5.1. Datasets

To evaluate the performance of the proposed model, we con-
ducted experiments using the following benchmark datasets:
NSL-KDD, UNSW-NBI15, CIC-IDS-2017, CSE-CIC-IDS-
2018, and CTU-13.

o NSL - KDD : The NSL-KDD dataset is an improved ver-
sion of the KDD99 dataset that addresses its inherent lim-
itations, which are thoroughly analyzed in [55]. Although
NSL-KDD still has many shortcomings, it is still one of
the most widely used datasets in the research community
to evaluate proposed methods for building intrusion de-
tection systems. The NSL-KDD dataset includes normal
traffic and 22 different attack patterns, which are divided
into four sub-classes, including Probe, Denial of Service
(DoS), Remote to Local (R2L), and User to Root (U2R).
Each data record has 41 features. Categorical features, in-
cluding protocol type, service, and flag are preprocessed
using a one-hot-encoding technique before training the
deep learning model. In addition, the NSL-KDD set is pre-
divided into two subsets for training and testing purposes:
KDDTrain* and KDDTest", respectively.



e UNSW — NB15 : The UNSW-NBI15 was published at the
Cyber Range Lab in New South Wales in 2015 [56]. This
data set consists of normal network instances and synthe-
sized cyber-attack behaviors generated from the IXIA Per-
fectStorm system. The UNSW-NB15 was envisaged to
overcome the limitations of the KDD98, KDDCUP99 and
NSLKDD data sets, with many new attack data samples
reflecting the current state of cyberspace. Specifically, this
dataset includes normal network data and nine different
attack patterns, in which each record has 49 features. Cat-
egorical attributes are also preprocessed using a one-hot
encoding technique before being pushed into the training
process.

e CIC - IDS - 2017 : The CIC-IDS-2017 dataset was pub-
lished at the Canadian Institute of Cybersecurity (CIC) in
2017 [57]. CIC-IDS-2017 includes benign network obser-
vations and many newly updated attack samples that re-
semble real network environments. Diverse attack data
types include DoS, DDoS, Brute Force, XSS, SQL In-
jection, Infiltration, Port Scan, and Botnets. The data set
includes eight different scenarios, in which each network
data point has 78 features.

e CSE - CIC - IDS - 2018 : The CSE-CIC-IDS-2018 is
the output of a collaborative project between the Com-
munications Security Establishment (CSE) and The Cana-
dian Institute for Cybersecurity (CIC) in 2018 [57]. This
dataset includes common network data streams and seven
different attack scenarios, including Brute-force, Heart-
bleed, Bot, DoS, DDoS, Web attack, and infiltration [58].
The infrastructure to deploy the attack includes 50 ma-
chines, and the target’s network topology includes five dif-
ferent departments with 420 personal computers and 30
servers. Network data generated from attack situations is
intercepted and stored as Pcap files. Then, these Pcap files
are processed using the CICFlowMeter-V3 tool; each data
point has 78 features.

e CTU13: CTUI3 is a dataset consisting of Botnet traffic
published at CTU University, Czech Republic, in 2011
[59]. In fact, this dataset is a mixture of normal network
data traffic, background traffic, and Botnet traffic in thir-
teen scenarios) with different Botnet samples. In these
scenarios, the categorical attributes are protocol, sTos,
and dTos, which are preprocessed using one-hot encoding
techniques before input to the training process.

The reasons for selecting these datasets to evaluate the
performance of the proposed models are: i) NSL-KDD and
UNSW-NBI15 are commonly-used NIDS datasets, which aids
comparability; ii) CIC-IDS-2017 and CSE-CIC-IDS-2018 are
state-of-the-art datasets containing new attack patterns similar
to real network environments; iii) CTU13 contains popular at-
tacks using Botnets against [oT environments.

During the training process, the NSL-KDD and UNSW-
NB15 data sets have been pre-divided into training and test-
ing datasets. We use only normal network data in the train-
ing set for training purposes, while both normal and abnormal

data in the testing set are used to verify the quality of the pro-
posed model. For the CIC-IDS-2017, CSE-CIC-IDS-2018, and
CTU13 data sets, we take 60 % of the normal network data for
training, while the remaining 40 % of the normal network data
and all anomalies are reserved for testing purposes.

Table 1 provides a summary of the datasets used in the ex-
periments presented in this paper. It also details the which spe-
cific subsets were utilised from the larger datasets such as CIC-
IDS2017 and CTU13.

5.2. Experimental Settings

In this work, we conduct experiments to verify the perfor-
mance of proposed models DNCAE and DCHAE to improve
the quality of anomaly-based cyber-attack detectors. To clarify
the superiority of the proposed models DNCAE and DCHAE,
the experimental results are compared with the following:

1. Baseline  models, DAE+OCCs and

DCAE+OCCs [60]

including

2. State-of-the-art models, including PCADCAE +OCCs
[24], SAE+OCCs and DVAE+OCCs [23]

Additionally, a number of additional experiments are con-
ducted to study various aspects of the proposed model and its
results, these include:

e Investigating the influence of the number of clusters in
the K-means algorithm on the performance of models
DNCAE and DCHAE for anomaly-based cyber-attack de-
tection.

e Comparing the training and testing times of the proposed
models against previous models to evaluate the ability to
deploy into real-world situations.

e Determining the impact of the loss components in the ob-
jective function on the performance of the proposed mod-
els.

e Visualizing the latent representation of the proposed mod-
els in 2-dimensional space to clarify the experimental re-
sults and observe the distribution of samples more clearly.

5.2.1. Deep Auto-Encoder parameters

The architecture of the DNCAE model is designed as fol-
lows: The Encoder part of Outer DAE and Inner DAE has four
layers. The output of the Encoder part of the Outer DAE is
the input of the Encoder part of the Inner DAE. Both Outer
DAE and Inner DAE are designed with a symmetrical architec-
ture between the Encoder and Decoder parts. The number of
dimensions at the bottleneck of Outer DAE and Inner DAE is
calculated using the formula d, = [1 + \/_D] as in [23], [24].
Where D is the input dimension of the Encoder parts, dj, is the
dimension in the latent space.

The architecture of DCHAE is designed similarly to
DNCAE, wherein, the Encoder parts of Big DAE and Small



Table 1: Benchmark datasets for evaluating the proposed models
No Datasets ‘ Dimension ”[Nr(;ll‘::::g ‘ 1;2:3:;1 A’ll‘le(;?il:;y ‘ Type of Attack
DoS (Back, Land, Neptune, Pod, Smurf, Teardrop,
Apache2, Udpstorm, Processtable, Worm),
! NSL-KDD 122 67343 o711 12833 U2L(Guessfgngziiit;:[’)}&iﬁz P:[i,nlljir];l?%h??ﬁm?lﬁ;;&:’i;ifﬁ?; ,Warezclient,
Spy.Xlock, Xsnoop, Snmpguess, Snmpgetattack, Httptunnel, Sendmail, Named),
U2R (Buffer_overflow, Loadmodule, Rootkit, Perl, Sqlattack, Xterm, Ps)
2 ‘ UNSW-NB15 ‘ 196 ‘ 55999 ‘ 33999 ‘ 45332 ‘ Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, Worms
3 CIC’[&E?;}?;? 17 ‘ 78 ‘ 260830 ‘ 171244 ‘ 13835 ‘ SSH-Patator, FTP-Patator
4 | Wednesday | 78 | 264016 | 176015 | 252672 | DoS Hulk, DoS GoldenEye, DoS Slowloris, DoS Slowhttptest, Heartbleed
5| Thursday | 78 | 100910 | 67276 | 2180 | Web AttackBrute Force, Web Attack-Sql Injection,Web Attack-XSS
6 | Friday-BOT | 78 | 113500 | 75567 | 1966 | BOT
7 |  Friday-PortScan | 78 | 48859 | 78678 | 158930 | PortScans (sS, sT, sF, sX, sN, sP, sV, sU, sO, sA, sW, sR, sL and B)
8 | Friday-DDoS | 78 | 58630 | 39088 | 128027 | DDoS
9 C\Sé ljc_ﬁ:(l)];_sz_g ?81 8 ‘ 78 ‘ 400575 ‘ 267051 ‘ 380949 ‘ FTP-BruteForce, SSH-Bruteforce
10 | Fri-16-02-2018 | 78 | 268063 | 178709 | 601802 | DoS-SlowHTTPTest, DoS-Hulk
11 | Wed-21-02-2018 | 78 | 216499 | 144334 | 687742 | DDOS-LOIC-UDP, DDOS-HOIC
12 ‘ Thurs-22-02-2018 ‘ 78 ‘ 628927 ‘ 419286 ‘ 362 ‘ Brute Force -Web, Brute Force -XSS, SQL Injection
13 | Fri-23-02-2018 | 78 | 628805 | 419204 | 566 | Brute Force -XSS, Brute Force -Web, SQL Injection
14 | Wed-28-02-2018 | 78 | 326520 | 217680 | 68871 | Infiltration
15 | Thursday-01-03-2018 | 78 | 142822 | 95215 | 93063 | Infiltration
16 | Friday-02-03-2018 | 78 | 457430 | 304954 | 286191 | Bot
17 | CTU13-06 | 38 | 2997 | 4496 | 4630 | Bot Menti, PS
13 | CTU13-07 | 34 | 670 | 1006 | 63 | Bot Sogou, HTTP
19 | CTU13-08 | 40 | 29128 | 43693 | 6127 | Bot Murlo, PS
20 | CTU13-09 \ 41 | 11986 | 17980 | 184987 | Bot Neris, IRC, SPAM, CF, PS
21 | CTU13-10 | 38 | 6338 | 9508 | 106352 | Bot Rbot, IRC, DDoS, US
22 | CTU13-12 | 36 | 3050 | 4577 | 2168 | Bot NSIS.ay, P2P botnet
23 | CTU13-13 | 40 | 12775 | 19163 | 40003 | Bot Virus, SPAM, PS, HTTP

DAE also include four layers, the way to calculate the num-
ber of dimensions at the bottleneck layer is still the same as in
DNCAE.

For both DNCAE and DCHAE, we use the Xavier initial-
ization technique for the weights and biases of the models to
speed up the convergence process. The activation function used
is Tanh. The batch size is set to 256, the Adadelta optimization
algorithm is used, and the learning rate is set to 0.01.

To prevent overfitting during our experiments, we imple-
mented early stopping and L2 regularization techniques [23].
The L2 regularization helps to decrease the model’s complex-
ity, enhancing its generalization capability for unseen data. The
coefficient of L2 regularization is set to 0.05. Additionally, the
training process terminates if the loss function value does not
improve by an absolute value of 0.001 within 5 epochs (pa-
tience).

5.2.2. OCC parameters

In terms of OC-SVM, the four kernels used are: ’linear’,
poly’, ’tbf’, and ’sigmoid’, respectively. The degree of the
polynomial kernel function for the "poly’ kernel is set to 3. In
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addition, other hyperparameters are set to the same default. The
number of base estimators in the ensemble is set to 100 for the
IF classifier. The value for the contamination hyperparameter
is set up as ’auto’. All hyperparameters are set to default for the
EE classifier. The number of neighbors is set to 10 for the LOF
classifier. The value for the contamination hyperparameter is
set up to ’auto’ as for IF. For KDE, the threshold value is set
at 0.95, the kernel chosen is *Gaussian’, and the metric used is
“euclidean’. The distance threshold of the CEN classifier is set
up to 0.95, and the Euclidean metric is used.

5.2.3. Evaluation Metrics and Environmental Infrastructure

We use the area under the resulting ROC curve (AUC) as the
primary metric for comparing performance between baselines,
state-of-the-art models, and proposed models. This is a met-
ric widely used in network anomaly detection works [23], thus
enabling better comparisons.

All experiments were conducted under the same environmen-
tal conditions. Experiments were implemented in Python 3.10
using the Pytorch framework and executed in an Anaconda en-



Table 2: AUCs of DAE+OCCs, DCAE+OCCs, PCADCAE+OCCs, SAE+OCCs, DVAE+OCCs, DNCAE+OCCs, DHCAE+OCCs models on NSL-KDD, UNSW-
NB15 and six scenarios of CIC-IDS-2017

Latent One-Class Datasets
Representation Classifiers | | | | Thurday | Friday | Friday | Friday
NSL-KDD ! UNSW-NB15 ! Tuesday ' Wednesday Morning BOT PortScan DDoS
RE 0.623 0.622 0.711 0.710 0.534 0.523 0.612 0.637
OCSVM Linear 0.869 0.615 0.490 0.082 0.584 0.619 0.195 0.181
OCSVM Poly 0.871 0.618 0.311 0.156 0.461 0.356 0.451 0.264
OCSVM Rbf 0.937 0.823 0.435 0.751 0.465 0.517 0.246 0.610
DAE OCSVM Sigmoid 0.871 0.619 0.493 0.213 0.463 0.256 0.082 0.343
IF 0.951 0.834 0.747 0.873 0.588 0.676 0.571 0.793
EE 0.936 0.789 0.692 0.889 0.797 0.671 0.729 0.815
LOF 0.513 0.536 0.449 0.469 0.450 0.471 0.458 0.452
KDE 0.946 0.857 0.740 0.879 0.643 0.632 0.651 0.773
CEN 0.943 0.794 0.452 0.869 0.621 0.704 0.276 0.598
RE 0.647 0.630 0.580 0.694 0.320 0.741 0.670 0.808
OCSVM Linear 0.455 0.380 0.641 0.901 0.235 0.319 0.173 0.483
OCSVM Poly 0.455 0.380 0.641 0.901 0.235 0.320 0.173 0.483
OCSVM Rbf 0.967 0.888 0.508 0.897 0.677 0.677 0.761 0.871
DCAE OCSVM Sigmoid 0.455 0.380 0.641 0.901 0.235 0.319 0.173 0.483
IF 0.966 0.892 0.674 0.905 0.696 0.725 0.755 0.893
EE 0.957 0.908 0.361 0.890 0.802 0.752 0.824 0.851
LOF 0.521 0.537 0.468 0.466 0.459 0.476 0.465 0.455
KDE 0.970 0.893 0.657 0.897 0.708 0.706 0.766 0.884
CEN 0.967 0.878 0.639 0.877 0.669 0.707 0.755 0.880
RE 0.756 0.589 0.619 0.579 0.436 0.523 0.401 0.657
OCSVM Linear 0.768 0.746 0.727 0.444 0.072 0.605 0.406 0.270
OCSVM Poly 0.748 0.735 0.727 0.444 0.072 0.605 0.406 0.270
OCSVM Rbf 0.965 0.846 0.750 0.904 0.629 0.667 0.650 0.848
PCADCAE OCSVM Sigmoid 0.768 0.746 0.428 0.444 0.072 0.605 0.406 0.300
IF 0.963 0.843 0.732 0.904 0.813 0.639 0.657 0.849
EE 0.962 0.852 0.793 0.807 0.783 0.711 0.728 0.885
LOF 0.514 0.531 0.493 0.483 0.473 0.497 0.455 0.467
KDE 0.962 0.845 0.743 0.907 0.819 0.700 0.674 0.860
CEN 0.964 0.846 0.746 0.905 0.830 0.702 0.655 0.846
RE 0.650 0.584 0.459 0.619 0.583 0.558 0.600 0.552
OCSVM Linear 0.726 0.727 0.718 0.346 0.207 0.602 0.403 0.290
OCSVM Poly 0.942 0.733 0.652 0.745 0.631 0.605 0.793 0.598
OCSVM Rbf 0.957 0.841 0.748 0.900 0.618 0.664 0.645 0.840
SAE OCSVM Sigmoid 0.748 0.742 0.438 0.429 0.208 0.601 0.405 0.304
IF 0.935 0.830 0.711 0.881 0.671 0.559 0.812 0.619
EE 0.941 0.829 0.705 0.720 0.675 0.653 0.804 0.752
LOF 0.519 0.540 0.451 0.470 0451 0.482 0.449 0.458
KDE 0.943 0.827 0.715 0.886 0.700 0.654 0.803 0.613
CEN 0.942 0.832 0.744 0.715 0.621 0.654 0.769 0.582
RE 0.396 0.456 0.616 0.621 0.578 0.572 0.265 0.280
OCSVM Linear 0.785 0.646 0.252 0.164 0.266 0.448 0.270 0.381
OCSVM Poly 0.780 0.622 0.370 0.211 0.265 0.435 0.264 0.398
OCSVM Rbf 0.812 0.655 0.560 0.789 0.726 0.739 0.740 0.588
DVAE OCSVM Sigmoid 0.787 0.668 0.260 0.175 0.265 0.455 0.288 0.374
IF 0.817 0.672 0.493 0.803 0.483 0.473 0.457 0.531
EE 0.816 0.736 0.494 0.544 0.459 0.453 0.448 0.737
LOF 0.530 0.541 0.453 0.464 0.448 0.476 0.455 0.448
KDE 0.954 0.881 0.701 0.912 0.681 0.698 0.757 0.843
CEN 0.955 0.743 0.602 0.893 0.650 0.545 0.497 0.632
RE 0.802 0.800 0.680 0.436 0.920 0.644 0.922 0.748
OCSVM Linear 0.700 0.782 0.925 0.398 0.885 0.759 0.953 0.966
OCSVM Poly 0.961 0.782 0.925 0.398 0.885 0.759 0.953 0.966
DNCAE OCSVM Rbf 0.969 0.913 0.711 0.938 0.742 0.746 0.816 0.927
OCSVM Sigmoid 0.700 0.782 0.925 0.398 0.885 0.759 0.953 0.966
IF 0.967 0.915 0.753 0.936 0.803 0.712 0.838 0.917
EE 0.970 0.912 0.708 0.917 0.774 0.649 0.798 0.951
LOF 0.528 0.542 0.476 0.471 0.466 0.491 0.467 0.461
KDE 0.969 0.916 0.735 0.929 0.795 0.700 0.804 0.937
CEN 0.968 0.913 0.788 0.933 0.799 0.722 0.812 0.923
RE 0.737 0.747 0.899 0.869 0.888 0.794 0.841 0.694
OCSVM Linear 0.758 0.796 0.850 0.902 0.766 0.735 0.899 0.976
OCSVM Poly 0.761 0.796 0.801 0.902 0.769 0.732 0.895 0.976
DCHAE OCSVM Rbf 0.969 0.900 0.780 0.912 0.808 0.700 0.853 0.918
OCSVM Sigmoid 0.875 0.796 0.823 0.902 0.768 0.737 0.897 0.976
IF 0.969 0.898 0.761 0.922 0.815 0.739 0.827 0.918
EE 0.970 0.910 0.795 0.898 0.882 0.752 0.855 0.917
LOF 0.530 0.584 0.472 0.483 0.548 0.483 0.470 0.459
KDE 0.970 0.916 0.749 0.926 0.783 0.754 0.828 0.923
CEN 0.969 0.914 0.775 0.927 0.831 0.708 0.844 0.916
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Table 3: AUCs of DAE+OCCs, DCAE+OCCs, PCADCAE+OCCs, SAE+OCCs, DVAE+OCCs, DNCAE+OCCs, DHCAE+OCCs models on eight scenarios of
CSE-CIC-IDS-2018

Latent One-Class Datasets
Representation Classifiers 14-02-2018 | 16-02-2018 | 21-02-2018 | 22-02-2018 | 23-02-2018 | 28-02-2018 | 01-03-2018 | 02-03-2018
RE 0.446 0.798 0.798 0.570 0.415 0.491 0.471 0.454
OCSVM Linear 0.143 0.988 0.998 0.395 0.783 0.505 0.550 0.505
OCSVM Poly 0.206 0.988 0.998 0.450 0.553 0.512 0.541 0.497
OCSVM Rbf 0.734 0.979 0.979 0.563 0.620 0.474 0.457 0.649
DAE OCSVM Sigmoid 0.151 0.988 0.998 0.405 0.801 0.520 0.545 0.505
IF 0.737 0.995 0.995 0.561 0.504 0.473 0.573 0.679
EE 0.810 0.995 0.995 0.553 0.358 0.464 0.593 0.762
LOF 0.448 0.496 0.496 0.579 0.557 0.504 0.506 0.451
KDE 0.809 0.963 0.963 0.520 0.543 0.470 0.534 0.663
CEN 0.660 0.979 0.979 0.560 0.653 0.500 0.466 0.627
RE 0.468 0.837 0.824 0.646 0.348 0.489 0.486 0.505
OCSVM Linear 0.979 0.757 0.759 0.799 0.492 0.533 0.466 0.482
OCSVM Poly 0.979 0.757 0.759 0.799 0.491 0.533 0.466 0.482
OCSVM Rbf 0.943 0.965 1.000 0.571 0.435 0.472 0.578 0.471
DCAE OCSVM Sigmoid 0.979 0.757 0.799 0.799 0.492 0.533 0.466 0.482
IF 0.951 0.964 1.000 0.548 0.419 0.473 0.581 0.453
EE 0.922 0.479 1.000 0.564 0.446 0.473 0.575 0.579
LOF 0.446 0.501 0.504 0.547 0.548 0.505 0.500 0.454
KDE 0.957 0.958 1.000 0.562 0.457 0.472 0.577 0.483
CEN 0.948 0.965 1.000 0.571 0.447 0.473 0.576 0.478
RE 0.647 0.625 0.437 0.734 0.487 0.494 0.490 0.526
OCSVM Linear 0.726 0.424 0.473 0.424 0.564 0.478 0.603 0.552
OCSVM Poly 0.726 0.424 0.473 0.424 0.564 0.478 0.603 0.552
OCSVM Rbf 0.646 0.528 0.528 0.555 0.499 0.477 0.552 0.603
PCADCAE OCSVM Sigmoid 0.726 0.423 0.473 0.424 0.564 0.478 0.603 0.552
IF 0.700 0.612 0.732 0.562 0.509 0.479 0.550 0.577
EE 0.612 0.376 0.793 0.549 0.449 0.481 0.545 0.530
LOF 0.444 0.501 0.493 0.536 0.508 0.505 0.496 0.453
KDE 0.701 0.386 0.743 0.575 0.519 0.475 0.552 0.609
CEN 0.699 0.467 0.746 0.566 0.522 0.481 0.551 0.597
RE 0.491 0.846 0.945 0.745 0.443 0.501 0.538 0.408
OCSVM Linear 0.244 0.244 0.500 0.807 0.607 0.511 0.603 0.162
OCSVM Poly 0.106 0.028 1.000 0.424 0.515 0.492 0.589 0.512
OCSVM Rbf 0.871 0.964 1.000 0.614 0.538 0.486 0.552 0.706
SAE OCSVM Sigmoid 0.461 0.080 0.762 0.673 0.278 0.517 0.399 0.686
IF 0.852 0.973 1.000 0.579 0.496 0.480 0.572 0.674
EE 0.867 0.971 1.000 0.552 0.400 0.486 0.559 0.607
LOF 0.449 0.497 0.509 0.577 0.539 0.505 0.503 0.451
KDE 0.943 0.960 1.000 0.564 0.523 0.478 0.575 0.606
CEN 0.856 0.963 1.000 0.584 0.560 0.487 0.547 0.634
RE 0.166 0.803 0.697 0.425 0.587 0.502 0.484 0.546
OCSVM Linear 0.489 0.728 0.762 0.333 0.630 0.478 0.466 0.506
OCSVM Poly 0.489 0.728 0.762 0.333 0.630 0.479 0.466 0.506
OCSVM Rbf 0.930 0.981 1.000 0.594 0.476 0.472 0.590 0.458
DVAE OCSVM Sigmoid 0.489 0.728 0.762 0.333 0.630 0.478 0.466 0.506
IF 0.932 0.976 1.000 0.547 0.449 0.473 0.585 0.481
EE 0.896 0.974 1.000 0.527 0.434 0.474 0.581 0.545
LOF 0.449 0.501 0.493 0.569 0.559 0.504 0.500 0.452
KDE 0.938 0.956 1.000 0.555 0.463 0.471 0.589 0.459
CEN 0.928 0.981 1.000 0.568 0.466 0.473 0.586 0.454
RE 0.679 0.848 0.839 0.625 0.406 0.508 0.691 0.756
OCSVM Linear 0.979 0.989 1.000 0.811 0.682 0.624 0.616 0.661
OCSVM Poly 0.964 0.989 1.000 0.815 0.682 0.623 0.616 0.661
DNCAE OCSVM Rbf 0.943 0.981 1.000 0.567 0.439 0.677 0.684 0.727
OCSVM Sigmoid 0.979 0.959 1.000 0.821 0.682 0.624 0.616 0.691
IF 0.936 0.982 1.000 0.582 0.532 0.676 0.681 0.697
EE 0.908 0.995 1.000 0.565 0.491 0.675 0.690 0.765
LOF 0.450 0.502 0.496 0.598 0.569 0.605 0.680 0.752
KDE 0.945 0.964 1.000 0.569 0.553 0.674 0.693 0.692
CEN 0.948 0.979 1.000 0.591 0.642 0.677 0.684 0.638
RE 0.690 0.902 0.946 0.400 0.646 0.507 0.694 0.617
OCSVM Linear 0.974 0.988 0.762 0.907 0.783 0.627 0.619 0.720
OCSVM Poly 0.980 0.989 0.764 0.907 0.783 0.607 0.619 0.675
DCHAE OCSVM Rbf 0.947 0.983 1.000 0.615 0.457 0.675 0.681 0.713
OCSVM Sigmoid 0.964 0.958 0.767 0.907 0.783 0.627 0.619 0.690
IF 0.942 0.973 1.000 0.579 0.542 0.678 0.690 0.688
EE 0.890 0.995 1.000 0.727 0.482 0.678 0.683 0.784
LOF 0.450 0.501 0.498 0.597 0.563 0.606 0.680 0.752
KDE 0.960 0.969 1.000 0.569 0.553 0.672 0.697 0.690
CEN 0.949 0.979 1.000 0.590 0.655 0.679 0.684 0.699




Table 4. AUCs of DAE+OCCs, DCAE+OCCs, PCADCAE+OCCs, SAE+OCCs, DVAE+OCCs, DNCAE+OCCs, DHCAE+OCCs models on seven scenarios of
CTUI13

Latent One-Class Datasets
Representation Classifiers CTU13-06 | CTU13-07 | CTU13-08 | CTU13-09 | CTUI13-10 | CTUI13-12 | CTU13-13
RE 0.952 0.675 0.925 0.542 0.222 0.669 0.758
OCSVM Linear 0.988 0.999 0.964 0.931 0.960 0.751 0.948
OCSVM Poly 0.988 0.933 0.957 0.929 0.958 0.749 0.916
OCSVM Rbf 0.993 0.666 0.946 0.565 0.918 0.864 0.933
DAE OCSVM Sigmoid 0.988 0.999 0.951 0.931 0.960 0.751 0.953
IF 0.992 0.998 0.973 0.946 0.956 0.953 0.959
EE 0.673 0.880 0.938 0.622 0.828 0.785 0.916
LOF 0.502 0.523 0.502 0.488 0.470 0.531 0.499
KDE 0.990 0.999 0.974 0.766 0.998 0.901 0.940
CEN 0.991 0.953 0.946 0.654 0.926 0.874 0911
RE 0.372 0.324 0.884 0.715 0.756 0.666 0.861
OCSVM Linear 0.073 0.981 0.179 0.878 0.590 0.602 0.486
OCSVM Poly 0.075 0.981 0.179 0.878 0.584 0.602 0.484
OCSVM Rbf 0.986 0.998 0.990 0.950 0.995 0.960 0.971
DCAE OCSVM Sigmoid 0.072 0.981 0.179 0.878 0.604 0.601 0.501
IF 0.983 0.998 0.982 0.954 0.994 0.964 0.969
EE 0.985 0.766 0.969 0.755 0.997 0.866 0911
LOF 0.497 0.522 0.502 0.484 0.461 0.518 0.495
KDE 0.986 0.999 0.990 0.954 0.998 0.969 0.973
CEN 0.986 0.998 0.988 0.953 0.995 0.956 0.971
RE 0.538 0.524 0.881 0.725 0.786 0.695 0.832
OCSVM Linear 0.927 0.976 0.959 0.173 0.999 0.386 0.749
OCSVM Poly 0.927 0.976 0.959 0.173 0.999 0.386 0.749
OCSVM Rbf 0.981 0.995 0.985 0.944 0.998 0.943 0.968
PCADCAE OCSVM Sigmoid 0.927 0.976 0.959 0.173 0.999 0.386 0.749
IF 0.981 0.994 0.986 0.947 0.998 0.955 0.969
EE 0.922 0.891 0.969 0.766 0.999 0.892 0.901
LOF 0.526 0.546 0.502 0.495 0.483 0.542 0.492
KDE 0.992 0.999 0.986 0.946 0.998 0.961 0.972
CEN 0.981 0.996 0.988 0.953 0.998 0.950 0.969
RE 0.402 0.406 0.793 0.726 0.906 0.648 0.721
OCSVM Linear 0.968 0.971 0.958 0.945 0.862 0.046 0.617
OCSVM Poly 0.901 0.760 0.574 0.630 0.138 0.043 0.534
OCSVM Rbf 0.978 0.997 0.975 0.857 0.975 0.964 0.946
SAE OCSVM Sigmoid 0.964 0.980 0.787 0.336 0.974 0.093 0.761
IF 0.987 0.996 0.988 0.865 0.976 0.977 0.957
EE 0.916 0.899 0.971 0.747 0.985 0.757 0.799
LOF 0.505 0.481 0.507 0.489 0.467 0.526 0.499
KDE 0.991 0.999 0.984 0.811 0.997 0.939 0.955
CEN 0.987 0.995 0.937 0.766 0.943 0.921 0.924
RE 0.254 0.621 0.876 0.047 0.965 0.387 0.754
OCSVM Linear 0.980 0.983 0.191 0.961 0.996 0.673 0.787
OCSVM Poly 0.979 0.983 0.191 0.961 0.996 0.673 0.787
OCSVM Rbf 0.993 0.995 0.993 0.946 0.994 0.909 0.966
DVAE OCSVM Sigmoid 0.980 0.983 0.191 0.961 0.994 0.674 0.787
IF 0.992 0.997 0.994 0.953 0.990 0.916 0.964
EE 0.991 0.832 0.991 0.754 0.994 0.870 0.917
LOF 0.507 0.480 0.503 0.482 0.461 0.536 0.502
KDE 0.995 0.998 0.993 0.950 0.999 0.941 0.971
CEN 0.993 0.995 0.992 0.942 0.994 0.908 0.966
RE 0.761 0.844 0.909 0.671 0.927 0.814 0.888
OCSVM Linear 0.988 0.986 0.910 0.987 0.954 0.913 0.959
OCSVM Poly 0.988 0.971 0.910 0.987 0.954 0913 0.959
DNCAE OCSVM Rbf 0.994 0.998 0.993 0.950 0.954 0.955 0.968
OCSVM Sigmoid 0.988 0.981 0.910 0.987 0.954 0913 0.959
IF 0.993 0.997 0.994 0.959 0.994 0.961 0.971
EE 0.987 0.911 0.992 0.782 0.797 0.903 0.914
LOF 0.527 0.546 0.508 0.489 0.490 0.515 0.493
KDE 0.996 0.999 0.991 0.955 0.958 0.969 0.972
CEN 0.995 0.996 0.993 0.953 0.954 0.956 0.969
RE 0.897 0.810 0.865 0.824 0.811 0.677 0.763
OCSVM Linear 0.988 0.999 0.984 0.985 0.999 0.930 0.901
OCSVM Poly 0.989 0.998 0.984 0.987 0.999 0.930 0.901
DCHAE OCSVM Rbf 0.993 0.998 0.981 0.956 0.999 0.974 0.972
OCSVM Sigmoid 0.988 0.999 0.984 0.980 0.994 0.930 0.901
IF 0.994 0.999 0.990 0.959 0.982 0.975 0.969
EE 0.991 0.990 0.993 0.766 0.997 0.877 0.922
LOF 0.501 0.526 0.509 0.489 0.488 0.530 0.498
KDE 0.995 0.999 0.987 0.961 1.000 0.981 0.973
CEN 0.995 0.999 0.987 0.954 0.998 0.974 0.973
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Figure 5: Investigation number of Clusters of DNCAE
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Figure 6: Investigation number of Clusters of DCHAE
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vironment using an Nvidia GeForce RTX 3060 GPU.
6. RESULTS AND DISCUSSION

In this section, we will present the experimental results of the
proposed models DNCAE and DCHAE as tested on the chosen
datasets outlined in Section 5.1, as well as comparing these re-
sults against baseline and state-of-the-art models. The experi-
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mental results are shown in Tables 2, 3, 4, respectively.

In order to facilitate the analysis of experimental results and
aid performance comparisons between models, a bold font is
used to highlight the highest results, and an italic font with a
background fill is used to represent the second-highest results.
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Figure 8: Testing Time Investigation

6.1. Performance Analysis of DNCAE and DCHAE

6.1.1. NSL-KDD, UNSW-NB15 and CIC-IDS-2017 Scenarios

Overall, the experimental results in Table 2 indicate that
models DNCAE and DCHAE produced promising results
and outperformed baseline and state-of-the-art models. With
the NSL-KDD set, the learned latent representation space of
DNCAE enabled five anomaly detectors to produce the highest
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results, whilst the latent representation space of DCHAE com-
bined with eight anomaly detectors produced the highest re-
sults. Specifically, the learned latent features of DNCAE com-
bined with the RE-method, OCSVM Poly, OCSVM Rbf, and
EE detectors have produced the best results of 0.802, 0.961,
0.969, and 0.970, respectively. Model DCHAE produced the
highest results combined with seven out of ten selected meth-
ods. In detail, DCHAE combined with OCSVM Rbf, OCSVM
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Figure 9: Visualization of NSL-KDD
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Figure 10: Visualization of UNSW-NB15

Sigmoid, IF, EE, LOF, KDE, and CEN produces results of
0.969, 0.875, 0.969, 0.970, 0.530, 0.970, 0.969, respectively.
The highest experimental result on the NSL-KDD data set when
using DNCAE and DCHAE is both 0.970, outperforming the
two state-of-the-art models SAE (0.957) and DVAE (0.955).
Similar results were obtained when conducting experiments
with the UNSW-NB15 dataset. Models DNCAE and DCHAE
have learned the latent representation space and are able to sup-
port anomaly detectors much better than baseline models and
both state-of-the-art models. Using the DNCAE learned latent
features, five of the anomaly detectors (RE-method, OCSVM
Rbf, IF, EE, and KDE) gave the highest AUC results. Also,
with these features, the remaining five anomaly detectors also
produced the second-highest results compared to all other mod-
els. The highest result across all anomaly detectors was 0.916,
this was achieved with the combination of DNCAE+KDE and
DCHAE+KDE, while from the baselines and state-of-the-art

16

N
X . -h.‘ Doy
(a) Normal Train- (b) Normal Test- (c) Abnormal Test-
DNCAE DNCAE DNCAE
b, AR ]
(d) Normal Train- (¢) Normal Test- (f) Abnormal Test-
DCHAE DCHAE DCHAE
Figure 11: Visualization of CTU13-06
: {i:,\ e X
e
(a) Normal Train- (b) Normal Test- (c) Abnormal Test-
DNCAE DNCAE DNCAE
F <
(d) Normal Train- (¢) Normal Test- (f) Abnormal Test-
DCHAE DCHAE DCHAE

Figure 12: Visualization of CTU13-07

models, the best result produced was 0.908.

For scenario Tuesday (CIC-IDS-2017), DNCAE combined
with OCSVM Linear, OCSVM Poly, and OCSVM Sigmoid
produced the highest result of 0.925. DNCAE combined with
CEN also gives the highest result of 0.788, while DNCAE com-
bined with IF gives the second highest result of 0.753. DCHAE
generated meaningful features and, when fed into anomaly de-
tectors, produced the five best results and four second-highest
results compared to other models. When comparing all models
and all classifiers, the best result of 0.925 was achieved when
DNCAE was combined with OCSVM Linear, OCSVM Poly
and OCSVM Sigmoid.

For the Wednesday scenario, DNCAE combined with five
anomaly detectors gives the best results, including OCSVM
Rbf, IF, EE, KDE, and CEN. Additionally, when combined with
LOF, the model gives the second-highest result. Meanwhile, the
latent space generated by DCHAE also supports five anomaly
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detectors to accomplish the highest results and five other de-
tectors with the second-highest results, (RE-Method, OCSVM
Linear, OCSVM Poly, OCSVM Sigmoid, LOF), and (OCSVM
Rbf, IF, EE, KDE, CEN), respectively. When comparing all
models and all anomaly detectors, the best result is 0.938, when
DNCAE is combined with OCSVM Rbf.

For the remaining scenarios of the CIC-IDS-2017 dataset
(Thursday Morning, Friday-Bot, Friday-DDoS, Friday
PortScan Models), DNCAE and DCHAE both give superior
results compared to the baselines and state-of-the-art models.
This shows that DNCAE and DCHAE’s ability to learn latent
representations from network data is better than both baseline
models and state-of-the-art models. In other words, DNCAE
and DCHAE can learn the most significant, condensed, and
meaningful features, supporting more powerful anomaly
detectors. Therefore, the performance of these models is also
significantly improved.

6.1.2. CSE-CIC-IDS-2018 Scenarios

The experimental results from the eight scenarios of the CSE-
CIC-IDS-2018 data set are provided in Table 3.

For the 14-02-2018 scenario, the latent features generated
from DNCAE supported three anomaly detectors (OCSVM
Linear, OCSVM Sigmoid, LOF) that gained the highest results
and four anomaly detectors (RE-method, OCSVM Rbf, EE,
CEN) that scored the second highest. Specifically, DNCAE,
when combined with OCSVM Linear and OCSVM Sigmoid,
achieves an AUC of 0.979, and when combined with LOF,
the result is 0.450. The AUC scores obtained when using
the learned features of DNCAE with anomaly detectors, in-
cluding RE-method, OCSVM Rbf, EE, and CEN, are 0.679,
0.943, 0.908, and 0.948, respectively. Similarly, the DCHAE

17

model, when combined with anomaly detectors, also gives
much higher results than the baselines, SAE, and DVAE mod-
els. More specificallyy, DCHAE, when combined with RE-
method, OCSVM Poly, OCSVM Rbf, LOF, KDE, and CEN,
produces the highest AUC results of (0.690, 0.980, 0.947,
0.450, 0.960, 0.949) respectively. When comparing all of the
models and all anomaly detectors, the maximum result achieved
is 0.980 in the DCHAE+OCSVM Poly scenario. This result is
much higher than that of SAE and DVAE when combined with
the ten selected anomaly detectors.

For the 16-02-2018 scenario, while DNCAE produced four
highest values and six second-highest values, model DCHAE
produced five highest values and three second-highest values.
The maximum result considering all options combining models
and anomaly detectors is 0.995 when DNCAE and DCHAE are
combined with EE. Meanwhile, the best result achieved by the
DVAE model combined with anomaly detectors is 0.981 when
DVAE combined with CEN and OCSVM Rbf. Furthermore,
the highest result produced by the SAE model in terms of AUC
measure is 0.973 when SAE is combined with the IF detector.

For the 21-02-2018 scenario, models DNCAE and DCHAE
generally have shown promising results. Specifically, DNCAE
produced eight highest values of 1.000, and DCHAE produced
five highest values of 1.000. DNCAE has demonstrated strong
latent space learning ability, through which the most meaning-
ful, condensed features are extracted and improve the perfor-
mance of almost all anomaly detectors, especially OCSVM-
based ones. Specifically, with the OCSVM Linear detector,
the AUC scores have been improved from 0.500 and 0.762
to 1.000 from the SAE, DVAE, and DNCAE models, respec-
tively. Meanwhile, when combining the IF, EE, KDE, and
CEN anomaly detectors, model DNCAE also produces a re-
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sult of 1.000, equal to the combination of SAE and DVAE
with these detectors. The RE-method applied with the DCHAE
model produces the highest AUC measure of 0.946 compared
to the DNCAE model of 0.839, DVAE of 0.697, and SAE
model of 0.945. Experimental results on the remaining scenar-
ios of the CSE-CIC-IDS-2018 have shown that models DNCAE
and DCHAE both produce better scores when combined with
the anomaly detector compared to baselines and state-of-the-
art models. We argue that the clustering algorithm is helpful
in finding the optimal arrangement of data points in the la-
tent space while designing two nested DAEs of DNCAE and
2 branched DAEs of DCHAE has aided in minimizing the vol-
ume of the normal data area in the latent space. As a result, the
best, most expressive features of normal network data will be
learned, making anomaly detection easier.

6.1.3. CTU-13 Scenarios

Experimental results on seven situations of CTU-13 dataset
are provided in Table 4. Similar to the above datasets, in
general, the latent features generated from the DNCAE and
DCHAE models support network anomaly detectors much bet-
ter than the baselines and state-of-the-art methods when using
the CTU-13 dataset.

For the CTU13-06 scenario, six out of the ten anomaly detec-
tors using features from the DNCAE model produced the best
results, including OCSVM Linear, OCSVM Rbf, OCSVM Sig-
moid, LOF, KDE and CEN. The AUC score values achieved
are 0.988, 0.994, 0.988, 0.527, 0.996 and 0.995, respectively.
Meanwhile, the OCSVM Poly, IF, and EE classifiers produced
the second-highest results of 0.988, 0.993 and 0.987, respec-
tively. The latent space explored from DCHAE also supports
six anomaly detectors that obtained the highest AUC includ-
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ing OCSVM Linear (0.988), OCSVM Poly (0.989), OCSVM
Sigmoid (0.988), IF (0.994), EE (0.991), and CEN (0.995).
Additionally, the RE-method, OCSVM Rbf, and KDE classi-
fiers also achieved the second-highest results of 0.897, 0.993,
and 0.995, respectively. When compared to all combinations
of models and anomaly detectors, the global highest value of
0.996 is achieved when KDE uses the latent features generated
from DNCAE.

Experimental results on the scenario CTU13-07 have demon-
strated the ability of DNCAE and DCHAE to learn the latent
space better than other models. In particular, the latent features
learned from DCHAE supported eight out of the ten highest-
performing anomaly detectors and the two second-highest-
performing anomaly detectors. The global maximum value
achieved is 0.999 when DCHAE is combined with anomaly de-
tectors, including OCSVM Linear, OCSVM Sigmoid, IF, KDE,
and CEN. The results obtained when experimenting with other
situations of the CTU-13 showed that the latent features discov-
ered by DNCAE and DCHAE after the training process pro-
vided stronger support for anomaly detectors in the IoT envi-
ronment. In other words, the learned features are more mean-
ingful and are able to separate normal network data and attack
network data better.

In summary, the experimental results have shown that the la-
tent representation generated from DNCAE and DCHAE can
separate normal and abnormal network data better than base-
lines and state-of-the-art models. These results are demon-
strated by using ten different OCC anomaly detectors. DNCAE
and DCHAE have significantly improved network anomaly
detection accuracy when testing across a diverse range of
commonly-used NIDS datasets. These results can be explained
by the following points:



e (i) The presence of the clustering loss component at
the first hierarchical bottleneck in models DNCAE and
DCHAE has pushed similar data points into the same clus-
ter, and these cluster centers closer together. Although the
training data is completely normal data, we believe that
its internal architecture still contains small clusters, which
are generated from different devices and protocols, and the
differing normal behaviors of users. In other words, in
the latent variable space of OuterDAE and Bigger DAE in
DNCAE and DCHAE respectively, the optimal arrange-
ment of normal observations has been established, thereby
supporting the minimization of the super-volume for the
“normal region” in this space.

e (ii) The reconstruction loss components in the objec-
tive function DNCAE and DCHAE are £0u[er(X, X) and

LBig(X, X) respectively, which are responsible for keep-
ing normal data points from overlapping in the latent space
and thereby learning meaningful, concise features repre-
senting normal data so that the original data can be recre-
ated at the output layer.

o (iii) With the presence of Inner DAE and Small DAE in
the model architecture of DNCAE and DCHAE, the pro-
cess of distilling the condensed, core, abstract features of
normal network data is performed at the second hierarchy.
As a result, outstanding features with high separability are
extracted as a more reliable basis for classifying normal
and abnormal network data. This implies that by using
latent features in this second hierarchy, the boundaries be-
tween normal and abnormal data regions become clearer,
which helps anomaly detectors improve accuracy in terms
of AUC scores. This process is similar to the evolutionary
development process of animals in nature when the char-
acteristics of the first generation will be filtered, distilled,
and condensed for the next generation. As a result, the
characteristics of the next generation are often better than
the characteristics of the previous generation.

The experimental results of almost all scenarios confirm that the
ability of DNCAE and DCHAE to learn latent representations
from normal network data is better than that of state-of-the-art
models, including SAE, DVAE, and PCADCAE. These results
can be explained by the following points:

e (i) The SAE model only tries to minimize the normal data
area over the latent space. However, in that model, clus-
tering techniques are not applied, so the arrangement of
data points is not optimal and tight. Consequently, abnor-
mal samples may appear in the gaps between normal data
points or interspersed with normal data points in adjacent
border areas.

e (ii) The DVAE model makes assumptions about the prior
probability of the latent representation space that are too
strict. Therefore, it may not accurately reflect the proba-
bility distribution of very diverse normal data types.
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e (iii) The PCADCAE model integrates a clustering algo-
rithm in the latent space but only uses the latent space in
the first hierarchy. This implies that the feature quality in
the second hierarchy has improved compared to the first.
In other words, stronger features were distilled out in the
second hierarchy.

6.2. Investigating the influence of number clusters for DNCAE
and DCHAE

Separate experiments were conducted to study the influence
of the number of clusters in the K-means algorithm at the first
hierarchical latent space in models DNCAE and DCHAE, on
the performance of anomaly detectors. In other words, we
want to learn about the internal architecture of normal network
data, to find the most optimal and reasonable arrangement. The
datasets selected for this experiment were NSL-KDD, UNSW-
NB15, Thursday Morning, Friday-BOT, Friday-PortScan, and
Friday-DDoS. For both DNCAE and DCHAE, we incremen-
tally evaluated the number of clusters used, within the range of
1to 8.

Figure 5 and Figure 6 demonstrate the effect of the number
of clusters in models DNCAE and DCHAE on the performance
of the 10 anomaly detectors. Based on the experimental results,
we can conclude that the selection of the number of clusters for
models DNCAE and DCHAE has an important influence on the
arrangement of normal data points in the latent space. Conse-
quently, it will affect the performance of each anomaly detec-
tor. In most experimental situations, anomaly detectors achieve
their best values at one or two specific numbers of clusters. For
example, in the set NSL-KDD, the suitable number of clusters
will be 3, in the set Thursday Morning, the suitable number of
clusters will be 5. Therefore, each data set will have a certain
number of best-fit c lusters. This also confirms that the internal
architecture of each data set is different because it is collected
from different network environments.

6.3. Comparing training and testing times of DNCAE and
DCHAE with other models
Experiments were also conducted to evaluate the training and
testing times of DNCAE and DCHAE compared to previous
models. For the purpose of evaluation, we trained and tested
the models using the same data sets under the identical experi-
mental conditions, these were: 14-02-2018, 16-02-2018,
21-02-2018, 22-02-2018, 23-02-2018, and 28-02-2018. The
graphs in Figure 7 and Figure 8 compare the training time
and testing time of models, respectively.

Regarding the training time of the models, we note two im-
portant points: i) Generally, the training time of DNCAE and
DCHAE is equivalent to the training time of other models, but
in some situations it is shorter, such as experiments on
14-02-2018, 21-02-2018, and 23-02-2018; ii) By comparing
the training time of DNCAE and DCHAE, we see that the
training time is equivalent, meaning both models have almost
the same convergence speed on selected data sets.

When considering the testing time of the models, we also rec-
ognize the following points: i) In all experimental situations,



the KDE anomaly detector always consumes the most testing
time, followed by OCSVM Sigmoid. Additionally, the CEN
anomaly detector is always the method with the shortest testing
time; ii) There is no difference in testing times using data gen-
erated from either DNCAE or DCHAE; iii) The testing times
from DNCAE and DCHAE are shorter than those taken using
latent representation generated from other models. This can be
explained by the dimensionality at the latent space of DNCAE
and DCHAE being smaller than the dimensionality of the latent
space of other models.

6.4. Determining the influence of loss components in the objec-
tive function of models DNCAE and DCHAE

Experiments were conducted to study the influence o f the
loss components in the objective function of models DNCAE
and DCHAE on the quality of the latent representation gener-
ated by these two models. In other words, investigating the ef-
fect these loss components have on the accuracy of 10 selected
anomaly detectors. To implement this, the values a1, s, a3 are
chosen in the objective function of DNCAE, and 8y, ,, 83 in
the objective function of DCHAE in the range of values [0.05,
0.15,0.2,0.25].

The CTU13-06 data set was selected to conduct these experi-
ments for both DNCAE and DCHAE. AUC scores are recorded
using 10 network anomaly detectors with each combination
of hyperparameters a, @y, a3 for DNCAE and 3, $,, B3 for
DCHAE. Experimental results are depicted on a 3D graph with
the 3 axes being the corresponding values of the 3 hyperpa-
rameters, and using additional color columns to represent the
AUC values. Figure 13 and Figure 14 show the results for
10 anomaly detectors using the latent space of DNCAE and
DCHAE, respectively. Based on experimental results, we find
that there are three anomaly detectors that have stable accuracy
results on most combinations of hyperparameters when using
features generated from DNCAE and DCHAE: OCSVM Lin-
ear, OCSVM Poly and OCSVM Sigmoid. As with the remain-
ing anomaly detectors, only very few combinations of hyperpa-
rameters produce the largest AUC measure. In other words, it is
necessary to harmoniously control the effects of the three loss
components to create good latent features that are desirable and
suitable for each anomaly detector.

6.5. Visualizing the latent space of DNCAE and DCHAE

In order to observe the arrangement of observations in the
latent space of models DNCAE and DCHAE, we visualize in
2D space three types of data including: Normal data used for
training, Normal data used for testing, and Abnormal data used
for testing. We selected 4 datasets for visualization purposes:
NSL-KDD, UNSW-NB15, CTU13-06 and CTU13-07. The ar-
rangement of data points from selected datasets in the latent
space of DNCAE and DCHAE is illustrated in Figures 9, 10,
11 and 12. Visualization is used to supplement the results pre-
sented in Tables 2, 3 and 4. Overall, it can be seen that the data
in the hidden space of DCHAE is neater and tighter than the
hidden space of DNCAE.
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In summary, our proposed models achieve superior results
because latent feature extraction is performed twice. This re-
duces the dimensionality of the latent space, improving time in
the testing phase. Additionally, the double latent feature distil-
lation process captures more abstract, high-level, and essential
features to characterize normal network data, thereby enhanc-
ing the performance of anomaly detectors.

The proposed models have demonstrated the capability to
efficiently and effectively detect conventional attacks in well-
known datasets such as NSL-KDD and UNSW-NB15. They
are also adept at identifying new varieties of modern attack
patterns from real environments, like those found in CIC-IDS-
2017 and CSE-CIC-IDS-2018, as well as Botnet-based attacks
against [oT networks, which are detailed in the Table 1. In
terms of the computational complexity of the proposed mod-
els, during the training phase, we have to use two DAEs and
K-means clustering techniques. Particularly, the complexity
of one DAE is O(N x Zlel n; X nj_1). The complexity of K-
means is O(N X k X d). Where L is the number of hidden layers
of DAE; n; is number the number of neurons in layer /; N is
the number of samples in the training set; k is the number of
clusters, and d is the dimensionality of the latent space. How-
ever, during the inference phase, only the Encoder parts of the
DAEs are utilized. Therefore, the computational complexity for
each Encoder part for each data point is O(ZILz/l2 n; X ng_y1). The
complexity for assigning a point to a cluster is O(k X d). Fur-
thermore, the inference processing time has been significantly
reduced and improved compared to baselines and state-of-the-
art models. This improvement highlights the potential for de-
ploying the proposed models in real-world applications, making
them adaptable to various network environments for detecting
a wide range of anomaly-based cyber attack techniques.

7. CONCLUSION AND FUTURE WORK

In this paper, we have proposed two novel latent represen-
tation learning models, DNCAE and DCHAE, to improve net-
work anomaly detection accuracy and the required processing
time during the testing phase. The two models are designed
in unprecedented ways, including 2 DAEs nested together and
divided into two separate branches. In addition, the clustering
technique is integrated at the bottleneck layer of OuterDAE in
DNCAE and Big DAE in DCHAE with the purpose of pushing
normal network data points into suitable small clusters. These
two models combine the power for latent representation learn-
ing of DAE with the fast, effective clustering ability of K-means
to create a hierarchical representation space of normal network
data. As a result, DNCAE and DCHAE have distilled high-
level abstract, condensed, meaningful, and separated latent fea-
tures, which strongly support anomaly detectors to handle high-
dimensional data, speed up processing time and especially in-
crease accuracy.

We evaluate the performance of the proposed models using a
selection of the most common NIDS datasets. We chose vari-
ous anomaly detectors (10 techniques) to evaluate the quality of
the latent features generated from the proposed models. Exper-
imental results in most situations have demonstrated that the



proposed models produced higher AUC scores than baseline
models, and state-of-the-art models (PCADCAE [24], SAE,
and DVAE [23]).

We also investigated the impact of the number of clusters
chosen for K-means, on the performance of the proposed mod-
els when combined with 10 anomaly detectors. The training
and testing times of DNCAE and DCHAE were also recorded,
analyzed, and compared with existing models. The results show
that the proposed models have training time equivalent to the
previous model, but improve data processing time during test-
ing of query data points. The hyperparameters that control
the dominance of loss components in the objective function of
models DNCAE and DCHAE are also studied to clarify their
influence on model performance. Additionally, we conduct vi-
sualization in 2D space to clearly see the arrangement of data
points in the latent space at the second hierarchy of the proposed
models.

In the future, we plan to propose other data representation
learning solutions to further improve network anomaly detec-
tion performance. In addition, methods to optimize the hyper-
parameters of the proposed models will be studied.
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