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Abstract

This article critically evaluates the effects of the ACU Virtual Mobility (VM) Pro-
ject Digital Information Security Course (DISC) programme on improving students’
awareness of cyber security skills, pre and post the educational intervention. Our
selected VM tool is Collaborative Online International Learning (COIL). Building
on a conceptual framework of COIL as a Third Space for teaching students from dif-
ferent countries, we show that COIL has a positive effect on glocalising cybersecu-
rity. This enabled students to share their local experiences but work towards global
solutions, since cybersecurity threats are global concerns. A cross-sectional sur-
vey design was used, with data collected using online questionnaires. The research
was conducted at the Durban University of Technology (DUT), South Africa and
at Liverpool John Moores University (LJMU), United Kingdom. Census sampling
identified programme participants from DUT and LIMU, registered at the respec-
tive universities in 2024. Data were analysed statistically using descriptive statis-
tics, Chi-square test of independence, One sample t-test and independent samples
t-test. Results indicated that students reported cyber security as a high priority. This
study confirms that students who are aware of cyber bullying have a greater abil-
ity to ensure their cyber security. An interesting finding was the difference between
DUT and LIMU students on collaboration skills (M=4.84, t=(48.301) 2.478,
p=.017). The major contribution is the use of COIL as an educational interven-
tion to increase students’ cyber security awareness and enrich their learning experi-
ences. Educators should consider adopting COIL as a pedagogical tool to educate
students on cybersecurity and Al. This project has policy impact on social mobility
and educational policies of the UK. We provide evidence to the ongoing dialogue
in South Africa regarding student mobility and a stronger emphasis on short-term
virtual mobility exchanges. This study focused on students who participated in the
ACU virtual mobility project, DISC; therefore, the results may not be generalised to
other projects of a similar nature. This study does not consider the long-term effects
of this intervention on increasing cyber security awareness because it was of a cross-
sectional design.
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1 Introduction

The Association of Commonwealth Universities (ACU) Virtual Mobility (VM) Pro-
ject, Digital Information Security Course (DISC) involved a VM programme between
Liverpool John Moores University and Durban University of Technology, towards
improving students’ digital security skills. The focus was on skills in digital security
for two reasons. First, according to the National Audit Office, fraud in the UK now
accounts for 40% of all reported crime, where 54% is cyber-related. South Africa
ranked sixth in the world with cybercrime density, rising from 11.8 cybercrime vic-
tims per 1 million internet users in 2016 to 14.1 victims per 1 million in 2019, and
50.8/1 million users in 2020 (Chetty, 2022). Secondly, digital literacy skills are critical
to employees for the future workplace. According to the McKinsey Report of 2022
(McKinsey & Company, 2022), demand for technological skills will grow.

The project involved four weekly Master classes from employers and academic staff
on cyber-security skills. We particularly wanted guest speakers from both South Africa
and England so that there was a balance of contribution to cybersecurity knowledge
from both countries. This is important for the co-creation of knowledge in this global
south-north partnership. The topics included social media minefields; the dark web;
artificial intelligence and cybersecurity; deep fakes; online financial scams; scams in
higher education. Students worked in small groups on a campaign educating the pub-
lic about online security, meeting weekly. In the fifth and final session, the students
presented their campaign (in digital format) and produced a group presentation. The
campaign can be in the form of a brief video, cartoon or poster. Employers, staff and
students voted for the winning work and provided feedback to students.

Project DISC was conducted online via Microsoft Teams and Zoom. The project
was made accessible to as many students as possible in several ways. First, the pro-
ject crossed international boundaries and included one university from the Global
South, namely DUT; a merged university, which included an historically disadvan-
taged university in the South African higher education landscape. Most students at
this university are previously disadvantaged (Black) and first-time higher education
students. The city of Liverpool is ranked fifth nationally, in the United Kingdom,
in deprivation. LIMU recruits 43% of its students from the Liverpool City Region.
Thus, a large percentage of students are from lower socio-economic backgrounds
and first-generation university students. Secondly, students who agreed to participate
in the project had access to computers and Wi-Fi internet connection on campus. In
addition, LIMU provided free laptops on loan to their students. Internet connection
off campus in South Africa can be intermittent, therefore, the project was timetabled
during the working day, where possible, to minimise internet disruption. Finally,
the project was advertised and promoted through a range of methods such as email,
social media platforms, and student societies, to reach as many students as possible.
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The overall aim of the COIL project was to devise and run a COIL Project to
improve students’ cyber-security awareness and global citizenship skills, and to
evaluate the success thereof. Our study is original and innovative because as far as
we are aware, this is the first study to date to teach students in South Africa and Eng-
land on cybersecurity awareness (including artificial intelligence’s impact on cyber-
security) using COIL at the time of writing. We also measured the students’ cyber-
security skills before and after the COIL project to see the effects of the project. We
extended Wimpenny et al’s theoretical framework on COIL as a Third Space to glo-
calise cybersecurity and Al teaching between students in South Africa and England.
We found the COIL project was particularly helpful in improving DUT and LIMU
students’ cybersecurity and collaboration skills.

2 Background
2.1 The cybercrime landscape in South Africa and the United Kingdom

INTERPOL’s 2023 Africa Cyberthreat Assessment report found that South Africa
leads the African continent in the number of identified cybersecurity threats with
230 million threat detections in 2022 (Modise, 2023a, b). Morocco was in second
place with 71 million threat detections. Moreover, cybersecurity company Surfshark
reported cybercrime in South Africa increased by 8% from 2021 to 2022, which
places the country in fifth position globally with 56 victims per 1 million internet
users (Surfshark, 2022). South Africa’s annual cost of cybercrime victimization for
the public amounts to approximately ZAR 2.2 billion (Mphatheni & Maluleke, 2022).
The United Kingdom was ranked first globally for cybercrime density in 2022 with
4 371 victims per 1 million internet users (Gandhi et al., 2011). This is despite an
8.6% drop compared to 2021. Another survey by AAG IT Services triangulates this
by confirming that the UK had the highest number of cybercrime victims per mil-
lion internet users at 4 783 in 2022 (AAG IT Services, 2024). According to Barlow
(2023), South Africa is a primary target in Africa for cybercrime because of three
reasons. First, there is a lack of cyber awareness; secondly, investment in cybersecu-
rity infrastructure is poor and thirdly, the enforcement of cybercrime laws is weak.

In 2022 the five most common types of cybercrime crimes worldwide were: phish-
ing scams (53.2%), personal data breaches (10.4%), and non-payment, non-delivery
(9.2%), extortion (7.0%) and technical support (5.8%) (Zandt, 2023). Consequently,
Gondwe (2022) contends that South Africa needs a sustained national public aware-
ness campaign to inform and mobilise the public against a growing pandemic of
cybercrime. In South Africa, current crime statistics identify underlying tensions,
wealth inequality, organised crime and government’s response to police reform and
crime intelligence in South Africa (Panchia, 2023) as reasons for the country being
a cybercrime hotspot. It has been established that established and well-known South
African organisations are being subjected to increased cyber-attacks, such as the
Development Bank of Southern Africa (Greig, 2023) and Transnet (Pieterse, 2021).
Furthermore, Awan (2024) contends that the most common types of smart phone
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hacks are malware, phishing, WIFI attacks, physical access and social engineering.
The author further avers that the most common type of smart phones hacked are
Samsung, iPhone, Xiaomi, Huwai and LG.

Data from the National Fraud Intelligence Bureau in the UK reveals that between
2023 and 24, the top three cybercrime offences against individuals are hack-
ing (social media and emails); hacking (personal) and computer virus/malware
(National Federation of Intelligence Bureau, 2024). Priimmer et al., (2024) contend
that several cyberattacks can be ascribed to weaknesses related to humans work-
ing within organisations. Mohammed (2022) agrees that the majority of workers
do not sufficiently follow the specific cyber security policies, rules and directives
provided at work. Against businesses, the top cybercrime offence is still hacking
(social media and emails); the second is hacking of servers and the third is hacking
in the form of extortion (National Federation of Intelligence Bureau, 2024). The key
enablers of hacking are phishing emails to initiate cyber-attacks and fraud, as well
as weak passwords (Action Fraud, 2024). The goals in both hacking and phishing
are the same, namely, to steal personal information and financial details from the
victims. However, hacking occurs when the victims do not voluntarily disclose their
personal information, whereas victims disclose personal information through phish-
ing, because criminals pretend to be from a trusted source such as a bank. Hence, an
informed and proactive approach to cybersecurity is necessary (Taherdoost, 2024).
In addition, Aliyu et al. (2010) aver, due to their frequent use of technology, being
careless and sometimes even reckless in their computer usage, students are consid-
ered the most vulnerable with regard to cyber-attacks. Lepan (2017) further con-
tends South African youth, as a result of the many challenges they face in the coun-
try, put themselves more at risk for online exploitation. Pramod and Raman (2014)
reported students in higher education are aware of security concerns where their
smartphones are concerned; however, they are not fully aware of all the risks and
the security practices. Consequently, Yamin et al. (2020) contend being informed
and prepared is the first defence against cyber threats and cybercrimes through, for
example, information security training. The UK Action Fraud data show that young
people between 20 and 39 years old are in the highest risk of being a cybercrime
victim (Action Fraud, 2024). Action Fraud explain this result first that young people
in this age category frequently use digital technology and secondly, they are more
likely to report cybercrimes. The latter point is interesting, since our survey results
show that a significant proportion of the LIMU respondents never reported phishing
by hitting the spam or ‘report phishing’ buttons.

2.2 Weaknesses in enforcement and public awareness campaigns

Kavanagh (2021) contends the ‘gap’ in law enforcement cyber capabilities
within and across regions needs to be addressed, as this gap is a key enabler
for criminal opportunities, networks and infrastructure. The author further
asserts this enables cyber-criminals to exploit borderless playing fields in the
digital world, particularly where the law enforcement structure is limited to
its national borders (Kavanagh, 2021). Moreover, INTERPOL’s 2021 report
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maintained prevention is key in the face of continuously growing cyber threats,
as enforcement by itself is not a complete solution. INTERPOL’S, 2023 Afri-
can Cyberthreat assessment report maintained that law enforcement agencies
in the African region need robust and well-structured cybercrime and cyber-
security mechanisms to effectively combat cybercrime. The 2023 INTERPOL
report, nevertheless, contends having policies, legislation and agencies in place
can provide an appropriate level of response to the broad range of cyber threats
and incidents countries are faced with globally. However, as technology is
advancing, cybercriminals are also adapting, making it difficult for the average
user to keep up with the criminals (Dipa, 2023). Whilst there is to date no sin-
gle database showing the cross-national law enforcement actions against cyber-
criminals, there is both qualitative and quantitative data revealing that there is
a significant cyber enforcement gap. In the United States of America for exam-
ple, less than 1% of cyber incidents that occur annually in the United States of
America resulted in an actual arrest (Eoyang et al., 2018). This is a significant
lacuna in the current global cybersecurity law enforcement framework since
cybercrimes are global.

The UK Cyber Aware Campaign website calls for stronger password protection
and raises cybersecurity awareness on the website and the National Protective Secu-
rity Authority has developed several cybersecurity awareness campaigns. Neverthe-
less, an academic study in 2020 (van Steen et al., 2020) shows that national cyber-
security awareness campaigns are often unsuccessful because they try to provide
a one-size-fits-all programme. Their research reviews the national cybersecurity
awareness campaigns of 17 governments, including the UK and South Africa. Ticket
scams are different to investment scams or ransomware attacks, so national cam-
paigns should be more tailored and targeted to specific sectors of society. Awareness
does not necessarily translate into change in human behaviour, but van Steen et al.
(2020) argue that many government campaigns rely on the assumption that by rais-
ing public awareness on cybersecurity risks, the public will change their behaviour.
Often, education of why we should take certain steps are necessary to see a change
in human behaviour. So, when dealing with cybersecurity, knowledge alone will not
be of significance unless it is used to influence outcomes and to encourage behav-
iours (Chaudhary, 2024). Most importantly, campaigns should teach the public to
have the right skills and increase confidence to deal with cybersecurity threats.

2.3 Virtual mobility as a delivery method of cybersecurity awareness in higher
education

A plethora of methods is available to teach cybersecurity awareness offline and online
in higher education. The offline mode of teaching in a classroom is often top-down, uti-
lising experts such as instructors to impart knowledge with the students. A classroom
style is helpful to illicit non-verbal cues from students and interact with them. The main
disadvantage of a classroom-style delivery is that it can be a “static solution for a fluid
problem” (Valentine, 2006). Cybersecurity is constantly evolving but a conventional
classroom-based delivery model can lack participatory opportunities. Much depends on
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the instructor’s ability to engage and sustain the learners’ attention and interest to avoid
a static learning situation. Therefore, instructors need to build in discussions, group work
and exercises to stimulate the learning process in classroom-based learning (Abawajy,
2014).

Online delivery modes include blogs, emails, animations, online synchronous
and asynchronous discussions, multimedia (Abawajy, 2014). In an educational con-
text, there are also simulation and game-based learning. These types of learning are
interactive and engaging (Cone et al., 2007), although often, licences need to be pur-
chased for game-based learning. CyberCIEGE is an example of teaching cybersecu-
rity awareness using game-based learning. When teaching cybersecurity to students
from different cultures however, the effectiveness of game-based learning should take
into account of language. For example, Fung et al. (2008) compared the delivery of
cybersecurity awareness between a traditional class-based environment and game-
based learning. Interestingly, 75% students who learnt about cybersecurity in a class-
room environment improved their cybersecurity awareness compared to 60% who
learnt via games. The authors explained a possible reason for this is that students in
the classroom setting learnt in Thai, their mother tongue, although the teaching mate-
rials were in English. In the game-based setting, students learnt entirely in English.

Online learning has made learning more internationalised because the internet
is relatively borderless, in that many people have internet access these days. None-
theless, digital poverty, exclusion, power cuts are obstacles to internet access in
some global south countries. South Africa for example, implements a load shed-
ding schedule to avoid power blackouts. Another criticism of online learning is that
knowledge remains predominantly western based (Wimpenny et al., 2022). To rem-
edy this, Montgomery (2019) calls for co-creation of new ‘Global Southern’ knowl-
edge through collaborative online learning between South-North or South-South
countries. One way of achieving this is through Collaborative Online International
Learning (COIL). It is a type of virtual mobility where students from different coun-
tries learning together on a mutually agreed topic using digital technology. COIL
improves students’ global citizenship skills, inter-cultural awareness and soft skills
such as teamwork and leadership. They learn about contemporary topics which
affect professional globally. COIL is most often used in language training and cul-
tural training at higher education institutions (Lewis & O’Dowd, 2016), but it is still
an emerging pedagogical method in other areas such as Law and cybersecurity.

2.4 Aim of the study

The aim of this study was to critically evaluate the ACU DISC COIL programme’s
influence in improving student awareness of cybersecurity.

2.5 Theoretical model
We build on existing scholars’ models of COIL as a Third Space of co-teaching and

co-learning in higher education, developing students into global citizens through
COIL on the topic of cybersecurity awareness, which includes artificial intelligence.
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The concept of a Third Space means that COIL is seen as “a symbolic in-between
space, enabled through cultural difference and offering generative potential beyond
the ‘either/or’ limits of dualities” (Zhou & Pilcher, 2018). For several scholars
(Bhabha, 1994; Lorde, 2012), COIL is an alternative space to create dialogues and
discussions for students representing different perspectives at an international level.
Discourses can arise (Moje et al., 2004) but since COIL promotes mutual respect
and understanding, it is capable of generating new knowledge and perspectives with-
out dismissing speakers’ experiences (Wimpenny et al., 2022). COIL has been used
in projects to foster diversity and inclusivity successfully. As such, we have consid-
ered the extant literature in this area by Wimpenny and Orsini-Jones (Wimpenny &
Orsini-Jones, 2020); Le Grange (2016). In particular, Wimpenny and Orsini-Jones
view COIL as an important teaching platform to g/localise the learning experience.
COIL students share their local experiences and context on global challenges via
COIL, thus providing a glocalised discussions and solutions (Fig. 1).

In our COIL project between DUT and LIMU, we adopt Wimpenny et al’s con-
ceptual framework of Third Space COIL exchange in the context of improving
students’ cybersecurity awareness and skills. As a South-North COIL project, we
share the authors’ views of incorporating key values and capital concepts into COIL.
These are important to promote open, honest and authentic discussions online,
which help to foster trust between the students. The capital concepts address some
of the common problems arising from COIL namely three gaps identified by Stal-
livieri. First, the linguistic gap in the learning environment because many students
in COIL projects speak English as their second language. Secondly, the digitisation
gap due to technological challenges to access the internet. Thirdly, structural gap in
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Fig. 1 A conceptual framework on Third Space COIL exchange model by Wimpenny et al. (2022)
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higher education in the sense of challenges arising from timetabling and flexibility
in the curriculum to incorporate COIL.

In our project, we addressed the three gaps by the following steps. The linguistic
gap was not a big challenge, since DUT students, albeit from many ethnic groups,
speak very good English. They have to meet a minimum requirement to gain a place
at DUT. When there are instances of words or terms which are unfamiliar to certain
students, we tried to find alternative ways to explain. We addressed the digital gap
by scheduling the COIL classes during the working day in South Africa, so that
students can have access to computers and laptops on campus. Wi-Fi on campus
was also more reliable than off-campus. For students who missed the classes, we
recorded the classes. Finally, there was considerable flexibility in structuring the
classes, since we designed the project as an extra-curricular activity. We designed
learning objectives and outcomes just like a module, as well as a group task which
was unassessed. We did not have to decide which module we had to embed the
COIL project.

The different layers of contextual learning in the diagram are very useful to our
project. We measured students’ cybersecurity awareness before and after the COIL
project through questionnaires. The first questionnaire was completed by students
prior to commencement of the project. The questionnaire asked straightforward
questions on students’ awareness, knowledge and confidence of cyber security.
Students’ perceptions of their skills were measured using a Likert scale on declara-
tive statements. In the final session, the students received a second questionnaire to
complete. This was similar to the first questionnaire but included additional ques-
tions regarding how, if in any way, the project had increased their knowledge and
confidence on cybersecurity. As revealed in the discussion section, the glocalised
environment is really useful to try and understand the differences in some of the
results in for example, DUT students’ view of cybersecurity as a very high prior-
ity as opposed to high priority amongst LIMU students; DUT students being more
concerned about cyberbullying, and they are keener to report scams than LIMU stu-
dents. Our article is therefore original for two reasons. First, we show that COIL
has been a particularly helpful pedagogy in improving DUT students’ cybersecurity
and collaboration skills. Secondly, we have adapted Wimpenny et al’s conceptual
framework of COIL as a Third Space of teaching students from different countries.
We show that COIL has a positive effect on glocalising cybersecurity. This enables
students to share their local experiences but work towards global solutions, since
cybersecurity threats are global concerns.

2.6 Research methods

A quantitative cross-sectional survey design was used for this research (Polit &
Beck, 2012). This was appropriate for the variables under review; a COIL pro-
gramme educating students on cyber security, within a real-life, contemporary set-
ting. The research was conducted in Durban, KwaZulu Natal, South Africa and
Liverpool, United Kingdom. The Durban University of Technology (DUT) has
approximately 33,000 registered students, of which 807 are registered in the Faculty
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of Management Sciences. KwaZulu Natal is one of nine provinces in South Africa
and the second most populous, with a population of 11.10 million. This province
comprises a multi-ethnic society, comprising Black Africans, predominantly Zulu
speaking, Asians and both English and Afrikaans speaking Coloured and Caucasian
people.

Ranked fifth nationally in poverty, LIMU recruits 43% of its students from the
Liverpool City Region Combined Authority. Thus, a large student percentage is
from lower socio-economic backgrounds and first-generation university students.
LIMU was founded in 1823 as the Liverpool Mechanics’ School of Arts. It became
a university in 1992 and has roughly 27,000 students from more than 100 countries
world-wide, 2,400 staff and 250 degree courses.

The target population for this study comprised DUT PhD, Masters, Postgradu-
ate and Advanced Diploma Management Sciences, and Business Law students and
LIMU Faculty of Business and Law students, registered at the respective univer-
sities in 2024. All selected students participated in the ACU COIL Project DISC
programme between LIMU and DUT, to improve students’ digital security skills.
Potential participants were approached, informed regarding the study, and asked
whether they would be interested in participating. Those who expressed an interest
were provided a letter of information to read further.

The census method for sampling was employed as the target population of 100
was considered small. The census method was deemed appropriate, as it is reli-
able and accurate, results collected are less biased, diverse characteristics can be
studied, and all items collected are examined, with the information gathered being
thorough and widespread. The target population size of 100 (50 from DUT and 50
from LIMU) was sought for the questionnaire. A final sample realisation of 55%
(55 respondents) was recruited for the pre-intervention survey, while only 30% (30
respondents) completed the post-intervention survey questionnaire. The post inter-
vention sample was impacted by a non-response bias which was thought to be due
to student’s lack of interest in participating following the end of the intervention
and many competing demands on their time. The end of the project coincided with
the Spring holiday and many students who were also preparing for assessments and
movement towards examinations and semester end. They did not receive any incen-
tive to participate, and the researchers relied on the voluntary participation of the
students. This non return bias was despite several reminders to students to partici-
pate and that it was online and therefore available at a convenient time for com-
pletion. Participants who agreed to participate in this study may have a more posi-
tive attitude towards cyber security and its role in being victims of cyber-crime and
potentially influencing results. The potential impact of this could be a sampling bias
which means the results are not generalizable.

Permission to conduct this study was granted by the Durban University of
Technology University Research Ethics Committee (IREC 218/23). Gatekeeper
permission to access students at DUT was received from the Deputy Vice Chan-
cellor for Research, Innovation and Engagement at DUT. At LIMU, the Princi-
pal Investigator completed the University Research Ethics Committee (UREC)
Minimal Risk Registration Form and obtained relevant ethical approval from
the UREC (23/LAW/004). The principle of autonomy was observed, with all
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participants provided information on the study and the freedom to choose to par-
ticipate without fear or favour, while written informed consent was also sought.
Participants experienced no harm through their participation. There were no
foreseeable risks for the students. No sensitive questions were posed and those
who participated were not in a vulnerable population group. All electronic data
are held on a password protected computer, only accessible by the two principal
investigators. All electronic data will be deleted from the computers after five
years (end of 2029).

Data were collected pre- and post-intervention using anonymised question-
naires developed by one of the researchers following a literature review, and from
her personal experience as a scholar in the field. Survey data were collected via
Google Forms, having sent the participants a link to access the questionnaire. The
questionnaire included five (5) sections with a total of 15 questions. The sections
included demographic data, engagement and capabilities, risks and consequences,
responsibility and reliance and artificial intelligence and cyber security. The first
questionnaire was completed by students prior to commencement of the COIL
project. The questionnaire asked straightforward questions on students’ aware-
ness, knowledge and confidence of cyber security. Students’ perceptions of their
skills were measured using a Likert scale on declarative statements with options
ranging between strongly agree to strongly disagree. In the final session, the stu-
dents received a second questionnaire (Evaluation Survey) to complete. This was
like the first questionnaire but included additional questions regarding how, if in
any way, the project had increased their knowledge and confidence on cyber secu-
rity awareness.

Quantitative data were analysed statistically on IBM SPSS (v. 27) and the fol-
lowing tests applied:

e Descriptive statistics, including means and standard deviations, where appli-
cable.

e Chi-square test of independence: used on cross-tabulations to determine
whether a significant relationship existed between the two variables repre-
sented in the cross-tabulation. When conditions were not met, Fisher’s exact
test was used.

e One sample t-test: Tested whether the mean score was significantly different
from the scalar value.

¢ Independent samples t-test: used to compare two independent groups of cases.

The survey questionnaire was assessed for clarity, unambiguous language and
ease of understanding the language, through piloting with ten students (five from
DUT and five from LIMU), following ethical approval from the respective universi-
ties. This data was not included in the final data set.

The students benefited from the project, as it increased their awareness of cyber-
security. This study will be of value to future students through the sustainability
of the project, as evidenced by student recommendations to continue offering the
project.
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3 Results

The questionnaires were administered to participants pre- and post-intervention. The
results are reported in that order, with a comparative analysis at the end.

3.1 Pre-intervention results

A sample realisation of 55% (N=55) was achieved, of which n=30 were from
LIMU and n=25 from DUT. Those sampled were predominantly female (65%,
n=236), with males only constituting a little over a third of those sampled (35%,
n=19). DUT female respondents made up 76% (n=19) of the DUT cohort. The
respondents tended to be between the ages of 18 to 28 years (85%, n=47).

Pre-intervention, the question “how much would you say you know about how
best to protect yourself from harmful cyber activity?*, indicated a significant rela-
tionship between knowledge on how to protect oneself from harmful cyber activ-
ity and the university students were registered at, Fisher’s exact=7.713, p=.025,
Cramer’s V 0.377. A significant proportion of those from DUT (44.0%) indicated
they know “not very much”, while a significant proportion of student participants
from LIMU (73.3%) indicated they know “a fair amount”. Respondents were asked
to rate their agreement that “most information on how to be secure online is con-
fusing”. The scale used is 1=strongly disagree to 5=strongly agree. Across both
universities, the average agreement score is 3.15, which is not significantly differ-
ent from the neutral score of ‘3’ (p=.280, 95% CI [-0.114, 0.417]). Thus, neither
significant agreement nor significant disagreement were found for this statement.
Respondents from DUT agreed significantly more (M =3.52) than those from LIMU
(M =2.83) that most information on how to be secure online is confusing, t (53) =
—2.710, p=.009, 95% CI [0.189, 1.286]. When asked “How high or low a priority
is cyber security to you?*, respondents were found to rate cyber-security as a high
priority M =4.11, t (54)=8.604, p=<0.001, 95% CI [0.819, 1.503]. DUT respond-
ents (M=4.48) gave this a significantly higher priority than LIMU (M =3.80), t=
(53) 2.787, p=.007, 95% CI [0.205, 1.304]. Compared to DUT respondents, a sig-
nificant proportion of respondents from LIMU ‘never’ report phishing by hitting the
spam or ‘report phishing’ buttons, Fisher’s=9.513, p=.045, Cramer’s V 0.424.

The question, “to what extent, if at all, do you think about protecting your own
privacy?”, elicited a response from 46.7% (n=14) LIMU students that, “I think
about it sometimes”. However, the DUT students responded “I think about it a
lot” n=25 (100%), Fisher's=20.582, p=<.001, Cramer's V.585. When asked “to
what extent, if at all, do you think about avoiding losing photos “, 36.7% (n=11)
LIMU students, on the one hand, responded “I think about it sometimes”. The
DUT students, on the other hand, responded “I think about it a lot” n=19 (76%),
Fisher’'s=6.978, p=.028, Cramer's V .363.

In response to the question, “to what extent, if at all, do you think about avoid-
ing any potential wider impact on other people and organisations?*, 26.7% (n=38)
LIMU students responded, “I never think about it’. The DUT students, however,
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responded “I think about it a lot” n=18 (72%), Fisher's=14.219, p=<.001,
Cramer's V .502. When asked “to what extent, if at all, do you think about avoiding
being bullied online?*, LIMU students responded “I never think about it”, n=8,
29.6% and “I think about it sometimes” n=13, 48.1% .The DUT students responded
“I think about it a lot” n=20 (80%), Fisher's=17.724, p=<.001, Cramer's V .583.

The question, “How reliant, if at all, are you on other people for checking the
security settings on your devices?” elicited a response from 45.8% (n=11) DUT
students that stated they are “partly reliant on others” and 12.5%, n=3 responded
they were “fully reliant on others”. Furthermore, LIMU students reported “not
being reliant at all” (n=24, 80%), Fisher's 9.176, p=.006, Cramer's V.424. DUT
students were more reliant on others to help create their online accounts. Seven
(28%) students reported being “partly reliant on others” to help create their online
accounts and 12%, n=3 responded they were “fully reliant on others”, Fisher's
11.009, p=.002, Cramer's V 0.459.

In response to the question, “how much would you say you know about facial
recognition?”, eight (26.7%) LIMU students admitted “not very much”, while n=14
(56%) DUT students suggested “a great deal”, Fisher's 6.819, p=.034, Cramer's V
0.637. When asked whether they “would like to learn more about the role of artifi-
cial intelligence in cyber security?, DUT students agreed significantly more than
those from LIMU (n=25, M=4.96, t= (42.537) 2.193, p=.034, 95% CI [0.009,
1.091)).

3.2 Post-intervention results

A post-intervention sample realisation of 30% (N=30) was achieved, of which
n=12 were from LJMU and n=18 from DUT. Those sampled were predominantly
female (80%, n=24), with males only constituting a third of those sampled (20%,
n=06). A little more than half the respondents were between the ages of 18 to 28
years (53%, n=16); six (20%) were between 29 and 39 years of age; four (13%)
were aged 40 to 50 years and four (13%) from DUT were 51 plus years of age.

Post-intervention there was no significant relationship between students’ knowl-
edge on how to protect themselves from harmful cyber activity and the university
they were attending. There was disagreement between LIMU respondents (M =2.83,
SD 1.193) with the statement “most information on how to be secure online is con-
fusing...” and DUT respondents (M =3.67, SD 1.029), who tended to agree with
the statement, despite the intervention. When asked “How high or low a priority is
cyber security to you?” respondents were found to rate cyber-security as a high pri-
ority M =4.67,t(29)=16.699, p=<0.001. The mean indicates a marginal increase
on the pre-intervention score. There was no significant difference in this across uni-
versities. To the question “how much would you say you know about deep fakes”,
slightly more than half (n=7; 58.3%) LIMU students sampled responded “a great
deal”, while 44.4% (n=8) DUT students responded, “not very much”, Fisher's
11.914, p=.004.

In summary, DUT students showed significantly more agreement than LIMU
respondents when asked “to what extent, if at all, do you agree or disagree with
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this statement? This project improved student’s collaboration skills.” (M =4.84,
t=(48.301) 2.478, p=.017, 95% CI [-0.962, 0.503]).

3.3 Comparative results

Engagement and capability As illustrated, DUT respondents tended to agree infor-
mation on how to be secure online was confusing, 95% CI [-0.079, 0.651] (Fig. 2).

For both pre- and post-intervention, a significantly high priority was assigned
to cyber security, p <.001, 95% CI [2.202, 3.904] and 95% CI [0.819, 1.503] in
each case. There was significant agreement pre- and post-intervention that losing
money or personal details over the internet these days has become unavoidable:
Pre-intervention t=(54) 2.548, p=.014, 95% CI [0.072, 0.616] and post-interven-
tion t=(29) 2.186, p=.037, 95% CI [0.027, 0.771]. There was no significant dif-
ference across the two universities. Respondents indicated significant disagree-
ment to the statement “I rely on friends and family for help on cyber security”
both at pre-intervention testing (n=55, M=2.62, SD 1.063, t= (54) —2.665,
p=.010, 95% CI [-0.630, —0.085]) and post-intervention (n=30, M=2.50, SD
1.137, t=(29) —2.408, p=.023, 95% CI [-0.815, —0.065]). There were no signifi-
cant differences across the two universities.

When asked to respond to the statements “I am aware of the role of artificial
intelligence in cyber security” and “I would like to learn more about the role of
artificial intelligence in cyber security”, there was significant agreement both pre-
and post-intervention. Analysis of the first statement responses indicated N=55,

Most information on how to be secure online is
confusing.
3.67
3.52
1 2 3 4 5
Disagreement Agreement

Fig.2 Responses to the survey question “Information on online security is confusing”
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M=3.56, t=(54) 4.886, p=<0.001, 95% CI [1.277,2.464] and 95% CI [0.363,
0.945] and to the statement “I would like to learn more ...” N=30, M=4.47,
t=(29) 9.337, p=<0.001 95% CI [1.148, 2.271] and 95% CI [4.190, 6.203].

4 Discussion

Access to the internet is fundamental to contemporary life; however, with this comes
increased security risks. The results of this study support findings by Pramod and
Raman (2014), who reported students in higher education are aware of security
concerns regarding their smartphones, nonetheless, they are not fully aware of all
the risks and security practices. The current study found students reported cyber-
security was a high priority, with DUT students according this a significantly higher
priority than those from LIMU. This result was corroborated by Huraj et al. (2023),
who showed students not only recognize but also care about the importance of
cybersecurity. Prior to the awareness project, a significant proportion of DUT stu-
dents indicated they did not know much regarding how to protect themselves from
harmful cyber activity, whereas a significant proportion of LIMU students indi-
cated they knew a fair amount. LJMU had an active cybersecurity campaign during
2022-2023, and students were encouraged to complete a free self-learning module
on cybersecurity. As such, this may explain why more DUT students felt that they
did not know much about how to protect themselves from harmful cyber activity in
comparison to LIMU students.

A study of Nigerian university students reported they did not have basic knowl-
edge of cyber security and there was a need to introduce cyber security awareness
training (Garba et al., 2020). The DUT students agreed significantly more than
LIMU students that most information on how to be secure online is confusing. A
number of studies have narrated this theme of cyber security information being con-
fusing (Kolouch et al., 2023; Reeves et al., 2021; Thompson et al., 2018). In addi-
tion, the DUT respondents rated cyber-security as a significantly higher priority than
the LIMU respondents. This finding was consistent for both pre- and post-interven-
tion, with a significantly high priority assigned to cyber security. This is supported
by the finding that DUT students frequently thought about protecting their own pri-
vacy, in contrast to LIMU students, who only sometimes thought about it.

A further finding of interest, is that the DUT students were far more concerned
with avoiding being bullied online, which they frequently thought of. This is in con-
trast to the LIMU students only sometimes thought about it. Cyberbullying is preva-
lent worldwide but students who are aware of cyberbullying have a greater ability to
ensure their personal cybersecurity. Students’ reasons for using the internet report-
edly impact their awareness of cyberbullying (Zorlu, 2023). Students who use the
internet for educational purposes have significantly higher awareness of cyberbul-
lying than those who use it for entertainment (Zorlu, 2023; Odac1 & Celik, 2017).
Our results are consistent with a study by Zwilling et al. (2022) who revealed that
there was a connection between the respondent’s country of residence, awareness,
knowledge and behaviours in cybersecurity. Comparing results between respondents
in Turkey, Poland and Israel, Zwilling et al. (2022) found that Turkish respondents

@ Springer



Education and Information Technologies

perceive cybersecurity as very threatening. Israelis and Poles showed less con-
cern. This can be explained by cultural differences, in that Israel is very advanced
in cybersecurity innovation (Tabansky, 2013). According to the MIT Technology
Review Cyber Defence Index 2022/23, Poland is ranked sixth as the most resilient to
cyberattacks according to the country’s cybersecurity policies, organisational capa-
bilities and cybersecurity assets. This also explains why the Poles were less con-
cerned than the Turkish respondents. The UK is ranked seventh in the world. South
Africa does not feature in the top 20 places of the MIT Technology Review Cyber
Defence Index. From our comparative results above regarding DUT students being
far more concerned with cyber bullying and online security then LIMU students,
this may be explained by Zwilling et al’s study that the UK is ranked higher than
South Africa nationally for cyber resilience, and thus UK students perceive cyber
bullying as less threatening than DUT students. Individuals’ knowledge, understand-
ing and perception of cybersecurity threats depend on other factors such as the role
of media and social media. Manwaring and Holloway’s (2023) research on cyber-
enabled foreign interference in Australia reveals that Australians’ threat percep-
tions of cyber operations are informed by media reports of similar attacks in other
countries. This means that many Australians might have poor knowledge of what
actual risk Australia faces, and the source of such threats, through what means and
for what purposes. The policy recommendation arising from this is that Manwar-
ing and Holloway (2023) advise that a more inclusive approach of understanding
citizens’ concerns would lead to a more informed and enriched cyber defence strat-
egy. The UK’s cyber strategy is led by the government but states that individuals
have personal responsibility to take all reasonable steps to safeguard both hardware
and software. The UK government will provide timely support but there does not
appear to be any inclusion of citizens’ voices or expressions of concerns. Similarly,
the South African National Cybersecurity Policy Framework (South Africa, State
Security Agency, 2015) outlines in Sect. 18 the role and responsibility of the civil
society. Citizens should keep hardware and software secure, as well as reporting
security incidents to the relevant authorities. A policy recommendation arising from
our research is thus to call for citizens’ voices and concerns to be included in the UK
and South African cyber security frameworks. These concerns would shape better
suited actions to reduce cyber security threats.

The strong positions of Israel, Poland and the UK have led to the situation where
many of their citizens are under the false impression that they have sufficient knowl-
edge or tools to deal with cyber threats (Zwilling et al., 2022). The more nervous
disposition of many Turkish respondents in Zwilling et al’s study and DUT’s stu-
dents in our study can be explained by the fact that Turkey and South Africa are not
as strong as the UK in cyber defence. South Africa has limited skilled human capital
with organisations and government failing to manage cybersecurity with cybercrime
victimization as evidence of the country's under preparation to manage cybercrime
(Chigada, 2023). This behaviour is aligned with Fishbein and Ajzen’s Theory of
Planned Behaviour (Fishbein & Ajzen, 2011). According to this theory, people are
motivated to change their behaviour, such as taking cybersecurity precautions, if
they are knowledgeable about the risks and thus wish to protect themselves. Zwill-
ing et al. acknowledged that the relationship is more complicated when an action
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requires a higher level of specialised knowledge. In this situation, people might be
aware of the risks and intend to protect their devices, but they do not feel confi-
dent in taking the relevant steps. This would then reduce their motivation to change.
Cybersecurity awareness programmes are thus crucial to motivate people to be more
proactive in preventing cyber threats (Zwilling et al., 2022).

A noteworthy finding is the greater the level of concern from DUT students in
avoiding any potential wider impact on other people and organisations, whereas the
LIMU students never thought about it. This is further supported by the finding that
a significant proportion of the LIMU respondents never reported phishing by hitting
the spam or ‘report phishing’ buttons. Chandarman and van Niekerk (2017) deter-
mined shortcomings in the cyber-security awareness of many university students. In
addition, a dissonance was found between knowledge of cyber-security and behav-
iour (Chandarman & van Niekerk, 2017), which might be evident in the LIMU stu-
dents, who appear to know a fair amount on the subject of how to protect themselves
but do not ever report phishing emails.

Pre-intervention, it was found DUT students are reliant on others to check the
security settings on their devices, whereas the LJMU students do not rely on others
at all. It was further found DUT students were also more dependent on others to help
create online accounts. However, pre- and post-intervention there was significant
disagreement amongst respondents regarding their reliance on friends and family for
cyber security assistance. Redmiles et al. (2016) reported this as a common finding
in their research. In addition, they reported that this did not have anything to do with
the family or friend being an expert in information technology but rather perceiving
the family member or friend as being “a bit of a techie” (Redmiles et al., 2016).

Another interesting finding pre-intervention was the LIMU students’ admittance
to not knowing much regarding facial recognition, whereas the DUT students sug-
gested they knew a great deal. This could account for why the DUT students were
far more concerned about avoiding losing photos, which they thought a lot about, as
opposed to the LIMU students who only thought about it sometimes. This supports
findings by Huraj et al. (2023), with regard to Computer Science students’ wariness
in putting their personal information on social networks. Although it was interest-
ing to note that post-intervention, the LIMU students knew a great deal regarding
deep fakes, whereas the DUT students did not know much of deep fakes. There was
also significant agreement pre- and post-intervention that losing money or personal
details over the internet is unavoidable these days.

The results of this study further support (Yamin et al., 2020), who contend being
informed and prepared is the first defence against cyber threats and cybercrimes.
The DUT students indicated significantly more agreement than the LIMU students
that they would like to learn more regarding the role of Al in cyber security. There
was significant agreement both pre- and post-intervention with student awareness
of the Al role in cyber security and wanting to learn more regarding the role of Al
in cyber security. It was found DUT students agreed significantly more than LJMU
students that the ACU project improved student’s collaboration skills.

Not only does our study extend the conceptual framework of Wimpenny et al.
(2022) on COIL as a Third Space in teaching cybersecurity awareness and glocalis-
ing knowledge creation, our results also show that COIL is a useful learning tool
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and providing an international experience for students. Outbound student mobility
is challenging for many students, especially from low socio-economic backgrounds.
Between 2015 and 16, the participation rate is 2.5% for students from higher socio-
economic backgrounds in the UK compared to 1.5% for students from lower socio-
economic backgrounds (Universities UK, 2022). Yet, it is well known that students
who participate in mobility schemes are more likely to gain a better degree clas-
sification and more likely to obtain a graduate level job (Universities UK, 2022).
The results are more pronounced for students from lower socioeconomic back-
grounds. Graduates from such backgrounds who were mobile during their degree
earned 6.1% more, and those in work were more likely to be in a graduate level job
(80.2% compared to 74.7%) than their non-mobile peers (Universities UK, 2022).
COIL is a useful tool to provide an international experience to students who can-
not participate in physical student mobility. Thus, our research contributes to the
government’s social mobility and educational policies of the UK. Similar statistics
in South Africa have been difficult to obtain. Nevertheless, online resources reveal
that few South African students participate in outbound student mobility due to lack
of confidence and insufficient funding (Anstey, 2023b). Some schemes such as the
French South Africa Scholarship and Erasmus Plus are very popular, but others had
poor or no participation (Anstey, 2023a). At the 7th Biennial Research and Innova-
tion Dialogue in South Africa in 2023, there was a discussion about rethinking the
traditional physical student mobility model, which can be inflexible and damaging
to the climate (Anstey, 2023b). Thus, we are providing evidenced research to this
ongoing dialogue in South Africa regarding student mobility and a stronger empha-
sis on short-term virtual mobility exchanges. Globally, educators should consider
COIL as a vehicle for enriching students’ learning experiences. Cybersecurity prob-
lems require global leaders to solve, and COIL is a good way of raising students’
global citizenship and collaboration skills.

4.1 Limitations of the study

We are aware that the sample utilised in this study is small. We have tried very hard
to obtain more responses for the post-intervention questionnaire, but many students
were on their Spring break or started assessments at LIMU. However, our meth-
odology and analysis process are very rigorous. We have used a pilot study to test
the questionnaires; used a Chi-square test of independence; one sample t-test and
independent samples t-test to compare two independent groups of cases. The small
sample size, inconsistencies in responses and potential biases in self-reported data
may affect the reliability of the study findings.

This study is focused solely on students who participated in the ACU virtual
mobility project, DISC; therefore, the results may not be generalised to other pro-
jects of a similar nature. This study does not consider the long-term effects of this
intervention on increasing cyber security awareness because it was of a cross-sec-
tional design. The researchers acknowledge that the narrow focus of the question-
naires. Students’ awareness, knowledge, and confidence regarding cybersecurity may
have caused other important factors to be overlooked. This study was exploratory,
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and these factors could be further explored in a subsequent study. Future research
would benefit from a larger sample of students and given the students’ appetite for
more learning of Al and cybersecurity. Since university students generally study for
a maximum for three years, a longitudinal study is possible if we start from the first
year and repeat the study in their final year.

5 Conclusion

Our project tested whether our DISC programme improved students from DUT and
LIMU in terms of cybersecurity awareness and Al. We adopted a cross-sectional
survey design, with data collected using online questionnaires. Census sampling
identified programme participants from DUT and LIMU, registered at the respec-
tive universities in 2024. Data were analysed statistically using descriptive statis-
tics, Chi-square test of independence, One sample t-test and independent samples
t-test. Results indicated that students reported cyber security as a high priority. This
study confirms that students who are aware of cyber bullying have a greater abil-
ity to ensure their cyber security. An interesting finding was the difference between
DUT and LIMU students on collaboration skills.

There is agreement that COIL improved digital security, cyber security aware-
ness and knowledge amongst both DUT and LIMU students. Significantly, more
DUT students found the COIL project helpful to improve their collaboration skills.
This is in line with the study by Wimpenny et al. (2022), in that “COIL can have
a positive transformational effect on the learner”. By extending Wimpenny et al’s
COIL conceptual framework to teaching cybersecurity awareness, we see the impor-
tance of glocalising the learning environment online in the context of DUT students’
heightened concerns over cyberbullying and cybersecurity due to the lower position
of South Africa in protecting its netizens from cybersecurity threats. Further, many
students on the project would recommend this pedagogy to be offered. We acknowl-
edge that the sample size is small, the study was focused on the students on this spe-
cific COIL project and so the results cannot be generalised. Future research would
benefit from a larger sample of students and given the students’ appetite, for more
learning of Al and cybersecurity.

Our study is original and has policy impact on social mobility and educational
policies of the UK. We are providing evidenced research to the ongoing dialogue in
South Africa regarding student mobility and a stronger emphasis on short-term vir-
tual mobility exchanges. Educators should consider adopting COIL as a pedagogical
tool to educate students on cybersecurity and Al In our project, many students felt
that COIL has improved a range of soft skills and the knowledge on cybersecurity
and Al We also provide policy recommendation to both the UK and South African
governments on cybersecurity strategy. Individuals’ knowledge, understanding and
perception of cybersecurity threats depend on other factors such as the role of media
and social media. We propose a more inclusive approach of understanding citizens’
cybersecurity concerns, which would lead to a more informed and enriched cyber
defence strategy.
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