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Purpose: This study investigates how the internal audit function helps boost an
organization's cybersecurity quality. We focus on the key roles played by the chief
audit executive (CAE) competencies, including their IT expertise, qualifications, and
tenure, as well as their interaction with the audit committee (AC), the organization's
IT governance structure, and the role of internal audit (IA) in overseeing cybersecurity.
Methodology and design: Data were collected through a survey questionnaire
distributed to internal auditors and audit committee members in UK-listed companies,
supplemented by relevant archival data as needed.

Findings: Panel regression findings, validated across both CEAs and AC members,
reveal that CAE IT expertise, private CAE-AC meetings, and robust IT governance
significantly improve cybersecurity quality. Crucially, each additional year of IT audit
expertise increases perceived cybersecurity quality by approximately 0.30 units,
confirming the high value of deep IT audit expertise. Additionally, IA’s role in policy
review, regulatory compliance, and risk assessment strengthens cyber resilience.
Originality and value: The study makes an original contribution to the literature by
examining how synergies among the CAE’s IT competencies, interaction with the
audit committee, IT governance, and internal audit functions shape the quality of
cybersecurity audits.

Practical implications: The findings carry essential practical implications for
organizations, regulators, and society. Strengthening IT competencies within internal
audit, fostering private dialogue between CAEs and audit committees, and embedding
cybersecurity into corporate governance frameworks can significantly improve
resilience. Beyond organisational benefits, enhanced cybersecurity audit quality
supports consumer protection, safeguards privacy, and reinforces public trust in digital
infrastructures such as healthcare, banking, and government services, aligning with
global standards like GDPR and the NIST Cybersecurity Framework.

Keywords: Internal audit, cybersecurity quality, chief audit executive competencies, audit
committee, IT governance.

1. Introduction

In the increasingly complex digital environment, the threat of cybersecurity has become
progressively sophisticated and costly, with attacks targeting critical organizational
infrastructures (Houlden et al., 2023; Al-Shaer et al., 2025). Recent estimates suggest that the
global cost of cybercrime could exceed US$12 trillion in 2025, primarily driven by the
increasing sophistication of attacks powered by artificial intelligence and other emerging
technologies (Computer Crime Research Centre, 2024, as cited in Nairametrics, 2024). Thus,
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as digitization increasingly becomes an integral part of most organizational processes, the need
for cybersecurity has grown exponentially. However, a lot of faith has been placed in
technology-based defences. (Brenner, 2020; Anderson, 2015). Therefore, the organization
requires the implementation of effective, holistic measures that involve strong internal audit
functions. Internal audit, once purely seen as an instrument from the point of view of financial
control, has now been transformed into one of the most crucial arms of cybersecurity strategy,
which emanates mainly from assessment and evaluation of risks and controls to the assurance
of compliance with cybersecurity principles (Anderson, 2015; Slapnicar et al., 2022; Wahhab
et al., 2022; Houlden et al., 2023; Vuko et al., 2025; Al-Shaer et al., 2025).

However, despite such transformation, the changing role of the CAE and his competencies, with
specific reference to IT expertise, qualifications, and tenure, as well as his relationship with the
audit committee, have received limited attention in the cybersecurity audit landscape. The
ability of internal audits to successfully improve cybersecurity often hinges on the competence
of CAE in terms of technical knowledge and experience, as well as their interaction with audit
committees (IIA, 2016; Young and Wang, 2014; Sabillon et al., 2017; Islam et al., 2018;
Steinbart et al., 2018; Vuko et al., 2025; Al-Shaer et al., 2025). Additionally, the IA's regular
review of the level of adherence to policies and regulations, the readiness of resources to address
cyber risks (Sabillon et al., 2017; Rosati et al., 2019), and its synergy with broader IT corporate
governance (Brenner, 2020; Anderson, 2015; Wahhab et al., 2022; Vuko et al., 2025; Cyfert et
al., 2025) are all considered vital in enhancing cybersecurity quality.

Although such factors are expected to impact the quality of cybersecurity audits significantly,
the literature has, until now, underexplored the influence of the interaction among all the
aforementioned factors. In this paper, we aim to fill this void by investigating how the quality
of IA in terms of IT competency, tenure, and relationships with audit committees, as well as the
review of cybersecurity policies and regulations, readiness of resources, and IT CG, affects the
quality of cybersecurity audits. By examining these factors, this study aims to contribute to the
growing literature on internal audit and cybersecurity, providing insight into how companies
can more effectively protect themselves from cyber-attack threats through improved audits and
internal controls. Four key research questions that this study attempts to answer are as follows:

RQ1I: To what extent do the competencies of CAE in terms of IT audit experience and tenure
impact the quality of cybersecurity audits?

RQ?2: Do private meetings between CAE and the audit committee improve the quality of
cybersecurity audits?

RQ3: Does IT corporate governance affect the quality of cybersecurity audits?

RQ4: To what extent does [A functionality, in terms of reviewing cybersecurity policies and
regulations, and readiness of resources, enhance the quality of cybersecurity audits?

Answering these specific questions thus fills an essential gap in the existing literature but also
offers practical implications to companies that strive to improve cybersecurity through internal
audits. The findings highlight that the involvement of IA in assessing cybersecurity readiness
and IT governance is a key driver of cybersecurity quality. Particularly, proactive participation
in cybersecurity readiness, review of governance policies, and assurance of regulatory
compliance all significantly improve the quality of cybersecurity, with readiness having the
most substantial effect. In addition, private meetings between CAEs and audit committees
further support cybersecurity, and competencies (experience in the field of IT and professional
qualifications) significantly impact the quality of cybersecurity.

The findings of this study carry significant practical implications at multiple levels. For
organizations, they emphasize the importance of strengthening CAE IT competencies,
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promoting private communication channels with audit committees, and integrating
cybersecurity into broader governance and risk management structures. These measures not
only enhance internal resilience but also enable more strategic allocation of resources and
proactive threat mitigation. For regulators and policymakers, the study highlights the
importance of establishing clear and enforceable frameworks that align internal audit practices
with international standards, such as the General Data Protection Regulation (GDPR) and the
National Institute of Standards and Technology (NIST) Cybersecurity Framework, thereby
ensuring consistency across industries and jurisdictions. At the societal level, improved
cybersecurity audit quality directly contributes to protecting consumers’ personal data,
safeguarding privacy, and preserving public trust in digital systems that underpin critical sectors
such as healthcare, banking, and government. By reducing the likelihood and severity of data
breaches, organizations enhance their accountability to stakeholders and contribute to building
a more secure digital ecosystem. Collectively, these implications position internal audit not only
as a technical safeguard but also as a strategic and ethical pillar in advancing organizational
resilience and societal trust in the digital era.

2. Literature review and hypotheses development
2.1. Internal audit and cybersecurity

In today's digital age, the surge in cyber risks necessitates robust and proactive measures to
safeguard corporate infrastructures. Internal audit has progressed from its traditional role of
financial scrutiny and oversight to becoming a key player in cybersecurity strategies (Al-Shaer
et al., 2025). IA functions now encompass risk evaluation, assessment of control effectiveness,
and compliance oversight; all of which are crucial in enhancing companies’ ability to combat
cyber threats (Islam et al.,, 2018; Jamison et al., 2018). Therefore, internal audits offer
recommendations to improve cybersecurity frameworks and address critical protection gaps.
However, the extent to which IA can successfully mitigate cybersecurity risks remains a topic
of debate. While many scholars promote an expanded role for IA in cybersecurity, others
question whether internal auditors possess the technical and IT skills required to manage these
risks effectively. For example, Anderson (2015) and Slapnicar et al. (2022) question whether
internal auditors, who are typically focused on compliance, can effectively address the complex
and evolving nature of cybersecurity threats. This raises concerns about whether internal
auditors are prepared to handle cybersecurity audits simultaneously with financial and internal
control oversight, without creating bureaucratic obstacles that could hinder the rapid response
and implementation of essential cybersecurity measures.

Despite these concerns, various studies highlight the importance of integrating IA into
cybersecurity efforts. IIARF (2015) emphasizes that internal audits are crucial in fostering
organization-wide readiness for cyber threats. A well-trained and adequately resourced IA
function can provide oversight, identify system vulnerabilities, and suggest strategies to close
system gaps and bolster corporate defenses. Chambers (IIARF, 2015) refers to this as the
"home-house advantage," noting that internal auditors are uniquely positioned to work closely
with IT and cybersecurity teams to enhance security. Furthermore, studies by Islam et al. (2018)
and Steinbart et al. (2014) suggest that IA competencies, including technical IT skills and a
strong capacity for risk assessment, are crucial for conducting effective cybersecurity audits.
These skills enable internal auditors to assess cybersecurity controls and policies more
thoroughly, thereby enhancing overall security and risk management. Steinbart et al. (2014)
also stress the role of audit committees in ensuring that cybersecurity risks are addressed at the
highest managerial levels. Conversely, critics such as Wahhab et al. (2022) and Houlden et al.
(2023) argue that the gap between cybersecurity requirements and the technical capabilities of
internal auditors remains a significant barrier. They contend that cybersecurity is so complex



that it requires specialized knowledge, which internal auditors often lack. As a result, over-
reliance on internal audits for cybersecurity may create a false sense of security, leading
companies to overlook more immediate and technical threats. In this regard, Slapnicar et al.
(2022) caution that IA’s focus on compliance could lead to a false sense of security, with
organizations believing they are protected when, in fact, they remain vulnerable to advanced
cyberattacks.

This divergence in viewpoints highlights the need for a balanced approach to IA’s role in
cybersecurity. While internal audits can enhance organization preparedness and resilience by
identifying weaknesses and ensuring compliance, there is also a risk that audits may focus too
heavily on procedural matters and neglect the technical depth required to address cybersecurity
threats effectively. Several scholars, including Gatzert and Schmit (2016), Brenner (2020),
Anderson et al. (2024), Wahhab et al. (2022), Vuko et al. (2025), and Cyfert et al. (2025),
emphasize that internal audits should not be viewed as a cure-all for cybersecurity risks but
rather as part of a broader, integrated approach. Internal audits provide substantial value by
offering independent assessments and facilitating discussions on cybersecurity strategies.
However, this value depends on the auditors' ability to navigate the complexities of
cybersecurity, which necessitates ongoing training and collaboration with IT specialists.

While the above discussion elaborates on the impact of the IA on the quality of cybersecurity
audit, the effectiveness of the IA function itself remains a central factor. IA effectiveness
reflects the audit function's ability to achieve its objectives, supported by adequate resources,
auditor independence, technical competence, and strong relationships with stakeholders.
According to Turetken et al. (2020), the effectiveness of IA is shaped by both organizational
and auditor-level factors, including independence, professional competence, and support from
top management. Similarly, Abdelrahim and Al-Malkawi (2022) propose a conceptual model
in which organizational support and auditor expertise significantly enhance audit effectiveness.
Integrating A effectiveness into the cybersecurity domain provides a broader explanatory
framework, suggesting that CAE competencies, tenure, IT governance, policy reviews, and
private meetings all exert their influence through their contribution to overall audit
effectiveness. This positions IA effectiveness as both an outcome of these determinants and a
mechanism through which audit functions contribute to the quality of cybersecurity.

2.2. CAE IT Competencies and Cybersecurity

CAE expertise in IT audit and information systems is becoming increasingly essential for
strengthening an organization's cybersecurity defenses. As cyber threats become increasingly
complex, auditors require a comprehensive understanding of IT systems to effectively identify
vulnerabilities, assess cybersecurity risks, and recommend robust controls. Without this
specialized IT knowledge, internal audits may lack meaningful insights into the company’s
cybersecurity defenses, leaving the organization vulnerable to evolving threats (Wahhab et al.,
2022; Vuko et al., 2025). Studies suggest that internal auditors with high IT competencies have
a significant effect on the organization’s cybersecurity level. For example, Islam et al. (2018)
and Slapnicar et al. (2022) argue that auditors with IT competence have a competitive advantage
in controlling the safekeeping of the cyber-defence function and ensuring it remains resilient
and up-to-date. Steinbart et al. (2018) echo this sentiment, noting that auditors with information
on the measured attributes can conduct more detailed risk assessments and suggest targeted
improvements, thereby enhancing the organization’s ability to prevent cyberattacks.

In the same vein, Cyfert et al. (2025) note that digital transformation cannot succeed without
strong digital competencies, encompassing cybersecurity, cloud computing, data management,
and robotic process automation. These technical skills are critical for ensuring organizational
resilience against cyber threats. Moreover, they must be supported by soft competencies, such
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as communication, adaptability, and problem-solving, which enable employees and leaders to
recognize and respond proactively to cybersecurity challenges (Cyfert et al., 2025). Anderson
et al. (2024) also argue that competencies in cybersecurity leadership extend beyond purely
technical knowledge. Their systematic review reveals that cybersecurity leaders must integrate
knowledge, skills, attitudes, and reflective meta-competencies to navigate the evolving threat
landscape and align cybersecurity efforts with organisational strategy. Notably, they emphasize
that auditors and cybersecurity leaders must develop the capacity to communicate risk in
business terms, foster interdepartmental collaboration, and demonstrate adaptive decision-
making, especially under crisis conditions. These capabilities are vital for bridging the
persistent gap between cybersecurity operations and executive leadership, thereby enhancing
the internal audit’s contribution to organizational cyber-resilience.

Industry standards also reinforce the importance of IT skills for internal auditors. Certifications
like the Certified Information Systems Auditor (CISA) are recognized as a key measure of an
auditor’s ability to handle complex cybersecurity challenges. According to the Institute of
Internal Auditors (IIA, 2016), certified auditors are better prepared to anticipate emerging cyber
threats and implement best practices, which is critical for maintaining strong cybersecurity
defences. These certifications not only reflect technical capabilities but also ensure ongoing
education in the latest cybersecurity trends and best practices. However, while IT skills are
widely seen as necessary, some scholars argue that technical expertise alone may not be enough.
Sabillon et al. (2017) and Cyfert et al. (2025) suggest that internal auditors also need strong
governance skills to ensure that cybersecurity policies align with broader organisational goals.
Their research generally shows that auditors who are well-versed in IT governance can better
evaluate cybersecurity strategies, helping organisations take a more proactive approach to
managing cyber risks. This broader governance perspective ensures that cybersecurity is
integrated into the overall risk management framework, rather than being treated as a standalone
technical issue.

Despite these findings, a gap remains in the literature regarding the interaction of various
competencies in improving cybersecurity outcomes. For instance, while IT skills and
certifications are critical, there’s less understanding of how these abilities impact an ACE
engagement with key stakeholders, such as senior management and IT teams. This interaction
is fundamental because effective communication between auditors and decision-makers ensures
that cybersecurity measures are prioritized and swiftly implemented. It also highlights the
significance of auditors’ soft skills, such as leadership and communication, in driving
cybersecurity improvements. Recent studies by Wahhab et al. (2022) and Houlden et al. (2023)
emphasize that the rapidly evolving nature of cyber threats necessitates that auditors continually
update their skills. They emphasize the need for ongoing professional development, especially
in emerging technologies such as artificial intelligence and blockchain, which are reshaping
cybersecurity. As these technologies become more embedded in business operations, CAE must
be prepared to assess the associated risks and recommend suitable security measures. Therefore,
the following hypothesis can be formulated:

H1: CAE competencies in IT audit are positively associated with the quality of cybersecurity.
2.3. CAE Tenure and Cybersecurity

The length of time a CAE serves in their role can impact how well an organization protects
itself against cyber threats (Anderson et al., 2024). CAEs with longer tenures have more time
to gain a deeper understanding of the organization’s specific challenges, its risk landscape, and
the rapidly changing digital environment. This accumulated knowledge enables experienced
CAEs to make more informed decisions and provide stronger strategic advice on cybersecurity
matters. Empirical studies suggest that the tenure of the Chief Audit Executive (CAE) positively



influences their capacity to detect potential cybersecurity vulnerabilities and to align security
strategies with the organization’s overarching objectives (Brenner, 2020; Anderson, 2015).
Experienced CAEs are often better at spotting gaps in cybersecurity measures and
recommending practical improvements. Brenner (2020) notes that seasoned CAEs have a deep
familiarity with both the organization’s technical infrastructure and its long-term objectives,
which allows them to create cybersecurity strategies that support not only immediate needs but
also the organization’s overall vision. This alignment ensures that cybersecurity initiatives
address current threats while also advancing the organization’s strategic goals. Anderson et al.
(2024) further reinforce the strategic advantage of accumulated tenure in developing tailored
cybersecurity frameworks.

Moreover, CAEs who have been in their roles for an extended period tend to build strong
relationships with key stakeholders, such as the board of directors and audit committees. These
relationships are crucial for maintaining cybersecurity as a top priority within the organization.
Anderson et al. (2024) confirm that such leadership embeddedness enhances cross-functional
coordination in cybersecurity. This may create trust between the CAE and stakeholders,
fostering more open discussions about cybersecurity vulnerabilities and leading to quicker
decisions and faster responses to emerging threats (Anderson, 2015). This close collaboration
helps ensure that cybersecurity measures are implemented and also continuously refined to meet
evolving risks.

However, the potential downsides of long CAE tenures should not be ignored. While experience
is valuable, longer tenures can also result in complacency. CAEs may become normalized and
too comfortable in their routinized roles, potentially overlooking new and emerging threats by
relying on familiar practices. Scholars like Wahhab et al. (2022) warn that long-tenured CAEs
must remain proactive, continuously updating their knowledge of the latest cybersecurity trends
and challenges. Staying informed about developments such as artificial intelligence, machine
learning, and blockchain is essential for maintaining effective and up-to-date cybersecurity
strategies. Striking a balance between experience and continuous learning is crucial for ensuring
that long-tenured CAEs can lead effectively in the cybersecurity space. While their expertise
helps them navigate the organization’s complex risk environment, ongoing education ensures
they can remain responsive to the rapidly changing nature of cyber threats. Scholars such as
Houlden et al. (2023) suggest that organizations should encourage CAEs to participate in
professional development programs focused on emerging technologies and cybersecurity
trends, thereby reducing the risk of complacency.

Accordingly, CAEs with longer tenures have accumulated more organizational knowledge,
making them better equipped to assess cybersecurity risks and implement effective defenses.
However, it also emphasizes the importance of continuous learning to prevent complacency
and ensure that cybersecurity measures remain adaptable to new threats (Brenner, 2020;
Anderson, 2015; Wahhab et al., 2022; Anderson et al., 2024). As CAEs strengthen their
relationships with the board and audit committees, their ability to influence cybersecurity
decisions increases, leading to more comprehensive and effective cybersecurity strategies.
Hence, we can hypothesize:

H2: CAE tenure is positively associated with a higher quality of cybersecurity.
2.4. IT Corporate Governance and Cybersecurity

IT corporate governance is a key to improving an organization’s ability to manage cybersecurity
risks. Well-designed governance mechanisms, including board-level oversight, comprehensive
policies, and effective risk management practices, provide a strong foundation for addressing
cybersecurity challenges (Cyfert et al., 2025; Kamiya et al., 2021). Sabillon et al. (2017) argue



that effective IT governance frameworks allow organizations to proactively prepare for and
mitigate cyber threats through coordinated and strategic efforts. By integrating cybersecurity
into the broader governance structure, IT corporate governance strengthens the organization’s
ability to identify, assess, and respond to potential cyber risks. Recent studies have further
reinforced the link between corporate governance and cybersecurity by demonstrating its
strategic and economic impact. For instance, Cyfert (2025) suggests that organizations with
robust cybersecurity governance enjoy a higher corporate market value, primarily due to
increased investor trust and enhanced confidence in their supply chain. Their findings
emphasize that cybersecurity, when embedded within broader governance mechanisms,
contributes to the creation of long-term value and enhances reputational strength. Similarly,
Cortez and Dekker (2022) shed light on the fact that the presence of cybersecurity expertise
within boards significantly improves the quality of cybersecurity oversight and disclosure.
These findings suggest that governance structures must evolve to include technological
competence at the highest level of decision-making.

The involvement of the board of directors in managing cybersecurity risks is a key emphasis in
the literature. Rothrock et al. (2018) assert that active board engagement is crucial for
developing robust cybersecurity frameworks. They argue that when boards are directly involved
in overseeing cybersecurity strategies, organizations are better equipped to prioritize
cybersecurity at the highest levels of decision-making. This ensures that cybersecurity aligns
with the organization’s long-term objectives and that sufficient resources are allocated to
maintain strong defenses against evolving threats. Similarly, Islam et al. (2018) emphasize the
importance of board-level support for IT corporate governance, arguing that proactive board
engagement reduces security risks by ensuring that cybersecurity measures are continually
monitored and updated. Building on this perspective, Al-Shaer et al. (2025) argue that
cybersecurity should be treated as a strategic and ethical concern rather than a purely technical
matter. Their empirical study reveals that powerful CEOs and effective audit committees
enhance oversight of cybersecurity risk management, thereby strengthening the governance
dimension of cyber resilience. This evidence supports the view that IT corporate governance
must extend beyond structural mechanisms to include leadership dynamics and board-level
engagement in shaping cybersecurity outcomes. This aligns with the findings of Radu and
Smaili (2022), who demonstrate that board diversity and engagement have a positive influence
on cybersecurity transparency and preparedness. Moreover, Kamiya et al. (2021) argue that risk
management and governance quality directly affect a firm’s reputation after a cyberattack,
emphasizing the idea that governance is not only preventative but also plays a crucial role in
post-crisis resilience.

While prior studies show that strong governance practices can significantly support better
cybersecurity outcomes, with board oversight playing a key role in implementing effective
cybersecurity strategies, some scholars argue that IT corporate governance alone may not be
sufficient to manage cybersecurity effectively. Haislip et al. (2017) caution against overreliance
on governance frameworks, suggesting that such structures can create a false sense of security.
They believe that while governance provides valuable oversight, it may lack the specialized
focus necessary to address the technical complexities of cybersecurity. Organizations that
depend solely on governance without incorporating specialized cybersecurity measures may
become complacent, leaving themselves vulnerable to sophisticated cyberattacks. Rosati et al.
(2019) also echo these concerns, criticizing the generic nature of many IT corporate governance
frameworks. They argue that while governance provides broad oversight, it often fails to
address the specific challenges posed by cybersecurity. Cyber threats are dynamic and complex,
requiring tailored approaches that go beyond standard governance practices. According to
Rosati et al. (2019), effective cybersecurity management demands customized strategies that



address the unique risks organizations face in today’s digital world. Adiloglu and Gungor
(2019) also highlight concerns about the agility of IT corporate governance in responding to
emerging cybersecurity threats. They argue that governance structures can be slow to adapt to
the fast-paced and constantly evolving nature of cyber threats, which can lead to vulnerabilities.
Their research suggests that more dynamic and responsive governance practices are needed to
ensure organizations can quickly adapt to new risks and implement timely cybersecurity
measures. Without such flexibility, even well-governed organizations may struggle to keep up
with continuously emergent and changing cyber threats.

Thus, while strong IT corporate governance and active board involvement are essential for
improving cybersecurity, relying solely on governance frameworks has limitations. The
complexity and ever-changing nature of cyber threats require more specialized and flexible
approaches to cybersecurity management. Organizations must strike a balance between
leveraging governance structures for oversight and incorporating technical expertise and
adaptable strategies to ensure resilience against advanced cyberattacks. Based on the above
discussion, the hypothesis can be presented as follows:

H3: The quality of cybersecurity is positively associated with strong IT corporate governance.
2.5. Role of 14 in reviewing policies, regulations, and readiness of cybersecurity

Internal Audit plays an increasingly strategic role in reinforcing cybersecurity quality by
conducting independent assessments of governance frameworks, ensuring compliance with
evolving regulations, and evaluating organizational preparedness for cyber threats. Recent
academic literature (Al-Shaer et al., 2025; Elmaasrawy & Tawtfik, 2025; Adesokan-Imran,
2025; Alhawtmeh, 2025) provides compelling evidence that effective internal auditing
enhances cybersecurity resilience across these three core pillars.

2.5.1 Governance Policy Reviews

Internal auditors play a crucial role in evaluating whether cybersecurity governance structures
are robust, up-to-date, and effectively implemented. According to Babiker (2025), internal audit
functions that frequently review governance frameworks contribute to the development of
better-defined cybersecurity strategies, clearer risk ownership, and more structured incident
escalation protocols. Alhawtmeh (2025) further demonstrates that organizations with proactive
internal audit teams exhibit stronger information security governance maturity and reduced risk
exposure. These evaluations help ensure that cybersecurity is not treated as a purely technical
issue but is embedded within the broader organizational governance design. Internal audit also
ensures that these governance mechanisms remain aligned with international standards and are
capable of addressing dynamic threat environments.

2.5.2 Ensuring Regulatory Compliance

The regulatory landscape surrounding cybersecurity is becoming increasingly complex, with
organizations facing obligations under laws such as the GDPR, NIST guidelines, and sector-
specific standards. Internal audit plays a crucial role in helping organizations navigate this
complexity. Adesokan-Imran (2025) notes that internal auditors help implement compliance
frameworks by conducting thorough audits of internal controls, vendor agreements, and
operational practices. These efforts do more than ensure legal conformity—they elevate
security maturity and enhance stakeholder confidence. Moreover, audit-driven compliance
reviews lead to more consistent application of security measures across departments and third-
party interfaces, reducing potential gaps in the organization’s cyber defense systems.

5.2.3 Assessing Cyber Readiness and Resilience



Beyond policy and compliance, IA evaluates whether the organization is adequately prepared
to detect, respond to, and recover from cyber incidents. This includes reviewing business
continuity plans, incident response protocols, and conducting scenario-based simulations to
assess preparedness. Elmaasrawy and Tawfik (2024) found that the dual assurance and advisory
roles of IA lead to improved organizational, human, and technical preparedness. Their findings
underline the importance of TA in building a culture of proactive cyber risk management.
Alhawtmeh (2025) adds that organizations with mature internal audit functions demonstrate
stronger response coordination during cyber crises and tend to report fewer severe disruptions.
These benefits have even been reflected in lower cyber insurance premiums, which serve as
external indicators of reduced organizational cyber risk.

The convergence of findings from these recent studies supports the development of a new
hypothesis and sub-hypotheses as follows:

H4: The involvement of IA in cybersecurity leads to a higher quality of cybersecurity, and the
following sub-hypotheses are proposed:

e H4a: When IA reviews the organization’s governance policies and procedures, the
quality of cybersecurity is more likely to be higher.

e H4b: When IA ensures that cybersecurity regulations are met, the quality of
cybersecurity is more likely to be higher.

e Hd4c: The involvement of IA in assessing cybersecurity readiness leads to a higher
quality of cybersecurity.

2.6. Private meetings between the audit committee and CAE and cybersecurity

Private meetings between the audit committee and the CAE are critical for fostering a
confidential environment where sensitive issues, including cybersecurity, can be discussed
openly and in depth (Young and Wang, 2014). These meetings provide a platform for candid
discussions that might not occur in a more formal board meeting setting. By enabling direct
communication, private meetings facilitate a thorough exploration of cybersecurity weaknesses
and the strategies necessary to address them. Scholars like Bissell (2013) note that private
meetings between the audit committee and the CAE foster transparency and trust, two essential
components for effectively addressing complex cybersecurity concerns. In these private
settings, the CAE has the freedom to speak more openly, resulting in a more accurate and
detailed presentation of the organization’s cybersecurity status. Bissell (2013) argues that this
setting is especially valuable because it allows the CAE to raise concerns that might otherwise
be downplayed or overlooked in larger meetings. This direct line of communication ensures
that potential cybersecurity risks are examined thoroughly and that tailored solutions are
discussed. In response, the audit committee can provide appropriate guidance, ensuring that
cybersecurity strategies align with the organization’s overall priorities. Private meetings also
enhance the organization’s cybersecurity quality by allowing the CAE to provide detailed
updates on the state of the organization’s defenses. KPMG (2015) concluded that these
interactions provide the audit committee with deeper insights into the organization’s
cybersecurity risks, leading to better-informed decision-making.

Recent literature underscores the importance of open and frequent communication between the
audit committee and the CAE. According to the Institute of Internal Auditors (IIA, 2024),
private exchanges enhance trust, independence, and the quality of oversight, particularly in
areas involving rapidly evolving threats such as cybersecurity. The updated Global Internal
Audit Standards emphasize that informal and private conversations are essential to maintaining
a robust relationship between internal audit and key stakeholders (ITA, 2024). Such meetings
enable the CAE to present a candid and nuanced view of the organization’s cybersecurity
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posture. Islam (2018) argues that direct communication with the audit committee enables the
CAE to express concerns that might otherwise be filtered or downplayed, thereby facilitating
more accurate risk assessments and tailored remediation plans. This improves the quality of
oversight by encouraging the audit committee to allocate resources and guide strategy based on
informed insights.

Regular, private consultations between the audit committee and the CAE are crucial to
maintaining cybersecurity as a top priority and ensuring that the necessary resources are
allocated to protect the organization’s information systems (Lanz, 2014). Private meetings also
strengthen cybersecurity by enabling strategic alignment between the audit committee and the
CAE. Vuko et al. (2025) highlight that these interactions promote informed decision-making
and the prioritization of cybersecurity investments. When audit committees are engaged in these
dialogues, they are better positioned to ensure that cybersecurity strategies are not only reactive
but also resilient and proactive. Furthermore, Haislip et al. (2017) emphasize the importance of
empowering the CAE to report cyber risks independently and directly to the board. His
empirical study demonstrates that organizations where the CAE has such access tend to have
significantly better cybersecurity preparedness. In such cases, internal audit plays a crucial role
in identifying early warning signs and systemic risks. The meetings also facilitate multi-
stakeholder coordination. Vuko et al. (2025) emphasize that the effectiveness of internal audit
and its collaboration with the first and second lines of defense is positively correlated with the
improvement of cyber controls. Private dialogues serve as a bridge between operational risk
management and board-level oversight.

Based on the above discussion, the following hypothesis is posited:

HS5: Private meetings between the audit committee and the CAE are positively associated with
higher quality of cybersecurity.

3. Research Method

To achieve the study's objectives, data were collected through two surveys. Both surveys were
used to obtain information related to IA and cybersecurity. Such information is typically not
disclosed in annual reports; therefore, the survey serves as a key source for receiving data
associated with IA and the study’s variables. The first survey targeted CAE in UK-listed
companies, and the second survey targeted AC. The first section of the study pertained to
general background, including demographic data related to the respondent, staff within the IA
department, resources allocated to IA, and private meetings between CAE and AC. The second
section covers cybersecurity. The third section covers IT governance, policies, regulations, and
cybersecurity readiness. The fourth section covers the IA role and the TA annual plan. The
survey directed to ACs is slightly different from the one directed to CAEs in terms of the scales
used to measure IA competencies and IA resources. In contrast, measures of other variables
remain unchanged (i.e., private meetings between CAE and AC, cybersecurity, IT governance,
policies, regulations, cybersecurity readiness, IA role, and annual plan). Regarding
competencies, participants were asked to express their perceptions of the level of CAE
experience in the fields of IT audit and internal audit using a 7-point scale. Participants were
also asked to express their perceptions of the level of sufficiency of IA resources in terms of the
number of staff and annual budget allocated to the IA department, using a 7-point scale (1 = not
sufficient, and 7 = totally enough).!

' To ensure the validity and reliability of the survey instrument, several procedures and tests were conducted.
Initially, a pre-test was carried out to confirm that the questionnaire was clear and comprehensible to the target
respondents, thereby supporting its validity. Content validity was established by consulting experts in the field —
who reviewed the instrument and provided feedback — leading to targeted modifications. These adjustments
focused on areas such as cybersecurity, IT governance, policies, regulations, cybersecurity readiness, the role of
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Company contact details were sourced from the London Stock Exchange and official corporate
websites. The survey was distributed to CAEs across all listed UK companies, totaling
approximately 1,538. Companies lacking valid contact information were excluded from the
sample.? The first online survey was conducted in November 2023, yielding 512 responses from
CAE:s and 345 from AC members. A follow-up request was sent in January 2024, generating an
additional 31 responses from CAEs, bringing the total to 543 CAE surveys. Furthermore, 16
responses were received from AC members, increasing the total to 361 responses from AC
members. > Additional data were obtained from the annual reports of responding companies as
sources of information relating to the other variables included in the study, such as data related
to AC.*

The survey instrument underwent a two-step validation process. First, the questionnaire was
reviewed by a panel of three experts with academic and professional expertise in A and
cybersecurity to ensure content validity, clarity, and alignment with the study’s objectives.
Based on their feedback, several items were revised for clarity. Second, a pilot test was
conducted with 12 internal auditors from UK-listed firms to assess the clarity and face validity
of the survey items. Minor adjustments were made following this pilot.

To address potential non-response bias, we compared early and late respondents on key
variables (e.g., policies, IT governance scores) and found no statistically significant differences,
suggesting limited response bias. Additionally, follow-up reminders were issued to encourage
participation.

internal audit, and the annual audit plan. Construct validity was addressed by carefully designing the survey to
ensure that each question effectively measured its intended construct. Consistent with best practices in the
literature, questions were formulated using straightforward language to encourage participation. The pre-test
results confirmed that the rding was sufficiently simple, the questions followed a logical sequence, and the overall
survey length was appropriate — all contributing to strong construct validity. Regarding reliability, internal
consistency was assessed using Cronbach’s alpha. The results indicated high reliability, with scores of 0.82 for the
cybersecurity-related items and 0.86 for the IT governance items.

2 The survey targeted two key corporate governance actors: the CAEs and ACs. Initially, invitations were sent to
1,538 UK-incorporated companies listed on the London Stock Exchange, where the internal audit function is either
established formally or integrated (if any) within risk and compliance structures. For the ACs segment, the sample
was refined to 1,207 companies. This adjustment was necessary due to the absence of publicly available or
verifiable contact information for some audit committees, and/or the lack of clarity in governance disclosures as
to whether certain AIM-listed or smaller firms had formal audit committees in place.

3 The response rates (35.3% and 29.9%) are considered acceptable for corporate-level online surveys compared to
other studies in the internal audit field; for example, the response rate of Ismael and Kamel study (2021) is 62%,
and the rate of Al-Sukker et al. study (2018) is 43.3%. Our response rate can be attributed to that the surveys were
short, clearly structured, and easy to complete, which reduced respondent burden and encouraged participation. A
follow-up strategy was also employed, including reminder emails that were professionally worded and sent at
appropriate intervals, which is known to significantly improve response rates.

4 Data for this study were collected from two primary sources: (1) two surveys administered CAE and AC, and (2)
publicly available annual reports from the same companies. To enable meaningful analysis, survey responses were
matched with the corresponding company’s annual reports. As a result, the data cannot be considered fully
anonymous. However, all data were treated with strict confidentiality, and no identifying information was disclosed
in the analysis or reporting of results. The research protocol ensured that any potentially identifying details were
excluded from the results, and the study was conducted in accordance with ethical research standards.
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3.1. Model and variable measures
The following regression model is developed to test the hypotheses of the study, which include
test variables and control variables.

&)
CYBER-SEC = by +b; [ACOMP+b; ITGOV+b;TENURE +b4AC-CAE
+bsPOLICIES+bsREGULATIONS+b;RESOURCES
+bsACINDEP+boACEXP+b10READINESS+b11IAROLE+b12PLAN
+Industry+Year + ¢

The dependent variable is cybersecurity (CYBER-SEC). CYBER-SEC is measured by several
proxies using a 7-point scale. Table 1 presents the definitions of the study's variables. The main
test variables are: IA competencies (IACOMP), CAE tenure (TENURE), IT governance
(ITGOV), private meetings between CAE and AC (AC-CAE), reviewing organizations' policies
and procedures (POLICIES), ensuring that cybersecurity regulations are met
(REGULATIONS), and the involvement of A in the readiness of cybersecurity (READINESS).

Table 1: definitions of the variables
Variables Definitions

CYBER-SEC Cybersecurity: using a scale of 7 points, several indicators are used as proxies to
measure cybersecurity, these being:

v Cybersecurity combines technological solutions, robust policies and
procedures, ongoing education, and a proactive stance towards emerging
threats.

v' To what extent does the cybersecurity system protect against known and
unknown threats? (e.g., malware, phishing attacks, data breaches, and other
cyber threats).

v' To what extent is cybersecurity able to adapt to new threats and vulnerabilities
as they emerge (e.g., regular updates, patches, and staying informed about the
latest cybersecurity trends).

v" To what extent can cybersecurity withstand attacks, minimize damage, and
recover quickly in case of a breach or cyber incident?

v' To what extent does the company perform regular training and awareness
programs to educate employees about cybersecurity best practices?

v Proactive cybersecurity involves continuous monitoring, threat hunting, and
preemptive measures to prevent attacks before they occur.

v' Cybersecurity is scalable to accommodate growth and changes in an
organization's IT infrastructure and operations.

CAE perception:

IACOMP Internal audit (IA) competency: Several proxies are used as indicators of IA competency,
including the number of years of work experience in the field of IT audit and
professional qualifications, which equals one if staff possess a professional certification
and zero otherwise.

AC perceptions:
The level of CAE experience in the field of IT audit and internal audit is measured on a
scale of 7 points (1 = not expert, and 7 = very expert).

ITGOV Using scale of 7 points, IT governance is measured by a number of proxies including:
(1) the extent of aligning IT strategy with business objectives; (2) IT governance ensures
that cybersecurity strategies are aligned with overall business objectives; (3) the extent
of establishing transparent processes for allocating and managing IT resources; (4) the
extent that [T governance involves the processes, structures, and policies that ensure IT
resources are aligned with business goals, managed efficiently, and controlled
effectively; (5) the extent of endorsing and mandating IT policy by the board; (6) the
extent that IT governance frameworks include risk assessment and management
processes; (7) the extent of integrating IT controls with enterprise risk management; (8)
the extent that IT governance defines roles and responsibilities related to IT and
cybersecurity; (9) the extent that IT governance frameworks establish policies and
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procedures for IT and cybersecurity; (10) the extent that IT governance includes
mechanisms for measuring and reporting IT performance; (11) the extent that IT
governance frameworks include compliance controls to adhere to regulations and
industry standards.

TENURE CAE tenure refers to the number of years CAE has held their position.

AC-CAE Private meetings between the audit committee (AC) and the chief audit executive (CAE)
are measured by two indicators:

Annual number of private meetings between AC and CAE; and
The proportion of private meetings (number of private meetings divided by the yearly
number of AC meetings).

POLICIES Reviewing the organization’s governance policies and procedures using a scale of 7
points.

REGULATION 1A ensures that cybersecurity regulations are met using a 7-point scale.

RESOURCES A resources refer to the number of internal audit staff within the department.

AC perception:

The level of sufficiency of 1A resources in terms of the number of staff and annual
budget allocated to the IA department, using a scale of 7 points (1 = not sufficient, and
7 = totally sufficient).

ACINDEP Coded one if all AC members are independent, and zero otherwise.

ACEXP AC financial expertise is the proportion of members who possess financial expertise.

READINESS The extent of IA involvement in cybersecurity readiness is measured on a scale of 7
points.

IAROLE Using a 7-point scale, two indicators are employed: the extent to which IA's role in
strengthening organizational security, and the extent to which IA aids in ensuring the
effectiveness of organizational cybersecurity.

PLAN Cybersecurity is included in the IA annual plan, rated on a 7-point scale.

Industry Industry is a dummy variable.

Year The year is dummy variable.

4. Results

4.1. Descriptive analysis

Table 2 presents an overview of the descriptive statistics of the variables used in this study,
providing initial insights into the characteristics of the sample and the overall distribution of
responses across key constructs. The dependent variable, CYBER-SEC, has a mean of 5.20 (on
a scale from 1 to 7), suggesting a moderately high perception of cybersecurity audit quality
across the sample (i.e., most organizations perceive their cybersecurity audit quality as good),
with a relatively low standard deviation (SD = 0.97), indicating limited variation in this
perception among respondents. The median of 5.00 suggests that half of the organizations rate
cybersecurity audit quality at five or higher, supporting this observation.

IT governance (ITGOV) scores a mean of 4.80 (SD = 1.18) on a 7-point scale, highlighting that
IT governance is moderately implemented across the sample. The standard deviation indicates
some variation, although organizations vary in the robustness of their governance frameworks.
The mean scores for policy reviews (POLICIES = 5.25), regulatory compliance efforts
(REGULATION =4.50), and cybersecurity readiness (READINESS = 4.25) indicate that IA is
relatively active in reviewing cybersecurity-related governance policies and ensuring regulatory
compliance. However, its involvement in cybersecurity readiness is somewhat lower.

Table 2: Descriptive results

Variable Max Min Mean Median S.D.
CYBER-SEC 7.00 1.00 5.20 5.00 0.97
IACOMP:

EXPERIENCE 25.00 10.00 14.50 14.00 3.11

13



QUALIFICATIONS 1.00 0.00 0.91 1.00 0.35

ITGOV 7.00 1.00 4.80 5.00 1.18
TENURE 18.00 5.00 11.25 11.00 3.47
AC-CAE 5.00 1.00 2.80 3.00 1.12
POLICIES 7.00 1.00 5.25 5.00 0.92
REGULATION 7.00 1.00 4.50 4.00 1.01
RESOURCES 40.00 3.00 6.50 5.00 3.22
ACINDEP 1.00 0.00 0.92 1.00 0.21
ACEXP 1.00 0.00 0.79 0.76 0.28
READINESS 7.00 1.00 4.25 4.00 1.18
IAROLE 7.00 1.00 5.40 5.00 0.95
PLAN 7.00 1.00 5.75 5.00 0.87
N: 543

CYBER-SEC quality of cybersecurity; IACOMP is IA competencies using two proxies: (1)
EXPERIENCE is number of years of work experience in the field of IT audit, and (2) QUALIFICATIONS
is professional qualifications equals one if staff possess a professional certification, and zero otherwise;
ITGOV IT governance is the average scores of a number of indicators; TENURE is the number years
CAE held in his/her position; AC_CAE is annual number of private meetings between AC and CAE;
POLICIES is reviewing organization’s governance policies and procedures using scale of 7 points;
REGULATION is IA ensures that cybersecurity regulations are met using scale of 7 points; RESOURCES
IA resources is number of internal audit staff in the department; ACINDEP coded 1 if all AC members
are independent, and zero otherwise; ACEXP is the proportion of AC members who possess financial
expertise; READINESS is the extent of IA involvement in cybersecurity readiness using scale of 7 points;
IAROLE is the average scores of two indicators: the extent of IA role to strengthen organization security,
and the extent of IA to aid in assuring the effectiveness of the organizational cybersecurity; PLAN is that
cybersecurity is included in the IA annual plan.

Table 3 presents Pearson correlation coefficients between the quality of cybersecurity
(CYBER-SEC) and the independent variables examined in the study. The correlation results
reveal meaningful and statistically significant relationships between the quality of cybersecurity
(CYBER-SEC) and several key governance and IA factors. Notably, [A involvement in
cybersecurity readiness (READINESS) exhibits the strongest positive correlation (r = 0.50, P
< 0.01), indicating that active [A involvement in assessing organizational preparedness for
cyber threats significantly enhances the quality of cybersecurity. IT governance (ITGOV) also
shows a substantial positive correlation (r = 0.45, P < 0.01), underscoring the importance of
robust governance structures in supporting cybersecurity strategy. IA assurance that
cybersecurity regulations are met (REGULATION) is similarly associated with improved
cybersecurity (r = 0.41, P < 0.01), suggesting that the role of IA in ensuring adherence to
cybersecurity regulations is a critical driver of cyber resilience. Furthermore, CAE IT audit
experience (EXPERIENCE) and professional qualifications (QUALIFICATIONS) are
positively related to cybersecurity quality (r = 0.28 and r = 0.17, respectively), confirming the
significance of technical competencies in the A function.

By contrast, CAE tenure (TENURE) demonstrates a weak and statistically insignificant
correlation with cybersecurity (r = 0.03), suggesting that the length of time a CAE serves in
their role does not inherently translate into improved cybersecurity outcomes. This finding
supports the notion that experience must be complemented by continuous professional
development to remain effective in the rapidly evolving cybersecurity landscape. Likewise, A
resources (RESOURCES) show a weak positive correlation with cybersecurity (r = 0.08),
which, although positive, is not statistically significant. This implies that simply increasing staff
size or budget may not be sufficient unless accompanied by targeted training, effective
governance alignment, and strategic prioritization of cybersecurity activities.
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Table 3: Correlation results

Variables

1 2 3 4 5 6 7 8 9 10 11 12 13 14
1. CYBER-SEC 1
2. EXPERIENCE 0.28 1
3. QUALIFICATIONS 0.17  0.19 1
4. ITGOV 0.45  0.30 0.25 1
5. TENURE 0.03 -0.12 -0.08  0.11 1
6. AC-CAE 0.25  0.09 -0.04 0.10 0.19 1
7. POLICIES 0.22  0.33 0.26 0.15 0.09 0.23 1
8. REGULATION 0.41 0.29 0.24 012 0.01 0.27 0.10 1
9. RESOURCES 0.08 -0.01 -0.13  0.14  0.12 0.11 0.15  -0.01 1
10. ACINDEP 0.14 -0.05 -0.10  0.20 -0.12 0.52 0.17 0.13 0.28 1
11. ACEXP 0.16 -0.02 -0.07  0.22 -0.08 0.40 0.18 0.05 -0.04 -0.09 1
12. READINESS 0.50 0.24 0.21 017 -0.06 0.36 0.04 0.10 0.10 0.15 0.24 1
13. IAROLE 0.32 0.10 004 019 -0.03 0.16 0.13 0.18 -0.03 0.14 0.22 0.29 1
14. PLAN 0.38  0.19 0.16 0.18 -0.04 0.18 0.06 0.20 0.14 0.17 0.27 0.38 0.19 1

Bold significant at 0.05; Bold and Italic significant at 0.01
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4.2. Testing Hypotheses

Table 4 presents the results of the first set of regression models, examining the determinants of
cybersecurity audit quality from both CAE and AC perspectives (Panels A and B, respectively).
The models explain a substantial proportion of variance in the dependent variable (Pseudo R?
= 0.592 for Panel A and 0.611 for Panel B), indicating strong model fit. To test the first
hypothesis, a regression analysis was conducted to examine the impact of competency on
cybersecurity. Table 4 (Panel A) shows that IACOMP is positively associated with CYBER-
SEC at the p < 0.05 level, thereby supporting H/. When breaking down the competency data
into individual variables for further consideration, the results indicate that both EXPERIENCE
and QUALIFICATIONS show positive and statistically significant coefficients at the levels of
P < 0.01 (Coef. 0.295) and P < 0.05 (Coef. 0.208), respectively. Key findings reveal that
experience has a significant impact on enhancing cybersecurity audit quality, with a coefficient
0f 0.295. It can be said that each additional year of IT audit experience increases the perceived
quality of cybersecurity audits by approximately 0.30 units, highlighting the value of deep IT
audit expertise. These results suggest that among IA competency indicators, experience in IT
audit is more likely to be a significant factor in achieving effective cybersecurity.’.

Table 4: Regression results — testing hypotheses

Variable Panel A — CAE Perceptions Panel B — AC Perceptions
Coef. Wald VIF Coef. Wald VIF

EXPERIENCE 0.295 7.869**  1.871 0.431 9.896**  1.864
QUALIFICATIONS  0.208 5.634* 1.807 0.229 6.809* 1.976
ITGOV 0.935 9.215*%* 1,520 1.034 11.659** 1481
TENURE 0.056 1.697 1.615 0.064 1.871 1.738
AC-CAE 0.351 6.145% 1.783 0.294 5.018* 1.691
POLICIES 0.241 6.603%* 1.672 0.385 5.952% 1.612
REGULATION 0.862 10.481*%*  1.469 0.806 10.815*%*  1.387
RESOURCES 0.102 2.471 1.359 0.082 3.185 1.436
ACINDEP 0.117 2.672 1.451 0.097 2.866 1.472
ACEXP 0.081 2.275 1.461 0.070 2.149 1.518
READINESS 1.109 12.258**  1.529 1.277 13.247**  1.461
TAROLE 0.470 7.372%%  1.534 0.674 8.021**  1.502
PLAN 0.687 8.320%*  1.683 0.733 9.596**  1.595
INDU Yes Yes

YE Yes Yes

N 543 361

Pseudo R’ 0.592 0.611

P <0.01 <0.01

* and ** indicate P-value is significant at the 5 and 1 percent levels, respectively; IACOMP is IA
competencies using two proxies: (1) EXPERIENCE is number of years of work experience in the field
of IT audit, and (2) QUALIFICATIONS is professional qualifications equals one if staff possess a
professional certification, and zero otherwise; ITGOV IT governance is the average scores of a number
of indicators; TENURE is the number years CAE held in his/her position; AC_CAE is annual number
of private meetings between AC and CAE; POLICIES is reviewing organization’s governance policies
and procedures using scale of 7 points; REGULATION is IA ensures that cybersecurity regulations are
met using scale of 7 points; RESOURCES IA resources is number of internal audit staff in the

5 To ensure the validity of our regression models, standard diagnostic checks were conducted. Variance Inflation
Factors (VIFs) for all predictor variables were calculated and are reported in Table 4. All VIF values fall well
below 2.0, indicating that multicollinearity is not a concern. Additionally, although normality and homoscedasticity
assumptions apply strictly to regression, we examined Pearson and deviance residuals from the models to assess
model fit. The residuals did not display systematic patterns, skewness, or heteroscedasticity, suggesting that the
model is well specified and robust. These diagnostics support the reliability of the estimated coefficients.
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department; ACINDEP coded 1 if all AC members are independent, and zero otherwise; ACEXP is the
proportion of AC members who possess financial expertise; READINESS is the extent of IA
involvement in cybersecurity readiness using scale of 7 points; IAROLE is the average scores of two
indicators: the extent of [A role to strengthen organization security, and the extent of IA to aid in assuring
the effectiveness of the organizational cybersecurity; PLAN is that cybersecurity is included in the IA
annual plan; INDU is an industry dummy variable; YE is a year dummy variable.

Contrary to expectations, TENURE is not statistically significant (Coef. 0.056, P > 0.05), and
therefore, H2 is not supported — suggesting that length of CAE tenure alone does not directly
impact the quality of cybersecurity. While tenure reflects stability in leadership, these results
indicate that duration alone does not directly translate to improved cybersecurity quality. It may
be that competencies and active engagement in IT and cybersecurity practices are more critical
than length of service per se.

ITGOV exhibits a strong positive and highly significant association with the quality of
cybersecurity (Coef. 0.935, P <0.01) — a strong effect emphasizing that robust IT governance
substantially enhances cybersecurity. A one-unit improvement in I'T governance could boost the
quality of cybersecurity audit by nearly one full point. These findings provide support for H3.
The relatively large coefficients suggest that robust IT governance frameworks have a
substantial positive effect on cybersecurity audit outcomes, underscoring the importance of
governance structures and practices in managing cybersecurity risk.

The analysis provides strong evidence in support of H4 and its sub-hypotheses. POLICIES
shows a significant positive association (Coef. 0.241, P < 0.05), confirming that IA review of
governance policies enhances the quality of cybersecurity audit, providing support to H4a.
REGULATION is significant at P < 0.01 (Coef. 0.862) — suggesting that IA assurance on
regulatory compliance is a critical driver of cybersecurity quality, hence, H4b is supported.
READINESS shows the most significant effect among variables (Coef. 1.109, P <0.01) and is
the most impactful lever for enhancing cybersecurity quality, thus supporting H4c —
highlighting that IA involvement in cybersecurity readiness has a major positive impact on
cybersecurity quality. These findings suggest that the quality of cybersecurity is more likely to
be higher when IA reviews cybersecurity regulations and organizations comply with them, [A
is involved in cybersecurity readiness, and IA plays a role in strengthening organizational
security.

Furthermore, the analysis demonstrated that private meetings between AC and CAE (AC-CAE)
have a positive influence on cybersecurity (Coef. 0.351, P < 0.05). Thus, HS is supported —
implying that each additional private meeting improves the quality of cybersecurity by
approximately 0.35 units, underscoring the importance of AC-CAE interaction. It also indicates
that private meetings between AC and CAE provide more opportunities for CAE to discuss
sensitive cybersecurity issues, thereby improving the quality of cybersecurity and reinforcing
the value of strong communication and alignment between AC and CAE. These results offer
practical guidance for organizations seeking to elevate their cybersecurity assurance practices.

In terms of the control variables, IAROLE and PLAN are positively associated with
CYBER _SEC (Coef. 0.470 P < 0.01; Coef. 0.687 P < 0.01) respectively — implying that
including cybersecurity in the IA annual plan increases the quality of cybersecurity, whereas
the coefticients for A resources (RESOURCES), AC independence (ACINDEP), AC expertise
(ACEXP), are not significant.

It is worth mentioning that while CAE tenure and 1A resources were hypothesized to influence
cybersecurity quality, they did not yield statistically significant results in our models. Several
statistical and contextual explanations may account for this. First, CAE tenure showed relatively
low variance (mean = 11.25 years, SD = 3.47), which may limit its discriminative power.
Moreover, tenure may have a curvilinear effect, where moderate tenure enhances performance
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while extremely short or long tenure has diminished influence. It is also likely that strategic
engagement and influence, rather than the duration of service, are the proper drivers of
cybersecurity quality. In other words, the non-significance of CAE tenure across models may
suggest that time in role alone may not be a sufficient predictor of cybersecurity. Regarding 1A
resources, the lack of significance may stem from the fact that the current measure reflects
resource quantity (e.g., staff size, budget) rather than quality or strategic deployment. Resource
sufficiency alone may be a necessary but insufficient condition for cybersecurity enhancement.
Organizations with lean but highly skilled IA teams may achieve stronger outcomes than those
with larger but less specialized teams. Additionally, the relationship between resources and
cybersecurity might be moderated by organizational priorities, IT maturity, or the level of
integration between IA and cybersecurity strategy. These factors suggest that future research
should consider more nuanced or interactive measures of both tenure and resource.

Furthermore, to enhance the accessibility of the results, we summarize below the practical
meaning of key coefficients. The findings indicate that each additional year of CAE experience
in IT audit increases perceived quality of cybersecurity audit by approximately 0.30 points (on
a 7-point scale), which underscores the importance of deep IT expertise. Similarly, a one-point
improvement in IT governance (e.g., more substantial alignment of IT with business goals,
enhanced policy enforcement) boosts the quality of cybersecurity by nearly 1.0 point. Notably,
READINESS had the most significant effect; organizations with higher IA involvement in
cybersecurity readiness (e.g., pre-established response protocols and cybersecurity awareness)
experienced a quality of cybersecurity over 1.1 points higher. These findings illustrate that not
all factors carry equal weight — some (e.g., readiness, IT governance, regulations, IA plan) are
particularly influential.

Figure 1 summarizes the significant predictors identified in the regression model (based on the
CAE perceptions). Bars represent the magnitude of the effect (regression coefficients),
illustrating the relative weight of each factor in influencing the quality of cybersecurity.
READINESS and ITGOV exhibit the most significant impact, followed by IA assurance that
cybersecurity regulations are met, and cybersecurity is included in the 1A annual plan (PLAN).
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Figure 1: Key predictors of the quality of the cybersecurity coefficient

4.3. Audit Committee (AC)

Further investigation is performed to test the hypotheses and re-run Model (1) using the
perceptions of AC members. The results reported in Table 4 (Panel B) show similar outcomes
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to those presented in Panel A, indicating their robustness. Outcomes show a positive impact of
Readiness (Coef. 1.277, P < 0.01). IA’s involvement in cybersecurity readiness exhibited the
most significant effect, underscoring the strategic importance of proactive IA engagement in
building cybersecurity resilience. Moreover, the findings confirm the importance of IT
governance, which exhibited one of the most potent positive effects on the quality of
cybersecurity (Coef. 1.034, P < 0.01). This finding underscores the importance of robust
governance structures in providing a critical foundation for managing cybersecurity risks and
enhancing audit effectiveness. Results also confirm that IA review of organization’s governance
policies and procedures enhances the quality of cybersecurity (Coef. 0.385, P < 0.05). The
results provide strong support for the role of CAE competencies (H1), where both IT audit
experience and professional qualifications are positively and significantly associated with the
quality of cybersecurity, P <0.01 (Coef. 0.295 P <0.01; and Coef. 0.208 P <0.05) respectively.
Importantly, CAE experience had a greater impact from the AC perspective, emphasizing its
perceived value in enhancing cybersecurity assurance. The economic effect of EXPERIENCE
is particularly notable in Panel B (AC perceptions), where the effect size is larger, suggesting
that ACs value experience in IT audit even more strongly when assessing cybersecurity
outcomes. This highlights the importance of both formal qualifications and accumulated IT
audit experience in enhancing the quality of cybersecurity audit. Findings also show that private
meetings between AC and CAE (AC-CAE) are significant (Coef. 0.294 P < 0.05), whereas
TENURE is not significant (Coef. 0.064 P > 0.05) — supporting outcomes reported in Panel A.
In summary, the regression results provide robust support for H1, H3, H4, and H5, while H2 is
not supported. Further, IAROLE and PLAN are significantly associated with CYBER-SEC
(Coef. 0.674, and Coef. 0733) respectively — providing additional evidence of the significant
impact of IA role on the quality of cybersecurity. Overall, these additional checks confirm the
robustness of the results obtained in the main analysis, indicating a significant association
between quality cybersecurity and IA function.

4.4. Robustness and additional tests

Several tests are conducted using interaction tests, additional variables, and alternative
measures of the variables.

First, further investigations were conducted to confirm the robustness of the results obtained.
Moderation tests were performed between IA competency (EXPERIENCE) and three variables:
REGULATION, READINESS, and ITGOV. We posit that when 1A staff are skilled in IT audit
and information system security, they are more likely to strengthen organizational security and
ensure the readiness of cybersecurity, thereby improving the effectiveness of security. Thus,
model (1) is produced to test whether the effects of REGULATION, READINESS, and ITGOV
on CYBER-SEC are increased/decreased when they interact with EXPERIENCE. Secondly, an
investigation was also conducted to determine whether the effects of these three variables
(REGULATION, READINESS, and ITGOV) increased or decreased with the interaction
between private meetings between AC and CAE (AC-CAE). For this purpose, models (2 and
3) are estimated:

2)
CYBER-SEC = by +b; EXPERIENCE+b; QUALIFICATIONS +b3 ITGOV

+b4sTENURE+b5AC-CAE+bsPOLICIES+b;REGULATIONS
+bsRESOURCES+boACINDEP+b10)ACEXP+b11READINESS
+b12lAROLE+b3PLAN+b14REGULATIONS*EXPERIENCE
+bisREADINESS*EXPERIENCE+b 1sITGOV*EXPERIENCE

+Industry+Year + ¢
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()
CYBER-SEC = by +b; EXPERIENCE+b; QUALIFICATIONS +b3 ITGOV

+bsTENURE+bsAC-CAE+bsPOLICIES+b;REGULATIONS
+bsRESOURCES+boACINDEP+b10pACEXP+b;1READINESS
+b12IAROLE+b13PLAN+b14REGULATIONS*AC-CAE +b1sREADINESS*AC-
CAE+bisITGOV*AC-CAE ~+Industry+Year + ¢

Table 5 (Panels A&B) extends the analysis through interaction effects to further unpack the
determinants of the quality of cybersecurity. The models exhibit improved explanatory power
(Pseudo R? = 0.614 and 0.640, respectively), reflecting better model fit. Although the
coefficients of EXPERIENCE (Coef. 0.302 and 0.293) are slightly different from those reported
in Table 4, it remains a significant positive predictor.®

Table 5 (Panels A&B) reports the results of Models (2 and 3), determining whether the effects
of REGULATION, READINESS, and ITGOV on CYBER-SEC increase when it is combined
with EXPERIENCE. The findings reveal that the effects of these three variables increase when
IA staff are experts in IT audit, and CYBER-SEC is more likely to be higher (Coef. 1.083,
0.816, and 1.370, respectively). The significance level is P <0.01, thereby supporting the results
reported in Table 4. Consequently, evidence is offered that competent IA staff ensure
cybersecurity regulations are met and their readiness, hence enhancing the quality of
cybersecurity. Furthermore, interaction effects provide novel insights, suggesting that
experienced IT auditors enhance the benefits of regulatory compliance and increase awareness
of cybersecurity more effectively.

Table 5: Regression results — additional analysis

Variable Panel A — Model 2 Panel B — Model 3
Coef. Wald Coef. Wald
EXPERIENCE 0.302 6.319% 0.293 6.481*
QUALIFICATIONS 0.205 4.572* 0.211 4.463*
ITGOV 0.742 8.360** 0.785 8.694**
TENURE 0.069 1.894 0.053 1.736
AC-CAE 0.233 6.129%* 0.251 6.022*
POLICIES 0.184 5.548%* 0.176 5.411*
REGULATION 0.620 9.366** 0.601 8.314%*
RESOURCES 0.107 2.892 0.091 2.739
ACINDEP 0.098 2.581 0.101 2.664
ACEXP 0.087 2.239 0.073 2.188
READINESS 0.761 8.972%* 0.743 9.671%*
IAROLE 0.273 7.105%* 0.258 7.311%*
PLAN 0.429 7.661%* 0.395 7.633%*
REGULATIONS*EXPERIENCE 1.083 11.379**
READINESS*EXPERIENCE 0.816 12.085%*
ITGOV*EXPERIENCE 1.370 14.237%*
REGULATIONS*AC-CAE 1.106 10.431%*
READINESS*AC-CAE 0.902 13.148%**
ITGOV*AC-CAE 1.413 17.173%*

% The regression models reported in Table 5 are estimated using log regression. Accordingly, we report Pseudo R?,
which evaluates model fit by comparing the log-likelihood of the full model to that of a null model. Values of
Pseudo R? between 0.20 and 0.40 are typically considered excellent in social science applications. The values
reported in Table 5 (0.614 and 0.640) indicate that the models explain a substantial proportion of variation in
cybersecurity quality, suggesting robust explanatory power for models of this type.
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INDU Yes Yes

YE Yes Yes
N 543 543
Pseudo R’ 0.614 0.640
P <0.01 <0.01

* and ** indicate P-value is significant at the 5 and 1 percent levels, respectively; IACOMP is 1A competencies
using two proxies: (1) EXPERIENCE is number of years of work experience in the field of IT audit, and (2)
QUALIFICATIONS is professional qualifications equals one if staff possess a professional certification, and zero
otherwise; ITGOV IT governance is the average scores of a number of indicators; TENURE is the number years
CAE held in his/her position; AC_CAE is annual number of private meetings between AC and CAE; POLICIES is
reviewing organization’s governance policies and procedures using scale of 7 points; REGULATION is IA ensures
that cybersecurity regulations are met using scale of 7 points; RESOURCES IA resources is number of internal audit
staff in the department; ACINDEP coded 1 if all AC members are independent, and zero otherwise; ACEXP is the
proportion of AC members who possess financial expertise; READINESS is the extent of IA involvement in
cybersecurity readiness using scale of 7 points; IAROLE is the average scores of two indicators: the extent of IA
role to strengthen organization security, and the extent of A to aid in assuring the effectiveness of the organizational
cybersecurity; PLAN is that cybersecurity is included in the IA annual plan; INDU is an industry dummy variable;
YE is a year dummy variable.

Overall, these outcomes provide nuanced evidence that competencies (particularly those
experienced in IT audit) and AC-CAE interactions interactively and substantially enhance the
quality of cybersecurity. The economic effects of interaction terms are particularly large,
indicating that the value of governance, readiness, and regulatory practices is magnified in
contexts with stronger experience in IT audit or AC engagement. These findings extend the
literature by empirically demonstrating the key factors that elevate the quality of cybersecurity.

Moreover, results of Model (3) are presented in Table 5 (Panel B) showing that the effects of
REGULATION, READINESS, and ITGOV on CYBER-SEC increased when it is combined
with private meetings between AC and CAE (AC-CAE) (Coef. 1.106, 0.902, and 1.413
respectively), thus, leading to more effective security, and providing support to the results
obtained in Table 4. These findings provide evidence of the importance of holding private
meetings between AC and CAE to discuss high-risk areas related to cybersecurity. Moreover,
IAROLE remains a strong direct predictor, affirming IA’s pivotal role in cybersecurity
assurance. The sustained significance of PLAN reinforces the strategic importance of explicitly
incorporating cybersecurity in IA planning.

Secondly, an alternative measure of cybersecurity (CYBER-SEC) is used as a proxy of
CYBER-SEC — coded 1 if the company experiences a cybersecurity incident in the prior year,
and zero otherwise. Additionally, we used an alternative measure of private meetings between
AC and CAE (AC_CAE), calculated as the proportion of private meetings (i.e., the number of
private meetings divided by the annual number of AC meetings). Model 1 is tested using these
alternative indicators, while keeping the tested and control variables constant. The outcomes
(untabulated for brevity) show no significant differences from those obtained and reported in
Table 4; the significant levels of the independent and control variables remain unchanged,
suggesting that the findings are robust.

4.5. Discussion

The findings of this study provide important insights into the role of internal audit in enhancing
cybersecurity quality. Specifically, the results highlight the significance of CAE competencies,
audit committee interactions, IT governance, and the internal audit’s role in cybersecurity
oversight.

The study’s findings confirm that CAE IT competencies play a critical role in enhancing the
effectiveness of organisational cybersecurity practices. Specifically, CAEs with robust IT audit
experience and professional certifications (e.g., CISA) demonstrate a greater capacity to assess
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cybersecurity risks, detect system vulnerabilities, and recommend and implement resilient
security controls. This aligns with prior literature, such as Steinbart et al. (2018) and Islam et
al. (2018), which underscores that IT-competent auditors contribute meaningfully to an
organisation’s ability to manage and mitigate cyber threats. Moreover, the results reinforce the
growing view that cybersecurity quality is crucially dependent on digital expertise; however, a
combination of hard and soft skills is essential. As noted by Anderson et al. (2024) and Cyfert
et al. (2025), cybersecurity effectiveness depends not only on technical skills, such as IT audit
and data security, but also on soft competencies, including adaptability, critical thinking, and
risk communication. These skills enable CAEs to work collaboratively across departments,
align cybersecurity strategies with broader organisational goals, and respond dynamically to a
rapidly evolving threat landscape.

An interesting dimension of the findings is the role of CAE tenure. While tenure showed a
positive correlation with cybersecurity quality, its effect was statistically insignificant. This may
suggest a diminishing marginal return on tenure in cybersecurity outcomes, potentially due to
long-tenured CAEs becoming too accustomed to legacy systems or less responsive to emerging
risks. As discussed by Wahhab et al. (2022) and Houlden et al. (2023), ongoing professional
development is crucial for maintaining cybersecurity competency, particularly as emerging
technologies such as Al, blockchain, and cloud computing continue to transform the digital
threat landscape. Therefore, tenure without active skill renewal may limit a CAE’s effectiveness
in addressing contemporary cybersecurity challenges. Practically, organizations should avoid
equating long service with guaranteed effectiveness; instead, they should complement tenure
with structured upskilling programs, periodic role rotation, and performance-based evaluations.
Such measures can ensure that CAEs maintain both technical and adaptive competencies
necessary for managing dynamic cyber risks.

The findings also indicate that private meetings between the CAE and the audit committee are
positively associated with improved cybersecurity quality. This reinforces the theoretical
premise advanced by Bissell (2013) and KPMG (2015), who emphasize the strategic
importance of private and confidential dialogue in addressing sensitive and complex
cybersecurity issues. Such private interactions enable the CAE to communicate candidly,
without the constraints of broader boardroom dynamics, leading to a more transparent and
accurate portrayal of the organisation’s cybersecurity posture. As highlighted by the IIA (2024),
informal and frequent exchanges enhance trust, foster independence, and improve the quality
of oversight, particularly in managing rapidly emerging cyber threats. Moreover, the results
support the view that these meetings empower the CAE to elevate cyber risks directly to
governance bodies, thereby increasing the strategic salience of cybersecurity within board-level
discussions (Al-Shaer, 2025; Vuko et al., 2025). When the CAE has the autonomy to raise
concerns and present nuanced risk assessments in a private setting, audit committees are better
equipped to allocate resources effectively and guide long-term cybersecurity strategies. This
alignment promotes proactive rather than reactive cybersecurity governance. Additionally,
private meetings strengthen coordination between the audit function and the organisation's risk
management ecosystem. As noted by Vuko et al. (2025), these sessions serve as a critical bridge
between the first and second lines of defense and the board, facilitating early detection and a
more integrated approach to cyber risk mitigation.

Furthermore, the findings establish a significant positive association between strong IT
corporate governance and the quality of cybersecurity. This result emphasises the theoretical
arguments made by Sabillon et al. (2017), Kamiya et al. (2021), and Rothrock et al. (2018),
who assert that effective IT governance mechanisms, such as board oversight, strategic policies,
and integrated risk management, serve as foundational pillars for cybersecurity resilience.
When cybersecurity is embedded within broader governance structures, it facilitates proactive
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threat mitigation, ensures resource allocation, and aligns cybersecurity initiatives with
organisational strategy. The findings also align with the emerging view that board involvement,
particularly when directors possess cybersecurity expertise, enhances the quality of oversight
and strengthens disclosure practices (Cortez & Dekker, 2022). Likewise, the findings align with
those of Al-Shaer et al. (2025), who found that cybersecurity, as both a strategic and ethical
concern, enables CEOs and audit committees to strengthen their oversight of cyber risks,
thereby reinforcing the governance dimension of resilience. As noted by Tan et al. (2025), such
governance enhances investor confidence and long-term value creation, suggesting that
cybersecurity governance has both operational and strategic implications. Furthermore, the
study affirms the importance of board diversity and engagement, which Radu and Smaili (2022)
link to improved cybersecurity transparency and readiness.

Moreover, the study highlights the multifaceted and strategic role of IA in enhancing
cybersecurity quality through governance policy reviews, regulatory compliance assurance, and
readiness evaluations. The significant positive impact of IA on cybersecurity outcomes aligns
strongly with the emerging academic consensus that effective IA involvement serves as a
cornerstone in organisational cyber resilience (Vuko et al., 2025; Elmaasrawy & Tawfik, 2025;
Adesokan-Imran, 2025; Alhawtmeh, 2025). The findings lend strong support to the hypothesis
that when IA actively reviews cybersecurity governance policies, organizations benefit from
more structured risk ownership, clearer escalation protocols, and better-defined strategies. This
is consistent with Al-Shaer (2025), who highlights that internal audit reviews ensure that
cybersecurity governance is embedded within the broader enterprise risk framework and that it
evolves in line with emerging threats. Alhawtmeh (2025) also reinforces this point by showing
that proactive A review activities contribute to improved governance maturity and lower
vulnerability to cyber threats.

The results additionally demonstrate that IA plays a vital role in ensuring compliance with
increasingly complex cybersecurity regulations. This is consistent with Adesokan-Imran
(2025), who noted that internal audit-led assessments help ensure comprehensive compliance
across internal operations and third-party relationships. This study confirms that audit-driven
regulatory reviews not only reduce legal exposure but also enhance the overall maturity of
cybersecurity systems by institutionalizing best practices and mitigating inconsistencies in
security enforcement across departments. The findings also confirm that IA’s involvement in
assessing cybersecurity readiness and resilience is crucial for organisational preparedness. The
study supports the view of Elmaasrawy and Tawfik (2024), who assert that the assurance and
advisory functions of internal audit significantly enhance human, technical, and organisational
preparedness. Regular testing of business continuity and incident response plans by IA leads to
faster recovery, better coordination during crises, and more effective threat containment.
Alhawtmeh (2025) further argues that such organisations tend to experience fewer severe cyber
incidents and are even recognised externally via reduced cyber insurance premiums; a proxy
indicator of lower residual cyber risk.

Interestingly, the interaction effects tested in the study reveal that the impact of regulation
compliance, cybersecurity readiness, and IT governance on cybersecurity quality is further
strengthened when IA staff possess IT expertise. This finding underscores the significance of
IT knowledge among internal auditors, as it enhances their capacity to effectively interpret,
assess, and implement cybersecurity controls. Similarly, the study finds that private meetings
between the CAE and AC amplify the impact of IT governance and cybersecurity regulations,
suggesting that effective communication between governance bodies leads to stronger
cybersecurity outcomes.
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5. Conclusion, practical implications, limitations, and future research
5.1 Conclusion

This study highlights the increasing importance of internal audit in cybersecurity governance,
underscoring the need for robust CAE competencies, effective governance structures, and
proactive cybersecurity oversight. The findings demonstrate that a well-integrated IA function,
supported by IT expertise, strategic governance, and AC engagement, can significantly enhance
cybersecurity effectiveness. As cyber threats continue to evolve, organisations must adopt a
more dynamic, technology-driven approach to internal auditing to safeguard digital assets and
maintain regulatory compliance. The study contributes to the growing literature on internal
audit and cybersecurity by integrating multiple dimensions, including CAE competencies, IT
governance, 1A oversight, and AC-CAE interactions, into a comprehensive cybersecurity
framework. Unlike previous research that examines these factors in isolation, this study
demonstrates how their interactions collectively enhance cybersecurity quality. The findings
extend corporate governance and IT governance theories by highlighting the synergistic effect
of [A and governance structures in managing cybersecurity risks.

Overall, the findings underscore the importance for CAEs to strike a balance between digital
competencies, including expertise and certification, and ongoing learning to remain effective.
Organisations should therefore invest not only in hiring IT-competent audit leaders but also in
fostering a culture of lifelong learning and interdisciplinary collaboration. Such efforts will
ensure that internal audit functions remain agile and proactive in securing the organisation's
digital infrastructure. Furthermore, the structured, confidential engagement between the CAE
and AC is a cornerstone of effective cybersecurity governance, contributing significantly to an
organization’s cyber resilience. Moreover, a balanced approach is necessary, where strong IT
governance forms the strategic backbone of cybersecurity management, while technical
competence and dynamic risk responses serve as essential complements. Organisations that
integrate governance with operational cyber capabilities are more likely to achieve sustained
resilience and maintain trust in an increasingly digital and threat-prone environment.
Collectively, these results reinforce the assertion that internal audit must not be limited to a
compliance monitoring role. Instead, it should be empowered as a strategic partner in
cybersecurity governance. The integration of 1A across governance, regulatory, and operational
domains fosters a culture of cyber resilience, proactive threat management, and continuous
improvement in cybersecurity quality. This expanded role enhances not only security outcomes
but also organisational reputation, stakeholder trust, and regulatory alignment in a dynamic risk
landscape.

5.2 Practical Implications:

The findings of this study provide several important implications for organisations, regulators,
and society at large. At the organisational level, the results underscore the need to prioritise IT
competencies within internal audit functions. The recruitment, certification, and continuous
training of CAEs and internal auditors in IT and cybersecurity should be viewed as strategic
investments, ensuring that audit teams possess the technical and adaptive skills necessary to
address rapidly evolving cyber risks. In addition, audit committees should institutionalise
private meetings with CAEs, as these strengthen communication, enhance trust, and ensure that
cybersecurity issues are given appropriate strategic importance at the board level. Similarly,
embedding cybersecurity oversight within broader IT governance frameworks promotes
alignment with enterprise-wide strategies, improves resource allocation, and strengthens risk
ownership across departments. Internal auditors should also play a more significant role in
cybersecurity readiness assessments, ensuring compliance with regulations and enhancing
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incident response strategies. By enhancing audit expertise, governance structures, and proactive
oversight, organisations can significantly improve their cybersecurity resilience and risk
management frameworks.

The finding that CAE tenure was not a significant predictor of cybersecurity quality further
suggests that stability in leadership alone is insufficient to ensure cybersecurity quality.
Organisations must therefore complement tenure with structured upskilling, adaptability, and
performance evaluations that reward ongoing competency development rather than longevity.
The internal audit’s critical role in regulatory compliance and readiness also highlights the
importance of positioning IA as a strategic partner in enhancing resilience, not only by ensuring
adherence to existing frameworks but also by advising on emerging risks and conducting
preparedness testing.

At the societal and regulatory level, the implications extend beyond organisational boundaries.
Enhanced cybersecurity audit quality enhances consumer protection by mitigating the risks of
data breaches that can compromise sensitive personal and financial information. In industries
such as healthcare, banking, and government services, strong internal audit oversight directly
supports public trust by safeguarding critical digital infrastructures. Furthermore, these findings
align closely with global regulatory frameworks, such as the General Data Protection
Regulation (GDPR), and cybersecurity standards, like the National Institute of Standards and
Technology (NIST) Cybersecurity Framework, which emphasize accountability, privacy, and
resilience. Organisations that embed internal audit more deeply into their cybersecurity strategy
not only comply with such frameworks but also contribute to building societal trust in digital
systems. Ultimately, the operationalization of these findings enables firms to move beyond
compliance-driven approaches and embrace audit quality as a driver of both organizational
resilience and societal benefit.

5.3 Limitations and future research

Despite its contributions, this study has some limitations. While this study focuses on UK-listed
companies, cybersecurity challenges vary across industries and regions. Future research should
investigate how the role of IA in cybersecurity varies across global contexts, particularly in
emerging markets where cybersecurity regulations may be less well-developed. Future research
could also incorporate longitudinal data and case studies to provide richer insights into the
evolving role of internal audit in cybersecurity. Lastly, future studies could investigate the role
of artificial intelligence (AI) and machine learning in supporting internal auditors in
cybersecurity assessments, an area that remains underexplored. Further limitation of this study
is that certain theoretically essential variables, namely CAE tenure and internal audit (IA)
resources, did not exhibit statistically significant relationships with cybersecurity quality. This
may be due in part to measurement constraints. For example, A resources were measured in
terms of size and budget, but not in terms of efficiency, specialization, or strategic use of those
resources. Future research could explore interaction effects or develop more nuanced indicators
such as resource utilization ratios, training intensity, or functional integration with cybersecurity
teams.
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