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Abstract

Unmanned Aerial Vehicles (UAVs) have significant potential for agile communication and relief coordination in post-disaster scenarios, especially
when conventional ground infrastructure is compromised. However, effectively coordinating and securing swarms of heterogeneous UAVs from
multiple service providers presents critical challenges related to privacy, scalability, lightweight consensus protocols, and cybersecurity resilience.
This study proposes a blockchain-enabled UAV coordination framework that leverages consensus mechanisms, smart contracts, and cryptographic
techniques to address these challenges. First, a consortium blockchain architecture is introduced, integrating Zero-Knowledge Proofs (ZKPs)
to enable privacy-preserving, multi-agency coordination while ensuring access control and data security. Second, a hybrid Delegated Proof-of-
Stake–Practical Byzantine Fault Tolerance (DPoS-PBFT) consensus protocol is developed to optimise security, efficiency, and resilience against
node failures in resource-constrained UAV networks. Third, a decentralized flocking algorithm is proposed to enable adaptive and autonomous UAV
cluster operations under dynamically changing connectivity conditions, ensuring seamless disaster relief functions. Comprehensive simulations
show that the proposed system scales efficiently to 500 UAV nodes while maintaining high throughput and low latency, with only a 50-ms increase
in latency from 10 to 500 nodes. The framework demonstrates strong cyber resilience, remaining robust under denial-of-service (DoS), spoofing, and
tampering attacks. Furthermore, communication latencies remain under 10 milliseconds, with median values of approximately 2–3 ms, achieved
through self-optimizing network intelligence. The results validate the proposed system as a secure, scalable, and high-performance solution for
UAV-enabled disaster response, ensuring reliable emergency communication and efficient resource allocation in critical environments.

KEYWORDS: Blockchain, Unmanned aerial vehicles (UAVs), Emergency communications, Data privacy, Aerial communications, Secure wireless
networks

1. Introduction

Natural disasters, such as hurricanes, floods, and earth-
quakes, can severely damage critical communication infras-
tructure, disrupting access to aid and relief coordination. In
recent years, Unmanned Aerial Vehicles (UAVs) has emerged
as a promising solution to rapidly restore connectivity in post-
disaster scenarios. However, coordinating heterogeneous UAV
flocks poses significant challenges in terms of security, privacy,
and scalability [1]. This study proposes a novel framework us-
ing blockchain technology to address these limitations and im-
prove UAV operations in disaster response situations.

1.1. Background and Motivation
Intelligent emergency communication systems ensure effec-

tive network connectivity during disaster-response scenarios.
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UAVs have proven to be effective in expanding wireless cov-
erage for Internet Of Things (IoT) devices due to their ability to
hover in diverse locations and establish reliable links [2]-[3].
However, the deployment of UAV fleets in disaster response
faces several challenges, including limited flight endurance
[4], restricted communication range [5], reliance on potentially
damaged ground networks, and inadequate pre-planned routes
[6]. Additionally, intermittent connectivity [7], lack of coor-
dination between UAVs and human responders, security vul-
nerabilities arising from chaotic environments, and insufficient
transparency mechanisms further complicate their effective uti-
lization.
Recent research has explored decentralized blockchain ap-
proaches to help overcome some of these obstacles through in-
herent attributes such as distribution, security, transparency, au-
tomation, and resilience [8]. However, significant gaps remain
before blockchain technology can be successfully incorporated
into UAV networks for disaster response [9]. Blockchain inte-
gration introduces new challenges related to consensus mech-
anisms, interoperability, security, and smart contract design,
specifically for decentralized disaster-resilient UAV fleet coor-
dination [10].
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1.2. Related Work and Research Gaps

Existing work in blockchain-enabled UAV networks has pri-
marily focused on addressing security issues in UAV swarms
[11]. Researchers have explored building internal trust using
blockchain [12], such as Universal Practical Byzantine Fault
Tolerance (U-PBFT) for lightweight consensus and real-time
trust evaluation [13]. However, the dynamic topology and lim-
ited resources of UAVs pose additional challenges [14], high-
lighting the need for secure, efficient, and intelligent blockchain
coordination frameworks tailored for disaster-response UAVs.
Despite these advancements, several research gaps persist in ar-
eas such as real-time data processing efficiency, scalability of
blockchain solutions in large swarms, integration with existing
air traffic control systems, and development of standardized in-
teroperability protocols among diverse UAV systems. Further-
more, the potential environmental impact and ethical consider-
ations related to surveillance and data privacy in blockchain-
enabled UAV networks remain underexplored.

1.3. Proposed Framework and Contributions

To overcome these limitations, a comprehensive framework
is introduced, integrating blockchain technology, advanced con-
sensus protocols, and bio-inspired flocking algorithms to en-
hance UAV-based disaster response. Our approach aims to fa-
cilitate decentralized, efficient, and autonomous UAV-based op-
erations even in challenging post-disaster environments, poten-
tially improving the effectiveness of time-critical relief efforts
[15]. The key contributions of this study are

1. We introduce a hybrid Delegated Proof Of Stake–Practical
Byzantine Fault Tolerance (DPoS-PBFT) consensus ap-
proach that balances efficiency, security, and fault toler-
ance. This mechanism is specifically designed to address
the constraints of UAV platforms and the volatility of aerial
environments in disaster scenarios.

2. We incorporate bio-inspired flocking techniques based on
Reynolds’ rules to enable resilient coordination of UAV
clusters under uncertain connectivity conditions during
disaster relief operations.

3. We implement advanced privacy-preserving techniques,
including ZKPs, to ensure secure and private data ex-
change among diverse stakeholders involved in disaster re-
sponse efforts.

4. We present a holistic system architecture that addresses
critical security and access control challenges in decentral-
ized UAV fleets, enhancing overall disaster management
capabilities.

5. Through extensive simulations, we demonstrate the effi-
ciency and adaptability of our proposed blockchain-based
coordination framework in dynamic environments with
fluctuating resources, variable channel conditions, and di-
verse service requirements.

1.4. Paper Organization

The rest of this paper is organized as follows. Section 2 pro-
vides an overview of the relevant literature. Section 3 presents
the architecture and the model of the proposed system. Section

4 details the decentralized flocking algorithm for UAV coordi-
nation. Section 5 describes a customized hybrid consensus pro-
tocol. Section 6 presents an analysis of the simulation setup and
the results. Finally, Section 7 concludes the study and discusses
future work.

2. Literature Review

This section presents a focused review of relevant literature
on blockchain-enabled UAV solutions for disaster response,
highlighting key advancements and persistent challenges in the
field.

UAV ad hoc networks have gained significant attention due
to their rapid deployment capabilities and resilience during dis-
asters when ground infrastructure fails [22]-[23]. Blockchain
technology has emerged as a promising approach to address
security and coordination challenges in these networks, lever-
aging its inherent features of distributed trust and transparency
[24].

Several studies have explored blockchain-based systems for
UAV coordination in disaster response scenarios. Raja et al.
[25] focused on secure information sharing, while Hafeez et
al. [26] emphasized transparent data recording. Duan et al.
[20] investigated accountability in relief distribution. However,
these works primarily addressed specific aspects of UAV coor-
dination, leaving gaps in comprehensive system design. Our
study builds upon these foundations by proposing an integrated
framework that combines secure information sharing, transpar-
ent data recording, and accountable resource distribution within
a single, cohesive system. This holistic approach aims to ad-
dress the limitations of previous works that focused on individ-
ual components in isolation.

The efficiency and fault tolerance of consensus protocols
are critical factors in UAV networks, which typically involve
resource-constrained nodes and intermittent connectivity. Sun
et al. [27] highlighted the trade-offs between the Practical
Byzantine Fault Tolerance (PBFT) and its high communication
overhead. Wang et al. [28] proposed hybrid protocols combin-
ing PBFT and Proof-of-Authority (PoA) to balance efficiency
and security. Building on these insights, our study introduces
a novel DPoS-PBFT consensus approach. This mechanism is
specifically designed to accommodate the unique constraints of
UAV platforms and the volatility of aerial environments in dis-
aster scenarios, addressing the limitations of existing consensus
protocols in UAV networks.

Smart contracts have been explored to automate coordina-
tion and ensure transparency in disaster management scenar-
ios. Afotanwo et al. [29] investigated applications including
autonomous flight planning and decentralized information ex-
change. However, Paulin et al. [30] identified limitations in
standard smart contract languages for handling spatial data re-
quired in UAV geo-coordination. Our work advances this field
by developing geospatial smart contracts tailored for location-
based UAV coordination. To enhance UAVdisaster response
networks, extend smart contracts to improve spatial data stor-
age and querying efficiency. A comprehensive analysis of the
challenges in UAV networks for disaster response, along with
blockchain-enabled solutions and existing research gaps, is pre-
sented in the Table. 1. This table highlights the key limitations
of conventional UAVcommunication frameworks and demon-
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Table 1: Comprehensive overview of challenges, blockchain-enabled solutions, and research gaps in UAV networks for disaster response

Category Challenges and research gaps

Challenges in UAV-based disaster response [4],[16]

Limited flight endurance Battery dependence limits flight time and operational capability.
Restricted communication range Requires multi-hop routing, which introduces delays.
Reliance on damaged infrastructure Reduces navigation and control effectiveness.
Inadequate pre-planned trajectories Dynamic environments need real-time path replanning.
Intermittent connectivity Weather or mobility lead to disruptions.
Lack of coordination Between UAVs, ground robots, and human responders.
Security vulnerabilities Spoofing, tampering, hijacking due to chaos.
Communication and delivery Low efficiency in communication and relief delivery.
Transparency and accountability Lack of transparency in relief management.
Collaboration Low collaboration due to different entity priorities.
Computing and energy Centralised paradigms leading to failure points; energy constraints in UAV networks.
Communication channels FL training issues due to UAV mobility and unreliable links.
Privacy and security Data privacy concerns in UAV-based services.
Caching and delivery services Challenges in content caching and UAV deployment.

Existing and proposed blockchain-enabled solutions [17],[1],[5],[18]

Permissioned blockchains For efficiency and privacy compared to public chains.
Lightweight consensus protocols E.g., PBFT and PoA offer fault tolerance without mining.
Smart contracts Automate coordination for flight plans and information sharing.
Tamper-proof data logging Using blockchain to record UAV data.
Access control via smart contracts Secure coordination by authentication.
Enhanced data integrity and security Secure and immutable ledger for data integrity.
Improved resource allocation Automated resource allocation via smart contracts.
Decentralised control Reducing risks of central points of failure.
Transparent supply chain management Real-time tracking and auditing of relief materials.
Identity management Secure verification of individuals and organizations.
Real-time data sharing Blockchain for efficient information exchange.
Supply chain automation Blockchain for logistics and supply chain optimisation.
Tokenisation for incentivisation Rewards for participation in disaster response.
Interoperability between systems Seamless data exchange and coordination.

Open research challenges [10],[19],[20],[21],[22]

Adaptive coordination algorithms For dynamic environments and evolving needs.
Handling intermittent connectivity In UAV blockchain networks.
UAV computational constraints Limit complex chaincode and ledger size.
Geo-spatial smart contract support Needed for location-based UAV coordination.
Security modelling and analysis Against threats like DDoS and spoofing.
Privacy preservation During UAV surveillance usage.
Multi-agency collaboration For large-scale disaster response.
Optimisation of UAV payload and range For efficient delivery and operation.
Robust systems for transparency Ensuring accountability in relief operations.
Multi-stakeholder collaboration models For effective information sharing.
Sustainable energy solutions For UAV networks.
Enhanced privacy protection mechanisms In UAV-based data gathering and AI model training.
Advanced algorithms for content caching Efficient delivery services in UAV networks.
Effective tokenisation mechanisms For incentivisation in disaster response efforts.
Standards and protocols for interoperability Enhanced system integration in UAV networks.

strates how blockchain integration enhances security, scalabil-
ity, and resilience in dynamic disaster scenarios.

Privacy and security concerns in blockchain-enabled UAV
networks have been highlighted by several researchers. Nico-
lazzo et al. [31] explored privacy-preserving UAV coordination
techniques, while Xing et al. [32] investigated geospatial smart
contracts with privacy considerations. Building on these stud-
ies, our framework incorporates advanced privacy-preserving
techniques, including ZKPs, to ensure secure and private data
exchange among diverse stakeholders. This approach addresses
the privacy concerns raised in previous works while maintain-
ing the transparency benefits of blockchain technology.

In summary, while existing research has made significant
strides in blockchain-enabled UAV networks for disaster re-
sponse, challenges persist in scalability, lightweight consen-
sus protocols, comprehensive privacy mechanisms, and effec-
tive utilization of smart contracts for spatial coordination. Our
study aims to address these limitations by proposing an inte-
grated framework that combines optimized consensus mecha-
nisms, privacy-preserving techniques, and geospatial smart con-
tracts tailored specifically for UAV-assisted disaster response
scenarios.

While existing research has made significant strides in
blockchain-enabled UAV networks for disaster response, sev-
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eral critical gaps remain. These include the need for more
scalable and energy-efficient consensus mechanisms tailored to
UAV constraints, comprehensive privacy-preserving techniques
for sensitive disaster data, and adaptive coordination algorithms
for dynamic disaster environments. Our work addresses these
gaps by introducing a novel framework that combines an opti-
mized hybrid consensus protocol, advanced privacy-preserving
methods including ZKPs, and bio-inspired flocking algorithms.
This integrated approach aims to enhance the scalability, se-
curity, and adaptability of UAV networks in disaster scenarios,
advancing beyond the limitations identified in current literature.
The subsequent section presents the proposed system architec-
ture and models, illustrating the approach taken to address these
challenges.

The overall architecture of the proposed blockchain-enabled
UAV coordination framework for disaster response is presented
in Fig. 1. This architecture integrates a consortium blockchain,
secure consensus mechanisms, and decentralized UAV coordi-
nation to enhance communication reliability, security, and scal-
ability in post-disaster scenarios.

3. System Architecture and Models

This section describes the mathematical models used to
characterize the architecture of UAV-based disaster response.
Specifically, it includes models related to communication, mo-
bility, flocking algorithms, reliability, and security. The com-
munication model under discussion is primarily centered on the
propagation characteristics of wireless links between UAVs in
an aerial network. The log-distance path-loss model is a pivotal
element of this model. This model is commonly used for mod-
elling signal attenuation in Air-To-Air (A2A) channels, partic-
ularly in scenarios involving UAVs. The log-distance path-loss
model is a fundamental concept in wireless communication. It
is utilized to estimate the loss of signal strength, known as path
loss [33], over distance. The model calculates this loss based
on the logarithm of the distance between the transmitter and re-
ceiver. It considers the path loss exponent and the loss at a ref-
erence distance, making it particularly relevant in the context of
UAV communications. This relevance stems from its utility in
understanding and predicting signal strength variations over dif-
ferent distances in three-dimensional airspace. The mathemati-
cal symbols and variables used in the system model are detailed
in the Table. 2, providing a concise reference for the notation
used in our analytical framework.

3.1. Communication Model
The communication model defines the propagation character-

istics of wireless links between UAVs to an aerial network A2A
and between UAVs and ground users Air-To-Ground (A2G). To
facilitate the derivations, a unified path loss model, Signal-To-
Noise Ratio (SNR), and achievable data rate equations are in-
troduced. Path loss quantifies signal attenuation influenced by
distance and environmental conditions. A generalized path loss
formulation is established for both A2A and A2G links as fol-
lows

PL(d) = PL0 + 10n log10

(
d
d0

)
+ χ (1)

where PL(d) (dB) represents the total path loss at a separation
distance d (m). The term χ is a log-normal fading variable,
modeled as

χ ∼ N(0, σ2) (2)

where σ (in dB) is the shadowing standard deviation, account-
ing for additional attenuation due to environmental obstruc-
tions. For A2G links, σ is typically higher (6–12 dB) due to
terrain blockages, while for A2A links, shadowing is minimal
(around 2–4 dB in open environments).

The received SNR for a link between a transmitting node i
and receiving node j (which may be a UAV or ground user) is
given by

SNR = Pt + Gi + G j − PL(d) (3)

where Pt is the transmit power, and Gi and G j are the antenna
gains of the transmitter and receiver, respectively. The maxi-
mum achievable data rate for a communication link is computed
using Shannon’s capacity formula

C = B log2(1 + SNR) (4)

where B is the channel bandwidth. For A2A communication,
the reference distance d0 is chosen based on free-space prop-
agation conditions, while for A2G, the shadowing component
χ captures terrain obstructions and urban effects. The models
ensure a unified approach for evaluating both aerial and ground
communication performance in disaster-response scenarios.

Table 2: Summary of Notations and Their Descriptions

Symbol Description

PL(di j) Path loss at distance di j.
PL0 Path loss at reference distance d0.
n Path loss exponent.
d0 Reference distance for path loss.
Pt Transmit power of the UAV.
Gi, G j Antenna gains of UAVs i and j.
Pi, P j 3D positions of UAVs i and j.
B Channel bandwidth.
T (N) Transaction throughput with N

nodes.
L(N) Communication latency with N

nodes.
D(t), S (t), T (t), M(t) Risk factors over time t.
wD,wS,wT ,wM Weights for risk factors.
λD, λS, λT , λM Initial risk magnitudes.
µD, µS, µT , µM Risk mitigation rates.
ρi[κ], Ωi[κ] Position and velocity of UAV i at

step κ.
∆τ Discrete time step size.
A Set of autonomous agents.
xi, vi Position and velocity of agent i.
Ui Control input for agent i.

3.2. Consortium Blockchain Architecture
This section outlines a consortium blockchain architecture

tailored for decentralized coordination and access control in
disaster response scenarios involving both service providers
and UAV networks. Key parameters, such as the transaction
throughput T (N) and latency L(N), are crucial for assessing the
performance of the system and are analyzed using mathemat-
ical methods. The architecture is specifically designed to en-
hance communication, coordination, and data sharing among
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Fig. 1. The Architecture for Blockchain-Enabled UAV Coordination in Disaster Response.

the involved parties. Smart contracts establish robust access
control policies. Each participating entity is assigned a spe-
cific permission P(x) that dictates the level of access within
the network. The function of a smart contract, denoted by
SCac(P(x), aci) → {Allow, Deny}, is to enforce these policies
based on a set of predefined rules. ZKPs were employed to en-
sure privacy and security. ZKPs allow for the verification of
transactions and data integrity without revealing the underlying
information, thus preserving the confidentiality of sensitive data
while maintaining trust and transparency in the network.

Performance metrics such as T (N) and L(N), where N rep-
resents the number of nodes in the network, were analyzed to
understand their impact on the overall efficiency of the sys-
tem. This analysis is particularly important because it provides
insights into how the system’s performance might vary with
changes in scale and node density during disaster response op-
erations. Moreover, the use of cryptographic methods, includ-
ing ZKPs, has been highlighted to facilitate privacy-preserving
coordination, particularly when handling sensitive information.

3.3. Challenges in Integrating Blockchain Techniques
Incorporating DPoS-PBFT consensus, geospatial smart con-

tracts, and ZKP-based privacy mechanisms comes with sev-
eral primary challenges: handling the scalability issues due
to increased computational demands that impact transaction
processing rates; achieving interoperability via standardized
interfaces for smooth and reliable data transfer between di-
verse components; tackling resource limitations by developing
lightweight blockchain protocols tailored for the constrained
energy and processing capabilities of UAVs; modifying the con-
sensus mechanism to suit the dynamic UAV networks marked
by frequent changes in topology; achieving a balance between

privacy and transparency through context-sensitive approaches
to safeguard sensitive information; ensuring partition resilience
to maintain operations during the frequent network disruptions
seen in disaster scenarios; and adhering to regulatory stan-
dards that vary across jurisdictions. Tackling these intertwined
challenges is essential to creating an effective and practical
blockchain framework for UAV-enabled disaster response.

3.4. Influence of UAV Diversity on System Architecture
Variations in UAV hardware capabilities, communication

protocols, and energy constraints play a crucial role in shaping
system architecture design. To effectively address this diversity,
several key features are integrated
Adaptive Blockchain Consensus Mechanism: Given the differ-
ences in processing and energy among UAV, our DPoS-PBFT
hybrid consensus method assigns validation duties to UAV with
higher computational capacities, easing blockchain loads on
those with limited energy.
Hierarchical Network Architecture: A multi-layered network
design allows high-capacity UAV to function as leader nodes
for blockchain transaction oversight, while energy-constrained
UAV act as relay nodes to enhance coordination.
Energy-Aware Smart Contracts: To minimize energy consump-
tion, lightweight smart contracts are deployed to dynamically
adjust processing requirements based on UAV battery levels,
allowing low-energy UAV to offload tasks to edge or cloud re-
sources.
Interoperable Communication Protocols: Supporting various
standards such as 5G, LoRa, and Wi-Fi, our system includes
protocol translation layers to maintain seamless blockchain syn-
chronization.
Security and Trust Management: The diversity among UAV
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poses security challenges, as older models may be vulnera-
ble. Trust-based authentication is implemented by assigning
dynamic trust scores to UAV, which are determined based on
their security level and transaction history.
Dynamic Flight Path Optimization: To accommodate vary-
ing UAV flight capabilities, our system dynamically adjusts
load distribution, manipulating UAV clusters and data routes
to reduce network congestion and maximize resource alloca-
tion. These measures ensure our UAV network, optimized for
blockchain, functions efficiently despite hardware and com-
munication protocol differences, supporting reliable disaster-
response functions.

3.5. Security Measurements

This section presents a quantitative assessment of the over-
all risk X(t) and resilience R(t) of a UAV network, considering
multiple threat factors such as Denial Of Service (DoS) attacks,
spoofing, tampering, and malware infections [34]. The analyt-
ical framework facilitates a systematic evaluation of the effec-
tiveness of the implemented security mechanisms.

3.5.1. Overall Risk Calculation
The overall risk at time t, denoted by X(t), is computed using

the weighted sum of the individual risk factors. The formula for
the overall risk is given by

X(t) = wDD(t) + wSS (t) + wTT (t) + wMM(t) (5)

In this equation, D(t), S (t), T (t), and M(t) represent the risks
of DoS attacks, spoofing, tampering, and malware infections,
respectively. The weights wD,wS,wT ,wM reflect the relative
importance of each risk factor.

3.5.2. Risk Factors Modeling
Each risk factor is modeled to capture its evolution over time,

characterized by an initial risk magnitude and a mitigation rate.
The meanings and modeling of these factors are detailed as fol-
lows

Denial of Service (DoS) Attack Risk, D(t):. Represents the risk
associated with DoS attacks, which aim to make the UAV net-
work unavailable by overwhelming it with traffic.

D(t) = λDe−µDt (6)

Where, λD is the initial magnitude of the DoS risk, and µD is
the mitigation rate, representing how quickly the network can
reduce the risk over time.

Spoofing Risk, S (t):. Represents the risk of spoofing attacks,
where an attacker impersonates legitimate UAV or ground con-
trol stations to gain unauthorized access or disrupt operations.

S (t) = λS(1 − e−µSt) (7)

In this model, λS is the initial magnitude of the spoofing risk,
and µS is the mitigation rate, indicating how effectively the net-
work can counteract spoofing attempts over time.

Tampering Risk, T (t):. Represents the risk of tampering at-
tacks, where an attacker physically or remotely alters the UAVs
hardware or software to disrupt its functionality.

T (t) = λT te−µT t (8)

The parameter, λT is the initial magnitude of the tampering risk,
and µT is the mitigation rate, showing how the risk evolves and
decreases over time.

Malware Infection Risk, M(t):. Represents the risk of malware
infections, where malicious software is introduced into the UAV
network to steal information, disrupt operations, or cause dam-
age.

M(t) = λM(1 − e−µMt) (9)

Here, λM is the initial magnitude of the malware risk, and µM is
the mitigation rate, reflecting the network’s ability to detect and
remove malware over time. The 2D spatial distribution of flock-
ing UAVs engaged in post-disaster activities is illustrated in Fig.
2. This Fig demonstrates the UAV swarm’s adaptive behavior in
dynamic environments, ensuring efficient coverage and coordi-
nation. A more detailed discussion of the UAV movement and
clustering mechanisms is provided in Section 4.

3.6. Energy-Aware Resource Management

To mitigate the critical energy constraints of UAV in disaster
response scenarios, an adaptive power management system is
integrated within the blockchain framework. This system dy-
namically adjusts the UAV’s transmission power Ptx based on
the current network conditions and remaining battery life Br

Ptx = Pmin + (Pmax − Pmin) ×
(

Br

Btotal

)
× f (SINR) (10)

where Pmin and Pmax are the minimum and maximum transmis-
sion powers, Btotal is the total battery capacity, and f (SINR) is a
function of the current Signal-to-Interference-plus-Noise Ratio.
This approach ensures optimal energy utilization while main-
taining necessary communication quality. An energy-aware
task allocation mechanism is incorporated within the smart con-
tracts to optimise resource distribution and prolong UAV net-
work operation. The mechanism prioritizes tasks τi for each
UAVu j based on their energy cost E(τi) and remaining battery
life Br(u j)

Priority(τi, u j) = w1 ×
(

1
E(τi)

)
+ w2 ×

(
Br(u j)
Btotal

)
(11)

where w1 and w2 are weighting factors. This prioritization en-
sures efficient use of available energy resources across the UAV
network while maintaining critical disaster response capabili-
ties.

4. Decentralized Flocking Model for UAV Disaster Re-
sponse

This section presents a decentralized flocking model de-
signed to enable resilient coordination among specialized
UAV clusters conducting critical disaster-relief functions, even
amidst disrupted connectivity.
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Fig. 2. The 2D Spatial Distribution of Flocking UAVs e Engaged in Post-disaster Activities. More detailed Description is Provided in Section 4.

4.1. Concrete Examples of Flocking Algorithms for UAV Dis-
aster Relief Functions

The proposed UAV network is heterogeneous and comprises
several specialized clusters: the delivery network S λ, focused
on transporting relief supplies; the survey network S η, as-
signed to rapid damage assessment; and the connectivity net-
work SΩ, responsible for restoring communication links. A
central UAV monitor, Υm, dynamically adjusts high-level co-
ordination strategies based on evolving disaster-response prior-
ities. The delivery flock Sλ plays a pivotal role in immediate
relief efforts by transporting essential supplies to affected ar-
eas. Using flocking algorithms, these UAV maintain cohesion,
alignment, and separation to ensure efficient and safe aid deliv-
ery. The survey flock Sη focuses on damage assessment and
mapping. Employing flocking strategies, these UAV can sys-
tematically cover disaster areas, maintain communication, and
avoid collisions. The connectivity flocks SΩ are aligned with
3rd Generation Partnership Project (3GPP) UAV standards to
ensure efficient communication restoration in disaster-stricken
areas. UAV use flocking rules to maintain optimal formation
for wireless coverage and to navigate safely through the envi-
ronment. The central monitor UAV, Υm, coordinates the ac-
tivities of these flocks by utilizing a decentralized coordination
algorithm based on Reynolds flocking rules. The control input
φi for each UAVΥi comprises terms for separation, alignment,
cohesion, and navigation, allowing for collision avoidance and
coordinated trajectory planning. Additionally, a dynamic dissi-
pating obstacle avoidance mechanism is incorporated, enabling
UAV to effectively navigate around obstacles.

4.2. Risks and Mitigation Strategies for the Central UAV Mon-
itor

The central UAV monitor plays a key role in collecting and
disseminating network-wide information. However, its opera-
tion introduces potential risks that must be addressed

Privacy Leakage: The central monitor aggregates UAV data,
making it a potential target for eavesdropping or unauthorized
access. To address this challenge, homomorphic encryption is
utilized for secure computations on encrypted data, while ZKPs
are employed to verify UAV data authenticity without revealing
sensitive information.
Communication Bottleneck: A single point of data collection
may result in congestion, particularly in high-traffic scenarios.
To mitigate network strain, a hierarchical UAV clustering model
is utilized, where multiple local UAV leaders preprocess and ag-
gregate data before transmitting it to the central monitor.
Failure Resilience: The failure of the central UAV monitor
has the potential to disrupt system coordination. To mitigate
this risk, a decentralized leader election mechanism based on
Byzantine Fault Tolerant (BFT) consensus is implemented, al-
lowing another UAV to dynamically assume monitoring func-
tions in the event of a failure. These measures ensure the central
UAV monitor operates securely, efficiently, and without intro-
ducing a single point of failure.

4.3. Integration with System Architecture
The decentralized flocking model operates within the UAV

Communication Network component of our overall system ar-
chitecture. It leverages the communication model described in
Section 3.1 to facilitate information exchange between UAV,
while the blockchain layer ensures secure and transparent coor-
dination. This integration allows for robust and adaptive UAV
formations that can respond effectively to dynamic disaster sce-
narios.

4.4. Specialized UAV Clusters for Disaster Response
Our model employs a heterogeneous UAV network compris-

ing several specialized clusters, each designed to address spe-
cific aspects of disaster relief. The Delivery Network (S λ) fo-
cuses on transporting essential relief supplies to affected areas.
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The Survey Network (S η) is assigned to rapid damage assess-
ment and mapping of disaster-stricken regions. The Connec-
tivity Network (SΩ) is responsible for restoring communication
links in areas where infrastructure has been compromised. A
central UAV monitor, Υm, dynamically adjusts high-level coor-
dination strategies based on evolving disaster-response priori-
ties.

4.5. Reynolds Flocking Rules Adapted for Disaster Scenarios
The classic Reynolds flocking rules are adapted to facili-

tate the decentralized coordination of UAV in disaster response
scenarios. The control input φi for each UAV Υi consists
of four key components: separation (φs

i ), ensuring that UAV
maintain safe distances from one another particularly crucial in
cluttered post-disaster environments; alignment (φa

i ), enabling
UAV to match velocity and direction, thereby improving coordi-
nated movement during search and rescue operations; cohesion
(φc

i ), maintaining flock integrity to ensure stable communica-
tion links and collective efficiency; and navigation (φn

i ), direct-
ing UAV towards specific disaster-related objectives or away
from hazardous areas. The combined control input is expressed
as

φi = wsφ
s
i + waφ

a
i + wcφ

c
i + wnφ

n
i (12)

where ws, wa, wc, and wn are weighting factors that can be dy-
namically adjusted based on the specific disaster response task
and environmental conditions.

4.6. Obstacle Avoidance in Disaster Environments
A dynamic obstacle avoidance mechanism is integrated to

enable effective navigation around common post-disaster obsta-
cles, such as debris and damaged structures. This is mathemat-
ically represented as

⟨vγ, v̄⟩ ≥ cos(ϑm)|v̄|2 (13)

where ϑm denotes the maximum allowable misalignment angle
between the UAV velocity vector vγ and desired direction v̄.

4.7. Application to Specific Disaster Response Functions
The Delivery Flock (S λ) utilizes flocking algorithms to main-

tain cohesion and alignment while transporting supplies. It em-
ploys obstacle avoidance to navigate through potentially haz-
ardous environments and coordinates with the survey flock to
identify optimal delivery routes and drop points. The Survey
Flock (S η) applies flocking strategies to systematically cover
disaster areas for damage assessment. It uses alignment rules
to ensure efficient area coverage and avoid redundant scan-
ning, integrating with the blockchain layer to securely store
and share real-time survey data. The Connectivity Flock (SΩ)
aligns with 3GPP https://www.3gpp.org/ UAV standards
to restore communication in affected areas. It uses flocking
rules to maintain optimal formation for wireless coverage and
dynamically adjusts positions based on evolving connectivity
needs and terrain challenges. Due to their high maneuverability,
UAVs are well suited for providing coverage in disaster scenar-
ios. However, several limitations including battery dependence,
mobility constraints, and hovering impacts can lead to devia-
tions between simulated performance and actual real-world be-
havior [35]. The central monitoring UAV,Υm, coordinates these
specialized flocks using a decentralized algorithm based on the
adapted Reynolds rules. This allows for flexible and resilient
disaster response operations that can adapt to changing condi-
tions and priorities on the ground.

4.8. Dynamic State Propagation and Battery Model
The state of each UAV evolves, according to

ρi[κ + 1] = ρi[κ] + ∆τ ·Ωi[κ] (14)
Ωi[κ + 1] = Ωi[κ] + ∆τ · (φs

i + φ
a
i + φ

c
i + φ

n
i ) (15)

Here, ∆τ represents the discrete time step. The battery dy-
namics of the UAV are modelled to account for power. This
Fig. 2 presents the Two-Dimensional (2D) spatial distribution
of flocking UAVs engaged in post-disaster activities, including
Navigation/Surveillance, Communication, Search and Rescue,
Environmental Monitoring, Logistics/Delivery, and Infrastruc-
ture Repair, across consecutive time steps labelled 1 through 6.
Each scatter plot represents a specific time step, with the x and y
axes indicating the geographical coordinates within a 2D plane.
The scattered dots within each plot represent individual UAVs,
with their positions depicting the flocking patterns, deployment
areas, and coverage for the corresponding post-disaster activity
during that particular time interval.

4.9. Significance of Flocking Algorithms in Multi-Agent Sys-
tems

Consider a group of autonomous agents A =

{A1, A2, . . . , AN}, where each agent Ai has a state
(xi, vi) ∈ Rn × Rn representing its position and velocity
vectors, respectively. The control input Ui for each agent Ai

comprises three terms

Ui = Ûcoh
i + Ūdamp

i + Ǔnav
i (16)

where Ûcoh
i enables cohesion towards the flock center, Ūdamp

i
achieves velocity consensus through damping force, and Ǔnav

i
drives navigation towards the group objective. Two flocking
algorithms are introduced, each based on distinct interaction
rules, to enhance the adaptability and coordination of UAV
swarms in dynamic environments. These algorithms enable au-
tonomous UAV clusters to maintain efficient formation and per-
form cooperative tasks while responding to real-time changes
in connectivity and operational constraints.

Ui = Uαi (17)

where,

Uαi =
∑

A j∈Ni

ϕb(∥x j − xi∥σ)ni j

︸                      ︷︷                      ︸
Cohesion Term

+
∑

A j∈Ni

ai j(x)(v j − vi)

︸                 ︷︷                 ︸
Damping Term

(18)

where ϕb is used for the Reynolds flocking rule terms, and Ni

are the neighbour sets for agent i.

4.10. Alpha-Neighbors of Alpha-Agents: Proximity Net
Let Vα = {1, 2, . . . , nα} and Vβ = {1, 2, . . . , nβ} denote the

sets of alpha and beta agents, respectively. An obstacle βk ∈ Vβ
is a neighbour of alpha-agent i ∈ Vα if

B(qi, rβ) ∩ Ok , ∅ (19)

where B(qi, rβ) is a ball centered at qi with radius rβ, and Ok

is the obstacle region. The alpha and beta neighbour sets are
defined as

Nαi = { j ∈ Vα : ∥q j − qi∥ < rα} (20)
Nβi = {k ∈ Vβ : B(qi, rβ) ∩ Ok , ∅} (21)
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where qi and vi are the position and velocity of the agent i in
the obstacle boundary dynamics, respectively. This induces a
bipartite proximity graph G = (V,E) between the alpha and
beta agents, where V = Vα ∪ Vβ and E ⊆ Vα × Vβ. Here, rα
and rβ are the radii for proximity in the alpha and beta neighbour
sets, respectively.

4.11. Dynamic State Propagation and Battery Model
The state of each UAV evolves, according to

ρi[κ + 1] = ρi[κ] + ∆τ ·Ωi[κ] (22)
Ωi[κ + 1] = Ωi[κ] + ∆τ · (φs

i + φ
a
i + φ

c
i + φ

n
i ) (23)

Here, ∆τ represents the discrete time step. The battery dynam-
ics of the UAVs were modelled to account for power.

4.12. Significance of Flocking Algorithms in Multi-Agent Sys-
tems

Consider a group of autonomous agents A =

{A1, A2, . . . , AN}, where each agent Ai has a state
(xi, vi) ∈ Rn × Rn that represents its position and velocity
vectors, respectively. The control input Ui for each agent Ai

comprises three terms

Ui = Ûcoh
i + Ūdamp

i + Ǔnav
i (24)

where Ûcoh
i enables cohesion towards the flock center, Ūdamp

i
achieves velocity consensus through damping force, and Ǔnav

i
drives navigation towards the group objective. Two flocking
algorithms are introduced, each based on distinct interaction
rules, to enhance UAV coordination in dynamic environments.
The first algorithm leverages localised communication and de-
centralised decision-making, enabling UAV to adapt to chang-
ing network conditions without relying on a central authority.
The second algorithm incorporates hierarchical control mech-
anisms, optimising formation stability and energy efficiency
while maintaining robust swarm coordination. Both approaches
are designed to facilitate seamless UAV operations, ensuring
reliable communication, efficient task execution, and enhanced
resilience in challenging disaster response scenarios.

Ui = Uαi (25)

where,

Uαi =
∑

A j∈Ni

ϕb(∥x j − xi∥σ)ni j

︸                      ︷︷                      ︸
Cohesion Term

+
∑

A j∈Ni

ai j(x)(v j − vi)

︸                 ︷︷                 ︸
Damping Term

(26)

where ϕb is used for the Reynolds flocking rule terms and Ni

are the neighbour sets for agent i.

4.13. Alpha-Neighbors of Alpha-Agents: Proximity Net
Let Vα = {1, 2, . . . , nα} and Vβ = {1, 2, . . . , nβ} denote sets

of alpha and beta agents, respectively. An obstacle βk ∈ Vβ is a
neighbor of alpha-agent i ∈ Vα if

B(qi, rβ) ∩ Ok , ∅ (27)

where B(qi, rβ) is a ball centered at qi with radius rβ and Ok

is the obstacle region. The alpha and beta neighbour sets are
defined as

Nαi = { j ∈ Vα : ∥q j − qi∥ < rα} (28)
Nβi = {k ∈ Vβ : B(qi, rβ) ∩ Ok , ∅} (29)

where qi and vi are the position and velocity of the agent i, re-
spectively, in the obstacle boundary dynamics. This induces a
bipartite proximity graph G = (V,E) between the alpha and
beta agents, where V = Vα ∪ Vβ and E ⊆ Vα × Vβ. Here, rα
and rβ are the radii of proximity in the alpha and beta neighbour
sets, respectively.

4.14. Considerations for Privacy in Blockchain-Integrated
UAV Networks

Ensuring privacy is critical in our blockchain-integrated UAV
network to protect sensitive disaster-response data. The primary
privacy challenges are addressed through the following strate-
gies:
Data Confidentiality: Utilization of end-to-end encryption
(ECC) along with ZKPs secures UAV data transmission, main-
taining confidentiality without revealing raw data.
Access Control: Attribute-Based Encryption (ABE) imple-
ments access limitations, allowing data decryption solely by au-
thorized participants.
Anonymity and Pseudonymization: To prevent tracking, UAV
identities are concealed with the use of dynamic pseudonyms
and ring signatures.
Privacy-Preserving Smart Contracts: Deployment of zk-
SNARKs facilitates contract execution while safeguarding
transaction details from exposure.
Decentralized Identity Management: Self-sovereign identity
(SSI) frameworks enable secure and trust-independent UAV au-
thentication.
Secure Consensus Participation: In the DPoS-PBFT consensus
approach, homomorphic encryption safeguards UAV voting ac-
tivities to inhibit vote tracking.
Resistance to Traffic Analysis: Use of mix networks along-
side dummy transactions conceals UAV communication flows.
These privacy strategies are crucial for ensuring secure and ef-
fective UAV coordination in disaster-response operations.

5. Enhanced DPoS-PBFT Consensus Mechanism for UAV
Networks

The decentralized flocking model and the enhanced DPoS-
PBFT consensus mechanism are integral, interoperating com-
ponents of our blockchain-enabled UAV network for disaster
response. While the flocking model governs the physical co-
ordination and movement of UAV, the consensus mechanism
ensures secure and efficient information sharing and decision-
making within the network. The flocking algorithm relies on
frequent, reliable communication between UAV s to maintain
formation and adapt to changing conditions. This communica-
tion is facilitated by the blockchain network, with transactions
validated through the consensus mechanism. Conversely, the
consensus mechanism benefits from the spatial distribution and
mobility patterns determined by the flocking model, as these
influence network topology and, consequently, the efficiency of
the consensus process. For instance, the selection of validator
nodes in the Delegated Proof Of Stake (DPoS) component con-
siders the spatial distribution of UAV s to ensure a balanced and
responsive network. Furthermore, the PBFT component’s per-
formance is optimized by leveraging the natural clustering that
emerges from the flocking behavior. This synergy between the
flocking model and the consensus mechanism enables our sys-
tem to maintain robust, decentralized coordination even in the
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challenging, dynamic environments typical of disaster scenar-
ios.

UAVs play a crucial role in disaster management by enabling
rapid response and recovery. An enhanced consensus mech-
anism is introduced, integrating the DPoS-PBFT to optimise
security, efficiency, and fault tolerance. This design leverages
DPoS for efficient block validation and PBFT for heightened
security, and optimizes UAV network performance in adverse
disaster conditions. Fig. 3 demonstrates the detailed sequence
of steps in the proposed hybrid DPoS-PBFT consensus protocol
for efficient and secure block validation among the UAVs.

5.1. Mechanism Overview
The mechanism is initiated by the stake-based selection of

the block proposer. The UAV generates a block and circulates
it among the selected validators through the DPoS framework.
ValidatorsV that are assigned based on their UAV-specific met-
rics authenticate the block. Approval by a two-thirds majority
confirms the block, whereas PBFT intervenes in cases of dis-
agreement or malicious activity to ensure consensus and net-
work integrity.
Notation: LetV represent a subset of UAVs serving as valida-
tors. Validator selection considers factors such as the stakes,
fuel, sensing capabilities, and historical performance. Each
UAVi is assigned a validator score Vi calculated as

Vi = w1S i + w2Fi + w3Ci + w4Hi (30)

where S i denotes the stake, Fi denotes the remaining fuel, Ci

denotes the sensing capability, and Hi denotes historical util-
ity. The weights w1,w2,w3,w4 quantify the importance of these
parameters. The top n UAVs form validator set V. The block
proposer probability pi for UAVi is given by

pi =
S i∑

j∈V S j
(31)

Process Flow: A PRE-PREPARE message, containing the new
block, is broadcast by a validator to the other validators. The
validators validate the block and broadcast a PREPARE message
if it is valid. A COMMIT state is reached, and the correspond-
ing message is broadcast when more than 2

3 PREPARE messages
are received. A block was added to the blockchain upon receiv-
ing a matching set of 2

3 COMMIT messages. If consensus is not
reached, a new view is initiated, potentially altering the block
proposer. Following the explanation of the consensus proto-
col, the simulation setup used to assess the performance of the
proposed approach is presented. Table 3 compares the differ-
ent consensus protocol options and their attributes relevant to
the UAV networks. Our consensus protocol combines DPoS-

Table 3: Comparison of consensus protocols

Metric PBFT DPoS Hybrid

Speed Low High Moderate
Throughput Low High Moderate
Fault tolerance High Low Moderate
Permissioning Private Public Configurable

PBFT to address the unique challenges in UAV networks dur-
ing disaster response. This novel approach enhances commu-
nication efficiency while maintaining robust security, advanc-
ing UAV applications in emergency management. As outlined

Algorithm 1 Blockchain-based UAV Coordination
1: Initialize: UAV u ∈ U has blockchain.
2: for all u ∈ U do
3: u has blockchain height B.
4: end for
5: Propose Block: Rotating schedule.
6: Select UAV P ∈ V .
7: P gathers transactions, creates & broadcasts block B + 1.
8: Verify Block:
9: for all v ∈ V do

10: if v verifies B + 1 valid then
11: v signs & broadcasts approval.
12: end if
13: end for
14: if approvals > (2/3)N then
15: Add block B + 1 to blockchain.
16: end if

in Algorithm 1, the DPoS phase involves selecting validators
based on UAV stakes. An elected proposer creates a block,
which is verified by the validators. In the PBFT phase, valida-
tors vote on the block. If insufficient votes are received, a view
change occurs. Consensus through a supermajority adds the
block to the blockchain, ensuring secure and efficient network
operations. Specifically, the Algorithm 2 combines DPoS and
PBFT to achieve efficient decentralized consensus in UAV net-
works for disaster response scenarios. The DPoS phase selects
validators and a leader node based on delegated stakes to pro-
pose a block. If faults exceed a threshold, PBFT is triggered for
additional consensus through preparatory and commit phases
before finalizing consensus on adding the approved block. The
hybrid mechanism balances efficiency, security, and fault tol-
erance for reliable coordination between resource-constrained
UAVs with intermittent aerial connections. The key param-
eters and their corresponding values for the proposed hybrid
DPoS-PBFT blockchain mechanism are detailed in Table. 4.
These parameters are carefully selected to optimize security, ef-
ficiency, and resilience in UAVnetworks, ensuring robust con-
sensus and minimal latency in disaster response scenarios.

5.2. Geospatial Smart Contract Integration

The proposed architecture runs on a permissioned quorum
chain, supporting privacy-preserving transactions between ap-
proved disaster response agencies using ZKPs. Each agency
operates a local quorum node maintaining a ledger copy. Inter-
agency consensus utilizes the hybrid DPoS-PBFT protocol.
Within agencies, lightweight UAV blockchain nodes connect to
the quorum node to submit transactions and access chain data
when required. On-chain access control is enforced via smart
contracts, with agencies managing permissions for their UAV
fleets. Resilience is enhanced through the geographic distribu-
tion of nodes in regional clusters. Integrating location-based
coordination requires supporting geospatial data like GPS co-
ordinates alongside transactions. To address the inefficiency of
JSON [36] formats in storing spatial data,A compressed binary
encoding of GeoJSON is implemented, achieving a reduction in
storage requirements of up to 60%. This enables efficient rep-
resentation of Three-Dimensional (3D) positions, boundaries,
and disaster zones of UAVs as programmable contract objects.
The geospatial capabilities are further enhanced through the im-
plementation of a quadtree spatial index structure within smart
contracts, optimizing spatial queries and reducing complex-
ity from O(n) to O(log n) for most operations. A ray-casting
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Fig. 3. Detailed Working Mechanism of the DPoS-PBFT Consensus Protocol.

method is employed for efficient point-in-polygon tests in geo-
fencing applications, while a modified A* algorithm with a cus-
tom heuristic function facilitates 3D UAV path planning. The
hybrid consensus protocol is extended to include spatial valida-
tion rules, ensuring the integrity of location-based data. Addi-
tionally, efficient on-chain spatial operators for intersection, dis-
tance calculation, and nearest neighbour queries are provided,
maintaining a maximum complexity of O(log n) for large point
sets.

These technical implementations collectively enable sophis-
ticated geospatial operations within the blockchain framework,
significantly enhancing the capabilities of UAV based disaster
response coordination. The integration of geospatial smart con-
tracts allows for precise and secure management of UAV oper-
ations in dynamic disaster scenarios, improving the overall ef-
fectiveness of the response efforts. These enhancements enable
efficient spatial queries for proximity alerts, geo-fencing, and
coordinated navigation. To trigger location-aware executions,
oracles provide disaster scenario and situational data feeds. The
resulting system balances on-chain security with off-chain com-
putational efficiency, ensuring all critical decision-making logic
is executed on the blockchain while maintaining responsive and
precise location-based coordination of UAV fleets in disaster
scenarios. These enhancements enable efficient spatial queries
for proximity alerts, geo-fencing, and coordinated navigation.
To trigger location-aware executions, oracles provide disaster
scenario and situational data feeds. The resulting system bal-
ances on-chain security with off-chain computational efficiency,
ensuring all critical decision-making logic is executed on the
blockchain while maintaining responsive and precise location-
based coordination of UAV fleets in disaster scenarios. The
FOAM protocol [37] enables vector data storage. The 3D po-
sitions, boundaries, and disaster zones of UAVs can be en-
coded in GeoJSON, representing them as programmable con-
tract objects. This allows spatial queries for proximity alerts,
geo-fencing, and coordinated navigation. To trigger location-

aware executions, oracles provide disaster scenario and situa-
tional data feeds. Algorithm 3 presents a sample Solidity code

Algorithm 2 DPoS-PBFT Consensus
Require: SetU of N UAV nodes
Ensure: Consensus on block B
1: Initialize DPoS
2: Delegate stakes and select leader l
3: l validates and proposes block B
4: DPoS Execution
5: if ≥ 2N

3 validators approve B then
6: Add B to blockchain
7: else if faults > ϑ then
8: Trigger PBFT consensus
9: end if

10: Initialize PBFT
11: l broadcasts B; nodes validate and broadcast prepares
12: PBFT Execution
13: if ≥ 2N

3 prepares then
14: Nodes broadcast commit
15: end if
16: if ≥ 2N

3 commits then
17: Nodes add B
18: end if
19: Finalize Consensus
20: Update permissions, remove faulty nodes
21: Add B if approved

for a smart contract that coordinates UAVs for search and rescue
operations in a disaster response scenario. It defines key param-
eters, such as the center of the disaster zone and search radius.
Functions are included to assign search grid areas to UAVs, re-
port the findings of trapped people or hazards, and update the
UAV status. The comments explain each function’s purpose.
This implements location-aware coordination logic to automate
UAV search and rescue tasks via smart contracts executed based
on location data and events.
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Table 4: Key Parameters and Values of the Hybrid DPoS–PBFT Blockchain
Mechanism

Parameter Example Value/Type

Network Latency 100–500 ms.
DPoS Parameters Number of delegates: 20; block

time: 5 seconds; voting margin:
66%.

Node Distribution DPoS nodes: global; PBFT nodes:
regional.

Finality DPoS: probabilistic; PBFT: instant.
Energy Use Prioritise DPoS; invoke PBFT for fi-

nality as required.
Throughput Target: 100 transactions per second

(TPS); fallback: 10 TPS.
Security Thresholds DPoS: ≥ 15 delegates; PBFT: ≥ 5

nodes.
PBFT Parameters Normal mode quorum: 4; degraded

mode quorum: 3.

5.3. Trade-offs and Limitations

While our hybrid DPoS-PBFT approach offers significant ad-
vantages, it’s important to consider potential trade-offs and limi-
tations. The integration of two consensus mechanisms increases
system complexity, potentially leading to higher implementa-
tion and maintenance costs. PBFT can be resource-intensive,
especially in terms of communication overhead, which may
strain the limited resources of UAVs, particularly in prolonged
disaster response scenarios. As the number of validators in-
creases, the communication overhead of PBFT grows quadrat-
ically, which could limit the scalability of the network. The
DPoS component may lead to a concentration of power among
high-stake validators, potentially compromising decentraliza-
tion. In disaster scenarios with frequent network partitions, the
PBFT component may struggle to reach consensus, potentially
causing temporary system halts. The increased computational
and communication requirements may lead to higher energy
consumption, reducing UAV flight times and operational effi-
ciency. Additionally, the additional PBFT round may increase
the time to achieve block finality, which could be critical in
time-sensitive disaster response situations.

5.4. Mitigation Strategies

To overcome these limitations, several mitigation strategies
are introduced. An adaptive consensus mechanism is imple-
mented to dynamically adjust the consensus process based on
network conditions, minimising complexity and optimising re-
source utilisation when feasible. Introducing a sharding mecha-
nism could improve scalability by allowing subsets of validators
to reach consensus on different parts of the network. To pro-
mote a more decentralized validator set, rules should be imple-
mented to prevent excessive stake concentration. Developing a
lightweight fallback consensus mechanism for scenarios with
severe network partitions could help maintain network func-
tionality in challenging conditions. Incorporating energy lev-
els into the validator selection process could help balance con-
sensus participation and operational longevity. Finally, imple-
menting efficient communication protocols could reduce over-
head and improve latency in the PBFT phase. Applying these

Algorithm 3 SearchAndRescue Contract
1: struct UAV
2: id

3: location

4: battery

5: status

6: Address owner
7: Location disasterZoneCenter
8: Radius searchRadius
9: UAV Location[] availableUAVs

10: function AssignSearchGrid(UAV drone) ▷ Divide disaster
zone into grids ▷ Assign grid to UAV for search & rescue

11: end function
12: function ReportFindings(Location location, FindingType

type) ▷ Log findings (people, hazards) ▷ Notify authorities
or UAVs

13: end function
14: function UpdateUAVStatus(UAV drone, Status status) ▷

Update UAV status (battery, ops)
15: end function

strategies enhances the robustness and effectiveness of our hy-
brid DPoS-PBFT consensus mechanism for UAV networks in
disaster response scenarios.

6. Simulations and Discussions

6.1. Clarification on Simulation Parameter Selection

The selection of simulation parameters is based on stan-
dardized UAV network configurations, real-world disaster re-
sponse constraints, and validated references from existing liter-
ature. Network Topology and UAV Deployment: The number of
UAV and network dimensions were chosen based on disaster-
response scenarios, considering area coverage, energy limita-
tions, and connectivity demands. The UAV mobility model fol-
lows the 3GPP TR 36.777 standard, ensuring realistic aerial
trajectories. Channel and Propagation Model: Path loss and
SNR models for A2A and A2G communication were selected
based on both free-space and urban environments, incorporat-
ing empirical data from existing studies. Transmission power,
antenna gains, and noise levels were chosen to match com-
mercially available UAV communication systems. Performance
Metrics Justification: Throughput, latency, and resilience were
prioritized as essential performance indicators. Latency was
evaluated based on real-time situational awareness needs, while
resilience was tested under simulated network disruptions, in-
cluding UAV failures and link degradation. Computational and
Blockchain Parameters: The blockchain consensus mechanism
was evaluated across different transaction loads to measure its
impact on UAV resource consumption and transaction finaliza-
tion time. These parameters were calibrated based on bench-
marks from lightweight blockchain implementations designed
for UAV networks.
The UAV simulation parameters used to evaluate the proposed
framework are summarized in Table. 5. These parameters de-
fine the operational conditions, network configurations, and en-
vironmental factors considered in the simulations, ensuring a
realistic assessment of UAV performance in disaster response
scenarios.
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6.2. Simulation Settings

Our disaster response simulation is set within a 25 km ×
25 km urban area severely impacted by a natural disaster. This
environment includes a primary Base Station (BS), a compro-
mised BS in a power outage zone, an adversarial-controlled re-
gion, a disaster relief coordination hub, refugee camps, and crit-
ical medical facilities requiring prioritized aid. The simulation
involves a heterogeneous swarm of 200 UAV, each powered by
lithium-ion batteries and operating autonomously. UAV have
unique identifiers and energy profiles and are equipped with
navigation, networking sensors, and processors supporting both
A2A and A2G communication. They form a multi-tier mesh
network at an altitude of 500 m, adhering to aviation safety pro-
tocols, including collision avoidance mechanisms. Key perfor-
mance metrics evaluated include network throughput, latency,
resilience against cyberattacks and malicious nodes, mobility,
and coordination of UAV flocks, packet delivery rate, and over-
all network reliability.

Table 5: UAV Simulation Parameters

Parameter Value

Total Number of UAVs 200.
Flock 1 (Delivery Services) 90 UAVs.
Flock 2 (Connectivity Support) 25 UAVs.
Flock 3 (Monitoring) 85 UAVs.
Disaster Region Size 25 km × 25 km.
Total UAV Network Coverage Radius 5.5 km.
UAV Flight Altitude 30 m.
UAV Transmit Power 2 mW.
Network Latency 30–100 ms.
Supported Data Rate 15 Mbps.

6.3. Blockchain-Enabled UAV Coordination

The blockchain-enabled UAV coordination framework
within this simulation achieved a throughput of 100 Transac-
tions Per Second (TPS) with an average latency of 26 ms, and a
packet delivery rate of 99.7%. The framework employs a hybrid
DPoS-PBFT consensus mechanism, balancing resilience and
computational efficiency. DPoS is utilized for standard trans-
actions, with 20 elected delegates managing consensus. PBFT
is activated for transactions requiring immediate finality, sup-
ported by five regional servers. This hybrid configuration en-
sures efficient transaction validation while minimizing UAV en-
ergy consumption.

6.4. 3GPP-Standardized Realism in Simulation

To ensure realism and industry alignment, our simulation ad-
heres to 3GPP standards

• 3GPP TR 36.777 for UAV mobility modeling
https://www.3gpp.org/ftp/Specs/archive/

36_series/36.777/.

• 3GPP TR 36.842 for BS deployment, https://www.

3gpp.org/ftp/Specs/archive/36_series/36.842/

3GPP TR 36.842 BS Deployment.

• 3GPP-compliant communication models for A2G and
A2A links.

The A2G model accounts for probabilistic propagation and en-
vironmental attenuation, while the A2A model considers free-
space path loss.

6.5. Resilience Against Cyberattacks
Resilience to cyberattacks was validated through simulations

of various security threats Distributed Denial of Service: Evalu-
ated under high-traffic malicious flooding conditions. Spoofing
Attacks: Simulated adversarial nodes attempting to imperson-
ate UAV. Message Tampering: Assessed the blockchain’s im-
mutability in preventing unauthorized data alterations. The sys-
tem maintained stability, ensuring continued mission execution
despite these adversarial conditions.

6.6. Real-World Applicability and Testing
This comprehensive simulation validates the practical appli-

cability of the proposed system for disaster response, particu-
larly when ground infrastructure is compromised. The effec-
tiveness of the architecture was further tested in a controlled
UAV testbed, verifying real-world feasibility.

6.7. Simulations Results
The simulation results demonstrated the effectiveness of

the system in terms of security, efficiency, scalability, and
resilience. Security measures include AES-256 encryption,
ECDSA signatures, SHA-256 hashes, and hybrid blockchain
consensus, which provide a robust defence against Byzantine
failures. The system’s performance targets a throughput of 100
TPS with less than two seconds of latency and 99% reliability
for UAV packet delivery. Scalability tests involved increasing
the UAV network size and load, demonstrating the capability
of the system to handle high traffic volumes seamlessly. As
seen in Fig. 4 summarize the network throughput and latency
metrics as the number of UAV nodes scales up to 500 on the
private blockchain network. Throughput is measured in TPS
processed across the flocking network, with a millisecond la-
tency for transaction finality. The latency increased marginally
from 50ms at 10 nodes to 68ms at 500 nodes. The blockchain-
enabled network sustains transaction-processing speeds exceed-
ing 100 TPS with reasonable finality times below 70ms, even at
scale. The key insight is that leveraging blockchain and de-
centralization principles can enable scalable flock coordination
among hundreds of UAVs, which is necessary for wide-area
post-disaster surveying. Linear throughput scaling to 500 nodes
shows that UAVs can independently coordinate paths and tar-
gets through fast and trustless transactions. Stable sub-100ms
latency despite scaling offers viability for real-time decision-
making. Fig. 5 visualises the network throughput and latency
as the number of UAV nodes increases from 10 to 100. The
throughput scales linearly up to 100 TPS with 60 nodes, and
then saturates. The latency remained below 50 ms, despite
higher loads. Max transaction volumes occur at saturation with
100 nodes, without increased latency. This demonstrates the
linear throughput scalability to a saturation point without la-
tency impacts as the UAV network expands. Testing beyond 100
nodes revealed the upper scalability limits. Peak transactions
during saturation did not affect the latency. The results validate
the system’s ability to deliver real-time coordination for sizable
UAV fleets via a decentralized blockchain backbone with ex-
cellent throughput scalability to a saturation threshold without
latency degradation. As shown in Fig. 6, the system main-
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Fig. 4. Scalability and Performance Analysis of Blockchain-Enabled UAV Communication.

Fig. 5. Throughput and Latency Over Time.

Fig. 6. Cyberattack Resilience of UAV Blockchain Network: Defense Against
Malicious Threats.

tains high throughput and low latency despite spoofing, DDoS,
and tampering attacks. This validates the strong resilience ca-
pabilities. The system architecture demonstrated good over-
all cyber resilience across the four attack types: DDoS, mal-
ware, phishing, and SQL injection. Resilience exceeded 70%,
even for the most successful attack (SQL injection of 75 %).
DDoS attacks were most effectively mitigated at 95%. The sys-
tem also showed strong resilience to malware 90% and phish-
ing (80 %). The results indicate acceptable cyber resilience
for safe UAV fleet operations across attack types, especially
against network-level attacks such as DDoS. Risks remain from
application-layer attacks, such as SQL injection, requiring fur-

ther database server hardening. Insufficient end-user device
protection is likely to explain the higher phishing and malware
effectiveness. Fig. 7 highlights the distribution of communi-

Fig. 7. Mission-Specific Latency Profiling for UAV Operation.

cation latency across UAV operational scenarios using violin
plots. The latency remained under 10 ms in all cases, with me-
dian values of approximately 2–3 ms. However, distinct dis-
tribution shapes were observed. The surveillance exhibited a
normal-like profile centered at 3 ms. The assessment followed
a right-skewed shape, peaking at approximately 1 ms. The de-
livery showed multimodal performance. The tracking displayed
a left-skewed distribution with the highest density below 2 ms.
The differential latency characteristics demonstrate the adapt-
ability to meet specialized requirements. For instance, a sub-2
ms latency enables rapid location updates for tracking. Mini-
mal latency facilitates quick assessment. Network intelligence
allows self-optimization of the demands of each context. In
summary, the tuned latency distributions maintained medians
under 5 ms for diverse UAV applications. Optimized profile
shapes provide differentiated capabilities, allowing the network
to conform to the specific demands of post-disaster use cases
through intelligent resource allocation. Fig. 8 compares within-
cluster and across-cluster coordination communication latency.
Within the 50-drone clusters, latency ranges from 1 to 50 ms
(median 25 ms), enabling rapid in-group synchronization. In
Fig. 9, across-cluster latency is higher at 50–100 ms between
distant leaders, allowing necessary deconfliction. The bifur-
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Fig. 8. Latency Variations Within UAV Clusters for Decentralized Coordina-
tion.

Fig. 9. Accross-Cluster Latency.

cated profile validates efficient localized coordination within
clusters while sustaining fleet visibility via across-cluster trans-
actions. This hierarchy supports tight drone flocking and high-
level swarm oversight. In summary, the latency dichotomy ex-
hibited provides rapid decentralized responses within clusters
along with sufficient global communication quality across the
architecture by partitioning the blockchain ledger. The key in-
sight is how the communication locality enabled by blockchain
transactions results in bifurcated latency that delivers both lo-
calized control and fleet coordination, which is crucial for de-
centralized multi-UAV flocking at scale.

7. Conclusion

This paper has introduced a comprehensive blockchain-
enabled framework for secure, resilient, and autonomous
UAV-based disaster response. Through the combined use of
distributed ledger technology, bio-inspired flocking, and an
energy-aware DPoS-PBFT consensus protocol, the system re-
solves long-standing issues in trust management, decentralised
control, and coordinated decision-making across multi-UAV
networks. The consortium blockchain removes single points of
failure while enabling auditable and tamper-resistant informa-
tion exchange across agencies. In parallel, bio-inspired swarm
dynamics enhance robustness under intermittent connectivity
and adversarial manipulation. Extensive simulations demon-
strate measurable improvements in throughput, latency, energy
efficiency, and cyber-resilience, underscoring the suitability of

the architecture for mission-critical emergency operations.

7.1. Potential for Real-World Implementation and Collabora-
tion

Deployment of this architecture in operational disaster-
response settings will require multidisciplinary collaboration.
Partnerships with emergency management agencies will sup-
port integration with existing command-and-control processes
and enable structured field evaluations. Engagement with UAV
manufacturers will facilitate hardware-level optimisation, en-
suring compatibility with heterogeneous platforms and address-
ing constraints related to power, compute capability, and com-
munication standards. Joint field trials will generate empirical
datasets essential for refining performance thresholds, validat-
ing regulatory compliance, and accelerating the practical adop-
tion of blockchain-enabled UAV coordination for high-stakes
missions.

7.2. Future Directions

Future research will extend this framework across several
technically demanding directions. A fundamental next step in-
volves developing real-world prototypes and field trials to as-
sess system performance under practical environmental vari-
ability, including weather-induced channel impairments, elec-
tromagnetic interference, and complex obstacle-dense terrains.
Adaptive channel modelling, learning-driven interference pre-
diction, and dynamic spectrum allocation will be explored to
maintain robust UAV communication in such conditions.

Regulatory compliance will become increasingly critical as
autonomous flight and data governance frameworks evolve. To
address this, decentralised identity management, verifiable ac-
cess control, and blockchain-anchored audit logs will be en-
hanced to satisfy emerging aviation, safety, and privacy reg-
ulations. Hardware and energy constraints remain an impor-
tant challenge; future work will therefore focus on lightweight
edge-computing pipelines, computation–communication co-
optimisation, and energy-aware consensus strategies to ensure
sustained UAV operation during prolonged missions.

Algorithmically, integrating advanced artificial intelligence
such as deep reinforcement learning, graph neural networks,
federated multi-agent optimisation, and risk-aware trajectory
planning will further improve decision-making in dynamic and
uncertain environments. Enhancements to geospatial smart
contracts will enable dynamic, context-aware task allocation
and fine-grained multi-agency coordination, supporting hetero-
geneous UAV fleets operating autonomously in complex disas-
ter zones.

Privacy-preserving analytics will be reinforced using ho-
momorphic encryption, secure multi-party computation, and
zero-knowledge proofs to allow sensitive situational data to be
used securely across stakeholders. Cross-chain interoperability
mechanisms will be investigated to enable seamless integration
with external blockchain and data systems relevant to logistics,
healthcare, and emergency coordination. Complementary ad-
vances in energy-aware routing and consensus design will pro-
long UAV operational lifetimes and enhance mission continuity.

Finally, future work will include the development of intuitive
human–UAV interaction interfaces to support supervisory con-
trol and situational awareness during time-critical operations.
These interfaces will provide semantically rich summaries, risk
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projections, and interpretability for AI-based decisions, improv-
ing operator confidence and effectiveness. Collectively, these
efforts will increase the robustness, scalability, and real-world
applicability of blockchain-enabled UAV networks for modern
disaster response.

7.2.1. Long-Term Vision for 2030–2050
Beyond near-term enhancements, the framework holds po-

tential to evolve into a quantum-resilient, semantically in-
formed, and AI-native coordination fabric for next-generation
disaster response (2030–2050). At the cryptographic layer,
transitioning from classical public-key cryptography to post-
quantum primitives particularly lattice-based key encapsulation
and digital signatures will safeguard inter-agency authentication
and blockchain integrity against quantum-capable adversaries.

A key architectural extension is the development of a contin-
uously synchronised digital twin encompassing the disaster en-
vironment, the UAV swarm, and the blockchain state. Deployed
across edge–cloud federations, this digital twin would simulate
UAV trajectories, consensus dynamics, geospatial smart con-
tract execution, and risk propagation in real time. Quantum-
inspired and hybrid quantum–classical optimisation algorithms
could explore immense coordination spaces, enabling predic-
tive analysis, stress testing, and “safe-to-fail” policy validation
before live deployment in multi-hazard scenarios.

At the communication layer, the shift to semantic and intent-
driven communication protocols will reduce raw data trans-
mission and instead exchange task-level meaning representa-
tions. These semantic artefacts, anchored on-chain, will sup-
port low-overhead, intent-aware coordination of heterogeneous
UAV fleets operating across multiple jurisdictions. Coupled
with geospatial smart contracts, semantics will enable greater
precision and autonomy in mission planning and execution.

Generative and foundation-model-based artificial intelli-
gence will further transform the framework. Multi-modal gen-
erative models trained on historical disaster datasets, simula-
tion trajectories, and digital-twin feedback will propose opti-
mal swarm formations, validator rotations, and energy-aware
routing strategies under varying mission states. Human opera-
tors will interact with an AI-assisted “coordination co-pilot” ca-
pable of generating candidate policies, forecasting operational
trade-offs, and executing validated strategies through on-chain
governance mechanisms.

Overall, these long-term research directions position the sys-
tem as a foundational infrastructure for quantum-secure, AI-
driven, and semantically intelligent UAV coordination, sup-
porting the increasing complexity and scale of global disaster-
response missions from 2030 to 2050 and beyond.
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