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ABSTRACT

As Maritime Autonomous Surface Ships (MASS) become increasingly prevalent, cybersecurity emerges as a critical challenge
due to the reliance on interconnected digital systems. Blockchain technology offers promising solutions to enhance data security,
transparency and operational resilience. However, the high energy consumption of blockchain creates a dilemma for the maritime
sector to meet low-carbon and sustainability targets. Identifying strategies balancing energy consumption with the security
benefits brought by blockchain is therefore essential. This research aims to examine the integration of blockchain to improve
cybersecurity, operational efficiency and data integrity in MASS. The study contributes to an integration of a literature review,
strengths, weaknesses, opportunities, threats (SWOT), threats, opportunities, weaknesses, strengths (TOWS) analysis with a
practitioner survey, providing strategic insights into blockchain to strengthen cybersecurity frameworks for MASS. Findings of
SWOT-TOWS highlight blockchain’s potential to improve cybersecurity and automate functions through smart contracts, while
identifying significant barriers such as scalability, energy consumption, etc. Survey results show strong industry support for
blockchain’s role in enhancing cybersecurity, particularly in communication and automation systems. Respondents emphasised
the importance of protocols and transaction speed. The study concludes with strategic recommendations and policy considerations
to guide effective blockchain integration in MASS.

1 | Introduction At the same time, blockchain technology holds significant poten-

tial to transform the maritime industry, with early successes

Interest in the development and deployment of Maritime
Autonomous Surface Ships (MASS) is rapidly growing, with these
vessels operating under varying levels of autonomy. Numerous
studies have highlighted the potential of MASS to enhance
operational efficiency, productivity and safety [1, 2]. For example,
Tao et al. [3] conducted a systematic review of hazard identifi-
cation and risk analysis methodologies, emphasising the safety
challenges that must be addressed alongside the operational
benefits.

already evident in maritime logistics. Blockchain technology is
a decentralised digital ledger system that records transactions
securely across a network of computers. Each record, or ‘block,’
is linked to the previous one in a way that makes the chain
of data tamper-resistant and highly transparent [4]. One of the
key advantages of blockchain in the context of MASS lies in
its ability to facilitate secure and transparent communication
and data exchange [5]. By maintaining tamper-proof records
through an immutable ledger, blockchain ensures data integrity
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and authenticity. Both of these factors are critical to the safety
and efficiency of maritime operations [6]. Blockchain also enables
secure interaction among autonomous ships using smart con-
tracts, self-executing agreements embedded with predefined rules
such as those derived from the Convention on the International
Regulations for Preventing Collisions at Sea (COLREGS). This
facilitates coordinated decision-making between vessels, reduc-
ing the need for human intervention and enhancing both safety
and operational efficiency [7].

A notable example is provided by Chen et al. [8], who demon-
strated how smart contracts can be applied to validate collision
data and generate avoidance strategies, supporting safe nav-
igation in complex maritime environments. Blockchain also
enhances traceability and transparency across operations by
recording all activities on an immutable ledger. Furthermore,
Adam et al. [9] demonstrate that there are benefits in using
blockchain for dispute resolution within the bunker industry. All
these applications show that blockchains can provide a reliable
audit trail, which is valuable for accident investigations, cargo
management and overall maritime governance. [6].

Despite these promising developments, several challenges hinder
the broader adoption of blockchain in autonomous maritime
systems. These include the immaturity of the technology, lack
of standardisation, scalability concerns and the high energy
consumption of blockchain platforms—all of which are par-
ticularly problematic for the lightweight systems required in
MASS [4, 10, 11]. Although there are successful blockchain
applications in maritime domains such as port logistics, supply
chains, marine insurance and classification societies, research
specifically focused on MASS remains limited. Given the growing
importance of autonomy in maritime operations, this represents
a significant research gap.

To address this, further investigation is needed into the poten-
tial benefits, challenges and practical applications of integrat-
ing blockchain technology into MASS, particularly concerning
economic, environmental and social sustainability [12]. Such
research will not only advance academic understanding but also
contribute to the development of safer, more efficient and more
sustainable maritime transport systems. Accordingly, this study
aims to evaluate the feasibility and advantages of employing
blockchain technology to enhance the integrity, reliability and
resilience of cybersecurity systems within the context of MASS.

2 | Critical Literature Review

This review evaluates the technological, security and environ-
mental aspects of blockchain implementation in MASS using
current academic and regulatory sources. The discussion is
organised into four thematic areas: autonomous vessel systems,
cybersecurity risks, blockchain applications and sustainability.

2.1 | Maritime Autonomous Surface Ships
Maritime Autonomous Surface Ships (MASS) are expected to

significantly influence maritime operations. Research into the
integration of emerging technologies, such as artificial intelli-

gence (AI), deep learning and blockchain, is accelerating the
advancement and success of related projects. MASS refers to
vessels that can navigate and operate autonomously with varying
degrees of human intervention. Their adoption is driven by the
promise of enhanced safety, improved operational efficiency and
increased environmental sustainability [13].

The International Maritime Organisation (IMO) has outlined
four distinct levels of autonomy for MASS in Circular
MSC.1/Circ.1638:

* Degree 1 features ships with automated processes and decision
support, where some operations are automated, but a crew
remains onboard for supervision.

* Degree 2 involves remotely controlled ships, which require a
crew on board for operational support but can be controlled
remotely.

* Degree 3 represents remotely controlled ships without a crew
onboard, where all operations are controlled remotely.

* Degree 4 describes fully autonomous ships, capable of making
decisions and performing actions independently, with no
onboard crew.

This classification is non-hierarchical, meaning a single vessel
may shift between different autonomy levels during a voyage,
depending on operational needs.

Global attention has focused on the development of MASS, with
substantial efforts underway to address technical challenges and
maximise its benefits. For instance, Chang et al. [1] addressed
MASS risk assessment by identifying and prioritising the poten-
tial operational hazards, other risk assessment related studies can
be found in a review work by Yuzui and Kaneko [14]. From the
maritime education and training (MET) perspective, Belabyad
et al. [15] reviewed the research related to MASS MET and further
identified a list of skills and competencies for operating MASS. In
addition, Belabyad et al. [16] further ranked the importance of the
identified skills and competencies.

One of the primary advantages of MASS is enhanced safety.
By removing or reducing the crew from a ship, the inherent
risks associated with human error are reduced. MASS utilises
advanced technologies such as Al-powered collision avoid-
ance systems, real-time monitoring and predictive maintenance
informed by deep learning and prognostics [17]. For instance,
LiDAR-based systems have been used for ship detection and
tracking, supporting safe navigation and collision avoidance (Xie,
Nanlal and Liu [18]). Situation-aware tools, such as knowledge
maps, can be integrated with decision-making models. This
enables MASS to autonomously assess navigational hazards. As
a result, vessels can perform avoidance manoeuvres in real time
[19]. Risk-based path planning algorithms also play a key role
in minimising the risk of accidents, including collisions and
groundings [20].

In addition to safety, MASS can also improve operational
efficiency. Autonomous ships use advanced algorithms to anal-
yse real-time data. This lets them optimise routes, speed and
fuel use. These improvements lead to cost savings, reduced
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emissions and better performance. Such optimisation translates
into cost savings, lower emissions, and enhanced performance
[21]. Blockchain technology in MASS strengthens transparency
and traceability, particularly in supply chain management [6]. By
securely recording transactions and cargo data on a tamper-proof
ledger, blockchain minimises the risk of fraud or data tampering
[4]. However, despite these advantages, the widespread adoption
of MASS faces several challenges. Establishing robust legal
and regulatory frameworks is critical to ensuring that MASS
complies with international maritime laws while addressing
emerging risks and technological demands [2]. Current efforts
focus on developing standards tailored to MASS, particularly
in areas such as cybersecurity, safety protocols and emergency
response procedures [22]. As autonomous shipping evolves,
public administration for autonomous shipping is evolving to
accommodate the unique requirements of MASS, emphasising
the need for agile responses to new threats and operational
changes [23]. Understanding the potential risks associated with
MASS operations is vital for creating effective safety regulations
and hazard mitigation strategies [3].

2.2 | Cybersecurity Challenges in MASS

As the technical capabilities of MASS continue to evolve, their
increasing reliance on interconnected digital systems introduces
significant cybersecurity vulnerabilities. These risks are further
amplified by internet connectivity, which exposes MASS to a
wider range of cyber threats [24]. Various studies have exam-
ined the cybersecurity risks associated with MASS and have
proposed frameworks to evaluate and mitigate them. One notable
example is the Model-based Framework for Maritime Cyber-
Risk Assessment (MaCRA) proposed by Tam and Jones [25].
Model-based approaches such as the MaCRA framework and
emerging blockchain-enabled risk assessment models provide
comprehensive methodologies for assessing maritime cyber risks
by considering system configurations, user interactions and
evolving operational environments [26]. However, vulnerabilities
persist due to ineffective policies and company procedures,
outdated software, insufficient cybersecurity protections in legacy
operational technology (OT) systems, lack or limited monitoring
and a lack of specialised expertise among maritime staff [27-
29]. DNV’s ‘Maritime Cyber Priority 2024/25" report highlights
increased cyber risk appetite within the industry and empha-
sises the integration of OT security barriers, a trend echoed
by recent blockchain-based anomaly detection frameworks for
autonomous ships [26].

The critical nature of MASS within the broader maritime
infrastructure means that their safety and security are the
most important issue. Recognising this, the European Direc-
tive ‘EU 2016-679° recognises the vulnerability of cyber-enabled
autonomous ships and emphasises the need for their protection
against cyber threats [30, 31]. One increasingly significant threat
involves deception attacks such as GPS spoofing, which manip-
ulates navigational or communication signals, disrupting vessel
control and compromising safety [32].

Addressing these threats requires the development of advanced
control schemes and detection mechanisms. Recent research
has proposed several solutions, including self-triggered neural

network controllers and event-triggered adaptive control frame-
works [33], and recent blockchain-driven protocols for anomaly
management and secure identity authentication [26]. However,
many of these approaches primarily focus on maintaining closed-
loop stability and often neglect spatial and communication
security. To overcome these limitations, integrating finite-time
stability techniques, fuzzy logic and resilient communication
protocols is essential for strengthening cybersecurity in MASS
[34]. Updated IMO guidelines (MSC-FAL.1/Circ.3/Rev.3), IACS
requirements (E26, E27) and the latest LR and DNV trends now
require cyber risk management as a core operating principle [35].

The need to adapt existing risk models to reflect the unique
characteristics of maritime autonomous systems is increas-
ingly recognised. Cybersecurity protocols must evolve alongside
emerging threats, incorporating frequent risk assessments and
aligning with global trends. In this regard, the IMO has played
a key role by issuing interim guidelines on maritime cyber
risk management, while Lloyd’s Register’s ‘Global Maritime
Trends 2025 Barometer’ stresses the importance of harmonised
legislative standards to facilitate industry-wide digital transfor-
mation [36]. The IMO guidance is further supported by industry
standards such as the BIMCO cybersecurity guidelines [37],
which highlight 8 core areas of concern in MASS systems: (1)
Cargo and loading management systems, (2) Bridge systems,
(3) Propulsion and machinery management and power control
systems, (4) Access control systems, (5) Passenger servicing and
management systems, (6) Passenger facing public networks, (7)
Administrative and crew welfare systems and (8) Communica-
tion systems. Tusher et al. [38] further explored the threats to
autonomous ships, proposing a framework for risk assessment
but offering limited practical recommendations for mitigation.
Wang et al. [10] identified the root causes of MASS vulnerabilities
and categorised them into three main types: lack of identity
authentication, message authentication and trust censorship.
These vulnerabilities can potentially be addressed by introducing
blockchain into communication systems.

Blockchain technology has gained increasing attention as a poten-
tial cybersecurity safeguard for MASS. However, Ghosh et al.
[39] highlight the challenges of cross-network blockchain inter-
operability, particularly with regard to establishing trust across
chains. Their study proposes the use of a third-party distributed
identity registry but warns that this approach could increase
reliance on external communication networks, adding further
vulnerability and latency to the process. Instead, a standardised
blockchain communication protocol within the maritime sector
could significantly reduce these risks.

Given these cybersecurity risks, more interest has been shown
in blockchain technology as a potential safeguard [40]. The
following section explores how blockchain can address these
vulnerabilities and enhance trust, transparency and resilience in
MASS operations.

2.3 | The Potential of Blockchain Technology in
MASS

Blockchain technology has gained significant attention and
has shown promising application prospects across various
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sectors, including the maritime industry. Blockchain provides a
decentralised, immutable ledger and transparent data handling,
making it particularly suitable for enhancing the integrity, trust
and resilience of MASS.

The distributed nature of blockchain eliminates the need for a
central authority, thus reducing the risk of single points of failure
and security breaches [41, 42]. Each transaction or data update
is recorded in a block, which is linked to the previous blocks
through cryptographic hashes, creating a secure, tamper-evident
chain. This ensures that any unauthorised modification would
require altering all subsequent blocks, a virtually impossible task,
thereby safeguarding data integrity [43].

Blockchain technology offers several benefits in the context of
autonomous maritime vehicles. Notably, it enhances the security
and integrity of critical operational data such as sensor readings,
performance metrics and software updates by ensuring these
records remain tamper-proof and authentic across intercon-
nected systems [6, 44]. In addition, blockchain supports decen-
tralised decision-making processes through smart contracts,
enabling autonomous systems to respond reliably and trans-
parently to complex operational scenarios. Secure, decentralised
communication is another crucial advantage, as blockchain
facilitates peer-to-peer authentication and trust-building among
autonomous vessels and their IoT devices capabilities that
are increasingly essential for safe and coordinated maritime
operations [6, 44].

Blockchain’s utility extends beyond vessel-to-vessel interactions
to broader maritime logistics. For instance, smart contracts can
automate secure transactions between MASS and other entities,
such as ports, shipping companies and regulatory authorities
[45]. Smart contracts can ensure that all parties involved in a
transaction adhere to the agreed-upon terms and conditions,
reducing the risk of fraud or malicious activities [46].

Blockchain technology significantly enhances the traceability
and provenance of data in MASS operations. Its transparent
and immutable ledger creates a verifiable record of all data
exchanges and transactions, which is crucial for tracking cargo,
vessel movements and ensuring compliance with international
regulations. These tamper-proof records foster accountability,
support reliable audit trails and build trust among industry
participants [6].

Beyond operational benefits, blockchain can also contribute to
maritime sustainability. By reducing reliance on paper-based
processes and enabling real-time visibility across logistics chains,
blockchain can streamline workflows, reduce administrative
costs and lower environmental impact. It can also facilitate the
implementation of sustainable practices such as carbon footprint
tracking and emission reduction initiatives, by providing a trans-
parent and auditable platform for data collection and verification
[12].

Despite these advantages, several challenges remain that may
hinder blockchain’s widespread adoption in MASS. The scalabil-
ity challenge arises from the massive volume of data generated by
MASS and the need for efficient consensus algorithms to validate
transactions [43]. Security concerns include vulnerability to 51%

attacks, double-spending and vulnerabilities in poorly designed
smart contracts [47].

Although recent studies have explored the technical perfor-
mance and theoretical characteristics of blockchain systems,
much of this literature remains generalised and sector-agnostic.
Limited attention has been paid to the specific cybersecurity
requirements, operational constraints and regulatory context of
MASS. In particular, there is a lack of research that integrates
blockchain’s technical capabilities with industry-driven strategic
assessment frameworks. This study addresses this gap by examin-
ing blockchain adoption explicitly within the MASS cybersecurity
context and by incorporating practitioner perspectives to support
real-world applicability.

2.4 | Environmental Implications and Adoption
Challenges of Blockchain in MASS

While blockchain offers significant benefits for enhancing the
security, transparency and efficiency of MASS, its deployment
carries important environmental and operational implications.
The decentralised nature of blockchain increases trust and pri-
vacy in autonomous systems, but it also comes with considerable
energy demands, particularly in systems reliant on consensus
mechanisms such as Proof of Work (PoW). The computational
power required to validate transactions and maintain blockchain
operations contributes to increased energy consumption and,
consequently, a larger carbon footprint [48].

Not all blockchain technologies are created equal. While PoW is
widely criticised for its inefficiency and environmental impact,
emerging consensus models such as Proof of Stake (PoS) and
other energy-efficient protocols offer promising alternatives.
Bada et al. [49] highlight that newer models can significantly
reduce energy usage compared to traditional approaches. As the
industry evolves, the selection of appropriate consensus mecha-
nisms will be key to balancing blockchain’s security benefits with
environmental sustainability.

To ensure alignment with global sustainability objectives, it is
essential to develop and enforce environmental standards and
regulations governing the use of blockchain in autonomous
vehicles. Such frameworks can guide the responsible deployment
of blockchain technologies in line with green goals.

The maritime industry, like many other sectors, is undergoing
a broader transition toward greener, more sustainable practices.
This includes a shift to low-emission power sources and efforts
to improve energy efficiency. Blockchain, if thoughtfully imple-
mented, can support these efforts by streamlining operations,
reducing administrative overhead and enhancing security [50].
Truby [51] notes the challenges of regulating blockchain’s energy
use in sectors like cryptocurrency; however, the maritime domain
may be better equipped to manage these concerns with its
structured regulatory environment [11].

Operationally, blockchain presents both opportunities and risks
for the maritime sector. As a service-based industry primar-
ily focused on transport, maritime operations could benefit
from blockchain’s potential to reduce paperwork, improve data
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TABLE 1 | SWOT-TOWS analysis.

Threats (negative)

ST strategies
Apply existing strengths to defend against or

reduce the impact of external threats.

WT strategies

External
Internal Opportunities (positive)
Strengths SO strategies
(positive) Leverage internal strengths to capitalise on
external opportunities identified in the
environment.
Weaknesses WO strategies
(negative) Address internal weaknesses by taking

advantage of external opportunities.

Minimise weaknesses to avoid vulnerability
to external threats.

integrity and increase overall transparency [11]. However, suc-
cessful adoption depends heavily on the level of integration across
the supply chain. If key stakeholders such as suppliers or cus-
tomers are not part of the blockchain network, implementation
could disrupt coordination and logistics rather than enhance
them.

The success of blockchain adoption in maritime also hinges
on several critical success factors (CSFs), including adequate
financial investment, specialised staff training, regulatory flexibil-
ity, community and management support and industry-specific
expertise [11]. Historically, the maritime sector has been cautious
in adopting transformative digital technologies, partly due to the
complexity of its operations and the significant cultural change
required. Nonetheless, as blockchain matures, it may play a
pivotal role in advancing the digitalisation and sustainability of
maritime logistics.

Brothwell [52] offers an apt analogy, comparing blockchain
networks to trains that consume the same energy regardless of
passenger count. By standardising practices and increasing the
number of transactions per block, the industry can optimise
blockchain’s efficiency and reduce unnecessary energy waste.

While the environmental implications of blockchain have been
widely discussed in the literature, existing studies predominantly
approach energy consumption from a technical optimisation or
policy perspective. Less attention has been given to how industry
stakeholders perceive and prioritise energy efficiency during
early-stage adoption of blockchain-enabled systems, particularly
in safety-critical and emerging domains such as MASS. This
distinction is important, as operational decision-making may
prioritise cybersecurity performance and system reliability over
environmental considerations in the initial deployment phases.
The present study explicitly examines this perception gap by
combining strategic analysis with stakeholder survey evidence.

3 | Methodology

To evaluate the feasibility of using blockchain technology in
enhancing cybersecurity for MASS, this study employs a hybrid
methodological approach, combining SWOT and TOWS analyses,
and further validates the results with a questionnaire.

The SWOT framework provides a structured approach to cate-
gorise internal capabilities (strengths and weaknesses) and exter-

nal influences (opportunities and threats) related to blockchain
deployment within autonomous maritime systems. This evalua-
tion provides a holistic understanding of blockchain’s potential to
enhance cybersecurity, operational efficiency and data integrity
in the context of MASS. A critical literature review underpins
the SWOT analysis. Scholarly and technical sources are system-
atically collected from the Web of Science and Scopus databases
using targeted keywords such as MASS, Blockchain, IMO and
International Association of Classification Societies (IACS). The
search strategy remains adaptive, allowing for the inclusion of
emerging studies and technologies identified throughout the
review process. The selected literature focuses on cybersecurity
frameworks, maritime regulations, autonomous vessel systems
and blockchain innovations to ensure a balanced and current
evidence base.

Based on the SWOT findings, the TOWS matrix is applied to
develop strategic responses (see Table 1). This includes leveraging
strengths to capitalise on external opportunities, addressing or
converting weaknesses and developing defensive strategies to
counter external threats. Particular attention is given to known
implementation barriers such as blockchain’s scalability limita-
tions and energy demands, which are analysed in the context
of recent advancements in consensus algorithms and green
blockchain technologies.

To complement the secondary data, a structured questionnaire
was developed and disseminated to maritime industry pro-
fessionals via professional networking platforms. Professionals
in ship management, cybersecurity, and maritime operations
were sampled to create a target population that was directly
involved in the operational and technical aspects of shipping.
A combination of seagoing engineers, cybersecurity experts and
operational managers made up the survey’s sample size of 41
respondents. The Cronbach’s alpha coefficient was calculated at
0.742, which showed strong internal consistency and exceeded
the recognised threshold of 0.7, verifying the questionnaire’s reli-
ability. The Kaiser-Meyer-Olkin (KMO) measure and Bartlett’s
test of sphericity were used to confirm validity; the KMO value
was 0.650, which is higher than the suggested 0.6 threshold
and Bartlett’s test was statistically significant, indicating that
the data was appropriate for factor analysis. These results
show that, in accordance with accepted research practices, both
validity and reliability criteria were satisfied. The survey will
incorporate an importance-ranking scale, allowing respondents
to assess the relative weight of SWOT elements and proposed
TOWS strategies. This primary data collection aims to validate
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FIGURE 1 | Results of SWOT analysis.

literature-based findings and offer practitioner insights into
real-world applicability.

The integration of SWOT/TOWS analyses with both literature-
based and empirical data ensures a methodologically rigorous
and contextually grounded investigation. This hybrid approach
enables a dual-layered evaluation: it not only maps the strategic
viability of blockchain adoption in MASS but also generates
actionable recommendations that align with current industry
practices and evolving regulatory expectations. By engaging both
academic research and stakeholder perspectives, the methodol-
ogy ensures that the study’s outcomes are analytically robust and
strategically sound.

4 | Results of SWOT Analysis

The SWOT analysis of the key findings from the literature review
is presented in Figure 1. This analysis is then further elaborated,
and validated; its implications on the subject matter are explained
in the text below.

4.1 | Strengths

Blockchain technology offers a high degree of data integrity and
security due to its decentralised and immutable nature. The
tamper-proof recording system of blockchain serves as a robust
safeguard against unauthorised data manipulation in the context
of MASS. Reliability of navigation, control and communication
systems is mission-critical on these vessels. This enhances the
trustworthiness of operational data essential for safe vessel
performance.

Another major advantage is the transparency and traceability.
Blockchain maintains a permanent and verifiable audit trail
of all recorded activities. This feature is highly beneficial in
the maritime sector for post-incident investigations, regulatory
reporting and ensuring compliance with international safety and
environmental standards. The immutability of recorded data
ensures accountability and reduces opportunities for falsification
or error.

Furthermore, blockchain’s decentralised structure eliminates
reliance on a single point of control, significantly increasing sys-
tem resilience. This distributed model enhances fault tolerance
and system availability, which are two critical factors for MASS
operations, where continuous and reliable functionality is highly
desirable [53].

Incorporating smart contracts further strengthens blockchain’s
utility in MASS. These programmable protocols can automate
processes such as ship-to-ship coordination, real-time compli-
ance verification and cargo documentation. By reducing the need
for human intervention, smart contracts contribute to increased
efficiency, reduced administrative burden and lower risk of
human error [45].

4.2 | Weaknesses

Despite the many positives, blockchain does face several lim-
itations when applied to MASS. One of the key challenges
is scalability, particularly in the PoW consensus mechanism.
PoW struggles to efficiently manage high transaction volumes,
making it ill-suited for environments where real-time data pro-
cessing and rapid consensus are required, such as autonomous
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navigation, collision avoidance and situational awareness in
MASS operations [53].

Another significant drawback is the high energy consumption
associated with PoW-based blockchain systems. This contradicts
the maritime industry’s sustainability objectives and contributes
to a larger environmental footprint. As international regulations
increasingly demand reductions in emissions and promote energy
efficiency, the environmental cost of blockchain may hinder its
acceptability in shipping operations [4, 49].

System integration also poses substantial difficulties. Existing
maritime infrastructures are often based on legacy systems that
lack compatibility with decentralised technologies. Retrofitting
these infrastructures to accommodate blockchain requires major
investments, both in terms of financial resources and technical
expertise. This results in high implementation costs, prolonged
adaptation timelines and potential disruption during the transi-
tion phase [31].

Moreover, regulatory uncertainty represents a considerable bar-
rier to adoption. The absence of clear and consistent international
guidelines or standards creates ambiguity around the legal status
and compliance requirements for blockchain in critical maritime
operations, particularly from key governing bodies such as the
IMO. This is especially problematic in safety-sensitive contexts,
where regulatory approval is a prerequisite for implementation
[5,11].

4.3 | Opportunities

A key opportunity lies in strengthening cybersecurity. The
cryptographic security mechanisms inherent to blockchain can
effectively mitigate critical vulnerabilities in MASS communi-
cation and data exchange systems, including spoofing, data
tampering and unauthorised access. By offering tamper-resistant
data integrity and secure authentication protocols, blockchain
significantly enhances trust in autonomous maritime operations
[54, 55].

Blockchain also enables substantial operational streamlining. Its
decentralised ledger allows for faster, more transparent trans-
action processing and record-keeping. This can reduce admin-
istrative burdens, enhance supply chain visibility and support
the maritime industry’s broader digital transformation agenda,
particularly in port operations and logistics coordination [11].

The integration of smart contracts introduces further oppor-
tunities for automation and optimisation. These self-executing
protocols facilitate condition-based decision-making without
human intervention, enabling MASS to autonomously perform
tasks such as compliance verification, cargo documentation, or
navigational adjustments. This not only improves responsiveness
and reduces latency, but also ensures regulatory adherence in real
time [46].

In addition, blockchain can be leveraged to support the mar-
itime industry’s sustainability goals. By improving operational
efficiency and reducing reliance on paper-based documenta-
tion, blockchain can contribute to lower fuel consumption and

emissions. Its ability to provide transparent, immutable tracking
also enables verifiable carbon footprint monitoring, supporting
environmentally responsible shipping practices and alignment
with global decarbonisation targets [56].

4.4 | Threats

A primary concern is regulatory uncertainty. The slow pace of
consensus among international maritime bodies, such as the
IMO and the IACS, has resulted in a lack of clear guidelines for
blockchain integration in autonomous systems. Current regula-
tions, such as IMO MSC.1/Circ.1526, offer limited direction on
blockchain-specific applications, leading to stakeholder hesita-
tion, compliance ambiguity and constrained long-term strategic
planning and investment.

The immaturity of the technology also poses a critical risk. While
blockchain is evolving rapidly, it remains an emerging solution
with unresolved challenges related to scalability, interoperability
and security vulnerabilities. These technical limitations may
hinder its deployment in complex, real-time environments such
as MASS operations, where system reliability and responsiveness
are extremely important [34].

Increased data transparency, a core feature of blockchain, may
paradoxically introduce privacy concerns. Without the imple-
mentation of robust privacy-preserving mechanisms, such as
zero-knowledge proofs or differential privacy techniques, there is
a risk of inadvertently disclosing commercially or operationally
sensitive information. This poses a legal and reputational risk,
especially in competitive or security-sensitive contexts [57].

Finally, institutional resistance remains a significant barrier.
The maritime industry has traditionally been risk-averse and
conservative in adopting disruptive technologies. Coupled with
the high capital investment and technical expertise required for
blockchain integration, this cultural inertia may delay imple-
mentation and lead to missed opportunities for innovation and
competitiveness [11].

5 | TOWS Analysis

Building on the insights from the SWOT framework, this
section presents four strategic responses that align internal
factors (strengths and weaknesses) with external conditions
(opportunities and threats). The aim is to provide practical and
forward-looking recommendations for blockchain integration
into MASS.

5.1 | SO (Strengths-Opportunities) Strategies

To capitalise on blockchain’s core strengths, such as trans-
parency, immutability and decentralisation, while leveraging
emerging opportunities in the maritime domain, the following
two strategies are proposed:

Enhance regulatory compliance through smart contract automa-
tion. Blockchain’s transparent and secure ledger can be utilised
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to automate compliance processes with IMO regulations. Smart
contracts can streamline routine audits, validation procedures
and reporting activities, thus reducing human error and adminis-
trative overhead and further making MASS more economical and
efficient. [4, 45].

Optimise autonomous operations using smart contracts and per-
missioned blockchain: Self-executing smart contracts can facil-
itate critical autonomous maritime functions (e.g., ship-to-ship
communications, navigation protocols and safety verification)
without the need for a central authority, reducing reliance on
centralised systems and improving both efficiency and safety in
autonomous maritime operations [46]. As Gai et al. [58] argue,
permissioned blockchains also enable secure sharing of position
and performance data while maintaining data confidentiality,
significantly reducing vulnerability to cyber threats.

5.2 | WO (Weaknesses-Opportunities) Strategies

To overcome current limitations while seizing growth opportuni-
ties, two strategies are proposed as follows:

Adopt next-generation consensus protocols: Transitioning from
energy-intensive PoW to more sustainable mechanisms such as
PoS or Delegated Proof-of-Stake (DPoS) can drastically reduce
the environmental footprint of blockchain systems. These newer
protocols improve energy efficiency, reduce latency and are
more scalable, making them better suited for real-time MASS
applications [49].

Collaborate on regulatory frameworks and technical standards.
Proactive engagement with regulators and international bodies
such as the IMO and IACS can support the development of har-
monised standards and legal frameworks tailored to blockchain
use in autonomous shipping. These frameworks can facilitate
legal certainty, improve cross-platform interoperability and foster
industry-wide adoption [11].

5.3 | ST (Strengths-Threats) Strategies

The following two strategies are proposed to use internal
strengths to mitigate external threats:

Utilise decentralised infrastructure to counter cybersecurity
threats. One of blockchain’s defining strengths, its decentralised
architecture, directly counters the threat of single-point-of-failure
vulnerabilities in centralised maritime systems. By distribut-
ing control across the network, blockchain improves system
resilience against cyberattacks and technical disruptions [59].

Integrate privacy-preserving technologies. To mitigate concerns
about data exposure while preserving transparency, blockchain
systems should incorporate cryptographic techniques such as
zero-knowledge proofs, homomorphic encryption, or selective
disclosure protocols. These technologies enable verifiable data
sharing without revealing the underlying content, striking a
balance between transparency and confidentiality [60].

5.4 | WT (Weaknesses-Threats) Strategies

Implement permissioned blockchain systems. Rather than rely-
ing on public, open-access blockchain networks, the use of
permissioned (private or consortium-based) blockchains can
address scalability, privacy and regulatory compliance concerns.
These systems offer more controlled access, enhanced trans-
action throughput and alignment with operational and legal
requirements specific to the maritime sector [12].

Conduct pilot studies to facilitate adoption and risk mitigation.
Pilot projects and controlled testbeds allow stakeholders to
observe the tangible benefits of blockchain integration in MASS
environments. These trials can help de-risk implementation by
evaluating technical feasibility, identifying potential integration
challenges and building trust among industry actors before
large-scale deployment (Pu and Lam, 2020).

6 | Survey Results

To ensure the reliability and validity of the survey instrument,
several statistical tests were conducted. A Cronbach’s Alpha
score of 0.744 exceeded the commonly accepted threshold of 0.7,
indicating a satisfactory level of internal consistency among the
items. Validity was supported by a Kaiser-Meyer-Olkin (KMO)
measure of 0.650, which is acceptable for proceeding with factor
analysis. Furthermore, Bartlett’s Test of Sphericity yielded a sta-
tistically significant result (p < 0.001), confirming the adequacy
of inter-item correlations for further analysis.

6.1 | Respondent Background

Table 2 summarises the background characteristics of the sur-
vey respondents (n = 41), including their professional domain,
education and years of work experience. Figure 2 illustrates
the distribution of respondents by occupation. Regarding their
professional domain, a substantial portion of participants (78.1%)
reported working in operational or management roles. Although
these professionals may not hold direct policymaking authority,
they are commonly responsible for implementing cybersecurity
risk assessments, operational protocols and Safety Management
Systems (SMS) within their organisations. In terms of level of
education, around 76% of respondents have obtained a degree
of undergraduate or above, suggesting a generally well-educated
sample with the capacity to understand and evaluate technical
innovations such as blockchain and MASS cybersecurity. For
work experience, over 50% of respondents had more than 10 years
of work experience in the maritime sector. This indicates that the
responses were informed by considerable industry exposure and
practical insight, lending robustness to the findings.

To gain a clearer understanding of the respondents’ professional
roles, Figure 2 presents the specific job titles reported in the
survey. A significant proportion of participants identified as
chief engineers, reflecting the composition of the sample pool,
as previously noted. Chief engineers on sea-going vessels typ-
ically possess extensive knowledge of maritime legislation and
are often well-versed in emerging technological developments.
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FIGURE 2 | Occupations of respondents.
TABLE 2 | Respondent background. TABLE 3 | Vulnerability of MASS systems.
Frequency Percentage (%) Mean S.D.
Type of business About MASS systems
Shipping operational 23 56.1% Bridge systems 3.98 1.012
Shipping management 9 22.0% Propulsion and machinery systems 3.68 0.986
Survey/regulatory/ 3 7.3% Communication systems 4.00 1.025
legislative professional About cyberterrorism on MASS systems
Cybersecurity 3 7.3% Ship identification systems 3.63 0.942
professional . . o .
Ship to ship collision avoidance 3.76 0.860
Not answered 3 7.3% systems
Level of education Global positioning systems 3.85 1.062
High school 7 17.1% Ship to infrastructure system 3.93 0.787
Undergraduate 16 39.0% (vessel routing information)
Postgraduate 15 36.6% Automation communications 3.98 0.880
Not Answered 3 7.3%
Work experience
0-10 years 7 17.1%
11-20 years 10 24.4% 6.2 | Vulnerability of Systems and Cyber
Terrorism Attacks
21-30 years 8 19.5%
31-40 years 2 4.9% Table 3 presents respondents’ perceptions of vulnerabilities across
41-50 years 1 2.49% various systems in MASS, rated on a scale from 1 (not vulnerable)
to 5 (very vulnerable). Communication systems were identified
Not answered 13 31.7%

Additionally, as heads of their respective departments (often
including responsibility for onboard IT systems), they are
uniquely positioned to provide informed insights into the prac-
tical challenges of managing cybersecurity within operational
maritime environments.

as the most vulnerable, with the highest mean score of 4.00,
reflecting their critical role in maintaining operational safety and
continuous connectivity. Bridge systems followed closely with a
mean of 3.98, indicating general confidence in their robustness,
though concerns remain due to their centrality in navigation and
control. Propulsion and machinery systems were considered the
least vulnerable (mean 3.68), although this may stem from a lack
of awareness about the remote control and monitoring of these
systems in autonomous vessels.
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TABLE 4 | Agreement for blockchain to enhance cybersecurity in
MASS.

Mean S.D.
Current cybersecurity safeguards for 2.39 1.022
MASS are adequate
Blockchain can enhance cybersecurity 4.02 0.865
Blockchain would enhance the security 312 0.954
for identifications, communication and
automation of MASS

In terms of respondents’ perceptions of cyberterrorism on MASS
systems, the mean values indicate a moderate to high likelihood
across all systems. The perceived threat is more significant
for systems involving communication, automation and ship-to-
infrastructure connections, where constant data exchange and
remote accessibility increase exposure to cyber risks. The elevated
concern regarding GPS and automated communication systems
aligns with broader industry awareness of their vulnerability to
spoofing, jamming and data manipulation. In contrast, systems
such as ship identification scored lower, likely due to their
relatively isolated operation and limited digital interface, partic-
ularly in traditional tools like RADAR or manual identification
methods, which are perceived as less susceptible to cyber intru-
sion. Overall, while the responses highlight significant areas of
concern, the moderate mean values across systems suggest a
level of confidence in the effectiveness of existing cybersecurity
frameworks within the maritime domain.

6.3 | Perception of Blockchain’s Role in
Enhancing Cybersecurity in MASS

Table 4 shows the respondents’ agreement (rated from 1: Strongly
disagree to 5: Strongly agree) with the statements regarding the
use of blockchain to enhance cybersecurity in MASS operations.
The statement ‘Current cybersecurity safeguards for MASS are
adequate’ received a low mean score of 2.39, indicating general
dissatisfaction. Only 12.2% of respondents agreed or strongly
agreed, while 61% disagreed or strongly disagreed. This result
highlights a significant perceived gap in current cybersecurity
measures, suggesting that existing safeguards may not suffi-
ciently address the unique vulnerabilities of autonomous systems.
Although a minority expressed confidence, possibly reflecting
specialised knowledge or involvement in cybersecurity initia-
tives, the prevailing sentiment underscores the urgent need for
improved protection.

By contrast, the statement ‘Blockchain can enhance cyberse-
curity in general’ received a high mean score of 4.02, with
68.3% of respondents agreeing or strongly agreeing. This finding
is consistent with increasing industry interest in blockchain
as a solution for securing digital operations, particularly due
to its decentralised architecture and tamper-resistant ledger
capabilities.

When evaluating the more specific statement ‘Blockchain would
enhance the security of identification, communication and

TABLE 5 | Importance of blockchain in MASS.

Mean S.D.
Well established and proven Protocol 4.41 0.865
Speed of the transaction 4.32 0.907
Energy efficiency of transactions 3.46 1.206

automation systems in MASS’, the mean score was 3.12, sug-
gesting a more cautious optimism. Here, 29.3% of respondents
agreed, while 17.1% disagreed. This mixed response may reflect
uncertainty about practical implementation, particularly in light
of the current scalability and integration challenges highlighted
in the SWOT analysis. In essence, while blockchain’s potential
to enhance cybersecurity is broadly recognised, the maritime
community remains tentative about its immediate applicability
to MASS due to unresolved technical and operational barriers.

6.4 | Perceived Importance of Key Blockchain
Attributes for MASS

Table 5 presents respondents’ views on the importance (rated
from 1: Not important to 5: Very important) of various blockchain
attributes relevant to MASS. The importance of having proven
and reliable blockchain protocols received a high mean score of
4.41, with 87.8% of respondents rating it as important or very
important. This highlights a strong consensus that robust and
standardised protocols are essential for ensuring the security, effi-
ciency and interoperability of blockchain systems in autonomous
maritime operations.

Similarly, transaction speed was also rated highly, with a mean
score of 4.32 and 83% of respondents considering it important
or very important. This suggests that real-time or near-real-
time data processing is regarded as vital for maintaining the
responsiveness and security of MASS systems, particularly in
safety-critical functions such as navigation, communication and
collision avoidance.

In contrast, energy efficiency in blockchain transactions received
a more moderate mean score of 3.46, with 46.4% viewing it as
important or very important. While this indicates a growing
awareness of the environmental impact of blockchain, partic-
ularly relevant in light of the maritime industry’s decarboni-
sation goals, it is currently seen as secondary to security and
performance-related attributes. The relatively lower prioritisation
of energy efficiency by survey respondents does not necessarily
indicate a lack of concern for sustainability, but rather reflects
the operational context in which MASS technologies are cur-
rently being evaluated. Many respondents occupy technical or
operational roles, where immediate priorities include cyberse-
curity robustness, system reliability and real-time performance
in safety-critical environments. At this early stage of blockchain
adoption in MASS, energy consumption may be perceived as
a secondary issue, particularly given expectations that imple-
mentations will rely on permissioned blockchains or energy-
efficient consensus mechanisms rather than energy-intensive
public proof-of-work systems.
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7 | Conclusion, Research Limitations and Future
Directions
7.1 | Conclusion

This research has examined the current landscape of interna-
tional guidance and legislation relevant to MASS, highlighting
that while regulatory frameworks remain in their formative
stages, key stakeholders are actively working toward more com-
prehensive and standardised guidelines. The level of engagement
among classification societies appears uneven, likely reflect-
ing the extent of their collaboration with major technology
developers driving autonomous innovations.

The findings show that blockchain technology presents several
core strengths, such as interoperability, data integrity, trans-
parency and security, which offer significant potential to address
cybersecurity and operational challenges in MASS. Secondly,
the findings of the SWOT-TOWS analyses demonstrate strong
alignment with insights obtained from the stakeholder survey.
Both strands of evidence emphasise the importance of robust
blockchain protocols and high transaction speed, which are
viewed as critical for supporting real-time operational effective-
ness in autonomous maritime systems. Thirdly, communication
systems were consistently identified as the most vulnerable
component of MASS, reflecting their centrality in ensuring
navigational safety and secure vessel-to-vessel and vessel-to-
infrastructure interactions. Fourthly, some divergences were
also observed. While energy efficiency appeared as a major
concern in the strategic analysis, industry respondents were
more ambivalent, suggesting a gap between theoretical assess-
ments and frontline operational priorities. Similarly, regulatory
engagement was highlighted as urgent in the TOWS analysis,
but did not resonate as strongly with practitioners, indicating
potential disconnects in stakeholder awareness. Finally, the study
confirms that blockchain is not a universal solution but can
significantly enhance cybersecurity and operational resilience in
MASS, provided certain enabling factors are met.

Based on the results, this study proposes several policy recom-
mendations below:

* Adopt energy-efficient, scalable consensus mechanisms (such
as PoS in permissioned ship-to-shore networks) so that real-
time functions such as secure remote control, software update
validation and encrypted telemetry can run continuously
without impacting energy and decarbonisation goals.

* Create and standardise interoperable blockchain protocols
(for example, sharing of voyage data information for emis-
sion regulation compliance, compliance record information
between flag states and cargo status information) to enable the
maritime sector to facilitate cross-platform and cross-system
collaboration.

* Strengthen international guidance and standardisation by
further engaging bodies such as the IMO, Lloyd’s Regis-
ter and DNV to recognise blockchain-secured logs, create
standardised secured certificate verification and identity reg-
isters to simplify compliance, risk management and digital
transformation.

* Implement pilot projects on non-critical systems to build
trust, such as using blockchain to secure software and
firmware updates, tamper-proof voyage and event reporting
or track access to remote control interfaces, to demonstrate
technical feasibility, quantify risk reduction before extending
to safety-critical MASS functions.

From a practical perspective, the findings of this study high-
light several concrete application pathways for blockchain in
MASS cybersecurity. These include securing ship-to-ship and
ship-to-infrastructure communications, ensuring the integrity
and traceability of operational data and supporting automated
compliance and audit processes through smart contracts. For ship
operators, such applications can enhance operational reliability
and reduce cyber-related risks in autonomous navigation. For
regulators and classification societies, blockchain-enabled sys-
tems offer improved transparency, traceability and efficiency in
certification, monitoring and compliance verification. Together,
these applications demonstrate the tangible value of blockchain
as an enabling technology for the safe, secure, and scalable
deployment of MASS.

7.2 | Research Limitations and Future Directions
This study has several research limitations as follows:

First, the scope of this study was confined to the maritime
industry, which limited broader cross-sectoral comparisons of
blockchain applications in cybersecurity. Although focusing on
recent maritime-specific literature was justified by its rapid
growth, this approach restricted opportunities to benchmark
maritime use cases against innovations in other sectors, such as
finance or healthcare. Future work could broaden the analysis
by incorporating cross-industry comparative studies. Examining
blockchain-enabled cybersecurity in sectors outside maritime
may reveal transferable best practices and help contextualise
MASS-specific findings.

Secondly, the study concentrated on blockchain as a stand-alone
cybersecurity solution. Less attention was paid to the integration
between blockchain and other digital technologies, such as IoT
and AI, which could offer more comprehensive cyber-resilience
frameworks for MASS. Further research should explore how
blockchain interacts with complementary technologies (e.g., 10T,
Al or advanced control systems) to strengthen cybersecurity in
MASS, ideally through empirical investigations into integrated or
hybrid cyber-resilience solutions.

Thirdly, while the SWOT-TOWS analysis was effective in identify-
ing factors influencing blockchain adoption, the method does not
provide a systematic means to prioritise these factors. Additional
studies could apply quantitative multi-criteria evaluation tech-
niques, such as Analytic Hierarchy Process (AHP) or Technique
for Order of Preference by Similarity to Ideal Solution (TOPSIS),
to assess the relative importance of these factors for structured
decision-making in technology adoption.

Fourthly, although a mixed-methods approach offered valuable
insights, the survey component was based on a relatively small
sample size (n = 41), potentially limiting the representativeness
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and generalisability of the findings. For further research, larger-
scale surveys, including more diverse respondent groups from
multiple geographic and operational backgrounds, should be con-
ducted to validate and extend the results. Qualitative approaches,
such as in-depth interviews or focus groups with experts and
stakeholders, could further enrich the contextual understanding
of cybersecurity perceptions and operational challenges.

Finally, the environmental impact of blockchain, particularly its
energy consumption, was only briefly addressed, despite being
a significant industry concern. For future research, investigat-
ing the practical viability of adopting energy-efficient, ‘green’
blockchain solutions such as Proof-of-Stake within MASS and
associated infrastructures is recommended. This could involve
pilot projects to quantify energy savings, assess scalability and
validate operational reliability, thereby supporting industry sus-
tainability goals.
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