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A B S T R A C T

Assessing resilience of the Global Container Shipping Network (GCSN) is crucial for bolstering its preparedness 
against various disruptions. Despite the growing prominence of regionalization within the GCSN, the precise 
impact mechanism of this trend on network resilience remains largely unexplored. To address this gap, this study 
introduces a new methodology for assessing the GCSN resilience from a community-based perspective. Initially, a 
directed-weighted GCSN is constructed utilizing global container shipping service data, facilitating the fine- 
grained identification of overlapping community structures through Symmetric Nonnegative Matrix Factoriza
tion (SNMF). Subsequently, six innovative community-based resilience metrics are devised, accounting for 
network directionality and link weight, thereby enabling a reliable assessment of community networks’ capacity 
to maintain both connection efficiency and extent across different community dimensions. Various disruption 
scenarios, incorporating different disruption dimensions, attacked port characteristics, and disruption types, are 
designed to thoroughly evaluate community resilience. Experimental results reveal that 10 identified commu
nities maintain strong intra-community connections but are highly vulnerable to disruptions at intra-community 
hub ports. These disruptions potentially lead to significant resilience degradation and network collapse, espe
cially under targeted cumulative attacks. Consequently, this research contributes new insights into the mecha
nisms of community-based shipping network resilience and informs strategic decision-making to mitigate various 
disruption risks.

1. Introduction

The Global Container Shipping Network (GCSN), being a critical 
component of the international transportation system, plays an indis
pensable role in facilitating international trade and economic activities. 
However, the growing frequency of both natural and man-made turbu
lences exposes the GCSN to a range of potential risks. These risks 
encompass local-level disruptions (e.g., typhoons, labor strikes, 
terrorism, canal blockage, and accidents), regional-level challenges (e. 
g., trade wars and geopolitical tensions), and even global-level shocks (e. 
g., global pandemic and conflicts) [1]. These emerging risks are 
considered non-classical due to their devastating, abnormal, and un
predictable nature, often causing network disruptions that hinder the 
smooth operation of shipping trade, resulting in economic losses and 
even supply chain collapses. Illustrative instances include the Suez Canal 

obstruction leaving vast amounts of cargo stranded [2], stringent 
anti-COVID-19 measures causing congestion at numerous ports in China 
[3], and the Russia-Ukraine conflict leading to interruptions in the 
associated supply chains [4]. Given the expanding coverage of shipping 
services, rendering the network more complex and susceptible, under
standing the impact of various disruptions on the GCSN compared to 
normal circumstances is imperative for better preparation and response 
to potential risks.

Resilience stands as a crucial measure for evaluating a system’s ca
pacity to maintain functionality during disruptions and to rebound to its 
previous performance level thereafter [5,6]. Through a comprehensive 
assessment of resilience, stakeholders can promptly identify potential 
risks and understand the impacts of disruptions on a system. This process 
is instrumental in pinpointing bottlenecks and critical components 
within the system, while also facilitating the formulation of strategies to 
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enhance system resilience to some degree. Within this context, 
numerous studies have delved into resilience assessment across diverse 
maritime transportation investigations, highlighting its role in under
standing network risks and supporting system recovery to maintain 
uninterrupted shipping operations [7–12,61]. As a result, conducting 
systematic resilience assessment for the GCSN under various disruptions 
emerges as an especially critical pursuit for both governments and other 
relevant stakeholders, such as port authorities and shipping companies, 
to enhance readiness for potential risks in an era marked by high un
certainties and continuous turbulence.

Nonetheless, the current research primarily focuses on examining the 
resilience of the GCSN from a global perspective [13–15]. However, the 
structure of the GCSN mirrors the dual trends of globalization and 
regionalization, characterized by more intensive intra-regional con
nections and a few essential routes linking different regions. Particularly 
in recent years, the COVID-19 pandemic has markedly amplified 
anti-globalization sentiments and escalated geopolitical conflicts, 
resulting in a surge in short-distance trade and increased friction in 
long-distance trade [9,16]. Consequently, the GCSN displays significant 
community structure characteristics, where ports within the same 
community exhibit denser connections while those between commu
nities have relatively sparse connections. By identifying such commu
nities, one can reveal nuanced intra- and inter-regional or functional 
linkages within the network. Accurately detecting densely connected 
communities helps clarify capacity allocation, the roles of key ports, and 
regional trade-corridor patterns, while pinpointing sparsely connected 
inter-community routes, often dependent on a few hub ports, offers 
clearer insights into vulnerabilities and the risk of disruption spillovers. 
Compared to solely examining the network at the global level, assessing 
resilience through a community-based lens helps uncover failure modes 
of critical nodes and reveals how inter-community dependencies influ
ence overall network stability. Moreover, community-level analysis 
enables more targeted interventions tailored to specific community 
scales, hierarchies, and functions. Thus, incorporating community 
detection into resilience assessments of the GCSN fosters a deeper un
derstanding of network structure and lays a solid foundation for 
enhancing the sustainability of the shipping network and its capacity to 
withstand multifaceted shocks.

Although previous studies have examined the community structures 
of the global shipping network [14,16,17], they exhibit one or more of 
the following limitations: overlooking overlapping community charac
teristics, oversimplifying network directionality and weight character
istics, and facing limitations in detecting community structures of 
varying sizes. Additionally, resilience assessment for the GCSN from a 
regionalization or community-based perspective remains largely unex
plored, despite its crucial importance in comprehending the effects of 
various disruptions on regional shipping networks and aiding stake
holders in devising precise, sustainable interventions tailored to 
different community scales. To date, there has been scant comprehen
sive work on the community-based resilience characteristics of the 
GCSN, which necessitates simultaneously incorporating advanced 
community detection algorithms, developing effective port 
community-based resilience metrics, and designing a systematic 
scenario-based resilience evaluation framework that accommodates 
various disruption scenarios. Hence, formulating a comprehensive 
community-based resilience assessment approach for the GCSN that 
addresses these limitations represents a valuable yet challenging un
dertaking and illustrates the primary novelties of this work.

This study aims to develop a new methodology for assessing the 
resilience of the GCSN from a community-based perspective. Specif
ically, it focuses on the initial stages of resilience, namely a system’s 
ability to maintain its functions amidst disruptions. This focus is crucial 
because the time required for recovery is exceedingly difficult to 
determine, and recovery is often impractical for maritime transportation 
networks in the short term, especially when faced with Unconventional 
Emergency Disruptions (UED) [1]. To fulfill this goal, a 

directed-weighted GCSN is first established using worldwide container 
shipping service data from 2022. Subsequently, an advanced graph 
clustering technique known as Symmetric Nonnegative Matrix Factor
ization (SNMF) is employed to identify fine-grained overlapping com
munity structures within the GCSN. Meanwhile, the unique hub 
functions of each port, including provincial, gateway, and connector 
hubs, are captured in terms of the connection patterns within the GCSN’s 
community configurations. Following this, six innovative quantitative 
metrics are introduced to quantify the resilience of port community in 
maintaining both connection efficiency and extent when faced with 
various disruptions. Building on this, a scenario-based resilience eval
uation framework is developed to systematically examine 
community-level responses to different disruption types. Together, these 
components offer a holistic approach to assessing community resilience 
within the GCSN, enhancing understanding of network robustness, 
guiding disruption mitigation, and shaping shipping services.

The remainder of this paper is structured as follows: Section 2 pro
vides a review of pertinent literature on network modeling, community 
detection, and resilience assessment within shipping networks, eluci
dating research gaps and novel contributions. Section 3 details the 
newly developed methodology, including the construction of the GCSN, 
port community structure analysis, resilience measurement metric 
development, and establishment of a scenario-based resilience assess
ment framework. Section 4 performs an application analysis to extract 
insights and implications. Finally, Section 5 summarizes the conclusions 
and proposes avenues for future research.

2. Literature review

This study covers two main areas of literature. Firstly, it investigates 
research on shipping network modeling and methods for detecting port 
communities. Secondly, it focuses on studies related to the resilience 
assessment of shipping networks. These reviews aid in identifying 
research gaps and making new contributions.

2.1. Shipping network modeling

A robust shipping network model serves as the cornerstone for 
analyzing network characteristics. Extensive research effort has been 
directed towards exploring various aspects within constructed shipping 
networks. These primary aspects include examining network topological 
features [15,16,18,62], detecting community structures [14,17], 
assessing node centrality levels [19], analyzing core-periphery struc
tures [20], and investigating network resilience and vulnerability [1,
21–24]. Additionally, researchers have delved into how shipping net
works evolve in response to disruptions, such as the COVID-19 pandemic 
[25,26] and the emergence of the Arctic route [27]. Generally, shipping 
networks can be created using two main data sources: ship movement 
trajectory data and shipping service route data [14,16,28,29,63]. The 
former comprises lists of visited ports extracted from extensive volumes 
of trajectory data, while the latter records the predetermined ports 
visited along shipping routes. Unlike ship movement trajectory data, 
service route data exclusively focuses on details directly pertinent to 
cargo transport, excluding irrelevant information and eliminating the 
need for additional processing tasks such as trajectory cleaning and 
reconstruction. Consequently, this study leverages shipping service data 
to establish a directed-weighted GCSN, accounting for the disparate 
distribution of maritime cargo trades and the asymmetric structure of 
pendulum services, thereby offering a more accurate representation of 
real-world network dynamics.

Community structure detection, as a prominent field in complex 
network analysis, is critical for comprehending the complex patterns 
and functional dynamics of the GCSN from a regionalization perspec
tive. Recent research [14,16] highlighted that the GCSN mirrors a dual 
trend of globalization and regionalization, characterized by stronger 
intra-regional connections contrasted with sparse inter-regional links. 
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This observation aligns closely with the inherent community structures 
of complex networks. Thus, leveraging insights from community 
detection methods, the GCSN can be partitioned into numerous port 
communities that exhibit high intra-connectivity but low 
inter-connectivity. Numerous studies have explored the community 
structures within the GCSN, employing various divisive algorithms such 
as Spectrum-based algorithms [30], the Infomap algorithm [16,31,32], 
and Louvain-based Modularity optimization techniques [17,33], 
demonstrating their effectiveness in identifying non-overlapping com
munities. However, challenges arise, particularly concerning ports 
located at regional boundaries or strategic points like straits and canals, 
where shipping routes are evenly distributed among different commu
nities. Evidently, the GCSN displays pronounced overlapping commu
nity characteristics, with certain ports serving as bridges across multiple 
communities. In response to this, Bai et al. (2023) [14] applied the 
Clique Percolation method to capture realistic overlapping community 
structures within the global shipping network. Nevertheless, this 
approach faces limitations, including high sensitivity to k-clique selec
tion, the necessity to eliminate weak links to adapt to weighted net
works, and constraints in detecting community structures of varying 
sizes, leading to low resolution. Consequently, there is an urgent need 
for an efficient community detection algorithm capable of accurately 
characterizing fine-grained overlapping community structures within 
the GCSN.

SNMF, as a sophisticated technique for community detection, excels 
in the analysis of complex networks. Its strengths are evident in several 
key areas: 1) It offers exceptional versatility, enabling the adaptation of 
varied adjacency measures that accurately reflect the structural nuances 
of datasets; 2) It outperforms other clustering algorithms, achieving 
higher accuracy and interpretability in graph-based partitioning tasks; 
3) Its inherent soft clustering mechanism naturally facilitates the 
detection of overlapping communities by allowing each node to belong 
to multiple communities simultaneously; and 4) It provides control over 
the degree of overlap among communities through precise tuning of 
membership parameters, ensuring an optimal balance between com
munity overlap and distinctiveness [34,35]. These features have pro
pelled SNMF into many successful applications across various research 
domains, such as community detection in node-social networks [36], 
road traffic network partitioning [37,38], and ship traffic partitioning 
[39–41]. Table 1 presents a comparative overview of current port 
community detection methods, including SNMF. As a result, this study 
presents a pioneering application of SNMF for identifying fine-grained 
overlapping community structures within the GCSN, thus supporting 
subsequent network resilience analyses from a regional community 
perspective.

2.2. Resilience assessment of shipping network

The concept of resilience varies across different disciplines, yet it is 
generally defined as a system’s capacity to resist, absorb, adapt to, and 
recover from adverse disruptions [42–44]. Additionally, various other 
concepts such as vulnerability, robustness, reliability, and flexibility are 
commonly utilized to assess system performance when confronted with 
potential internal and external disruptions. Resilience distinguishes it
self from these concepts by offering a broader perspective, emphasizing 
the system’s ability to ’absorb and persist’ against changes arising from 
both the supply and demand sides. The subsequent analysis is centered 

on examining the application of resilience alongside other relevant 
concepts within shipping networks.

Numerous researchers have led pioneering efforts to quantify, 
analyze, and enhance the resilience of shipping networks using inno
vative concepts, definitions, and methodologies. For instance, Dui et al. 
(2021) [45] introduced the concept of "residual resilience", which 
evaluates the remaining value relative to the loss incurred during the 
recovery phase. They subsequently utilized an optimization model to 
prioritize port repair sequences following disruptions, aiming to maxi
mize residual resilience. Qin et al. (2023) [46] proposed a 
three-dimensional econometric model that incorporates port structure, 
function, and location to assess port-node resilience in the face of 
external shocks. This model accommodates the intricate linkages and 
attributes of port nodes within the shipping network. Asadabadi and 
Miller-Hooks (2020) [47] devised a series of stochastic, bi-level, 
game-theoretic optimization models to evaluate and enhance the resil
ience of the global port network. Their methodology accounts for un
certainties in traversal times and port throughput capacities, enabling a 
comprehensive resilience evaluation of their impact on served demand, 
throughput, and shipping costs. Among these studies, one of the most 
prevalent approaches to assessing shipping network resilience is based 
on complex network theory, which examines the impact of various 
disruptions on the topological characteristics of the shipping networks. 
Briefly speaking, an effective assessment of shipping network resilience 
requires addressing two crucial issues: firstly, selecting and constructing 
effective metrics to measure resilience, and secondly, designing 
disruption scenarios to simulate the impact on network performance.

Regarding the metrics adopted to measure resilience, various 
network-based metrics such as connected component size, clustering 
coefficient, Betweenness Centrality (BC), Degree Centrality (DC), 
Closeness Centrality (CC), network efficiency, Largest Connected 
Component (LCC), and motif-based metrics have been utilized to eval
uate shipping network performance under disruptive circumstances [15,
48–51]. These metrics primarily focus on analyzing the topological 
characteristics of the network and treat the shipping network as an 
undirected and unweighted system, thereby overlooking the influence of 
network directionality and link weight on network functionality. How
ever, the shipping network is a directed-weighted network, where link 
weights reflect the cargo service capability of shipping routes between 
two ports and directed links disclose the sequence of departure for 
shipping routes between them [16]. In light of this, extensions and re
finements of network metrics have emerged to leverage this valuable 
information within shipping networks, aiming to more accurately 
characterize network features. For instance, Bai et al. (2023) [14] 
employed a network disintegration method proposed by Zhou et al. 
(2021) [52] to enable network-based metrics to accommodate weighted 
networks. Liu et al. (2022) [19] introduced service-based DC, CC, and 
BC weighted by connection intensity (i.e., service capacity) of links to 
measure a port’s connectivity level. Additionally, novel metrics such as 
the average of after-before degree ratios and the average of after-before 
closeness ratios [1] were proposed to reflect the "overall connection 
level" of the "remaining network" after disruptions. Despite these ad
vancements, the aforementioned metrics exhibit two significant limita
tions when supporting community-based resilience measurement within 
the GCSN. Firstly, most existing metrics capture only singular aspects of 
the influence of network directionality and link weight on network 
operational performance, or they disregard both factors altogether. 

Table 1 
Comparative overview of port community detection methods.

Method Support weighted networks Support overlapping communities Interpretability Ease of integrating external information Cluster count control

Spectral [30] Yes No Moderate Yes Yes
Louvain [17,33] Yes No Moderate Yes No
Infomap [16,31] Yes No Moderate Yes No
Clique [14] Partial Yes Moderate Yes Partial
SNMF Yes Yes Good Yes Yes
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Secondly, these metrics primarily concentrate on measuring the overall 
performance of the shipping networks, neglecting the community 
structure characteristics within them. Therefore, the development of 
advanced metrics that incorporate both network directionality and link 
weight from a regional community analysis perspective is essential for 
effectively measuring port community-based resilience.

Disruption simulation scenarios can be tailored to disrupt both nodes 
and links within a network. These disruptions are typically categorized as 
either random or deliberate. Random disruptions entail the arbitrary se
lection of nodes or links for attack, whereas deliberate disruptions typi
cally follow a specific sequence, attacking nodes or links in terms of their 
importance. In node-based disruptions, researchers have employed diverse 
deliberate scenarios. Liu et al. (2018) [49] utilized the local efficiency 
clustering coefficient and global network efficiency to determine port 
attack sequences. Bai et al. (2023) [14] assessed node importance using 
weighted BC, DC, and CC. Liu et al. (2023) [1] explored three potential 
attack strategies: prioritizing nodes based on throughput volumes, cen
trality roles, or geographical locations. Noteworthy, the closure of specific 
shipping routes between ports is as common as individual port closures, 
such as through the implementation of entry restriction policies. Conse
quently, research has also examined the impact of deliberate link-based 
disruptions on shipping networks. For instance, Viljoen and Joubert 
(2016) [48] analyzed shipping network robustness and flexibility by 
iteratively removing links based on betweenness-based and salience-based 
scenarios. Calatayud et al. (2017) [53] examined a country’s liner shipping 
service vulnerability by eliminating both inbound and outbound links. 
Additionally, some studies [13,14,50] have proposed cascading simulation 
models incorporating traffic flow redistribution rules to understand global 
shipping network resilience and vulnerability under cascading failures. 
Despite their valuable insights into disruption impact, the influence of 
regionalization on disruption scenario design is currently overlooked to a 
large extent. Additionally, an integrated scenario-based resilience evalu
ation framework, which simultaneously accommodates different disrup
tion dimensions, attacked port characteristics, and disruption types from a 
community-based analysis perspective, remains unexplored, despite its 
crucial role in facilitating a holistic understanding of community resilience 
mechanisms amidst varied turbulences. Hence, it is imperative and 
promising to devise a novel framework capable of collectively analyzing 
community-based resilience across multiple disruption scenarios.

2.3. Research contributions

After a thorough literature review and gap identification, it is evident 
that there is a pressing need for substantial efforts to develop a holistic 
community-based resilience assessment methodology tailored to the 
GCSN. This methodology should possess the capability to extract fine- 
grained overlapping port community structures, devise advanced 
community-based resilience measurement metrics suited to directed- 
weighted networks, and formulate a series of disruption scenarios to 
holistically assess their impact. This study represents a pioneering effort 
in examining community-based resilience, addressing the aforemen
tioned challenges to enhance understanding of the effects of various 
disruptions on regional service networks. Specifically, the key contri
butions of this study are outlined as follows: 

1 A pioneering holistic methodology for assessing port community- 
based resilience is proposed, integrating advanced community 
detection techniques, novel quantitative resilience metrics, and a 
diverse range of disruption scenarios.

2 A graph-based clustering technique, SNMF, combined with a 
Newton-like algorithm, is employed to detect communities within 
the GCSN. This approach enables the fine-grained identification of 
hierarchical community structures without resolution limits and 
supports the discovery of overlapping communities through its 
inherent soft clustering capability.

3 Six novel metrics are developed to assess port community-based 
resilience, capturing the ability to maintain connection efficiency 
and extent under various disruptions. They provide comprehensive 
insights into intra-, inter-, and overall community connectivity, 
while accounting for network directionality and link weights in the 
GCSN.

4 A systematic scenario-based resilience evaluation framework is 
designed to enable a holistic assessment of community resilience 
within the GCSN. The scenarios in the framework span individual 
and cumulative disruptions, partial and complete failures, and ac
count for affected ports’ community membership, functional roles, 
and topological features.

3. Methodology: port community-based resilience assessment

This section outlines the proposed methodology for community-based 
resilience assessment, comprising four functional modules (see Fig. 1): 1) 
GCSN construction; 2) port community structure examination; 3) devel
opment of community-based resilience measures; and 4) formulation of a 
scenario-based resilience evaluation framework. The GCSN construction 
establishes the foundational element for the port community structure 
examination. Subsequently, leveraging the identified port community 
structures and proposed community-based resilience measures, a holistic 
framework for community-based resilience assessment is developed, ac
commodating diverse disruption scenarios. Technical details of each 
module are elaborated in the subsequent subsections.

3.1. GCSN construction

To investigate the resilience of the GCSN from a regionalization 
perspective, a weighted-directed GCSN, denoted as G(VN, EL), should be 
established first. Here, nodes VN = {v1, v2, …, vN} represent ports, and 
links EL ={eij|vi∈VN ∩ vj∈VN} represent connection routes between ports, 
as defined by the movement of container ships. Acquiring attributes of 
the GCSN involves leveraging container shipping service route data to 
gather crucial voyage details, such as the originating and departure 
ports, cargo service capacity, and duration of the journey. By utilizing 
this service route data, the weight (i.e., cargo service capacity) of a given 
link is determined by aggregating the deployed cargo service capacity of 
all container ships traversing the link. The directionality of each link is 
established by the sequence of predetermined ports along the shipping 
routes. Through this methodical process, a weighted-directed network is 
systematically constructed. The shipping service data collected is 
detailed in Section 4.1.

3.2. Port community structure examination

Port community structure examination entails two important com
ponents: one is the selection of graph-based community detection al
gorithms, which concerns the approaches and techniques adopted to 
effectively identify the fine-grained overlapping community structures 
within the GCSN; the other is the analysis of each port’s functions within 

Fig. 1. Methodology diagram.
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each identified community, which necessitates the comprehensive 
identification of hub ports with specific connection patterns.

3.2.1. Port community detection
Port community detection can be viewed from a graph-cut perspec

tive. Given the constructed G(VN, EL), port communities represent the 
subgraphs of G, characterized by dense intra-cluster connections among 
nodes and sparse inter-cluster connections. Assuming that G is 
comprised of k port communities, the community set is defined as C =
{Cp| Cp∕=∅, 1 ≤ p ≤ k}. To perform community partitioning, this study 
employs SNMF due to its numerous advantages, including flexibility, 
generality, and interpretability, especially in detecting overlapping 
communities within network-based scenarios (see Section 2.1). It is 
important to note that the SNMF model operates effectively with sym
metric adjacency matrices. However, the adjacency matrix A=[Aij]N × N 
derived from G is non-symmetric due to the inclusion of cargo trans
portation directionality. Therefore, the nonnegative symmetric adja
cency matrix W utilized for SNMF can be initially obtained as W =
(A+AT)/2, where AT represents the transpose of A.

The fundamental idea of SNMF is to approximate W with a sym
metric nonnegative low-rank matrix H. This process minimizes con
nections between clusters while maximizing connections within a 
cluster. The achieved objective in theory is mathematically equivalent to 
a trace maximization formulation, as outlined below: 

max
H≥0,HTH=I

Tr
(
HTWH

)
⇔

min
H≥0,HTH=I

Tr
(
WTW

)
− 2Tr

(
HTWH

)
+ Tr

(
HTH

)
⇔

min
H≥0,HTH=I

‖ W − HHT ‖
2
F

(1) 

where W ∈ RN×N
+ , and H ∈ RN×k

+ , subject to HTH = I and H ≥ 0. How
ever, achieving the optimal solution to the graph-cut optimization 
objective presents a challenge due to the NP-hard nature of the problem, 
arising from the imposition of two constraints on H. Hence, to make the 
formulation tractable, SNMF relaxes the orthogonality constraint. Pre
vious research [54] has underscored the importance of the non
negativity constraint on H over the orthogonality constraint. 
Meanwhile, maintaining the nonnegativity constraint through SNMF 
leads to a near-orthogonality approximation of the columns in matrix H. 
This characteristic positions SNMF favorably and holds promise for 
effectively tackling the challenge of graph-based community detection.

To produce port communities with a balanced size distribution, the 
commonly employed objective function known as Normalized Cut 
(Ncut) is utilized [38]. It aims to minimize the connection strength be
tween different groups while maximizing the cohesion within groups, 
taking into account the weights of connections. This balanced approach 
ensures that cuts do not merely isolate a few points from the rest of the 
network; instead, they tend to form groups that are reasonably sized and 
tightly knit internally. The function is represented as follows: 

Ncut(C1,C2,⋯,Ck) = Tr

⎛

⎝HTD−
1
2LD−

1
2H

⎞

⎠ (2) 

where D represents the diagonal matrix with Dii =
∑N

j=1 Wij, and L de
notes the Laplacian matrix of W. Minimizing Ncut can be equivalently 
achieved by substituting W in Eq. (1) with a normalized adjacency 
matrix, denoted as W̃ = D-1/2WD-1/2. Consequently, with the similarity 
matrix W̃ and the desired number of communities k determined, the 
SNMF model for port community detection can be expressed in the 
following manner: 

min
H≥0

L(W̃, k)=‖W̃ − HHT‖2 (3) 

To address the minimization problem outlined in Eq. (3), the 

Newton-like algorithm is employed for its efficacy in handling small- 
scale problems (e.g., when the number of objects to be clustered does 
not exceed 3000) and its capability to yield superior clustering outcomes 
[35]. However, the optimization process of the Newton-like algorithm is 
sensitive to the initialization of H, making it unrealistic to expect the 
algorithm to converge to the global minimum in a single execution. 
Therefore, the Newton-like algorithm is executed multiple times with 
randomly sampled initial H to obtain a solution that is either a global 
minimum or at least guarantees a near-global minimum.

After obtaining the optimal matrix H, each row can be interpreted as 
the membership of ports belonging to different communities. Hence, the 
communities can be easily inferred based on H, regardless of whether 
considering the overlapping of communities. For detecting overlapping 
communities, a membership threshold φ must be established. Then, if 
the normalized Hip > φ, port i is assigned to the pth community. This 
approach enables port i to be assigned to multiple communities. By 
adjusting the parameter φ, one can control the degree of overlap among 
communities. Fig. 2 illustrates the general process of SNMF-based 
overlapping port community detection.

For the practical implementation of SNMF in port community 
detection, two input parameters, k and φ, should be identified in 
advance, which are crucial for optimal community partition perfor
mance. Regarding the value of k, the hand-elbow method is adopted due 
to its simplicity and reliability. Ncut is used as the evaluation metric, 
given its comprehensive consideration of both network topology char
acteristics and network connection weight, thus yielding more precise 
and effective detection results compared to other metrics like modu
larity and modularity density [55]. When k is less than the actual 
community number, increasing k greatly enhances the aggregation de
gree within each community, resulting in a marginal rise in Ncut. 
However, as k approaches the true community number, the aggregation 
degree within each community diminishes with an increase in k, causing 
a significant increase in Ncut. The relationship between Ncut and k 
typically exhibits an elbow-shaped curve, with the value of k at the 
elbow point indicating the actual number of communities.

As for the value of φ, it depends on the application demand for 
balancing overlap and separation between communities. A lower φ al
lows ports to belong to multiple communities simultaneously, while a 
higher φ ensures distinct boundaries between different communities. 
This study determines the accurate φ value manually based on the 
number of overlapping ports and the number of ports belonging to at 
least one community, as elaborated in detail in Section 4.2.

3.2.2. Hub port identification
Utilizing the identified community structures within the GCSN, three 

distinct types of hub ports, namely provincial, gateway, and connector 
hubs, are discerned based on both intra-community and inter- 
community connection patterns, as indicated by previous studies [14,
17]. These hub ports play a pivotal role in facilitating resilience analysis 
from a port community perspective. Acknowledging the GCSN’s nature 
as a directed network with unbalanced cargo transportation, an exten
sion is implemented to integrate directional information within the 
links, thereby enhancing the accuracy of measuring port centrality levels 
when identifying hub ports.

Provincial hubs are characterized by ports that exhibit strong con
nections with other ports within their respective community. The intra- 
community degree of a port is outlined as follows: 

Zi =
zip − zp

σzT

⃒
⃒
⃒
⃒
i=1:N

(4) 

where port i pertains to the pth community, zip represents the cumulative 
count of inbound and outbound links between port i and other ports 
within the pth community. zp and σzT represent the mean and standard 
deviation of zip within the pth community, respectively. Ports with Zi 
values equal to or exceeding 1.5 are designated as provincial hubs.
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Gateway hubs are characterized by ports that boast strong connec
tions with ports outside their community. The outside-community de
gree of a port is outlined as follows: 

Bi =
bip − bp

σbp

⃒
⃒
⃒
⃒
i=1:N

(5) 

where port i pertains to the pth community, bip signifies the cumulative 
count of inbound and outbound links between port i and other ports 
beyond the pth community. bp and σbp represent the mean and standard 
deviation of bip within the pth community, respectively. Ports with Bi 
values equal to or exceeding 1.5 are designated as Gateway hubs.

Connector hubs are characterized by ports with links distributed 
evenly among multiple communities. The participation coefficient is 
employed to assess the uniform distribution of a port’s links among 
different communities, defined as follows: 

Pi = 1 −
∑k

p=1

zip

zi

⃒
⃒
⃒
⃒
⃒
i=1:N

(6) 

where zi represents the total degree of port i, comprising both inbound 
and outbound connections, zip signifies the count of inbound and 
outbound links of port i to other nodes within the pth community. k 
denotes the total number of communities within the network. A Pi value 
of 0 indicates that all neighbors of a given port reside within its own 
community, whereas a Pi value approaching 1 signifies a uniform dis
tribution of neighbors across all communities. Ports with Pi values equal 
to or greater than 0.7 are recognized as connector hubs.

3.3. Port community-based resilience measures

To evaluate the resilience of communities within the GCSN against 
diverse disruptions, this study introduces six novel metrics as quantitative 
measures to evaluate each community’s capacity for maintaining network 
connectivity amidst disruptions at the disruption stage. These metrics 
focus on two pivotal aspects: "connection efficiency", which reflects the 
ability of ports to rapidly transport goods over the shortest possible 
journey or timeframe, emphasizing the importance of timeliness in mari
time logistics [14]; and "connection extent", which assesses whether a port 
maintains viable direct or indirect pathways to other ports, thereby 
showcasing the reachability of the network [56]. By integrating these 
measurements and applying them across three levels, within individual 
communities, between different communities, and across the overall 
community network, it aims to comprehensively capture the regional and 
overall changes in response to disruptions. It is important to note that these 
metrics not only measure port interactions through "shortest transit time" 
and "reachability" but also incorporate network directionality and capacity 
weight to more accurately reflect the actual operational differences in 
maritime routes and port operations. In subsequent simulations and case 
studies within this research, these six metrics are utilized to depict the 

change in community connectivity under various disruption scenarios. 
Detailed explanations follow below.

Regarding network connection efficiency, the reciprocal of the 
shortest path lengths between node pairs is commonly employed to 
evaluate information spreading with minimized time or cost [57]. This 
study, however, employs the inverse of the actual shortest travel time to 
measure the connection efficiency from one port to another within the 
GCSN, as it offers greater intuitiveness and accessibility compared to 
path lengths [14]. The definition is outlined as follows: 

eij =
1

tij,min
(7) 

where tij,min denotes the actual directional shortest travel time from port 
i to j based on all available link services in the shipping network. A larger 
eij implies a higher transmission efficiency from port i to j.

In terms of network connection extent, one connection reachability 
metric is devised to reflect whether a port can transport goods to another 
port through various potential paths within the GCSN, as follows: 

cij =

{
1, if there is reachability from i to j

0, if there is not reachability from i to j
(8) 

where cij = 1 if there is reachability from port i to j through all potential 
links within the GCSN; otherwise, cij = 0. Evidently, if the GCSN exhibits 
a higher overall connection extent, finding paths from one port to reach 
another port becomes easier.

Building upon the network connection efficiency and network 
connection extent metrics defined above, six quantitative metrics for 
measuring the connectivity of port communities are further expanded 
and provided. Using network connection efficiency as an illustration, 
three efficiency metrics that comprehensively characterize the com
munity efficiency functionality are defined as follows: 

Definition 1. Intra-community efficiency measures the average 
connection efficiency between ports within the same community in the 
GCSN, as follows: 

DEintra =
1

|Cp|⋅
( ⃒
⃒Cp
⃒
⃒ − 1

)
∑

i∕=j∈Cp

eij (9) 

where |Cp| represents the number of ports in the pth community.

Definition 2. Inter-community efficiency measures the average 
connection efficiency between one community and all other commu
nities in the GCSN, as follows: 

DEinter =

⎛

⎝ 1
|Cp|⋅|Cp|

∑

i∈Cp ,j∈Cp

eij + eji

⎞

⎠

/

2 (10) 

where |Cp| represents the number of ports outside the pth community.

Fig. 2. Illustration of port community detection process using SNMF.
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Definition 3. Overall community efficiency measures the average 
connection efficiency between each port within the community and all 
other ports both within and outside the community, as follows: 

DEall =

⎛

⎝ 1
|Cp|⋅(N − 1)

∑

i∈Cp ,j∈C,i∕=j
eij + eji

⎞

⎠

/

2 (11) 

where N represents the number of ports in the GCSN. The above three 
metrics collectively assess community connection efficiency from 
different perspectives. Similarly, by substituting eij in Eqs. (9)-(11) with 
cij, the corresponding metrics DCinter, DCintra, DCall can be readily derived 
to evaluate the connection extent of a community from multiple 
viewpoints.

The metrics mentioned above effectively consider the influence of 
directionality, given that the service paths’ transit time or reachability 
can vary between transport directions i-j and j-i. However, they treat the 
GCSN as an unweighted network, overlooking the varying cargo service 
capacities (i.e., weights) across its links. Notably, links with higher 
service capacity exert a significantly greater influence on network con
nectivity. Therefore, to accommodate the network weight in the metrics, 
a network disintegration model proposed by Zhou et al. (2021) [52] is 
employed. This model breaks down the original weighted network into 
multiple unweighted subnetworks and calculates and integrates the 
metric values for each subnetwork. The effectiveness of this model has 
been demonstrated through comparisons with analyses conducted on 
unweighted networks in numerous studies [14,58]. The underlying 
principle of this model involves an iterative process. At each step, one 
unit of a link between all connected node pairs is removed from the 
original network. The removed links are then used to construct sub
networks, and this disintegration process continues until no links remain 
between any pairs of nodes. Once the subgraphs are obtained, the 
weighted-directed community connectivity quantification is achieved 
by calculating and integrating the aforementioned metric values of these 
decomposed subgraphs, as follows: 

WDEC = DEC1 + DEC2 + … + DECl (12) 

where l represents the number of subgraphs, and DECq = {DEinter,q, 
DEintra,q, DEall,q, DCinter,q, DCintra,q, DCall,q} denotes the value of the 
directed community connectivity metrics associated with the qth 
subnetwork.

This study primarily focuses on how community networks remain 
well-connected when confronted with disruptions during the disruption 
stage. Thus, the metric representing the community network’s resilience 
in maintaining its essential functions during disruptions is formulated as 
follows: 

WDECA =
WDECpost

WDECpre
(13) 

where WDECA = {WDEA,intra, WDEA,inter, WDEA,all, WDCA,intra, WDCA,inter, 
WDCA,all} represents the normalized residual community connectivity 
against disruptions, and WDECpre and WDECpost measure the community 
connectivity before and after a disruption. The values of WDECA range 
from 0 to 1, with a higher value suggesting greater resilience against 
disruptions. For instance, a significant decline in "normalized residual 
intra-community connection efficiency" (WDEA,intr) indicates that key 
ports or routes within a community have been compromised, leading to 
a substantial increase in average transport times within that community. 
This could result in stakeholders facing delays or incurring additional 
scheduling costs. Similarly, a sharp decrease in "normalized residual 
inter-community connection extent" (WDCA,inte) suggests that a port 
community’s capacity to connect and communicate with other com
munities has been severely weakened, hindering the smooth inter- 
community transport of goods from their original ports. In practical 
scenarios, these metrics can assist port managers and shipping 

companies in pinpointing vulnerabilities within community networks, 
offering essential evaluative support to strategically allocate resources, 
optimize routes, or develop targeted emergency response plans.

3.4. Scenario-based resilience evaluation framework

To evaluate the resilience of community-based service networks within 
the GCSN against diverse disruptions, this study formulates disruption 
scenarios covering three main aspects: individual disruptions, cumulative 
disruptions, and disruptions originating from hub ports affecting non-hub 
ones within the community. These scenarios are designed to mimic the 
impacts of real-world disruptive events such as natural disasters (e.g., 
hurricanes, tsunamis), cyberattacks, and geopolitical tensions (e.g., sanc
tions or blockades). Specifically, the individual disruption analysis aims to 
identify port characteristics that significantly impact the connectivity of 
community-based networks, often influenced by the localized intensity of 
natural disasters or targeted cyberattacks. The cumulative disruption 
assessment seeks to evaluate the collective effects of sequential disrup
tions, analogous to the escalating impacts of geopolitical tensions or a 
series of cyberattacks on multiple ports. Lastly, the reliance analysis fo
cuses on assessing the residual connectivity of non-hub ports following the 
disruption of hub ones, reflecting how pivotal ports, if incapacitated by 
major events like blockades or large-scale natural disasters, affect the 
broader network within the relevant community.

3.4.1. Individual disruption scenarios
To evaluate the impact of individual port disruptions on community 

resilience, the reduction in WDECA as per Eq. (13) is computed to 
determine the extent of connectivity degradation resulting from dis
connecting each port from others in the GCSN. This analysis aids in 
determining the influence level on community resilience resulting from 
single-port attacks. Additionally, ports are categorized into groups based 
on factors like community relevance and hub functions to pinpoint the 
correlation between port attributes and their level of influence on 
community resilience.

3.4.2. Cumulative disruption scenarios
The essence of designing cumulative disruption scenarios lies in 

establishing the sequence for disrupting ports based on their impor
tance. Typically, network topological metrics are utilized for analyzing 
port importance [14,48,49]. In this study, DC, CC, and BC are utilized 
and calculated as follows: 

CD(i) =
∑n

j=1

(
aij + aji

)
/

2 (14) 

CC(i) =

(
1

∑n
j=1tij,min

+
1

∑n
j=1tji,min

)/

2 (15) 

CB(i) =
∑

i∕=j∕=q

gjq(i)
gjq

(16) 

where aij = 1 if the is a direct connection from port i to j, otherwise aij =

0. tij,min represents the shortest transit time from port i to j, gjq signifies 
the total number of paths with the shortest transit time from port j to q, 
and gjq(i) indicates the number of paths with the shortest transit time 
from port j to q, passing through port i. Similar to the resilience evalu
ation metrics, these network topological metrics also consider network 
directionality, while incorporating the weight (i.e., service capacity) of 
each link by employing the network disintegration model.

Additionally, the community membership attributes of each port are 
considered in the attack strategy design process, distinguishing between 
intra-community and inter-community ports. By integrating both the 
three topological metrics and the community membership attributes of 
the port, nine cumulative attack strategies are formulated: high DC 
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attack scenario, hierarchical high DC attack scenario 1, hierarchical high 
DC attack scenario 2, high CC attack scenario, hierarchical high CC 
attack scenario 1, hierarchical high CC attack scenario 2, high BC attack 
scenario, hierarchical high BC attack scenario 1, and hierarchical high 
BC attack scenario 2. In the hierarchical attack scenario 1, intra- 
community ports are attacked first, followed by inter-community 
ports. Conversely, in the hierarchical attack scenario 2, inter- 
community ports are attacked first, followed by intra-community 
ports. For simplicity, these attack scenarios are denoted as DC1, DC2, 
DC3, CC1, CC2, CC3, BC1, BC2, and BC3 respectively in subsequent 
discussions.

The cumulative disruption scenarios systematically disrupt ports one 
by one according to pre-designed attack scenarios until all ports in the 
network are affected. To assess the collective impact of sequential port 
disruptions, a cumulative resilience measurement metric by extending 
Eq. (13) is devised as follows: 

R WDEC =

∑N
i=1WDECi

post

/
WDECpre

N
(17) 

where DWECi
post represents the residual community connectivity after 

attacking the first i ports in the disruption scenario, and N is the total 
number of ports within the GCSN. This metric measures the average 
residual community connectivity across different disruption levels. A 
slower reduction in the remaining network connectivity leads to a 
higher R_WDEC, indicating a greater resilience of the community to the 
corresponding cumulative attack scenario.

3.4.3. Dependence analysis of non-hub ports on hub ports
This subsection investigates the degree to which the connectivity of 

non-hub ports depends on the presence of hub ports within their com
munity, shedding light on the importance of hub ports for connectivity 
enhancement. Here, the concept of the "survival connectivity ratio", 
utilized to quantify dependence [59], is employed. This ratio is calcu
lated as the residual community connectivity of non-hub ports after 
attacking the hub ports within their community divided by the original 
community connectivity of non-hub ports without attacking the hub 
ports, which can be expressed as follows: 

S WDECA =
WDECnon− hub

post

WDECnon− hub
pre

(18) 

where WDECnon− hub
pre and WDECnon− hub

post represent the connectivity among 
non-hub ports before and after attacking the hub ports. A low "survival 
connectivity ratio" indicates a high reliance on the connectivity pro
vided by hub ports.

To examine the dependence of non-hub ports on hub ports under 
various disruptive circumstances, three simulation scenarios are 
devised. The first scenario entails severing all connections between the 
hub ports and other ports in the GCSN, simulating a complete shutdown 
of the hub ports following attacks. The second scenario gradually di
minishes the level of connections between the hub ports and other ports 
by a fixed percentage, simulating the partial disruption of the hub ports 
and the consequent decrease in their cargo service capacity. The third 
scenario involves a sequential attack on hub ports in descending order, 
prioritized by their cargo service capacity, examining instances where 
multiple hub ports are disrupted cumulatively. By employing these 
structured scenarios and the defined "survival connectivity ratio", the 
reliance of non-hub ports on hub ports can be systematically explored.

4. Experimental results and discussion

4.1. Data collection and network construction

In this study, the global container shipping service data are collected 
from ’BIG SHIP DATA’, a comprehensive database specializing in ocean 

sailing schedules, capacity, and service information, accessible at www. 
bluewaterreporting.com. Launched by ComPair Data, Inc., the database 
encompasses 2607 liner service routes from 298 ocean carriers. It pro
vides one of the most comprehensive liner services databases available 
today, as found at www.compairdata.com, ensuring coverage of nearly 
all routes or regions [60]. A total of 13,266 shipping service records 
from the year 2022 are collected. Each data entry provides complete 
information on each service route, including details such as the original 
port, departure port, service frequency, deployed cargo service capacity 
(measured in TEUs), average sailing time from origin to departure, and 
the basic properties of ships sailing on this route. This comprehensive 
data simplifies the preprocessing steps required for analysis.

Utilizing this data, the weight of each shipping link is calculated by 
aggregating the corresponding transported port-to-port cargo service 
capacity, resulting in the creation of a weighted-directed GCSN. As 
illustrated in Fig. 3, the resulting GCSN visualization showcases 627 
nodes, 3235 linked pairs, and 4174 directed links, covering most ports 
worldwide. Notably, the weighted-directed GCSN exhibits an asym
metric configuration, with 70.9 % of linked pairs unidirectionally con
nected and 97.8 % of linked pairs showing an unbalanced directed cargo 
service capacity. Furthermore, critical ports within the GCSN, such as 
Singapore and Shanghai in Asia, are identified based on their cargo 
service capacity, as outlined in Table 2. Particularly, Singapore Port 
demonstrates superior cargo service capacity compared to other ports. 
The establishment of a real-world shipping network and the identifica
tion of critical ports provide essential support for subsequent analyses of 
network resilience.

4.2. Port community structure analysis results

To achieve an effective community partition within the GCSN, it is 
imperative to first identify the hyperparameters within the SNMF model. 
Fig. 4 demonstrates the results of identifying two key input parameters: 
k and φ. In Fig. 4(a), the Ncut results with 20 randomly initialized H as 
inputs for each k are depicted. It is observed that the Ncut initially rises 
gradually at a slow pace and then shifts to a linear increase at a faster 
rate when it exceeds 10. This suggests that the elbow point occurs at k =
10, indicating that 10 is the optimal number of communities. Notably, 
the upper and lower boundaries depicted in the boxplot for each k 
exhibit a remarkable concentration, signifying the robust convergence 
and stability of the adopted optimization model, irrespective of the 
initial selection of H. Additionally, Fig. 4(b) illustrates the variation in 
the number of ports belonging to multiple communities and the number 
of ports belonging to at least one community as the membership 
threshold φ increases. It is evident that as φ increases, both indicators 
decrease, indicating a reduction in the overlap degree between com
munities. Specifically, when φ does not exceed 0.31, each port can be 
allocated to at least one community. The study aims to extract com
munities with distinct regionalization characteristics, thus necessitating 
the assurance of a low overlap degree between communities. Conse
quently, φ is ultimately set to 0.31 to guarantee each port is assigned to 
at least one community while maintaining a minimal overlap degree 
between communities.

Fig. 5 illustrates the geographical distributions of the identified 
community structures. As depicted, most communities comprise ports 
situated within the same area, with only a few communities including 
ports from different geographical areas but along the same international 
routes, as exemplified by Community 2. Overall, ports within the same 
community exhibit minimal spatial distances between them, while those 
from different communities demonstrate relatively larger distances. This 
observation suggests that the employed SNMF model effectively parti
tions the GCSN into several spatially compact communities. Addition
ally, the grey nodes represent ports belonging to more than one port 
community, strategically positioned between communities to facilitate 
connectivity. This underscores the effectiveness of the SNMF model in 
identifying overlapping port communities to some extent.
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Fig. 6 illustrates both the average cargo service capacity and average 
connection ratio for inter- and intra-community links of each generated 
port community, respectively. It is evident that the average cargo service 
capacity and the average connection ratio for inter-community links are 
significantly lower than for intra-community links, with the ratio of 
those for inter-community links to those for intra-community links not 
exceeding 8 %. This outcome exhibits dense intra-connection alongside 
sparse inter-connection, consequently indicating a superior community 
partitioning quality.

To further validate the effectiveness of the SNMF model employed 

for community detection, Fig. 7 presents a comparison between SNMF 
and other current methods. Among these, Spectral [30] and SNMF allow 
for the manual control of cluster numbers, whereas other methods 
automatically determine the number of clusters. Experimental results 
show that the final number of clusters for Clique Percolation [14] is 10 
(when the clique size is 3), for Louvain [17,33] it ranges between 9–11 
with the majority around 10 (above 70 %), and for Infomap [16,31], it 
varies between 49–51. Considering the need for consistency in 
comparative analysis and the research objective to analyze larger, more 
structurally distinct communities rather than fragmented smaller clus
ters, the experiments focus on comparisons where the cluster count is set 
to 10, aligning with the optimal cluster number determined by SNMF. 
Each method is run repeatedly 20 times. As depicted in Fig. 7, SNMF 
significantly outperforms the other three methods in terms of Ncut 
values, which reaffirms the superiority of the employed method.

Additionally, Fig. 8 displays the visualized memberships of each port 
belonging to different communities using normalized H. This visuali
zation effectively showcases the capability of normalized H to discern 
the community membership distribution of each port, thereby facili
tating explicit assignment of each port to multiple communities. Such a 
finding suggests that H extracted via SNMF serves as a promising solu
tion, demonstrating its inherent superiority in soft clustering and robust 
capacity to uncover overlapping community structures. This stands in 
contrast to alternative methods such as the Infomap algorithm [16] and 
Louvain algorithm [17].

Table 3 presents the basic statistical characteristics of each detected 

Fig. 3. Visualization of the weighted-directed GCSN, where the node size reflects each port’s cargo service capacity.

Table 2 
Top 20 ports ranked by cargo service capacity within the GCSN.

No. Port name Service capacity 
(Weekly TEU)

No. Port name Service capacity 
(Weekly TEU)

1 Singapore 1596,700 11 Kaohsiung 512,407
2 Shanghai 1507,213 12 Xiamen 464,933
3 Ningbo 1297,898 13 Antwerp 464,049
4 Busan 970,469 14 Tanjung 

Pelepas
416,940

5 Yantian 797,926 15 Nansha 379,371
6 Hong 

Kong
784,729 16 New York 371,411

7 Qingdao 721,892 17 Hamburg 371,222
8 Shekou 649,779 18 Dubai 356,018
9 Port Klang 614,003 19 Tanger 349,581
10 Rotterdam 597,303 20 Piraeus 316,768

Fig. 4. Hyperparameter identification in community detection model. (a) Influence of the number of communities on Ncut; (b) influence of the membership 
threshold on the number of ports belonging to multiple communities and the number of ports belonging to at least one community.
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community. It reveals that both intra-community cargo service capacity 
and intra-community connections significantly surpass those between 
communities, aligning with the insights depicted in Fig. 6. Even with the 
removal of inter-community links, each community maintains a sub
stantial share of cargo service capacity (59 %− 83 %) and connections 
(57 %− 80 %). This observation underscores one of the characteristics of 
the GCSN structure, revealing its regionalization nature, and emphasizes 
the necessity to prioritize intra-cluster connectivity and conduct resil
ience analysis from a regional community perspective. Additionally, the 
distribution of ports within each community exhibits variation, 

including four large-scale, two moderate-scale, and four small-scale 
communities, highlighting the spatial heterogeneity inherent in port 
communities. This also implies the efficacy of the SNMF model in 
simultaneously detecting both large and small communities without 
resolution constraints, thereby facilitating the extraction of fine-grained 
hierarchical port community structures from the GCSN. Given the 
limited connectivity in smaller communities, subsequent resilience an
alyses are directed towards the six large-scale and moderate-scale 
communities: East Asia-North America West (C2), North America East 
(C3), Northwest European-West Africa (C4), South America East (C5), 

Fig. 5. Visualization of port community detection results.

Fig. 6. (a) Average cargo service capacity for intra- and inter-community links; (b) average connection ratio for intra- and inter-community links.

Fig. 7. Comparisons of SNMF with other currently used methods for port 
community detection. Fig. 8. Visualization of memberships of each port within different communities 

in terms of normalized H.
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Mediterranean-Middle East (C6), and Oceania (C7).
Based on the hub port identification indicators (Eqs. (4)-(6)), three 

types of hub ports within the GCSN are further distinguished. Their 
geographical distribution is visualized in Fig. 9. It is observed that most 
provincial hubs possess extensive immediate hinterlands within their 
corresponding port communities. Gateway hubs, on the other hand, tend 
to cluster near canals and straits, with the majority also serving as 
provincial hubs. These dual-function ports act as crucial nodes for both 
intra- and inter-regional shipping, enabling smooth cargo transshipment 
within and between communities. Regarding Connector hubs, ports 
including Singapore and New York stand out, each with Pi exceeding 
0.69. Notably, they possess three hub identities simultaneously and are 
ranked among the top 20 ports in terms of cargo service capacity (refer 
to Table 2). The two pivotal ports nurture robust interregional shipping 
networks, fostering equitable connections among diverse port commu
nities and facilitating container transshipment. The numerical distri
bution of provincial, gateway, and connector hubs across the six 
examined communities is showcased in Fig. 10.

4.3. Scenario-based resilience assessment results

4.3.1. Simulation results of individual disruptions
Table 4 presents the impact of individual disruptions on community 

resilience, considering the community membership characteristics of the 
attacked ports. As shown in the table, deliberate attacks on individual 
intra-community ports have a substantial effect on the corresponding 
community across all six resilience metrics in Eq. (13). Specifically, 
these attacks can result in a maximum WDEA,intra loss of 11.35–27.12 %, 
a maximum WDEA,inter loss of 6.36–13.59 %, a maximum WDEA,all loss of 
8.32–15.78 %, a maximum WDCA,intra loss of 9.36–24.89 %, a maximum 
WDCA,inter loss of 4.74–12.14 %, and a maximum WDCA,all loss of 

5.83–13.09 % for each community, respectively. In contrast, deliberate 
attacks on individual inter-community ports primarily affect inter- 
community resilience metrics rather than intra-community ones. Addi
tionally, the average impact of individual intra-community attacks is 
significantly greater than that of individual inter-community attacks 
across WDECA. Importantly, deliberate individual intra-community at
tacks on C5 should be prioritized due to the most significant degradation 
across WDECA. These findings underscore the sensitivity of port com
munities to deliberate individual disruptions, particularly intra- 
community port attacks, highlighting the need for targeted measures 
to prevent deliberate individual disruptions, thereby preserving com
munity network connectivity and preventing economic losses.

Table 5 illustrates the average impact of individual disruptions on 
community resilience, considering the hub roles of the attacked ports. 

Table 3 
Statistical characteristics of each port community.

No. Number of 
ports

Cargo service capacity (Weekly TEU) Number of connections Community 
size

Total Intra- Inter- Total Intra- Inter-

1 6 243 189 (78 %*) 54 (22 %) 9 7 (78 %) 2 (22 %) Small
2 157 16,805,909 13,913,523 (83 %) 2892,385 (17 %) 1525 1221 (80 %) 304 (20 %) Large
3 121 3912,812 2595,423 (66 %) 1317,390 (34 %) 811 563 (69 %) 248 (31 %) Large
4 146 5588,492 3760,679 (67 %) 1827,813 (33 %) 1019 728 (71 %) 291 (29 %) Large
5 35 1787,955 1134,336 (63 %) 653,619 (37 %) 247 142 (57 %) 105 (43 %) Medium
6 126 6850,429 4713,177 (69 %) 2137,251 (31 %) 1018 748 (73 %) 270 (27 %) Large
7 46 1879,872 1111,869 (59 %) 768,002 (41 %) 296 148 (50 %) 148 (50 %) Medium
8 2 1993 1303 (65 %) 690 (35 %) 4 2 (50 %) 2 (50 %) Small
9 7 7177 5263 (73 %) 1914 (27 %) 14 11 (79 %) 3 (21 %) Small
10 15 1016,429 788,324 (78 %) 228,104 (22 %) 90 57 (63 %) 33 (37 %) Small

* The value in a bracket indicates the ratio between Intra- or Inter-port community and the total.

Fig. 9. Geographical distribution of hub ports within the GCSN.

Fig. 10. Number of hub ports in each community.
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The table reveals a significant discrepancy in the impact on community 
network resilience between attacks on hub ports and non-hub ports. 
Attacking a single hub port results in a substantial decline in the original 
community connectivity. Conversely, attacking individual non-hub 
ports has a somewhat lesser impact on the original community con
nectivity. For instance, compared to attacking non-hub ports, the 
average reduction in WDEA,intra of C2 when attacking single provincial 
hubs, gateway hubs, and connector hubs is approximately 37, 43, and 30 
times greater, respectively. Additionally, the extent of impact varies 
when attacking different types of hub ports, with provincial hubs and 
gateway hubs exerting a more significant impact compared to connector 
hubs. This variance may be attributed to the fact that provincial hubs 
and gateway hubs are contained within their respective communities, 
while connector hubs are identified from a global network perspective 
and may not necessarily be part of the specific community. The sub
stantial impact of connector hubs on the community typically becomes 
apparent when they are included in the corresponding community. 
Nevertheless, their impact remains significantly greater than that of 
non-hub ports. This analysis highlights the importance of identifying 
hub ports in terms of the community structures of the GCSN, while 

emphasizing the critical need to maintain the undisturbed status of hub 
ports to ensure the shipping connectivity of port communities. More 
detailed exploration on the impact of individual disruptions can be 
found in Appendix A.

4.3.2. Simulation results of cumulative disruptions
Fig. 11 illustrates the R_WDEC of various communities under nine 

cumulative attack scenarios, showcasing their respective impact. To 
comprehensively evaluate the degree of influence of these scenarios, 
Fig. 12 further depicts the average R_WDEC across all investigated com
munities. Analysis of the figure reveals several key phenomena. Firstly, 
scenarios DC2, CC2, and BC2 (i.e., hierarchical scenarios 1) exhibit the 
most significant impact on R_WDEC, followed by DC1, CC1, and BC1, 
whereas DC3, CC3, and BC3 (i.e., hierarchical scenarios 2) exert the 
weakest influence. Particularly noteworthy is the significant reduction in 
R_WDEC values to less than 0.03 for scenarios DC2, CC2, and BC2, and 
below 0.13 for scenarios DC1, CC1, and BC1, warranting increased 
attention. Moreover, the disruption impact of the three metrics (i.e., DC, 
CC, and BC) are observed to be relatively similar, with a general ranking of 
DC, BC, and CC, as depicted by the mean rank in Fig. 12. Secondly, 

Table 4 
Reduction in WDECA under individual port disruptions: Perspectives on intra-community port and inter-community port attacks.

Type of ports Reduction in WDEA,intra (%) Type of ports Reduction in WDCA,intra (%)

C2 C3 C4 C5 C6 C7 C2 C3 C4 C5 C6 C7

Intra (max) 13.81 12.83 18.49 27.12 11.35 19.6 Intra (max) 12.96 9.54 10.54 24.89 9.36 13.86
Inter (max) 0.29 0.88 0.42 0.97 0.60 2.89 Inter (max) 0.60 1.58 1.57 1.46 2.22 4.01
Intra (average) 1.67 2.28 1.80 7.51 2.14 6.22 Intra (average) 1.69 2.24 1.83 7.69 2.13 5.87
Inter (average) 0.00 0.01 0.01 0.00 0.01 0.01 Inter (average) 0.01 0.02 0.01 0.01 0.02 0.03

Type of ports Reduction in WDEA,inter (%) Type of ports Reduction in WDCA,inter (%)

C2 C3 C4 C5 C6 C7 C2 C3 C4 C5 C6 C7

Intra (max) 11.29 7.74 7.04 13.59 6.36 10.38 Intra (max) 7.75 5.95 5.49 12.14 4.74 7.52
Inter (max) 5.51 4.24 5.30 7.07 7.07 15.65 Inter (max) 2.78 3.09 5.05 4.01 5.87 5.43
Intra (average) 1.00 1.28 1.03 4.34 1.17 3.21 Intra (average) 0.87 1.16 0.95 4.03 1.07 3.00
Inter (average) 0.34 0.34 0.34 0.30 0.32 0.30 Inter (average) 0.31 0.29 0.30 0.25 0.30 0.26

Type of ports Reduction in WDEA,all (%) Type of ports Reduction in WDCA,all (%)

C2 C3 C4 C5 C6 C7 C2 C3 C4 C5 C6 C7

Intra (max) 12.5 9.15 11.65 15.78 8.32 10.93 Intra (max) 9.37 6.14 6.47 13.09 5.83 8.14
Inter (max) 2.15 2.87 3.20 5.71 4.00 12.46 Inter (max) 1.92 2.62 4.38 3.77 5.00 5.25
Intra (average) 1.43 1.65 1.34 5.05 1.63 3.96 Intra (average) 1.12 1.33 1.12 4.30 1.32 3.28
Inter (average) 0.12 0.22 0.21 0.23 0.17 0.23 Inter (average) 0.22 0.24 0.24 0.23 0.23 0.23

Table 5 
Reduction in WDECA under individual port disruptions: Perspectives on hub port and non-hub port attacks.

Role of ports Average WDEA,intra reduction (%) Role of ports Average WDCA,intra reduction (%)

C2 C3 C4 C5 C6 C7 C2 C3 C4 C5 C6 C7

Provincial hubs 8.15 8.99 12.29 18.59 7.19 15.16 Provincial hubs 6.57 6.61 6.99 16.07 6.1 10.08
Gateway hubs 9.47 9.04 8.65 11.97 6.94 6.99 Gateway hubs 8.05 6.58 5.84 12.42 6.12 6.57
Connector hubs 6.6 6.04 0.25 0.00 0.27 1.45 Connector hubs 6.59 3.64 1.13 0 1.11 1.78
Not hub ports 0.22 0.28 0.28 0.3 0.31 0.36 Not hub ports 0.27 0.33 0.35 0.32 0.34 0.38
All ports 0.42 0.45 0.42 0.42 0.44 0.47 All ports 0.43 0.45 0.44 0.44 0.44 0.46

Role of ports Average WDEA,inter reduction (%) Role of ports Average WDCA,inter reduction (%)

C2 C3 C4 C5 C6 C7 C2 C3 C4 C5 C6 C7

Provincial hubs 3.41 4.91 5.28 9.47 4.02 5.82 Provincial hubs 2.79 3.85 4.28 8.16 3.04 5.17
Gateway hubs 4.61 4.51 4.51 12.30 4.32 6.61 Gateway hubs 3.82 3.86 3.63 8.21 3.09 3.84
Connector hubs 6.55 3.99 3.32 2.07 4.26 8.14 Connector hubs 4.63 4.52 3.24 1.74 3.53 3.05
Not hub ports 0.43 0.44 0.43 0.44 0.42 0.43 Not hub ports 0.39 0.39 0.39 0.39 0.4 0.41
All ports 0.51 0.52 0.5 0.52 0.49 0.51 All ports 0.45 0.46 0.45 0.46 0.45 0.46

Role of ports Average WDEA,all reduction (%) Role of ports Average WDCA,all reduction (%)

C2 C3 C4 C5 C6 C7 C2 C3 C4 C5 C6 C7

Provincial hubs 6.46 6.44 8.1 11.5 5.51 8.16 Provincial hubs 3.96 4.29 4.8 8.76 3.76 5.66
Gateway hubs 7.73 6.21 6.18 12.23 5.55 6.7 Gateway hubs 5.13 4.29 4.06 8.52 3.81 4.11
Connector hubs 6.58 4.76 2.08 1.61 2.39 6.47 Connector hubs 5.24 4.38 2.83 1.61 2.96 2.93
Not hub ports 0.29 0.38 0.37 0.41 0.37 0.41 Not hub ports 0.35 0.38 0.38 0.39 0.38 0.41
All ports 0.45 0.49 0.47 0.5 0.47 0.5 All ports 0.44 0.45 0.45 0.46 0.45 0.46
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scenarios DC1, CC1, BC1, DC3, CC3, and BC3 demonstrate the most sig
nificant impact on inter-community resilience metrics, followed by 
overall-community resilience metrics, with the least impact on intra- 
community resilience metrics. Conversely, scenarios DC2, CC2, and BC2 
affect intra-community metrics the most, followed by overall-community 
metrics, with minimal impact on inter-community metrics. Thirdly, it is 
noted that intra-community resilience metrics exhibit the greatest fluctu
ations across different attack scenarios, followed by overall-community 
resilience metrics, while inter-community resilience metrics display the 
least fluctuations, indicating the highest sensitivity of intra-community 
resilience metrics to attack scenario selection. Further insights into the 
impact of various cumulative attack scenarios on community resilience 
can be found in Appendix B.

4.3.3. Dependence results of non-hub ports on hub ports
Fig. 13 illustrates the survival connectivity ratios of non-hub ports 

following the complete disruptions of all hub ports within the relevant 
community. As depicted, hub ports play a crucial role in the connectivity 
of non-hub ports, evidenced by a significant decline in connectivity 
among non-hub ports across all communities when all hub ports cease 
operation, despite each community’s hub ports comprising no more than 
15 %. Particularly noteworthy is the notably low S_WDECA of non-hub 
ports in C2, ranging from 40 % to 60 %, indicating their heavy reli
ance on hub ports for connectivity. Additionally, it is observed that 
connection efficiency metrics are more significantly affected than 
connection extent metrics, owing to their distinct measurement func
tions. Connection efficiency metrics prioritize the shortest service 
connection time. Closure of hub ports leads to a significant increase in 
the shortest transit time between two non-hub ports. Conversely, 
connection extent metrics focus on accessibility between ports, wherein 
two non-hub ports may remain accessible via alternate paths due to the 
substitution effect among indirect connection links when hub ports are 
closed. Overall, the community network functions akin to a "hub-and- 
spoke system", with hub ports serving as bridges that govern connec
tivity among non-hub ports.

In practice, ports often experience partial disruptions rather than 
complete shutdowns. Consequently, it is essential to evaluate the impact 
of partial disruptions to hub ports on the connectivity among non-hub 
ports. Fig. 14 illustrates the variation in S_WDECA of non-hub ports as 
hub ports within the relevant community undergo partial disruptions by 
reducing their cargo service capacity. The figure reveals an approxi
mately linear relationship between the disruption level of hub ports and 

S_WDECA, with slight deviations observed at certain points. This analysis 
provides insights into the evolution of connectivity among non-hub 
ports amidst varying degrees of hub port disruptions.

Furthermore, Fig. 15 illustrates the cumulative effects of hub port 
disruptions on non-hub ports. The hub ports are continuously targeted in 

Fig. 11. R_WDEC of different communities under different cumulative attack scenarios.

Fig. 12. Average R_WDEC of all investigated communities under different cu
mulative attack scenarios.

Fig. 13. S_WDECA of non-hub ports following the complete disruption of all 
hub ports within the relevant community.
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descending order based on their cargo service capacity. It is apparent 
that the variation in S_WDECA for different communities varies signifi
cantly, indicating distinct coupling effects when different multiple hub 
ports are disrupted. Additionally, the observations once again under
score the significant influence of multiple hub port disruptions. For 
instance, the shutdown of the first four hub ports in C2 and the first two 
hub ports in C5 can severely impact the original connectivity of non-hub 
ports. Moreover, a ladder shape is discernible in C5, suggesting that 
additional cumulative disruptions to certain hub ports do not necessarily 
further diminish connectivity among non-hub ports, possibly due to 
alternative connections among them. However, it is crucial to note that 
the simultaneous complete disruptions of all hub ports can significantly 
degrade the connection performance of non-hub ports, warranting 
careful consideration.

4.4. Discussions and practical implications

Building on the above analyses, this section synthesizes the key 
findings and highlights their real-world significance for port operators, 
shipping companies, and policymakers, respectively. The proposed 
resilience assessment framework reveals how port community struc
tures, hub-spoke relationships, and disruption scenarios jointly shape 
the robustness of shipping network. These insights move beyond purely 
theoretical metrics by demonstrating how stakeholders can leverage the 
findings to enhance decision-making and risk-management strategies in 
complex maritime contexts. 

(1) Identifying critical ports and strengthening targeted protections

A major takeaway is the disproportionate influence of hub ports, 
particularly those with high intra-community connectivity, on network 
stability. Results from individual and cumulative disruption scenarios 
show that targeted attacks or failures of these hub ports (e.g., gateway 
hubs and provincial hubs) can trigger significant connectivity losses in 
their respective communities. In practice, port authorities and shipping 
companies can use these insights to prioritize resilience investments, such 
as infrastructure upgrades, enhanced security measures, or backup oper
ational capacity, where they are most needed. For instance, establishing 
redundant routes, stockpiling essential equipment, or deploying rapid- 

response teams at top-ranked hub ports can help minimize downtime 
and economic losses in the event of critical node failures. 

(2) Supporting strategic resource allocation and contingency 
planning

The community-based resilience assessment approach clarifies how 
local disruptions can have broader regional ramifications, depending on 
the interplay between intra- and inter-community connections. By quan
tifying the impact of different disruption scales (individual port failures, 
partial capacity losses, or simultaneous multi-port shutdowns), the 
framework aids stakeholders in balancing limited resources against 
diverse risk scenarios. Shipping companies and policymakers, for example, 
can develop tiered emergency protocols that scale in intensity depending 
on the severity of port disruptions. This ensures that response measures, 
ranging from rerouting vessels to temporarily shifting cargo operations, 
are both cost-effective and proportionate to the actual threat. 

(3) Enhancing policy development and long-term network planning

In addition to informing short-term response tactics, the metrics and 
simulations presented also guide broader policy and planning decisions. 
Policymakers can integrate the findings into maritime infrastructure 
development programs, ensuring that investments in new or expanded 
ports strengthen regional connectivity without over-reliance on a single 
hub. Likewise, shipping alliances and port authorities might use these 
results when negotiating route structures or planning for emerging 
corridors (e.g., Arctic passages) to safeguard the overall resilience of the 
GCSN. Periodic re-assessments using updated service data would allow 
decision-makers to track how evolving trade patterns or geopolitical 
shifts influence network vulnerabilities over time. 

(4) Facilitating cross-sector collaboration and future research

Finally, the community-focused perspective underscores a need for 
collaborative resilience efforts across ports and shipping lines. Because 
disruptions at hub ports can ripple through entire communities, enhanced 
information sharing, coordinated contingency exercises, and joint in
vestments in port readiness are vital. Future studies could refine these 

Fig. 14. Variation in S_WDECA of non-hub ports when the hub ports within the relevant community are attacked at different levels. (a) C2; (b) C3; (c) C4; (d) C5; (e) 
C6; (f) C7.
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methods by examining multi-commodity flows, real-time disruption data, 
or climate-related risks such as extreme weather events and rising sea 
levels. By continually integrating these factors, practitioners can obtain an 
evolving, data-driven blueprint for managing uncertainty and safeguard
ing the stability of maritime trade networks worldwide.

Overall, this refined understanding of network structure and hub- 
port vulnerabilities offers actionable guidance for real-world resilience 
strategies. By uncovering community structures, pinpointing critical 
nodes, and quantifying disruption impacts, the proposed framework 
equips industry and government stakeholders with the tools necessary to 
build more robust shipping networks in an era of heightened global 
uncertainty.

5. Conclusion

Resilience assessment for the GCSN is a critical element for 
enhancing readiness to address potential disruption risks. This study 
presents a holistic methodology for resilience assessment of the GCSN 
from a community-based perspective, featuring the following distinctive 
elements: 1) Introduction of an advanced graph-based clustering algo
rithm to uncover fine-grained overlapping community structures within 
the GCSN, thereby enhancing understanding of its architecture; 2) 
Development of six novel community-based resilience metrics that 
incorporate network directionality and link weight, enabling effective 
measurement of the community networks’ ability to maintain both 
connection efficiency and extent across intra-community, inter-com
munity, and overall community aspects; and 3) Design of various 
disruption simulation scenarios, encompassing individual disruptions, 
cumulative disruptions, and disruptions originating from hub ports 
affecting non-hub ports, to systematically evaluate community resil
ience while incorporating the disrupted port characteristics such as 
community membership distribution, functional attributes, and topo
logical properties.

Experimental analyses based on global container shipping service 
data validate the effectiveness of the methodology and reveal several 
key findings: 1) 10 communities of varying sizes are identified, each 
maintaining a significant share of cargo service capacity (59 %− 83 %) 
and connections (57 %− 80 %) through intra-community links alone, 
highlighting a strong regionalization effect; 2) Attacks on single intra- 

community hub ports can have a disproportionately large impact 
compared to attacks on inter-community non-hub ports, with resilience 
degradation even being several tens of times greater in the former; 3) 
Under specific hierarchical scenarios (e.g., DC2, CC2, BC2), the cumu
lative resilience measurement metric (R_WDEC) for communities can 
drop below 3 %, and even simultaneous disruptions at a few key ports 
can lead to the collapse of community network connectivity; 4) A 
complete shutdown of all hub ports within a community can reduce the 
connectivity of non-hub ports by 40–60 % in certain regions, suggesting 
that the community network functions akin to a ’hub-and-spoke’ system, 
with hub ports serving as critical connectivity bridges for non-hub ports. 
Subsequent discussions and implications analyses provide significant 
insights for stakeholders and decision-makers, aiding in understanding 
the dynamics of shipping network resilience, informing strategic de
cisions to mitigate disruption risks, and evaluating the effectiveness of 
proposed strategies and policies.

Potential future research can explore several key areas. Firstly, 
further investigation is needed into how the characteristics of port 
community network structures, such as network configuration, spatial 
heterogeneity, and function allocation, impact network resilience. This 
exploration can assist stakeholders in devising tailored disruption 
mitigation strategies to adapt to the unique features of different com
munity networks. Second, analyzing the cascading effects of port fail
ures under different cargo flow redistribution rules is vital to 
understanding the complex interdependencies among ports in commu
nity networks, especially when numerous transportation routes are 
simultaneously rerouted due to multiple port disruptions. Thirdly, it is 
imperative to delve deeply into the development of models aimed at 
enhancing resilience recovery. These models should comprehensively 
consider factors such as network structure, resource deployment, de
mand, and cost. By incorporating such considerations, researchers can 
devise more practical, effective, and fault-tolerant recovery and 
enhancement strategies for port network resilience.
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Appendix A. Detailed analysis of the impact of individual port disruptions on community resilience

To explore the impact of individual disruptions in more detail, Fig. A1 illustrates the resilience impact of each port’s disruption on the East Asia- 
North America West Community (C2). These figures display the DC, CC, and BC metrics of each port alongside their functional attributes and 
community membership characteristics. Several noteworthy observations emerge. Firstly, the proportion of ports significantly impacting the resil
ience of C2 under individual disruptions is remarkably small, predominantly comprising intra-community hub ports with high DC, CC, and BC, 
highlighting the heterogeneous distribution of their influences. Secondly, notable correlations exist between a port’s topological characteristics (i.e., 
DC, CC, BC) and its disruptive impact. However, the correlation strength varies significantly for intra-community and inter-community ports, with 
intra-community ports exerting a stronger positive correlation compared to inter-community ports, consistent with observations from Table 4. 
Particularly, individual port attacks from outside the community exhibit negligible effects on intra-community resilience metrics (i.e., WDEA,intra and 
WDCA,intra), as evidenced by the clustering of light red markers near zero along the vertical axis in Fig. A1(a) and (b). Thirdly, the Singapore port holds 
a pivotal position within C2, wielding utmost influence across all six resilience metrics owing to its multifaceted hub functions. In summary, the 
community network displays low resilience against potential individual disruptions from intra-community hub ports, underscoring the importance of 
safeguarding their operational integrity to mitigate potential influence within the community network.

Fig. A1. Reduction in WDECA of C2 with individual port disruptions.
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Appendix B. Detailed analysis of the impact of cumulative port disruptions on community resilience

To gain deeper insights into the impact of various cumulative attack scenarios on community resilience, Fig. B1 presents an illustrative example 
focusing on the East Asia-North America West (C2), showcasing the fluctuation of WDECA under continuous port attacks across the proposed nine 
scenarios. The figures demonstrate a sharp reduction in WDECA when implementing continuous port disruptions based on the attack order in scenarios 
DC2, CC2, BC2, DC1, CC1, and BC1, with curves declining rapidly and then flattening out. Notably, under scenarios DC2, CC2, and BC2 (i.e., hier
archical scenarios 1), even the simultaneous disruptions of a few key ports can result in the collapse of community network connectivity. For instance, 
the WDEA,intra metric of C2 shapely diminishes to approximately 73 %, 62 %, and 54 % when the first two, three, and four ports are disrupted under 
scenario DC2, as depicted in the subfigure of Fig. B1(a). It is evident that the ports prioritized for attack are hub ports, emphasizing the vulnerability of 
the community network to deliberate and continuous disruptions targeting hub ports. Unfortunately, the concentration of hub ports in a single region, 
such as East Asia (as indicated in Fig. 9), renders the network susceptible to simultaneous disruptions through human-led attacks or regional natural 
disasters. Conversely, in cumulative scenarios DC3, CC3, and BC3, a slower reduction in WDECA occurs even with a significant number of ports 
disrupted. This suggests a higher resilience of community network connectivity under hierarchical scenarios 2, attributable to the weaker impact of 
inter-community ports on community network connectivity, allowing the network to remain well interconnected despite continuous disruptions. 
Consequently, strategies must prioritize preventing the simultaneous failures of intra-community hub ports, while disruptions to inter-community 
ports can be of lesser concern.

Fig. B1. Variation in WDECA for C2 under nine cumulative port disruption scenarios.

Data availability

Data will be made available on request.
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