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Abstract 

Over recent years, many researchers have advocated the vision of a new generation of 

smart computing including networks services, which can function and/or manage its 

and other systems' operation independently of human intervention or control. Such a 

vision has presented many challenges to a range of research communities including; 

intelligent systems, cybernetics and AI communities. Such new research aspects and 

issues taking further to develop a system that has the ability to adapt and changes its 

behaviour dynamically at run time considering the users' requirements and 

environments. 

DARPA has initiated a research program on self-adaptive software, which provides an 

application level with self-adaptation. Such a body of work is more concerned with 

system-level self-adaptation and less focused on the development of generative, 

programming models and/or software engineering for developing autonomic software 

and normative structures. More recently IBM has concentrated its efforts on supporting 

autonomic concepts for developing and deploying enterprise server-level solutions with 

self-managing, self-healing and self-protecting capabilities. 

Extending existing work from the self-adaptive software and reflective middleware 

communities, our research, grounded in distributed software engineering proposes and 

develops a meta-control service and associated middleware services with its design 

model and architecture for deliberative middleware and application services. This 

contributes to the design of self-adaptive software and computing services with the 

ability to coordinate and control systems adaptation in response to either conflicts or 

inconsistencies. 

Consequently, this approach acts as reference model or baseline architecture to 

facilitate a normative self-governance model that supports the safe self-adaptation of 
distributed applications for lifetime management Based on the sequence model of 

monitoring, classifying, repairing, and adapting components, the proposed architecture 
hierarchy encompasses a number of components that include; monitoring, 
inconsistency, mismatch or conflict detection and diagnosis, solution selection, solution 

checking, enactment and system reconfigurations In addition, this work defines a 
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software control (meta-control) service, which acts as a middleware service to support 

self-managcment (i. e. autonomic) software with respect to the coordination issues 

between the interacting applications services. In addition, because this control service is 

itself distributed as mentioned earlier, it provides an immediate sharing of the 
information, resources, selected tasks and systein coordination by using the concept of 
distributed shared memory (provided by the Jini middleware). The main three services 
in the proposed software control service or baseline architecture is the service manager, 
system controller and JavaSpace. An extension to the Beliefs, Desires and Intension 

(BDI) model referred there to Extendible BDI (EBDI), is also proposed and provides 
the means and mechanism to underpin the software control of self-governing systems 
where during system coordination processes, systeni controller controls and coordinated 
its system by exchanging constraints about their goals, norms, actions and predefined 

with respect to its beliefs that reported to the distributed shared space as well by the 

service manager to facilitate the development of autonomic control middleware 

services. 
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Chapter 1 

Introduction 

1.1 Motivations: Software Autonomy 

Over the years, Information and Communication Technology (ICT) has gradually 
become an integral part of our economic and social fabric, and their design and 

management complexity has grown as rapidly as our requirements and dependence on 

the systems. The prevailing design of most current large-scale distributed systems can 
be characterised as reactive and centralised in nature, in that they are centrally 

managed and controlled, and their functions are essentially dependant on direct end- 

user interventions. There is a need in software design to shift from a centralised 

client/server model to building n-tier decentralised systems, and hence developing 

systems that are more dependable, scalable, robust and amenable to changing their 

own behaviour with minimal intervention from users. 

Recently, many researchers have advocated the vision of a new generation of smart 

computing including networks services that should function and manage their 

systems' operation independently of human intervention [1]. Such an aspiration has 

provided many challenges to a range of research communities including; intelligent 

systems, cybernetics and AI communities. Now, there is a renewed interest by both 

academic and commercial communities in developing systems that adapt 

autonomously to their users' requirements and environments; for instance, to recover 
from an encountered/anticipated system failure, tune performance to fulfil a quality 

guarantee, and/or accommodate changes with respect to the number of participants 

and/or integration of new services. We are now at the point of the emergence of a 

new class of large-scale decentralised and autonomic applications that can operate 
independently or with minimal direct human control. 
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Taking this vision even further, IBM has characterized this as autonomic computing, 
and is now actively promoting, developing and deploying enterprise server-levcl 
solutions with self-managing, self-healing and self-protecting capabilities [1]. Prior to 
IBM's autonomic computing initiative, DARPA funded a research program on self- 

adaptive software [2], which applied control theory [3], AI planning and/or software 

rcflection techniques to provide application-level self-adaptation mechanisms and/or 
heuristics [4]. Though, this body of work was more concerned with a system's self- 

adaptation level and focused on the development of generative, programming models 

and/or software engineering supports for fine-grain, software dynamic and predictable 

adaptation. Some of these issues are currently addressed within the DARPA-funded 

Dynamic Assembly for System Adaptability, Dependability, and Assurance 
(DASADA) initiative [5]. Here, work is underway to develop software engineering 
tools and techniques to support the design of software assured dynamic adaptation 

primarily using an architecture-driven approach coupled with probes and gauges to 

enable software to interact with an executing system to collect a range of 

measurement data. This is then translated into suitable metrics for system 

performance tuning and/or error recovery through adaptation. 

Consequently, there is an increasing research trend in the development and/or 

application of self-adaptive software, autonomic software and reflective middleware 
for adaptive software. Also, there is still a lack of fundamental understanding of 

adjustable control models for autonomic behaviour to ensure and facilitate safe, 

predictable and software self-adaptation that is crucial of the distributed self-adaptive 

application's environment. However our research is build on the previous related 

work and on ongoing work in software management autonomic computing. But rather 

than simply looking at the static management at design time or complex dynamic 

management that is embedded in the functionality of the base-level of the 

applications, it provides a baseline architecture and a soflware meta-control model to 

define the requirements for developing an autonomic meta-base/middleware-based 

control service at runtime. 

1.2 Challenges 

While software autonomy represents an essential approach to delegating much of the 

software maintenance and/or management activities to the software itself, it 
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engenders a range of technical challenges to be addressed and requires the 

development of; 

1. Reference models: software design patterns, baseline architecture and/or 

middleware for developers to design, deploy and/or manage self-adaptive 

software, thus enabling systems to monitor their behaviour and performance, 
to reconfigure when required and detennine that any proposed software 
composition is compliant with its design, requirements and guarantees. 
Therefore we need to take into account and cope with the inherent uncertainty, 

complexity and scalability issues related to such systems. 

2. Mechanisms: which can be used for runtime software component and service 

assembly to ensure safe and predictable software transformation that 

guarantees the required and desired properties. To this end, other facilities and 

utilities need to be developed and include; 

How to access and reason about data coming from a variety of 

software instrumentation for monitoring and analyzing targets 

including the environment before deciding how or whether to react or 

not. 
How to support predictable and conditional triggers to facilitate 

software change management based on detecting, filtering, and 

prioritizing system events and generating and coordinating self-repair 

change plans. 
How to support negotiation to resolve conflicts emerging from a given 

proposed self-adaptation plan prior to its enactment. 
How to reconflgure distributed systems by dynamically enabling a 

control service to adjust and control using its repair tactics and 

strategies for custornisations and adaptation of the system itself. 

What normative models can be used for instance to specify 

management policies, enforce and adapt to support software self- 

governance that may or may not permit any intended changes. 

I Experiment/benchmarks: demonstrating that complex systems (and sub- 

systems) can practically monitor and validate their runtime behaviour with 

respect to critical system properties, requirements-and intended goals. 
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1.3 Approach 

In this thesis, we aim to develop a meta-control model with baseline architecture and 

associated autonomic control middleware services to support the development and 
lifetime management of deliberative software. Such software could be composed 
(assembled) of networked software services and provided with a range of deliberative 

capabilities, such as self-governance, self-monitoring and self-repair to enable safe 

predictable self-adaptation and guarantees the required functional and non-functional 

properties are within specified tolerances. 

Therefore the establishment of self-management, self-repair and self-adaptation, 

requires the uses of flexible infrastructure to support a full range of adaptation 

services, such as: 

" The service manager service: which contain service control processes such as 

the service monitoring model, diagnosis model, repair model, and adaptation 

strategies. 

" The system controller service: which include system control processes such as 

the system monitoring model, system repair strategies model and system 

reconfiguration model. 

41 The control rule base: which is accessible by the manager and controller to 

provide the domain and boundaries for specific application control strategies, 

repair plans, etc. 

For theoretical support, this work draws a number of research results emerging from 

related fields including; 

" Self-adaptive systems: using proposed models, requirements and 

theories to enable software to use feedback and feedforward, real-time 

monitoring and model-based control, such control theories are 
intended to provide software with the ability to evaluate its behaviour 

and environment against a given goal and revise behaviour in response 
to the evaluation [2,4]. Further details will be provided in Chapter 2. 

Advanced software engineering: using middleware services to bridge 

the gap between the network layer and application layer, and using the 

event notification concept to enhance the level of communication 
between a server and its clients, using an exception handling model for 
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the safe ten-nination of the application in the event of failure as well as 

classification exception type, and using the concepts of distributed 

shared memory (e. g. JavaSpace service) for both remote system 

coordination at run-time and for storage of the required information 

for system coordination to achieve lifetime management. 
Software agents: the work proposes the extension of the Beliefs, 
Desires, and Intension (BDI) model is EBDI to underpin the software 

control of self-governing systems. The system, using BDI concepts 

compare its current behaviour (i. e. beliefs) against its goals (i. e. 
desires) generates a decision (i. e. intension) that represents an actual 

action. 

In addition, this work follows an experimental research approach by 

aiming to develop, build and test new models of software meta-control 

and the associated baseline architecture and autonomic middleware 

control services. 

1.4 Contributions 

This work makes a number of novel contributions, all of which have been or are 
being submitted to relevant research publications [6-11]. There are summarised 
below; 

Baseline architecture and model: which is influenced by and grounded in a 

range of current research on high-level software control, coordination, 

autonomic computing, deliberative systems, normative systems and 

adjustable autonomy. In particular, this work defines the requirements and 

a software architectural model for a middleware-based control service, 

which facilitate adjustable self-governance utility to support the safe self- 

adaptation of distributed applications for lifetime management. Based on 

the "monitoring-classifying -governing- adapting" model [12], the proposed 

architecture encompasses a number of components that include; 

monitoring, inconsistency, mismatch or conflict detection and diagnosis, 

solution generation, solution model checking, enactment and system 

reconfiguration (Chapter 6). 
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2. Software meta-control model: which represents how distributed 

applications services interact with their associated middleware service 

management and control services. The main elements are outlined below: 

- The Service Manager is concerned with managing its service conflicts. 
Hence for each service there is a manager that looks after that service. The 

service manager has a hierarchy of control scripts/tasks that are: 

9 The monitoring model uses a set of control rules to check 

monitored behaviour and architectural configuration and hence 

detects conflicts. 
The diagnosis model involves the execution of control rules, 

activated by conflicts that identify and classify the conflict types to 

provide the basis for the selection of a conflict resolution operator. 

The repair model is specified using contract-based assertions, pre- 

conditions and typical operators to provide operations that resolve 

a service's conflict. These operations are provided as primitive 

operations integrated into the service manager. Three key 

augmentations to a model are required to allow the appropriate 
decision to be taken for the detected conflicts. These are 

notification, repair operators, or thrown appropriate exception. 

Whichever is chosen to resolve the conflict, at the end of conflict 

resolution stage, the service state is stored in a shared space 
(JavaSpace Service), which is again monitored by the System 

Controller 

" Adaptation Engine: in which the service manager has to adapt the 

service according to proposed changes. 

The System controller is responsible for establishing and managing the 

coordination of the overall system's services and ensures that the 
interrelated system services are maintained and coordinated. The controller 

regularly checks the service state, stored previously by the service 

manager in the distributed shared space. The system controller applies the 

appropriate strategy according to the state; and contains three main models 
for the control of the system. These are: 
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9A monitoring model that has the ability to collect and store the 

information that is required to support and guide the resolution 

strategies within the control process. This model starts by checking 

the distributed shared space (e. g. JavaSpace, or T-Space). This is a 

resource or service shared between the distributed systems over the 

network. Each service manager stores its service state and this is 

received later by the system monitoring model to check the 

system's service states and starts the control process sequences 

The system repair strategies model that determines when, where, 

and how the repair or adaptation is required. The repair strategies 

must consider the functions of the services/application, the 

operating enviromnent and its attributes and properties. Our 

resolution strategies are used to evaluate the effect of various 

alternative solutions based on the BDI model of deliberative 

systems [13]. 

The system reconfiguration model that applies the required 

reconfiguration attached to the resolution strategy. This is 

dynamically interpreted from an XML document to a run-time 

executable model. For example, if the resolution strategy selects an 

alternative service to a failed one, the reconfiguration system 

should establish the required changes that result from the 

resolution strategy dynamically at runtime. For example, 

getNewManagero, notifyCliento and newConnecto,. 

* The system associated interpreter model that is used to translate the 

external fonnat (e. g. XML) of repair strategies or operators to a 

lower-level and executable level that is used in the code, therefore 

this model allows run-time changes within the code without the 

need to recode or recompile the system again. 

3. An autonomic control middleware service: which includes a programming 

model to facilitate the development of adjustable-autonomic control 

middleware services that would facilitate customisation of self-adaptation 

control strategies and self-governance policies including norms and 
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authorities. Also, a control strategy markup language and associated 
interpreter has been developed to achieve a level of software "separation of 

concerns" and the externalisation of control models and knowledge from the 

core controller logic (Chapter 7-8). 

1.5 Scope 

In this research we propose a new control service to enable next generation software 

systems that can manage their own runtime structural or behavioural changes in 

reaction to, for example, a set of unpredictable hardware and/or software failures. In 

particular, this work focuses on: 

"A new middleware control service, providing systems with a 

required functionality and knowledge for dynamic autonomy. In 

Table 1.1, we illustrate two main categories that focus on either 

actions or attributes that could change values, or actions and 

operations related to the services coordination and/or interactions 

with each other. This also explains the effectiveness of these changes 

on the system itself and its services. 

"A generic capability for developing our control service, for 

example, the XML format. 

"A runtime demonstrator to test the theory and illustrate the 

feasibility of the approach by detecting errors and inconsistencies 

and taking corrective action without disrupting ongoing processes. 
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C atcgory Action/Change EfTect 

Service Related Attributes Pcrforniancc/QoS 

Execution Servicc Functionality 

Lcasing/Contracts Clients Rcqucsts 

Service Availability Dependence 

F_O _ýerations 
Application Events Handlers Pcrformancc/QoS 

Services Listeners Execution Time 

Management Process Execution Latency 

Table 1.1: Management categories of changes and effects 

Furthennore, we tested our approach capability on three application examples. These 

are the GridPC example and the other two from an existing Jini application, namely 
EmergeITS, which is intended to realize the concept of a 3inI phone service and web- 
based information service in Intelligent Networked Vehicles. For example, the 3inl 

phone scenario is as follows: 

0 The demonstration has been applied to a 3inI phone service that allows a 

mobile phone or Palm device to be used in one of three different modes, 

subject to the requirements of the user and service provider availability. 
a The service manager service monitors the application service and reports its 

service status in the JavaSpace for the system controller service. 
0 The system controller checks the system desires against current beliefs (i. e. 

service manager report) and uses distributed shared memory (e. g. 
JavaSpace) as a tool for achieving system coordination. 

0 The negotiation and coordination of the overall system's services ensures 
that system sequences are maintained, coordinated and reconfigured using 
the appropriate strategy provided in an XML document. 

1.6 Thesis Organization 

The thesis is divided into ten chapters and is organised as follows: 
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Chapter I provides a general introduction to the work, challenges, contribution and a 

structured thesis outline. 
Chapters 2 and 3, introduce the relevant background theories, principles and/or 
technology that are used or considered important to the understanding and 
development of our proposed model, outlining the required features of a self-adaptive 
autonomous based model. The survey covers several areas of distributed systems 
including, Service-Oriented Programming (SOP), Distributed System Development 

and Management, Middleware Technology and Computing Autonomy. Finally, the 

main problem to be addressed is defined. 
Chapter 4 provides a literature review of related work drawn from a range of fields 

including; static distributed system management approaches and the dynamic 

approaches used so far. The thesis provides a comprehensive survey of related 
literature and details the various uses and understanding of both static management 
approaches or computation model management and dynamic management 

approaches. Static management approaches require human intervention during the 

management process such as conflicts resolution and coordination approaches and, 

strategy and plans representation approaches. On the other hand, the dynamic 

management process requires no user intervention during, for example, policy-based 
management, event-based management, architecture-based management or autonomic 

management. Finally, we present the required approach to establish the lifetime 

management processes of distributed software systems. 
Chapter 5 presents the requirements of the proposed control service to support the 

autonomic management of self-adaptive software. 
Chapter 6 describes the architectural design of our approach. A range of related 

research such as high-level software control, coordination, autonomic computing, 
deliberative systems and normative systems that influenced this designed are 

considered. 
Chapters 7 and 8 provide an implementation approach using examples drawn from an 

on-going research project by evolving three application examples, GridPC, a 3inI 

phone service and a web-based application service. 
Chapter 9 presents an evaluation of our proof of concept, given the assumptions of 
the previous chapters and using two main applications, which are the 3inlphone 

application and a sorting algorithms application. 
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Chapter 10 presents a summary, concluding remarks and proposed future work. 
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Chapter 2 
Background 

2.1 Introduction 

Prior to the full description of the proposed and developed autonomic control 

middleware service and associated functionality to support the design, deployment and 
lifetime management of distributed self-adaptive applications. Therefore, this chapter 

presents existing systems and techniques that are considered important to the 

understanding and development of autonomic middleware control service to support 
distributed self-adaptive software. 

2.2 Self-Adaptive Software 

R. Laddaga [2] gives a good definition for self-adaptive software as: 

Self-adaptive software evaluates its own behaviour and changes 
behaviour when the evaluation indicates that it is not accomplishing what the 

software is intended to do, or when better functionality or performance is 

possible... " 

As noted by Laws et al. [14] the primary ambition of the self-adaptive software 

approachis 

to devolve some of the responsibility for evolutionary activity to the 

software itself Essentially, this requires embedding equivalent elements of the 

human software evolution process in the software itself, thus allowing 

autonomous adaptation to local conditions during runtime. Effectively, such 

software must be capable of detecting the needfor change, either to address 

changing external conditions or for internal performance-related reasons, 
determine which elements to change and how they should be changed, 
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planning and enacting the change andfinally verifying the effectiveness and 

robustness of the resulting solution. " 

Most notable progress towards achieving such a vision has followed three guiding 
directions namely; control systems theory, dynamic planning systems and self-aware 
systems. 

The main three elements considered by control theory are (1) the external environment, 
(2) the productive element of the system consisting of physical objects that are viewed 

as a factory or plant interacting with and providing products or services for that 

environment and, (3) A model-based self-control unit that ensures the plant meets the 

policies and norms of the environment, as the main characteristic that can distinct the 

structure of the plant is its physical makeup object is alive paralleled with the lifetime 

of the control system. Therefore, research has concentrated on the flexibility of the 

system's control element, in addition to the development of a hierarchy of even more 

complex control models, each designed to provide increasing adaptive capability to the 

control unit. 

Consequently, plant management is achieved by integrating the control unit with both 

the system's goal and plant's model. The feedback control process is used here to 

monitor and evaluate the system performance in respect to its goals, and then the 

control unit according to its control goal selects appropriate control actions. Such 

approaches rely to some extend upon the plant's constancy and consistency and the 

stability of both the goal and the environment. 

Pararneterisation of both the controller and the plant model in an adaptive control 

approach have been employed to adopt adapting changing goals caused by unexpected 

envirom-nental disturbances, and estimating mechanisms are also provided to address 

uncertainty in the plant model and subsequent control action. The integration of 
databases of plant models, approaches and associated system controllers could increase 

the flexibility of the changes in the system's structure allowing the appropriate model 

and controller for any particular situation to be selected, thus facilitating a 

reconfigurability stage of the whole system. 

Such reconfigurability is directed towards the control elements of the system. Kokar et 

al. [15] have addressed the adaptation of both the control elements and software plant 
by incorporating both a high-level specification database and component database that 
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could make the reconfiguration of the control elements and software plant achievable 
[15]. However, such an approach requires that the software be provided with a degree 

of awareness of its goals, thus for evaluating the configuration of the system requires 
both the current intention and the external environment [16,2]. However, the problem 

of evaluating multi-part systems is still not yet fully solved and remains challenging as 
there is a need to measure system components in order to determine normal and 

abnormal behaviour and therefore by identify either a solution or a replacement for 

such components. 

Hence, the software system should be provided models of both its internal specification 

and capability and the external environment. In addition, these should have a self- 

adaptive capability thereby providing a degree of self-awareness to the system and 
thereby allowing changes raised in either internal or external circumstances to be 

identified [17]. Hence the system can perform the deliberative processes of 

performance evaluation, reconfiguration and subsequent adaptation. In general, these 

require systems to have the ability to decide which alternative is appropriate in response 
to a negative evaluation [2]. Such a view is integrated with the notion of dynamic 

planning and with that of the self-adaptive software area. Here, the system plans and 

possibly the system itself could be require changes in cases, for example, where no 
longer their plans are not suitable for new changes or external environments [ 16]. 

Of courses the attachment of such control systems to the operational software will add 

much overhead and complexity to the executing software, as Robertson et al [2] note: 

"Managing complexity is a key goal of self-adaptive software. If a program 

must match the complexity of the environment in its own structure, it will be 

very complex indeed! Somehow we need to be able to write software that is 

less complex than the environment in which it is operating yet operate 

robustly. ". 

Avoidance of such complexity and overhead in the sclf-adaptive software system may 

be addressed by presenting the system in a supporting architecture that is responsible 

for model maintenance, performance monitoring and evaluation and action adaptation 

[ 18,19], thereby freeing the operational units to pursue their respective objectives [2]. 
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2.2.1 Self-Adaptive Software Compared to Control System 
The task of developing self-adaptive software is comparable to a control system and 

concerns new techniques of building a robust program with a control system in its 

structure. Such ideas are borrowed from control system thereby and adapted to self 

adaptive software [2]. 

An important problem for self-adaptive software is evaluation. Osterweil and Clarke 

[20] see this as a continuous measurement of the gap between the software system 

operation and its requirements, thereby providing the basis for self-improvement 

efforts. They describe the transition of the responsibility for the testing and evaluation 

of software from humans into automated tools and processes and suggest a process of 

automated continuous self-evaluation. 

Meng [3] makes explicit the relationship between control system theory and self- 

adaptive software by developing a descriptive model of self-adaptation based on control 

systems and borrows the feedforward and feedback control paradigm from control 

theory. This considers that self-adaptive software consists of two components: the feed 

forward element that provides the specification of the software and its predictability 

and the feedback component that receives runtime feedback from its environment. 
However, the general model of self-adaptive software can be viewed from many 

different aspects, for example, a new programming paradigm, new architecture style, 

new modelling paradigm, and new software engineering principle. Meng [3] addressed 

the evaluation of self-adaptive software based on their different aspects, as follows: 

a As a new programming paradigm, reflection programs could be modify 

themselves at run time and change their behaviours and as such are close to 

the concepts of self-adaptation. However, such programs cannot determine 

when and what the program needs to modify itself at runtime. Self-adaptive 

software generates evaluators at run time to check the deviation of the state 

of the program from its goal, then the control regime computes the distance 

between the current state and its goal state and adapts to maintain its 

stability and robustness. 

m As a new architectural style, self-adaptive software needs to fonnalize the 

feed forward and feedback controller concepts and configuration, which are 

system structural components that are part of the Architecture Description 

Language (ACL). The "configuration" and "controller" architecture 
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description vocabulary in self-adaptive software maintains stability and 

settling time when the system transfer from one configuration to another. 
m As a new modelling paradigm, reconfiguration in terms of self-adaptive 

software concepts uses adaptive control to allow the system to switch a 

control regime based on the runtime situation. Self-adaptive software 
transfers the feed forward process from the model to the executable and 

synthesises, however the feedback process transfers from execution to 

reconfiguration and hence to runtime re-synthesis. 
a As a software engineering principle, a software system can be seen as a 

control system incorporating adaptation and reconfiguration based on 

adaptive control theory and, generalizes the control model as a concept of 

algorithm selection in software engineering. The system is provided with 
different algorithms and software adaptation becomes choosing a suitable 

algorithm for a particular enviromment. 

2.2.2 Self-Adaptive Software Research Directions 
There are further research directions for self-adaptive software. The first technology 
here is transient management, where self-adaptive software reconfigures itself to ensure 

robust performance of the program. Reconfiguration means any modification or change 
in systems parameters, however, although modifications may be more robust they may 
be also demonstrate undesirable transient effects. G. Simon, T. Kovacshazy and G 

Peceli [21] investigated the two important issues in transient management, which are 
(a) management that depends on the suitable selection of a structure that features of the 

transient properties. A more formal definition of reconfiguration transients is "the 

difference between the measured value in the reconfigured system, and the idea value 
in reference system. The reference system is a hypothetical system, which operates in 

the new mode for a long time " [15], and (b) the runtime control to support the 

transients management. The second technology is a model-based generative technology 

called 'Model-Integrated Computing' [22], and is applied to self-adaptive software. 
Transferring/Porting Model-integrated computing from design time to runtime helps in 
the design and implementation of dynamic embedded systems and these embedded 

models are independent and applicable to a reconfigurable architecture, which is an 
essential constraint for self-adaptation. 
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2.2.3 Example of Self-Adaptive Software Application 
The aim of self-adaptive software research is the provision of an integrated software 
environment in which runtime data sets drive the organization and control of behaviour 

of software systems. Realizing such an aim depends on developing technologies that 

produce robust, fault-tolerant systems easily. 

The Containment Unit supervisor "... which is an active entity designed to represent a 
family of optimal contingency plans behaviour programs B-Pgms ... " [23] for tracking 

a human subject was able to handle individual sensor faults as faults in the runtime 
[23]. This work provides a Port-Based Adaptive Agents Architecture (PB3A) [23] to 

facilitate the development and deployment of self-adaptive, distributed, multi-agent 

systems. The architecture specifies an agent-to-agent communication scheme using 
input and output ports and includes the necessary code for migration. It also provides 

specifications of how a Port-Based Agent (PBA) should be structured to allow agents to 

become self-adaptive. A PB3A module allows agent-to-agent communication testing to 

be done in isolation, allowing the system to built rapidly. 

2.2.4 Self-Adaptive Software and Reflection 
Reflective architectures enable programs to access thier own structural, behavioural and 
computational state to compensate for any changes in resources, context or 
environment. Reflection provides the tools for writing such a program but does not 
describe how it is done [4]. Self-adaptive software has a computation model to compare 
what the current program with the intended program and modifies the semantics of the 

current program to correct it. Shaul [24] argued for and described the use of reflection 
to support self-adaptive software for a network computing environment: The quality of 
self-adaptation, the degree of adaptation, robustness and the availability were explored 
by developing two frameworks using Java reflection, namely the HADAS and FARGO 

projects. These focused on intra and inter component adaptation mechanisms [24]. 
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Figure 2.1: The Primary Meta-Object of Object [25]. 

Figure 2.1, illustrates a sequence diagram for a required reconfiguration that is based on 

computation reflection principles of the meta-level objects to undertake the monitoring 

and managing of an objects base set. In this case, the meta-object enables the base 

object to request a composer method for reconfiguration [25] , so a reflective software 

architecture and meta-level protocol represent a partial solution for creating self- 

adaptive software. 

2.3 Autonomic Computing 

Autonomic computing is an approach to self-managing computing systems with 

minimum interference; these control key functions without conscious awareness or 

involvement and increase productivity while hiding the complexity from users. 

Autonomic computing systems have the ability to manage themselves; they 

dynamically adapt to change in accordance with system policies and objectives. Self- 

managing systems can perform management activities based on situations they observe 

or sense in the envirorunent [26]. The main characteristics of an autonomic system are 

detailed in [26] , as follows: 

An autonomic computing system needs to "know itself'; its components must 

also possess a system identity. It also detailed requires knowledge of its 

components, current status, ultimate capacity and all connections to other 

systems, to govern itself. 

2 An autonomic computing system must configure and reconfigure itself under 

varying (and in the future, even unpredictable) conditions. 
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n An autonomic computing system never settles for the status, it always looks for 

ways to optimise its workings. It monitors its constituent parts and fine-tunes 

workflow to achieve predetermined system goals 

m An autonomic computing system must be able to recover from routine and 

unusual events that might cause some of its parts to malfunction, and discover 

problems, then find an alternate way of using resources or reconfiguring the 

system to keep functioning smoothly. 
w An autonomic computing system must be an expert in self-protection. Also it 

must detect, identify and protect itself against various types of attacks to 

maintain overall system security and integrity. 

m An autonomic computing system must know its surrounding environment and 

act accordingly. It will find and generate rules for how best to interact with 

neighbouring systems. It should negotiate the use by other systems of its utilized 

elements, changing both itself and its environment in the process of adapting. 
While an autonomic computing system independent in its ability to manage 
itself, it must function in a heterogeneous world as well. 

m An autonomic computing system anticipates the optimised resources needed 

while keeping its complexity hidden without involving the user in that 
implementation. 

So autonomic computing will lead to automated management of computing systems. 
But that capability will provide the basis for much more, such as seamless e-sourcing 
and grid computing [27] to dynamic e-business and the ability to translate business 
decisions that managers make and policies that make those decisions a reality. 

2.3.1 Autonomic Computing Architecture Concepts 
A standard set of functions and interactions govem the management of the computing 
system and its resources, including client, server, database manager or Web application 

server. This is represented by a control loop (Fig. 2.2) that acts as a manager of the 

resource through monitoring, analysis and taking action based on a set of policies and 

rules [26]. 
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Thcsc control loops, or managers can communicate with cach other in a pecr-lo-pcer 

context and with higher-level managers. For exampic, a database system neccis to work 

with the server, storage subsystem, storage mamigenicilt software, the Web server and 

other system elements to achieve a sclf-Illanaging IT environment. 
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Figure 2.3: The hierarchy pyramid ofthe autonomic computing technologies 1261. 

The previous pyramid (Fig. 2.3) represents the hierarchy in which autonomic 

computimy teclinologics will operatc and Is explaincd as follows: I 

III the lower laycr of' the pyramid consists of- the rcsource clemcnis of all 

enterprise networks, sci-vci-s, storage devices, applications, middimarc and 

personal computers. Autonomic computing begins in the resource element laycr, 

by enhancing individual COIIII)011CIItS to COIII-IgUrc, optimise, Ileal and protect 

themselves. 

0 111 tile nlidd1c laYcr of tile pyramid, the resource elenicnts are grouped Into 
COIIII)OSItC I-CSOLII-CCS, WhICII I)Cill n to communicate witil each othcr to create 

sclf-managing systcnis. A pool of servers that work together to dynamically 

ad , 
just workload and configuration to mcct certain perfionlimicc and availability 

thresholds can represcnt this. It can also be represented by a combination of 
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heterogeneous devices (databases, Web servers and storage subsystems) that 

work together to achieve perfortriance and availability targets. 

n In the highest layer of the pyramid, composite resources are tied to autonomic 

solutions, such as a customer care system or an electronic auction system. True 

autonomic activity occurs at this level. The solution layer requires autonomic 
solutions to comprehend the optimal state of business processes-based on 

policies, schedules, service levels and so on, and drive the consequences of 
process optimisation back down to the composite resources and even to 
individual elements. 

2.3.2 Relevance to Autonomic Computing 
Autonomic computing requires some open standards for the managed elements' sensors 

and effectors and for the knowledge to share between autonomic managers that 

describe the interaction between the elements of an IT system. Some existing and 

emerging standards relevant to autonomic computing include: 

m Common Information Model 

s Internet Engineering Taskforce (Policy, Simple Network Management Protocol) 

m Organization for the Advancement of Structured Information Standards 

(OASIS) 

0 JavaTm Management Extensions Storage Networking Industry Association 

a Open--Grid Service Architecture and Infrastructure (OGSA&I) 

  Web Services Security 

2.4 Summary 

In the last decade, managing and changing systems required human support, but in 

order to be practical, distributed applications must be able to adapt automatically, with 

minimal human intervention. Adaptation in most applications so far has been 
implemented in a fairly ad-hoc manner. The code that deals with adaptation is typically 

embedded in the application/prograrn code. While this may be suitable for local 

adaptation, it is not viable/possible for distributed networked systems, which may 

require change in the application structure or need some kind of coordination, which is 

still complicated from the implementation view of running systems, and new problem 
solving tools and functionality. 
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The management of distributed software components within a heterogeneous, multi- 

organisational environment will be important for future distributed systems. However, 

current management techniques and standards have emerged from the communications 
world and are still focused towards the management of every hardware devices or 

connections. For example, SNMP provides a very low-level, variable oriented approach 
to management, which is analogous to remote debugging. 

In this chapter we reviewed the background of the principles and definitions required in 

our research beginning with the notion of self-adaptive software and its categories, and 
its feature that can help us to develop our approach in the distributed system area. The 

following section provides an overview of autonomic computing concepts and 

requirements. Having identified the need for computing systems with self-management 

and control, we then presented an overview of autonomic computing and its main 

characteristics as a basis for such efforts as e-science and grid technology. This chapter 

addressed the main relevant background theories and principles used in this work. 
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Chapter 3 
Distributed Computing Management 

3.1 Introduction 

Chapter Two presented an overview of the fundamental requirements to support 

runtime self-management of distributed applications especially in an unpredictable 

environment. This highlighted the increasing demand to understand the research and 

technological aspects relevant to supporting distributed application management and 

self-management in particular. In addition, a brief discussion of how to use these 

technologies as a platform for our study was presented and what types of extensions are 

required to facilitate safe and dependable applications self-management. 

This chapter provides an overview of the Service-Oriented Development and 
Programming (SOP) approach, followed by a brief description of object-oriented 

middleware technology with a focus on Jini middleware services. This has been used in 

our proof of concept implementation of the proposed autonomic control middleware 

services. This is followed by a discussion of the limitations of current middleware 
technology specifically with regards to runtime change control for the safe and 

predicable self-adaptation of distributed applications. 

3.2 Service-Oriented Development 

Many technologists contend that SOP is the next programming revolution since Object- 
Oriented Programming (OOP) [28]. Since the introduction of JavaTm-based middleware 

- Jini technologies, SOP has attracted increased popularity within the web services 
community [29]. Based on the SOP model, the OpenwingSTm architecture has been 

refining the SOP model, which enables a new generation of service-oriented computing 
applications and adds the idea and the concept of modelling the programming problems 
and how to solve these problems. 
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The Opcilwiligs"I SOP modcl 1281 slial-c's a flumbo- of' architcOllf-al elements With 

c0l"Pollcilt-hascd software see Figure 3.1 below, namcly: 

m Contracts: a Contractual 1111crillce that dehilics Interactions I)Ctwccll the 

C()Illl)ollcllts, the Syntax and scillantics ol'a Single 

0 Components: 3`1 party reusable, deployable Computing elciliclits, Which are 

independent of' protocols, platilorms, and environments. There are scveral 

architCCtUral aspects important to service oriented computing. 
C'Ollllcctol's: encapsulates the details 1101- a specilled Contract. It Is ý111 

individually dcploycd cicnient that Contains a liscr proxy and a providcr 

proxy. 

m Container: the service that enables components execution, in the nican tinic 

managing their availability and the security of the code. F-xalllples of' 

containers in other architectures Include E. IB Containers (e. g. Hiterprisc Java 

Beans), Web Servers (e. g. contain servIcts) and Wch Browscrs (e. g. colit, "ll 

app lets). 

m Contexts: that cnabIcs a deployabic piLig and play component that dcscribcs 

the details of' installation, security and lookup. 

(oll le vel (II. 

001.0i 
. 

Figure 3.1: ADL' Concepts Architecture 1281. 

0 scl-vice: are Component capahl I itic's to Other compoliclits and Is dclincd by all 

interflacc that provides a SellialltIC bCIhIVIOLII-, d SI)CCIfICclt]Oll 111d I SI)CCIIIC 

syntax definition. Examples of' Intcri'tice Definition Languagcs (IDL) IIICILRIC 
Common Objcct Requcst Broker ArcllitCCtLIl-C IDL WId MICI-OSOR IDL 

(M 11) tj 

I A"chilecture Description Language ADI- is service-oriented programming modelling language, which 
contains all the aspccts ofcompownts, connectors, roles, and ports. 
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Figure 3.2: Frameworks comparison for SOP support 1281. 

An essential aspect in a service-oriented architecture is how Compo"c"Its locate 

services. Service location information is normally hard coded in software componcrits, 

or saved in a configuration filc that is read on start Up by the components. In rcality, a 

networked system is dynamic; software and hardware components are replaced or 

Upgraded, nodes enter and leave the network thereby creating a large management 

problem for statically configured systems. These systems are simply not built to recover 

from nctwork crrors or failed services. 

Solvino this problem reqUircs the usc 0j, two colccl)ls, 11ý1111cly: 1) cliscovery scrvice and 

service lookup, as components "discover" tile environment in which theY are 
deployed and dynamically "lookLIJ)" the services tlicy nccd. 

3.3 Distributed Middleware 

Over tile past decade, tile adoption of Coliiiiici-clil-Ol'l'-'I'IIC-Sllcli, (('O'I'S) Illiddlewarc 

products across the sot-tware Industry has gained lltl!, c attclitioll. 'I'lle two key reasons 
1, 

2 The middleware tcclinolopies are supported Im service-oriented architectures, iricludlllý Still's . 
1,11, 

Technology, the CORBA Trader Service, and Microsoft's Urm, ci-sal Pltig'ri'lllay arld the Ninja rescarch 
1)"(). Icct under development at I JC Berkeley. 

25 



for this growth are Internet usages and the need to integrate heterogeneous legacy 

systems to streamline business processes. 

Distributed middleware plays a very important role by providing functions and API that 

effectively bridge the gap between the network operating system and distributed 

application components and services. Middleware is defined as a set of services 

required for providing connectivity and management services in a distributed 

computing environment. These services include database connectivity, messagingt 

remote procedure calls, object request brokers, transaction services, timing services, 

and naming services. 

3.3.1 Categories of Middleware 
The main categories of middleware are described as follows: 

m Distributed Tuples middleware, distributed relational databases offers the 
abstraction of distributed tuples, as its Structured Query Language (SQL) allows 

programmers to manipulate sets of these tuples (a database) with intuitive 

semantics and rigorous mathematical foundations based on set theory and 

predicate calculus. Linda is a framework offering a distributed tuple abstraction 

called TuPle Space (TS). Linda's API provides associative access to TS, but 

without any relational semantics. It offers spatial decoupling by allowing 
deposit and withdrawal processes to be unaware of each other's identities. 

Temporal decoupling is also offered by allowing them to have non-overlapping 
lifetimes. 

m Remote Procedure Call middleware extends the familiar procedure to offer 
the abstraction of being able to invoke a procedure whose body is elsewhere on 

a network. 

0 Object-Oriented middleware provides the abstraction of an object that is 

remote yet whose methods can be invoked just like those of an object in the 

same address space as the caller. Distributed objects incorporate all of the 

software engineering benefits of normal object-oriented techniques such as 

encapsulation, inheritance, and polymorphism and make these available to the 
distributed application developer. 

w Message-Oriented middleware (MOM) provides an abstraction of a message 
queue that can be accessed across a network and a generalization of well-known 
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operating system constructs such as the mailbox. Many MOM products offer 

queues with persistence, replication or real-time performance. MOM offers the 

same kind of spatial and temporal decoupling that Linda does. 

Web Service Middleware: that is a middleware that enables and simplifies web 

application-to-application connectivity. Web services differ from other forins of 

middleware as it is based on XML standards, a user understandable form. 

This section provides an overview of some of the main object-oriented middleware and 

web service middleware. 

3.3.1.1 CORBA Middleware Technology 
The Common Object Request Broker Architecture (CORBA), developed by OMG, is 

an open and vendor-independent solution to enable distributed application networking. 
Here, using the Internet Inter-Orb Protocol (110P), a CORBA-based program running 

on distributed heterogeneous 3 hosts can interoperate with a CORBA-based program 
from the same or another computer on almost any o ther computer, operating system, 

programming language and network. CORBA protects applications from heterogeneous 

platform dependencies. CORBA defines interfaces, not implementations. It simplifies 
the development of automated distributed applications, by encapsulating the following 

[30]: 

Object location. 

Connection and memory management. 
Parameter de/marshalling. 

Error handling and fault tolerance. 

Object/server activation. 

Concurrency. 

High confidence. 
CORBA Architecture. 

As shown in Figure 3.3 below, CORBA specifications group objects into four 

categories, namely [30]: 

3 Running on any computer on almost any platform, operating system, programming language, and 
network. 
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Figure 3.3: The OMG-CORBA Architecture 1301. 

n CORBA serviceSTM: which provide basic performing functionality for 

distributed object applications. Such services may provide system library calls, 
for example, larger services, transactions and securitY. This is included in the 

naming service, object trader service and new persistent state service. 
m The Horizontal CORBA facilities sit between the CORBA services and the 

Application Objects (see below) and are facilities that are potentially useful 

across business domains. There are four horizontal CORBA facilities: The 

Printing Facility, the Secure Time Facility, the Internationalization Facility and 
the Mobile Agent. 

u The domain CORBA facilities: IDL allows a standard interface to be defined for 

standard objects that every company in an industry can share. 
w Application objects are provided in most parts of the CORBA architecture. 

Since they are typically customized for each individual application and do not 
require forinalization, this category identifies objects that are not affected by 

OMG standardization efforts. 

CORBA applications are composed of objects, which are individual pieces of running 
software that combine functionality and data. For each object, an interface OMG IDL 
[31] is defined. The interface is the syntax part of a contract that clients can invoke 

when offered by the server object. Any client can invoke an operation it wants to 

perform and to marshal the arguments that it sends. When the invocation reaches the 

specified object, the same interface definition is used to unmarshall the arguments so 
that the object can repeat the requested operation with them. The interface definition is 

then used to marshal the return results, and to unmarshall them when they reach their 
target [3 1 ]. 
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The IDL interface definition is independent of any programming language, thus OMG 

has standardized mappings from IDL to a range of programming languages including; 

C, C++, Java, Smalltalk, COBOL, Ada, Lisp, Python and IDL script [3 1 ]. Clients can 

access objects only through their IDL interface, invoking only those operations that the 

object exposes through its IDL interface along with input and outputs parameters, 

which are included in the invocation. 

Cliet-A Obj p ct 
Implemertdion 

I ID 

IL 

-1-1 
1 

-AN, -1 

Sti ib Sketton 

L--f 
-Request]--ý 

01ý ect Request Broker 

Figure 3.4: A request passing from a client to an object implementation [311. 

When the IDL is compiled, both client stubs and object skeletons are automatically 

generated. Because IDL defines interfaces, the stub on the client side operates with the 

skeleton on the server side, even if the two are running on different ORBs or are 

compiled from different programming languages (see Fig. 3.4 above). Every object 
instance has one unique object reference that is used from the client side to direct their 

invocations and identifying to the ORB the exact instance for invocation [32]. 

CORBA also supports a remote invocation protocol to facilitate remote object 
invocation. As illustrated in Figure 3.5 below, this process works on two levels [3 1 ]: 

1. The client knows the type of object it is invoking and the client stub and object 

skeleton are generated from the same IDL. This means that the client should 
know exactly which operations are required for invocations, what the input 

parameters are, and where they have to go in the invocation. As soon the 

invocation reaches the target, all the required data is to hand. 

2. The client ORB and object ORB must agree on the same protocol to specify a 
target object, operation, input and output parameters of every type that they will 

use and how these are represented over the wire. OMG has defined the standard 

protocol HOP. 
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Figure 3.5: Interoperability using ORB-to-ORB Communications 1311. 

3.3.1.2 Universal Plug and Play 
Universal Plug and Play (UPnP) is an architecture for peer-to-peer network 

connectivity for PCs, intelligent devices and other networked devices. UPnP has been 

generally targeted at home networking and is built on Internet protocols including; 

TCPAP, HTTP and XML, enabling devices to automatically connect to each other and 

work together. UPnP is independent of any particular operating system, programming 
language or physical medium [33]. 

Network Address Translation (NAT) is an Internet Engineering Task Force (IETF) 

standard used to allow multiple PCs or devices on a private LAN. This translates a 

private IP address and port number to a public IP address and port number, tracking 

those translations to keep individual sessions unimpaired. 

Each application must use a public address and a unique port number for each session. 
Large organizations have professional staff to handle their corporation applications 
with NAT, unlike smaller organizations or people at home. So UPnP-NAT can 
automatically solve many of the problems that occur with applications, making this an 
ideal solution for small businesses and home appliances. Therefore, UPnP mainly 
supports home appliance consumers and small businesses and organizations [33]. 

UPnP has common protocols and procedures to guarantee interoperability among 
network-enabled PCs, appliances, and wireless devices [34]. 

UPnP defines a set of common protocols/services that devices can use to join a network 

and describe themselves and their capabilities, enabling other devices and users to use it 

without a complex set up or configuration. The six main layers of UPnP architecture, as 

shown in Figure 3.6 below are [33]. 
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Figure 3.6: UPOI, Function's Layer 1351. 

" Device addressing. 

" Device discovery. 

" Device dcscription. 

" Action invocation. 

" Fvciit messaging. 

" Presentation, or liuman intuface. 

For data transmission, UPO does not move byte codes or Use ActiveX controls. It has 

an independent operating system bUt is based on various network standards, in 

particular, peer-to-pcer or ad-hoc networking. Devices can use a Dynamic Host 

Configuration Protocol (DIICII) server or Auto 113 (Internet Protocol) to auto"aticailY 

select an IP addrcss From a range of'otlicr addresses [33]. 

As soon as the device connects to tile network or becomes oilline, tile device describes 

itsel f using TCPIP flor network control point communication (tile conti, ol point cold(I 
bc an Opcullol. 'S Stall . oil oi-jusl anollicr (IcOcc oil ilic lictwork. ). Control points call 
discover devices by searching through tile entire network. The device, using XMI., 

describes itself aild its service and call be In'tiated by rccc1v"l9 "lessages 1`1_0111 tile 

control points. Devices send events to control points to subscribe to a device's event. 
This is called "event messaging" and holds a report of-tic statLIS of each device. Also, it 
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sends the presentation or Web home page to the control point as a part of the device 

description. 

The main function and method provided by the UpnP-NAT are, for example, learning a 

public IP address, enumerating existing port mappings, adding and removing port 

mappings and assigning lease times to mappings. The real cases that UPnP Nat can use 
include [35]: 

" Multi-player gaming 

" Peer-to-peer connections 

" Real time communications 

" Remote Assistance (a feature in Windows XP) 

3.3.1.3 Web Services Middleware 
Web service is middleware that enables and simplifies web application-to-application 

connectivity. Web services differ from other forms of middleware by being based on 
XML standards. In principle, these standards will create hub-and-spoke configurations, 

rather than the so-called spaghetti code that results from point-to-point connectivity. In 

addition, the computing services offer enabled web-service through the web and are 

accessible from any enabled machine with Internet access. 

Web services have very important characteristics that are essential to an e-business 

environment such as: 

Enable interoperability through a set of XML-based open standards. 
Enable self-contained business functions that are written to strict specifications 

to work with other similar kinds of components and with each other. Most of the 

established functions at this stage are messaging, directories of business 

capabilities and descriptions of technical services but there are other functions 

as well. 
Enable systems in different companies to interact easily with each other. In 

businesses companies, close cooperation with suppliers and customers is 

required, engaging in more joint risk and short-term marketing alliances, 

pursuing opportunities of business, and facing the prospect of more mergers. 
Companies need the capability to link up their systems quickly with other 

companies. 
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m Enable companics with the capability to do niorc busincss electronically, with 

more potcntlal business partncrs, in (h I'lcl-clit Ways and at suitable cost. 

For example, a company can allow their supplier the ability to see all the products 

levels the supplier provIcIcs. ConseclLICIltly, the Supplicl, Call rc-SLIpply Without the need 

for separate purchasc orders. Suppliers could build on the basic I'Catffl-CS provided by 

web services messaging and scrvicc-description functions flor this kind of' electronic 

relationship and lience provide better services to the CLIstonier. Companies could extend 

these capabilities to other trading partners. 

The foundation of the Web services standard is XML. There are three critical legs of 

Web set-vices, all of which are derived from XMI. namely-, Simple Object Access 

Protocol (SOAP), Web Service Description Language (WSDL) and Universal 

Description, Discovery and Integration (UDDI) [36] although all are still ill 

dcvclopmcnt. 

Businesses LISC the XML-based Web Services Description LangUage (WSDL) and Web 

Services Flow Language (WSFL) to describe their Web services on tile Internet and list 

them in an XML-based registry SLICII as the Univcrsal Description, Discovery, "Id 

Integration (UDDI). 'mis allows available Web services to be I-ound (see Fig. 3.7 

below). A client sends a reqLICSt for a service to tile registry, which tells tile client about 

the registered services that SUIt tile Client rc(ILICSt. The Simple Object Access Protocol 

(SOAP) IS then LISCd to communicate (LISIng IITTP and XML as the exchange 

mechanism) between the applications running on difiCrent platf'ornis [36]. 

Web Services 
Directoty 

UDDI LTDDI 
II 

XVS DL 

web Services 
I 

C. lient I 
HT-FP,, '. "-ILfSOAll 

Figure 3.7: Web services protocols 1371. 

The relevance and importance of cach of' the 1,01lowing teclillicill bencl-Its will vary 

greatly firom company to company, application to application and imple'lle"t, 10011 to 
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implementation. If all of these factors are considered together, good results may be 

obtained from using the Web Services. The benefits may be considered as [36]: 

w Software development automation. 

m Streamlining middleware technology. 

m Use of standards-based integration. 

m Integration with applications and business process management. 

m End of duplication of software code, leading to reusability. 

3.3.1.4 Ani Middleware Technology 
Jini is a Java-based middleware that provides an Application Programmer's Interface 

(API) and programmers may write services and components that make use of its core 

middleware services. A Jini system or federation is a collection of clients and services 

that communicate using Jini protocols [38], where Jini applications are often written in 

Java and communicate using the Java Remote Method Invocation (RMI) protocol. 

Although Jini is written in pure Java, neither clients nor services are constrained to be 

pure Java. They may include native code methods, act as wrappers around non-Java 

objects or even be written in some other language altogether. 

Infrastructure Programming Model Services 

Java VNI Java APIs JNDI 

Base RN-11 Javal3cans Enterprise Beans 

Java Java Security ... 
JTS, 

Java Discovery/Join Leasing Printing 

+ Distributed Security Trans3ctions Transaction Manager 

Jin! Lookup Events javaSpaces Service 

Figure 3.8: Jini Architecture Segmentation 1391. 

Running a Jini system requires three main components (see Fig. 3.8 below), namely 
[38]: 

0A service, such as a computation or storage service, etc, 

0A client that would like to make use of this service and, 
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A lookup service (service locator) that acts as a brokcr/locator between services 

and clients [38]. 

A further major component is the network connecting all three of these and this is 

generally implemented using TCP/IP. The dynamic nature of a Jini system enables 

services to be added or removed from a federation at anytime according to demand, 

need, or the changing requirements of the distributed applications. In addition, as 

shown'in Figure 3.8 above, components of the Jini architecture may be considered in 

three further categories [39] namely; 

1. Infrastructure: The Jini infrastructure is the set of components that 

enable the building of a Jini federation system and defines the minimal 
Jini core. The infrastructure is composed of the Java RMI protocol [40], 

which enables objects to communicate through Java RMI and a lookup 

service (i. e. lookup provides a central registry for services). The local 

representative of the remote entities that are involved in the invocation 

process is a java RMI concept based proxy. Stubs are the client-side 

proxies, while skeletons are the server-side proxies. A stub implements 

the same remote interfaces as the remote object it is representing and 

forwards the received method invocations from clients to the suitable 

skeleton. Skeletons wait until they receive the remote method 

invocations and then dispatch them to their remote objects. Stubs and 

skeletons look after all the low-level details of communication between 

clients and servers. Services are discovered and registered through the 

lookup service, which enables the registration of proxies for them. In 

particular, a lookup service maps the interfaces that indicate the 

functionality provided by a service to sets of objects that implement that 

service. In addition, descriptive attributes associated with a service allow 

a convenient selection of services based on humanly understandable 

properties. 
2. Programming model: as defined in the Jini specification, this is a set of 

interfaces that enable reliable service construction, including services 

that are part of the infrastructure (e. g. the lookup service) and those that 

join the federation. The programming model is based on three distinct 

paradigms for distributed computing. These are event notification, 
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leases and transactions as detailed below [38]. The Event 

Notification, which allows clients to register interest in being notified of 

particular messages (i. e. the notification interface) and supports 

asynchronous, one-way delivery of such notifications. If a particular 

service wishes to support subscription on a notification event, it must 

support the notification interface to manage these subscriptions. A 

service that wishes to receive notification messages must implement the 

notification interface, which is used to deliver a notification event. To 

start notification from a particular service, one invokes the subscribe 

operation on the notification source interface. The Lease Interface 

extends the Java programming model by adding the notion of time for 

holding a reference to a resource, enabling references to be reclaimed 

safely in the face of partitions. For example, as registrations in the 

lookup service are leased, a service must periodically renew its leasing 

registration, otherwise its proxy is removed when the lease expires. The 

Transaction interface introduces a simple object-oriented protocol 

enabling Jini services to coordinate its state changes. The Jini transaction 

protocol differs from existing transaction interfaces. The Jini transaction 

specification has identified the basic components of a transaction, such 

as transaction clients, transaction managers, and "participants". All 

interactions between clients, transaction managers and participants are 
based on the Java RMI protocol. Transaction clients start a transaction 
by contacting a transaction manager through a proxy. The proxy is 

obtained by requesting the lookup service for a service that implements 

the manager interface. The transaction manager responds with a 

transaction object, which will represent the transaction in subsequent 

communications and contains information such as an identifier for the 

transaction and a proxy for the transaction manager. Clients then start to 

interact with participants by communicating with the object and the 

operation requested such as commit/abort. The participants use the 

semantic object to communicate with the transaction manager. The 

transaction manager is responsible for the consistent execution of the 

operations and ensures that all participants subsequently know if they 

should commit or abort them. 
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3. Services: A Jini system consists of services that can be collected 
together to perform a particular task. Services may allow the use of other 

services and a client of one service may itself be the service of other 

clients. The dynamic features of a Jini system enable services to be 

added or removed from a federation at any time according to demand. 

Jini systems provide mechanisms for service construction, lookup, 

communication and use in a distributed system. Services in a Jini system 

communicate with each other by using a service protocol, which is a set 

of interfaces written in the Java programming language. In addition, 
Jini-based systems define a small number of such protocols that 

consequently define essential service interactions. We will focus on two 

critical categories, identified by Newmarch [38] and used in this 

research, Lookup and Discovery Services: The heart of the Jini 

system is a group of three protocols called discovery, join and lookup 

(see Fig. 3.9 below). The first two of these, discovery and join, occur 

when a device is plugged in. Discovery occurs when a service searches 
for a lookup service to register. Join occurs when a service has located a 
lookup service and wishes to join it. Lookup then occurs when a client 

or user needs to locate and invoke a service described by its interface or 

attribute type. 
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Figure 3.9: Lookup, Discovery and Join [401. 

From the service's client point of view, there is no distinction between services that are 
implemented by objects on different distributed machines or on one machine, as 
services are downloaded into the local address space. All of these services should 
appear to be available on the Jini network as objects written in the Java programming 
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