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ABSTRACT

Advances in computing technology and the proliferation of broadband in the home have opened
up the Internet to wider use. People like the idea of easy access to information at their fingertips,
via their personal networked devices. This has been established by the increased popularity of
Peer-to-Peer (P2P) file-sharing networks. P2P is a viable and cost effective model for content
distribution. Content producers require modest resources by today’s standards to act as
distributors of their content and P2P technology can assist in further reducing this cost, thus
enabling the development of new business models for content distribution to realise market and
user needs. However, many other consequences and challenges are introduced; more notably,
the issues of copyright violation, free-riding, the lack of participation incentives and the
difficulties associated with the provision of payment services within a decentralised
heterogeneous and ad hoc environment. Further issues directly relevant to content exchange

also arise such as transaction atomicity, non-repudiation and data persistence.

We have developed a framework to address these challenges. The novel Cascading Payment
Content Exchange (CasPaCE) framework was designed and developed to incorporate the use of
cascading payments to overcome the problem of copyright violation and prevent free-riding in
P2P file-sharing networks. By incorporating the use of unique identification, copyright mobility
and fair compensation for both producers and distributors in the content distribution value
chain, the cascading payments model empowers content producers and enables the creation of
new business models. The system allows users to manage their content distribution as well as
purchasing activities by mobilising payments and automatically gathering royalties on behalf of
the producer. The methodology used to conduct this research involved the use of advances in
service-oriented architecture development as well as the use of object-oriented analysis and
design techniques. These assisted in the development of an open and flexible framework which

facilitates equitable digital content exchange without detracting from the advantages of the P2P

domain.

A prototype of the CasPaCE framework (developed in Java) demonstrates how peer devices can
be connected to form a content exchange environment where both producers and distributors
benefit from participating in the system. This prototype was successfully evaluated within the
bounds of an E-learning Content Exchange (EIConE) case study, which allows students within a

large UK university to exchange digital content for compensation enabling the better use of

redundant resources in the university.
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Introduction

Chapter 1

1 INTRODUCTION

1.1 Preamble

In the modern age of MP3 players, podcasting [Lee Rainie 2005, Mark Shelstad 2005] and 3G
mobile phones it is becoming increasingly clear that the convergence of various technologies
has led to a proliferation in the many ways people access information. The world of digital
media gives users greater flexibility in how, where and what information they can access. It also
has an impact on the flow of information in their lives. Within this climate Peer-to-Peer (P2P)
networks provide an easy and cost effective model for digital content dissemination,
empowering content producers by removing their dependence on publishing houses for the
distribution of their content. However, implementations of this model are flawed with content
theft, free-riding' and lack of trust (among other problems), which detract from the benefits of
this paradigm. There is need for new ventures which discourage these practices while fully
utilising many positive benefits of these technologies such as low cost of entry and a natural
model for resource scaling with increasing community size. The motivation for this research

stems from the convergence of these realities to provide a mechanism for fair and cost effective,

efficient digital content exchange for different categories of users.

The favoured economic model for the sale of traditional media services is either subscription or
advertising based (where users are given access to content without a subscription because the
revenue is generated by ads). In the present day, when users are increasingly discerning and
demanding, commodities need to be competitively priced to attract and maintain user interest.
This research addresses the need for e-commerce in the P2P domain where efficient content

dissemination is balanced with the ability to create a fair market for digital goods.

This Chapter highlights the main motivation factors for this research, where the convergence of

technology and market trends result in the need for the development of a delivery system to

' Free-riding is caused when all network participants do not contribute equally. This phenomenon in P2P
networks causes them to behave as power-law networks where a few nodes are highly connected and their
loss can damage the efficiency of the whole network, conversely a majority of the nodes have low

connectivity and their loss should not have an adverse effect on the system performance.
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address the issues pertaining to e-commerce in the P2P domain. If a mechanism is devised to
provide fair content purchases in this medium it would lead to the creation of interesting and
sustainable new business models and consumer/ producer markets. The main objectives of the
research are listed, highlighting the novel aspects of this work. The Chapter concludes with a
structure of the thesis.

1.2 The current state of affairs

In the present day, important trends in technology are converging to help drive the flow of
information in users’ lives. One of these is the increase in computation power as predicted by
Moore [R.R. Schaller 1997]. This prediction is also mirrored in the advancement in
connectivity. The increase in computing power has a corresponding effect on the speed of
network connectivity [Lawrence G. Roberts 2000]. The decreasing cost of high-speed Internet

connections and the availability of powerful network-ready personal computers make it possible

to develop global P2P networks.

The concept of P2P computing has been around since the early days of networking when it
emerged as a result of decentralising trends in software engineering intersecting with available
technology. The trend towards decentralised/distributed computing was mainly inhibited by the

fact that centralised systems were easier to manage.

Centralised computing relies on a central server being in-charge of and managing its clients.
Although this allows for better control and management of security, in the present Internet age
where more and more users are becoming part of the Internet community, the strain on these
servers is increasing. Hence it makes sense to utilise all the dormant resources that are available,
but not being utilised, by using the P2P paradigm which moves away from centralised

computing to a specialised version of client-server computing. Hence, fully utilising the

advantages of a decentralised ad hoc heterogeneous environment with increased resource

availability, inherent scalability and massive cost reductions for system operation.

Development of technology is usually motivated by user requirements where user life style
choices encourage research. Users choose technology that best suits their life styles and makes
life easier for them. In the current atmosphere of high speed Internet connectivity, achievable
through the use of fast broadband and ADSL connections and with the added connectivity made
possible by the invention and wide-scale deployment of Internet ready devices such as desktop
Personal Computers (PC), Personal Digital Assistants (PDA), mobile phones, laptops and tablet

PCs for example, it is easy to imagine a world where people are permanently connected and can
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easily communicate and interact with each other; transcending oceans and continents in a matter
of seconds. This connectivity gives users the ability to locate and utilise services at their

desktops and while they are on the move.

The advent of the Internet has also seen a proliferation of digital content, where anything that
may be converted into a digital format has been made available over the Internet. This includes
works such as books and other writings, musical compositions, paintings, computer programs
and films. Usually digital content is distributed via traditional channels such as retail outlets and
on media such as cassettes, CDs or DVDs. Content producers maintain relationships with
traditional content distributors such as publishing houses, record labels, entertainment
conglomerates and others to distribute their content. Due to the popularity of the Internet,
content distributors have begun distributing content via dedicated web sites, which maintain
content on centralised servers. This generates overheads that are passed on to the consumer.

Hence, a digital supply chain is created and maintained.

Intellectual property rights are defined as ‘the rights given to persons over the creations of their
minds’[World Trade Organization 2003). Copyright protects an area of intellectual property
rights, which covers literary and artistic works along with the rights of the producers of these
works. Copyright states that the producer of content deserves to get compensated for his effort.
The methods of compensation may be classified into monetary and reputation-based
compensation [L. Jean Camp 2002], the former involving tangible payment for the producer’s
effort and the latter ensuring the continued existence of the works i.e. persistence, in order for

the creator to get credit for his work. Hence, copyright infringement refers to the viol ation of the

content producers’ intellectual property rights.

Currently, the issues of copyright infringement, relating to digital content distribution over the
Internet, are overcome by solutions such as centralised web portals where users can download
content and pay for them via established payment instruments such as credit cards. Digital
Libraries, Online virtual book stores, publisher managed web sites — Journal publishers,
newspapers and many other content publishers — provide access to digital content for payment,
where no copyright is violated. The recent popularity of iPod devices {Beth Snyder Bulik 2004,

Paola Dubini 2005] has also demonstrated the users’ need for access to digital media. However,

all these solutions are based on the centralised client-server model.

Centralisation forces the burden of maintenance on the provider - the strain on resources
necessitates these providers be big institutions and takes the prerogative away from small

entrepreneurs. P2P brings the power back into the hands of the small time producers and
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encourages entrepreneurship as well as the development of new business models which

encourage competitive e-marketplaces.

The Internet has become a powerful distribution channel for digital goods and services.
Consequently, it has also developed into a medium for the communication of information
required to complete monetary transactions. In the present day this global network is being
utilised to provide P2P connectivity to users across the world, consequently making the scope of

P2P communities more global and far reaching.

Content producers require modest resources by today’s standards to act as distributors of their
content and P2P technology can assist in further reducing this cost, thus enabling the
development of new business models for content distribution to realise market and user needs
[William T. Rupp 2004]. However, many other consequences and challenges are introduced;
more notably, the issues of copyright violation, free-riding, the lack of participation incentives
and the difficulties associated with the provision of payment services within a decentralised
heterogeneous ad hoc environment. Further issues directly relevant to content exchange also

arise such as transaction atomicity, non-repudiation and data persistence in ad-hoc

environments.

1.3 P2P as a model for content dissemination

The widespread acceptance of Napster?, Gnutella [Matei Ripeanu 2002b], Freenet [Ian Clarke

2002] and other Peer-to-Peer initiatives for content dissemination have made it obvious that P2P

is a viable model for content delivery. Even the entertainment industry (Warner Bros.) [Gary
Gentile 2006] recognises the potential of P2P networks as a reliable and cost effective method
for movie and media distribution. These initiatives use the Internet as the medium of transpor,
but instead of the traditional client-server model they use P2P technology to deliver content.
Figure 1.1 illustrates the topological difference between the two models. With inherent features
such as decentralised control and the distribution of information across peers rather than on
central servers, P2P has distinct advantages over the client-server model. As content is
distributed across peers there is no single point of failure, so content is always available; each
peer brings extra information to the pool and the sum of the parts gives greater benefits to the
system than the whole. Also, peers can be lightweight, e.g. mobile phones or personal digital
assistants (PDAs), further widening the scope for content delivery and content accessibility. The

barriers to starting and growing such systems are also low, since they usually don't require any

* Napster, "The Napster Homepage," Available at http://www.napster.com
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special administrative or financial arrangements, unlike centralized facilities[Hari Balakrishnan

2003].

clients eers

,*_.-—

O

@

Client-server Peer-to-peer

Figure 1.1: Client-Server (centralised) Vs Peer-to-Peer (decentralised)

On the other hand, P2P content sharing networks have their disadvantages; Table 1.1 lists the
common technological limitations of P2P systems. However, other less obvious problems of
P2P systems do exist which have a social impact on the P2P community. The primary among

them are content theft through piracy and free-riding [Eytan Adar 2000].

Analysis by Adar and Huberman [Eytan Adar 2000] showed that almost 70% of Gnutella users
did not contribute to the system and that almost 50% of the query results came from the top 1%
of sharing hosts. One explanation for the high degree of free riding may be the high cost of
contribution in regard to network bandwidth. Current system practices to overcome this problem
are to deny service to non-contributing users. However, another negative impact of free-riding
to the overall community is the fragmentation of the network which can reduce system

efficiency thus detracting from the benefits of the P2P system.

In a P2P system user community, reputation also has a social context apart from the technical
issues. Trust in decentralised and more or less anonymous systems has to be based on an ad-hoc
reputation mechanism, like peers earning reputation by being a source of high quality material.
The heterogeneous nature of the environment makes it difficult for the system to have a
persistent and concise global view of the entire network, especially in the case of pure P2P
networks. Hence, previous relationships with participating nodes are difficult to maintain.

Therefore lack of trust in the system and its users is a common problem in P2P systems.
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Table 1.1: P2P limitations and advantages

Limitations Advantages
e Community reliance ¢ Share ability
e Increase in system complexity o High availability

e Difficult to implement standard security | ® Improved reliability & availability

protocols ¢ Aggregation of resources
e Novel management techniques required ¢ Local autonomy
e No guarantee of QoS e Improved performance

e Scalability
e (Costreductions
e No need for central authority

¢ Data persistence

1.4 Challenges for this research

We envision a system where users may come together to form ad hoc communities that can
legally share content on the move. At present P2P technology allows users to form ad hoc
communities to perform useful functions, but it does not cater for the legal exchange of content
for payment in a truly decentralised manner. Hence, in our producer-centric content

dissemination scenario (§1.5 pg 7) Alice, Bob, Joe and Jane would all be a part of a community

that would allow them to share their content.

This could lead to a complete new set of business models for digital content distribution which

could change the way people buy and sell digital content like books, music, movies, software,
newspapers, journals, magazines etc. People could create content and, using the power of P2P,
distribute (Figure 1.2) it from their desktops at no extra cost. The network would ensure that we
get paid for our content every time it is used or propagated. The removal of the overheads of
maintaining servers and websites would make digital content available at cheaper prices and the

competition created within the network would keep prices competitive while adding value to

our day to day activities.

Figure 1.2a shows an initial state where the document owner sells his document to buyers across
the world, over a period of time (Figure 1.2b) these buyers become document holders who assist

in the dissemination of that document, all the while ensuring that the owner 1s compensated.
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a' Paid digital document exchange at time To where the b; Paid digital document propagation across the global
owner receives the payment network at time T, where the owner and the holders

receive paymenti
Figure 1.2: Equitable Digital Content Distribution across a Global P2P network

A number of research projects have engaged in P2P computing and most have been focused on
efficient resource location and load balancing; very few have addressed the need of payments in
P2P systems or considered the components required to allow payments in a P2P environment.

This body of work aims to address these shortcomings.

In summary,

* An excessive amount of idle resources are being wasted at people’s desktops. The use
of P2P technologies can overcome this problem by aggregating these resources and

utilising them for the benefit of the peer community:.

* Online sales involving micropayments have risen and will continue to rise [David Greer
2004].

* The subscription model is not suitable — although research companies predicted a rise in

subscriptions they do not reflect the latest trend in the increase in pay-per-view models

for e-commerce.

In this situation the P2P model is ideal to provide an economic method for content distribution

for personal publishing as well as for large publishers.

The major challenges for this research include:
* Managing and protecting intellectual property rights(IPR)
¢ Insecurity of the P2P environment

¢ Dynamic and ad hoc nature of the P2P environment

1.5 A producer-centric content dissemination scenario

The vision for this thesis may be summed up thus; in everyday life people capture their

intellectual capital, in the form of solutions to day-to—day problems or simply through their
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creativity. On a regular basis amateur writers write poetry, short stories, fiction and non-fiction.
For example, Joe likes to write guides to help his friends use software. Bob, who is one of Joe’s
friends, is good at DIY (Do It Yourself) and has pages of notes on helpful tips for hanging
pictures, fixing household items and other everyday DIY jobs. Bob’s wife, Jane has a family
recipe, which is very popular and has been passed down from generation to generation, whilst
Jane’s sister Alice enjoys taking photographs of celebrities in her spare time and her other sister
Annie 18 a financial analyst who compiles reports on the current state of the stocks. All these
people can potentially benefit from the content they generate, they should be able to publish
their content and get compensated for it. However, all this content goes undocumented because

it is too expensive or difficult to publish.

Although there are services in place that allow users to publish their content on the Internet for
example blogging or podcasting [Lee Rainie 2005, Mark Shelstad 2005], at present they bear
the overheads of managing a website, possibly paying for a domain name and not necessarily
benefiting from the use of their intellectual property. But imagine if these people could publish
their content by just utilising the power of their desktops without any other overheads or the
dependence on large publishing and distribution concerns. Every time Joe wrote a tutorial on
how to use any software he could immediately distribute it on the Internet and for every time it
got used Joe would receive a small payment. Regardless of where other people found Joe's
tutorial on the Internet and used it, Joe would still receive his payment. Joe would not have to
manage his website or use a server anywhere to host his content and the sum of the small

payments could potentially multiply into larger amounts and be a source of income at very low

initial cost.

1.6 Aims and objectives

The aim of this research is to provide a system which enables the fair exchange of digital
content for payment, while exploiting the economic advantages of using a P2P network for
content distribution. This system should also ensure that content owners are always

compensated and copyright is not violated.

To achieve this, it is necessary to fulfil the following objectives:
1. Understand current P2P technologies and their working.
2. Review payment techniques and models while studying the nature of e-commerce in the

P2P domain.

3. Define the requirements of a Payment Instrument pertaining to this research.



Introduction

M

4. Develop a model to ensure content owner and distributor compensation and satisfy
intellectual property rights protection requirements.

5. Develop a method to maintain transaction data to conform to economic practice.

6. Develop a method to ensure payments (from compensation) are securely handled.

7. Design a system to realise the developed content and payment exchange model in the
P2P domain, without detracting from the advantages of the P2P domain.

8. Evaluate this model against current models.

The focus of this research is on e-commerce in the P2P domain, where the difficulties of
payment for digital content in true P2P networks is addressed. The main focus is on the 1ssues
pertaining to:

a. ensuring content owners are fairly compensated for their content every time the content

1s distributed i.e. copyright is upheld,

b. fair exchange of digital content for payment,

c. non-repudiation of a transaction,

d. maintenance of transaction data, and

e. dealing with unknown peers in a dynamic environment.

Although many of these issues have been addressed for e-commerce using the client-server
model, the impact of these issues on the P2P domain makes this a very interesting area of
research. Hence, the nature of the subject area necessitates an understanding of various
technologies and research areas which include P2P technologies, copyright protection,
economic models, payment mechanisms, e-commerce, security techniques, trust 1ssues, service-

oriented architectures, databases and others.

The focus of this research will be on content exchange P2P networks (described in Chapter 2);
where, as in KaZaA, a user has the ability to search for content and download it directly from
the other peer where content is found. At present user decisions are based on the connection

speed of the uploading peer and how highly rated his content is. As part of this research the user

shall be informed of the content’s value as well.

The research that surrounds the area of watermarking techniques, replication and redemption
(conversion) of tangible payments from digital payments is not the focus of this research;

although this work does consider the application of such techniques and utilises them.
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1.6.1 A definition of digital content

Within the context of this thesis digital content may be defined as any content which has been
encoded in a format that may be processed by a computer; consequently, data in the form of
photographs, text, electronic books, newspaper articles, games, graphics, 3D images, spatial
models and maps, music, film, sound, and applications (software) may all be categorised as

digital content.

This content maybe utilised via computers, television, radio, CDs, DVDs, handheld mobile
devices including cell phones and digital media players — and any other carriers of information

that arrive in the future.

The features of digital content are that it;
® can be created, manipulated, duplicated and re-used with ease;
* can be easily transmitted and accessed globally —- anywhere, anytime;
* may stimulate new ways of social networking e.g. blogging and interactive television;
e can make connections between different content that were not previously possible or

obvious;

* can be aggregated into powerful data sets of information to generate new knowledge.

Within the context of this research a single digital content item is static during its lifetime
within the system. Any subsequent alterations will create new content. Newer versions of the

altered content can co-exist within the system with their own individual properties.

Another attribute of any content is its ownership, for the purpose of this research the
individual/institution that places the content within the system is presumed to be its legal owner.
The complexity of multiple ownerships and how the various owners interact with each other in

the real world is outside the scope of this research.

1.6.2 Methodology adopted

The methodology used to conduct this research can be divided into two distinct parts. In the first
part, domain analysis within a domain engineering framework was used to understand the
problem area and the different techniques and tools utilised within the P2P domain. This
allowed us to define a clear hypothesis and hence derive a set of requirements for the overall
research project. These requirements were derived in an incremental fashion through

exploration of the research domain and literature review. Once the initial requirements analysis
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had been performed and a high level solution derived, the resultant system was designed and
implemented using software engineering principles following the stages of an iterative process
which reflects common engineering practice such as unified process where extensive use of

UML was undertaken to capture the various stages of the design of the system.

1.7 Novel aspects of this work

The contributions to knowledge through this research are:

¢ A Cascading Payment Model (CPM) for the fair distribution of royalty and commission
in exchange for content. This model mirrors real life economic models and ensures that
the content owner 1s always recognised as the intellectual property right owner, while
the distributor is compensated for his participation in the content value chain. We have

published a paper {Gurleen Arora 2003] discussing the various components of this

model.

* The use of a user-centric approach for intellectual property rights owner identification,
where every owner has a unique identity in the system linked with his global identity.
This identity forms the basis for cascading payments and the protection of the
payments. We also mobilised the intellectual property rights owner identity as opposed
to the use of a centralised point of management of Intellectual Property Rights, to
facilitate copyright protection. A paper was published [Gurleen Arora 20052a] which
demonstrated the working of these protocols.

* The use of an Overlay Network as a collective Bank for the system ensures that the P2P
network can function in a truly P2P manner while still following the rules of commerce.
The network of bank peers work in the same plane as our normal peers but act as
decentralised third parties to validate a transaction and maintain records for the
purposes of non-repudiation. They also assist in the fair exchange of content for
payment while maintaining the atomicity of the transaction. These contributions were
published in a journal paper [Gurleen Arora 2005b] describing the performance of the
transactions involving bank peers. A paper was published [Gurleen Arora 2006] which
demonstrated the working of the bank protocols.

A Cascading Payment Content Exchange (CasPaCE) framework that supports the
Cascading Payment Model and the Overlay network of Bank Peers for the P2P domain
has also been developed. Here we used a service-oriented architecture to design the
CasPaCE framework which enabled the creation of an open and flexible framework.
This allows inter-operability and paves the way for the application of the CPM to other
digital commodities such as services and functionality. This also allows the creation of

a service oriented framework which allows the development of different applications

11
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where intellectual property rights can be maintained for different problem domains not
just content exchange. A UML data model which describes the various components of

the framework adds value to this contribution.

1.8 Summary and thesis structure

This Chapter has discussed the current trends in digital content distribution over the Internet,
particularly through the use of P2P networks. It highlighted that P2P technology provides an
excellent vehicle for the distribution of digital content at low entry-level cost to the content
producer and distributor obviating the need for publishing middlemen. This is primanly due to
its inherent features of resource redundancy which enables high availability, aggregation of
resources, cost reduction and scalability as opposed to the traditional client-server based content
distribution model. However, since P2P content sharing networks are flawed with free-riding
and copyright infringement we concluded that there is a need for new economic models, in this
domain, to ensure copyright protection and empower users. This Chapter also listed the scope

and objectives of this research along with our contributions to knowledge.

In the following Chapters the reader is given a better understanding of what P2P means in the

present day, the issues and challenges involved in performing commerce in this arena, while

still maintaining the inherent features of P2P.

The thesis is organised as follows, Chapter 2 defines the term P2P in the present day context;
the metrics that can be used to classify P2P systems are discussed and it also highlights the main
application areas of this technology. It lists the technologies that are currently used to enable e-
commerce. Peripheral technologies that are used in conjunction with P2P technology to perform

different functions are also described here. It also lists the different research areas which have a

bearing on this work.

Chapter 3 gives a breakdown of requirements that have to be fulfilled to develop a system
which facilitates equitable digital content exchange in the P2P domain thus achieving the
objectives discussed in Chapter 1. These requirements are classified on the basis of the various
areas this system has to work across. The various components of the solution are described
along with the relevant terminology. Further it introduces the concepts and models developed as
a solution to fulfil these requirements and address the issues which are raised. These concepts

will be used to construct a framework which will satisfy the objectives of this work.

12
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Chapter 4 focuses on the design methodology used to describe the system and its deliverables.
As part of the solution description the formal design of the CasPaCE Framework is presented
(using UML) detailing the various components of the framework and the overall interactions

between them. The system data model is also presented here.

Chapter 5 discusses the implementation decisions made for the realisation of the framework, the
various technologies used and their impact on the overall system. The testing methodology used
is also discussed in this Chapter. We discuss the various test scenarios used to perform
integration testing. During the course of the implementation certain design issues were revisited

as a result of unit testing, these issues and their implementation solutions are described here.

Chapter 6 demonstrates the application of our framework in the E-learning Content Exchange
(EIConE) case study and its evaluation. Each component of the system, as described in Chapter
3, 1s evaluated against related work. The performance evaluation for the system pertaining to a
transaction is also described here. This Chapter also discusses other application areas where our

framework may be utilised to improve application performance and create new models for

equitable digital content exchange.

Finally, Chapter 7 presents the concluding remarks to this body of work and summarises the
findings of this thesis. Further it lists future enhancements to the framework followed by the

Appendices which include detailed design notes.
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Chapter 2

2 BACKGROUND AND RELATED WORK

This Chapter gives the reader an understanding of P2P technology from its basic features and
evolution into what P2P means in the present day. The different classifications of P2P

technology and its application areas are discussed followed by a review of the various research

disciplines which have a bearing on this research.

2.1 Peer-to-Peer (P2P) technology

The term Peer-to-Peer has been around since the early days of networking where Peer-to-Peer
implied a point-to-point communications model. Although the traditional model of the Internet
was client-server, where servers hosted information and services and served requests made by

clients over the Internet, the communication between the Internet nodes was Peer-to-Peer or

point-to-point.

Initially Peer-to-Peer was the term given to a point-to-point communications model, where all
peers were equal and any peer could initiate a communications session [Claudia Leopold 2001].
In current day usage this term also refers to a class of applications, systems Or infrastructures

that adapt this communications model to perform critical functionality.
A number of definitions have been proposed to define what P2P is today:

Shirky® [Clay Shirky 2001] broadly defines P2P as:

“a class of applications that takes advantage of resources -- storage, cycles, content, human
presence -- available at the edges of the Internet. Because accessing these decentralized
resources means operating in an environment of unstable connectivity and unpredictable IP
addresses, P2P nodes must operate outside the DNS system and have significant or total
autonomy from central servers”. We consider this as a broad definition because Shirky bases it

on a generic litmus test which asks the following questions - 1) Does it treat variable

3 “What is P2P ... and what isn't?”,(2000) Available at
http://www.openp2p.com/pub/a/p2p/2000/11/24/shirky1-whatisp2p.html?page=2
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connectivity and temporary network addresses as the norm, and 2) does it give the nodes at the
edges of the network significant autonomy? If the answer to both of those questions is yes, the

application is P2P. If the answer to either question is no, it's not P2P.

As defined by the Peer-to-Peer working group*:

“...peer-to-peer computing is the sharing of computer resources and services by direct exchange
between systems. These resources and services include the exchange of information, processing
cycles, cache storage, and disk storage for files. Peer-to-Peer computing takes advantage of
existing desktop computing power and networking connectivity, allowing economical clients to

leverage their collective power to benefit the entire enterprise.”

Androutsellis-Theotokis and Spinellis [Stephanos Androutsellis-Theotokis 2004] define P2P as :
“distributed systems consisting of interconnected nodes able to self-organize into network
topologies with the purpose of sharing resources such as content, CPU cycles, storage and
bandwidth, capable of adapting to failures and accommodating transient populations of nodes
while maintaining acceptable connectivity and performance, without requiring the

intermediation or support of a global centralized server or authority.”

Hence, we can describe P2P as a set of protocols which provide essential functionality for direct

exchange between systems and their resources.

Two computers are considered peers if they communicate with each other and can perform
similar roles i.e. make and serve requests. For example, a desktop computer in an office might
communicate with the office's mail server; however, they are not peers, since the server is
playing the role of server and the desktop computer is playing the role of client. However, if one
desktop computer was providing a service to a mobile phone as well as utilising the office’s
mail server to receive email then the desktop could be considered a peer capable of both

providing services as well as requesting them.

Present day characteristics of P2P include networks that mainly comprise of desktop PCs that
can make and serve requests. These computers are on the ‘edge’ of the Internet and they usually
work outside the Domain Name System. There is no centralised control; hence the individual

nodes are autonomous systems. But as more and more hand-held devices are made Internet

¢ Peer-to-peer Working Group, "Peer-to-peer Working Group website - What is Peer-to-peer?,” Available
at http://www p2pwg.org/whatis/index.html,

15



Background and related work

e

capable, it is soon becoming apparent that mobile phones, PDAs, laptop computers etc. will

play a significant role in P2P networks [Richard Gold 2001].

Put simply, Peer-to-Peer computing is the sharing of computer resources and services by direct
exchange between systems. These systems could be PCs, set-top boxes, mobile phones or Web-
connected databases and the resources and services include the exchange of information,
processing cycles, cache storage, and disk storage for files. Peer-to-Peer computing takes
advantage of existing desktop computing power and networking connectivity, allowing
economical clients to leverage their collective power to benefit their entire community. In the
Peer-to-Peer world, any machine could upload or download information to or from another, as

opposed to the more rigidly hierarchical model of individual computers downloading

information from dedicated Web servers as is the norm on the Internet.

Based on our understanding of P2P we propose the following definition:

P2P technology is any network system, architecture, protocol/ protocol suite that enables
devices with a digital heartbeat to share resources which include but are not limited to
information, content, processing power, storage and services. These devices are equal in role
(i.e. make and serve requests) but may possess a varied degree of resources thus forming
heterogeneous networks. These autonomous devices can provide a plethora of services only

limited by the resources available to them.
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