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ABSTRACT

Advances in computing technology and the proliferation of broadband in the home have opened
up the Internet to wider use. People like the idea of easy access to information at their fingertips,
via their personal networked devices. This has been established by the increased popularity of
Peer-to-Peer (P2P) file-sharing networks. P2P is a viable and cost effective model for content
distribution. Content producers require modest resources by today’s standards to act as
distributors of their content and P2P technology can assist in further reducing this cost, thus
enabling the development of new business models for content distribution to realise market and
user needs. However, many other consequences and challenges are introduced; more notably,
the issues of copyright violation, free-riding, the lack of participation incentives and the
difficulties associated with the provision of payment services within a decentralised
heterogeneous and ad hoc environment. Further issues directly relevant to content exchange

also arise such as transaction atomicity, non-repudiation and data persistence.

We have developed a framework to address these challenges. The novel Cascading Payment
Content Exchange (CasPaCE) framework was designed and developed to incorporate the use of
cascading payments to overcome the problem of copyright violation and prevent free-riding in
P2P file-sharing networks. By incorporating the use of unique identification, copyright mobility
and fair compensation for both producers and distributors in the content distribution value
chain, the cascading payments model empowers content producers and enables the creation of
new business models. The system allows users to manage their content distribution as well as
purchasing activities by mobilising payments and automatically gathering royalties on behalf of
the producer. The methodology used to conduct this research involved the use of advances in
service-oriented architecture development as well as the use of object-oriented analysis and
design techniques. These assisted in the development of an open and flexible framework which

facilitates equitable digital content exchange without detracting from the advantages of the P2P

domain.

A prototype of the CasPaCE framework (developed in Java) demonstrates how peer devices can
be connected to form a content exchange environment where both producers and distributors
benefit from participating in the system. This prototype was successfully evaluated within the
bounds of an E-learning Content Exchange (EIConE) case study, which allows students within a

large UK university to exchange digital content for compensation enabling the better use of

redundant resources in the university.
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Introduction

Chapter 1

1 INTRODUCTION

1.1 Preamble

In the modern age of MP3 players, podcasting [Lee Rainie 2005, Mark Shelstad 2005] and 3G
mobile phones it is becoming increasingly clear that the convergence of various technologies
has led to a proliferation in the many ways people access information. The world of digital
media gives users greater flexibility in how, where and what information they can access. It also
has an impact on the flow of information in their lives. Within this climate Peer-to-Peer (P2P)
networks provide an easy and cost effective model for digital content dissemination,
empowering content producers by removing their dependence on publishing houses for the
distribution of their content. However, implementations of this model are flawed with content
theft, free-riding' and lack of trust (among other problems), which detract from the benefits of
this paradigm. There is need for new ventures which discourage these practices while fully
utilising many positive benefits of these technologies such as low cost of entry and a natural
model for resource scaling with increasing community size. The motivation for this research

stems from the convergence of these realities to provide a mechanism for fair and cost effective,

efficient digital content exchange for different categories of users.

The favoured economic model for the sale of traditional media services is either subscription or
advertising based (where users are given access to content without a subscription because the
revenue is generated by ads). In the present day, when users are increasingly discerning and
demanding, commodities need to be competitively priced to attract and maintain user interest.
This research addresses the need for e-commerce in the P2P domain where efficient content

dissemination is balanced with the ability to create a fair market for digital goods.

This Chapter highlights the main motivation factors for this research, where the convergence of

technology and market trends result in the need for the development of a delivery system to

' Free-riding is caused when all network participants do not contribute equally. This phenomenon in P2P
networks causes them to behave as power-law networks where a few nodes are highly connected and their
loss can damage the efficiency of the whole network, conversely a majority of the nodes have low

connectivity and their loss should not have an adverse effect on the system performance.
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address the issues pertaining to e-commerce in the P2P domain. If a mechanism is devised to
provide fair content purchases in this medium it would lead to the creation of interesting and
sustainable new business models and consumer/ producer markets. The main objectives of the
research are listed, highlighting the novel aspects of this work. The Chapter concludes with a
structure of the thesis.

1.2 The current state of affairs

In the present day, important trends in technology are converging to help drive the flow of
information in users’ lives. One of these is the increase in computation power as predicted by
Moore [R.R. Schaller 1997]. This prediction is also mirrored in the advancement in
connectivity. The increase in computing power has a corresponding effect on the speed of
network connectivity [Lawrence G. Roberts 2000]. The decreasing cost of high-speed Internet

connections and the availability of powerful network-ready personal computers make it possible

to develop global P2P networks.

The concept of P2P computing has been around since the early days of networking when it
emerged as a result of decentralising trends in software engineering intersecting with available
technology. The trend towards decentralised/distributed computing was mainly inhibited by the

fact that centralised systems were easier to manage.

Centralised computing relies on a central server being in-charge of and managing its clients.
Although this allows for better control and management of security, in the present Internet age
where more and more users are becoming part of the Internet community, the strain on these
servers is increasing. Hence it makes sense to utilise all the dormant resources that are available,
but not being utilised, by using the P2P paradigm which moves away from centralised

computing to a specialised version of client-server computing. Hence, fully utilising the

advantages of a decentralised ad hoc heterogeneous environment with increased resource

availability, inherent scalability and massive cost reductions for system operation.

Development of technology is usually motivated by user requirements where user life style
choices encourage research. Users choose technology that best suits their life styles and makes
life easier for them. In the current atmosphere of high speed Internet connectivity, achievable
through the use of fast broadband and ADSL connections and with the added connectivity made
possible by the invention and wide-scale deployment of Internet ready devices such as desktop
Personal Computers (PC), Personal Digital Assistants (PDA), mobile phones, laptops and tablet

PCs for example, it is easy to imagine a world where people are permanently connected and can
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easily communicate and interact with each other; transcending oceans and continents in a matter
of seconds. This connectivity gives users the ability to locate and utilise services at their

desktops and while they are on the move.

The advent of the Internet has also seen a proliferation of digital content, where anything that
may be converted into a digital format has been made available over the Internet. This includes
works such as books and other writings, musical compositions, paintings, computer programs
and films. Usually digital content is distributed via traditional channels such as retail outlets and
on media such as cassettes, CDs or DVDs. Content producers maintain relationships with
traditional content distributors such as publishing houses, record labels, entertainment
conglomerates and others to distribute their content. Due to the popularity of the Internet,
content distributors have begun distributing content via dedicated web sites, which maintain
content on centralised servers. This generates overheads that are passed on to the consumer.

Hence, a digital supply chain is created and maintained.

Intellectual property rights are defined as ‘the rights given to persons over the creations of their
minds’[World Trade Organization 2003). Copyright protects an area of intellectual property
rights, which covers literary and artistic works along with the rights of the producers of these
works. Copyright states that the producer of content deserves to get compensated for his effort.
The methods of compensation may be classified into monetary and reputation-based
compensation [L. Jean Camp 2002], the former involving tangible payment for the producer’s
effort and the latter ensuring the continued existence of the works i.e. persistence, in order for

the creator to get credit for his work. Hence, copyright infringement refers to the viol ation of the

content producers’ intellectual property rights.

Currently, the issues of copyright infringement, relating to digital content distribution over the
Internet, are overcome by solutions such as centralised web portals where users can download
content and pay for them via established payment instruments such as credit cards. Digital
Libraries, Online virtual book stores, publisher managed web sites — Journal publishers,
newspapers and many other content publishers — provide access to digital content for payment,
where no copyright is violated. The recent popularity of iPod devices {Beth Snyder Bulik 2004,

Paola Dubini 2005] has also demonstrated the users’ need for access to digital media. However,

all these solutions are based on the centralised client-server model.

Centralisation forces the burden of maintenance on the provider - the strain on resources
necessitates these providers be big institutions and takes the prerogative away from small

entrepreneurs. P2P brings the power back into the hands of the small time producers and
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encourages entrepreneurship as well as the development of new business models which

encourage competitive e-marketplaces.

The Internet has become a powerful distribution channel for digital goods and services.
Consequently, it has also developed into a medium for the communication of information
required to complete monetary transactions. In the present day this global network is being
utilised to provide P2P connectivity to users across the world, consequently making the scope of

P2P communities more global and far reaching.

Content producers require modest resources by today’s standards to act as distributors of their
content and P2P technology can assist in further reducing this cost, thus enabling the
development of new business models for content distribution to realise market and user needs
[William T. Rupp 2004]. However, many other consequences and challenges are introduced;
more notably, the issues of copyright violation, free-riding, the lack of participation incentives
and the difficulties associated with the provision of payment services within a decentralised
heterogeneous ad hoc environment. Further issues directly relevant to content exchange also

arise such as transaction atomicity, non-repudiation and data persistence in ad-hoc

environments.

1.3 P2P as a model for content dissemination

The widespread acceptance of Napster?, Gnutella [Matei Ripeanu 2002b], Freenet [Ian Clarke

2002] and other Peer-to-Peer initiatives for content dissemination have made it obvious that P2P

is a viable model for content delivery. Even the entertainment industry (Warner Bros.) [Gary
Gentile 2006] recognises the potential of P2P networks as a reliable and cost effective method
for movie and media distribution. These initiatives use the Internet as the medium of transpor,
but instead of the traditional client-server model they use P2P technology to deliver content.
Figure 1.1 illustrates the topological difference between the two models. With inherent features
such as decentralised control and the distribution of information across peers rather than on
central servers, P2P has distinct advantages over the client-server model. As content is
distributed across peers there is no single point of failure, so content is always available; each
peer brings extra information to the pool and the sum of the parts gives greater benefits to the
system than the whole. Also, peers can be lightweight, e.g. mobile phones or personal digital
assistants (PDAs), further widening the scope for content delivery and content accessibility. The

barriers to starting and growing such systems are also low, since they usually don't require any

* Napster, "The Napster Homepage," Available at http://www.napster.com
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special administrative or financial arrangements, unlike centralized facilities[Hari Balakrishnan

2003].

clients eers

,*_.-—

O

@

Client-server Peer-to-peer

Figure 1.1: Client-Server (centralised) Vs Peer-to-Peer (decentralised)

On the other hand, P2P content sharing networks have their disadvantages; Table 1.1 lists the
common technological limitations of P2P systems. However, other less obvious problems of
P2P systems do exist which have a social impact on the P2P community. The primary among

them are content theft through piracy and free-riding [Eytan Adar 2000].

Analysis by Adar and Huberman [Eytan Adar 2000] showed that almost 70% of Gnutella users
did not contribute to the system and that almost 50% of the query results came from the top 1%
of sharing hosts. One explanation for the high degree of free riding may be the high cost of
contribution in regard to network bandwidth. Current system practices to overcome this problem
are to deny service to non-contributing users. However, another negative impact of free-riding
to the overall community is the fragmentation of the network which can reduce system

efficiency thus detracting from the benefits of the P2P system.

In a P2P system user community, reputation also has a social context apart from the technical
issues. Trust in decentralised and more or less anonymous systems has to be based on an ad-hoc
reputation mechanism, like peers earning reputation by being a source of high quality material.
The heterogeneous nature of the environment makes it difficult for the system to have a
persistent and concise global view of the entire network, especially in the case of pure P2P
networks. Hence, previous relationships with participating nodes are difficult to maintain.

Therefore lack of trust in the system and its users is a common problem in P2P systems.



Introduction

M

Table 1.1: P2P limitations and advantages

Limitations Advantages
e Community reliance ¢ Share ability
e Increase in system complexity o High availability

e Difficult to implement standard security | ® Improved reliability & availability

protocols ¢ Aggregation of resources
e Novel management techniques required ¢ Local autonomy
e No guarantee of QoS e Improved performance

e Scalability
e (Costreductions
e No need for central authority

¢ Data persistence

1.4 Challenges for this research

We envision a system where users may come together to form ad hoc communities that can
legally share content on the move. At present P2P technology allows users to form ad hoc
communities to perform useful functions, but it does not cater for the legal exchange of content
for payment in a truly decentralised manner. Hence, in our producer-centric content

dissemination scenario (§1.5 pg 7) Alice, Bob, Joe and Jane would all be a part of a community

that would allow them to share their content.

This could lead to a complete new set of business models for digital content distribution which

could change the way people buy and sell digital content like books, music, movies, software,
newspapers, journals, magazines etc. People could create content and, using the power of P2P,
distribute (Figure 1.2) it from their desktops at no extra cost. The network would ensure that we
get paid for our content every time it is used or propagated. The removal of the overheads of
maintaining servers and websites would make digital content available at cheaper prices and the

competition created within the network would keep prices competitive while adding value to

our day to day activities.

Figure 1.2a shows an initial state where the document owner sells his document to buyers across
the world, over a period of time (Figure 1.2b) these buyers become document holders who assist

in the dissemination of that document, all the while ensuring that the owner 1s compensated.
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a' Paid digital document exchange at time To where the b; Paid digital document propagation across the global
owner receives the payment network at time T, where the owner and the holders

receive paymenti
Figure 1.2: Equitable Digital Content Distribution across a Global P2P network

A number of research projects have engaged in P2P computing and most have been focused on
efficient resource location and load balancing; very few have addressed the need of payments in
P2P systems or considered the components required to allow payments in a P2P environment.

This body of work aims to address these shortcomings.

In summary,

* An excessive amount of idle resources are being wasted at people’s desktops. The use
of P2P technologies can overcome this problem by aggregating these resources and

utilising them for the benefit of the peer community:.

* Online sales involving micropayments have risen and will continue to rise [David Greer
2004].

* The subscription model is not suitable — although research companies predicted a rise in

subscriptions they do not reflect the latest trend in the increase in pay-per-view models

for e-commerce.

In this situation the P2P model is ideal to provide an economic method for content distribution

for personal publishing as well as for large publishers.

The major challenges for this research include:
* Managing and protecting intellectual property rights(IPR)
¢ Insecurity of the P2P environment

¢ Dynamic and ad hoc nature of the P2P environment

1.5 A producer-centric content dissemination scenario

The vision for this thesis may be summed up thus; in everyday life people capture their

intellectual capital, in the form of solutions to day-to—day problems or simply through their
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creativity. On a regular basis amateur writers write poetry, short stories, fiction and non-fiction.
For example, Joe likes to write guides to help his friends use software. Bob, who is one of Joe’s
friends, is good at DIY (Do It Yourself) and has pages of notes on helpful tips for hanging
pictures, fixing household items and other everyday DIY jobs. Bob’s wife, Jane has a family
recipe, which is very popular and has been passed down from generation to generation, whilst
Jane’s sister Alice enjoys taking photographs of celebrities in her spare time and her other sister
Annie 18 a financial analyst who compiles reports on the current state of the stocks. All these
people can potentially benefit from the content they generate, they should be able to publish
their content and get compensated for it. However, all this content goes undocumented because

it is too expensive or difficult to publish.

Although there are services in place that allow users to publish their content on the Internet for
example blogging or podcasting [Lee Rainie 2005, Mark Shelstad 2005], at present they bear
the overheads of managing a website, possibly paying for a domain name and not necessarily
benefiting from the use of their intellectual property. But imagine if these people could publish
their content by just utilising the power of their desktops without any other overheads or the
dependence on large publishing and distribution concerns. Every time Joe wrote a tutorial on
how to use any software he could immediately distribute it on the Internet and for every time it
got used Joe would receive a small payment. Regardless of where other people found Joe's
tutorial on the Internet and used it, Joe would still receive his payment. Joe would not have to
manage his website or use a server anywhere to host his content and the sum of the small

payments could potentially multiply into larger amounts and be a source of income at very low

initial cost.

1.6 Aims and objectives

The aim of this research is to provide a system which enables the fair exchange of digital
content for payment, while exploiting the economic advantages of using a P2P network for
content distribution. This system should also ensure that content owners are always

compensated and copyright is not violated.

To achieve this, it is necessary to fulfil the following objectives:
1. Understand current P2P technologies and their working.
2. Review payment techniques and models while studying the nature of e-commerce in the

P2P domain.

3. Define the requirements of a Payment Instrument pertaining to this research.
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4. Develop a model to ensure content owner and distributor compensation and satisfy
intellectual property rights protection requirements.

5. Develop a method to maintain transaction data to conform to economic practice.

6. Develop a method to ensure payments (from compensation) are securely handled.

7. Design a system to realise the developed content and payment exchange model in the
P2P domain, without detracting from the advantages of the P2P domain.

8. Evaluate this model against current models.

The focus of this research is on e-commerce in the P2P domain, where the difficulties of
payment for digital content in true P2P networks is addressed. The main focus is on the 1ssues
pertaining to:

a. ensuring content owners are fairly compensated for their content every time the content

1s distributed i.e. copyright is upheld,

b. fair exchange of digital content for payment,

c. non-repudiation of a transaction,

d. maintenance of transaction data, and

e. dealing with unknown peers in a dynamic environment.

Although many of these issues have been addressed for e-commerce using the client-server
model, the impact of these issues on the P2P domain makes this a very interesting area of
research. Hence, the nature of the subject area necessitates an understanding of various
technologies and research areas which include P2P technologies, copyright protection,
economic models, payment mechanisms, e-commerce, security techniques, trust 1ssues, service-

oriented architectures, databases and others.

The focus of this research will be on content exchange P2P networks (described in Chapter 2);
where, as in KaZaA, a user has the ability to search for content and download it directly from
the other peer where content is found. At present user decisions are based on the connection

speed of the uploading peer and how highly rated his content is. As part of this research the user

shall be informed of the content’s value as well.

The research that surrounds the area of watermarking techniques, replication and redemption
(conversion) of tangible payments from digital payments is not the focus of this research;

although this work does consider the application of such techniques and utilises them.
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1.6.1 A definition of digital content

Within the context of this thesis digital content may be defined as any content which has been
encoded in a format that may be processed by a computer; consequently, data in the form of
photographs, text, electronic books, newspaper articles, games, graphics, 3D images, spatial
models and maps, music, film, sound, and applications (software) may all be categorised as

digital content.

This content maybe utilised via computers, television, radio, CDs, DVDs, handheld mobile
devices including cell phones and digital media players — and any other carriers of information

that arrive in the future.

The features of digital content are that it;
® can be created, manipulated, duplicated and re-used with ease;
* can be easily transmitted and accessed globally —- anywhere, anytime;
* may stimulate new ways of social networking e.g. blogging and interactive television;
e can make connections between different content that were not previously possible or

obvious;

* can be aggregated into powerful data sets of information to generate new knowledge.

Within the context of this research a single digital content item is static during its lifetime
within the system. Any subsequent alterations will create new content. Newer versions of the

altered content can co-exist within the system with their own individual properties.

Another attribute of any content is its ownership, for the purpose of this research the
individual/institution that places the content within the system is presumed to be its legal owner.
The complexity of multiple ownerships and how the various owners interact with each other in

the real world is outside the scope of this research.

1.6.2 Methodology adopted

The methodology used to conduct this research can be divided into two distinct parts. In the first
part, domain analysis within a domain engineering framework was used to understand the
problem area and the different techniques and tools utilised within the P2P domain. This
allowed us to define a clear hypothesis and hence derive a set of requirements for the overall
research project. These requirements were derived in an incremental fashion through

exploration of the research domain and literature review. Once the initial requirements analysis
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had been performed and a high level solution derived, the resultant system was designed and
implemented using software engineering principles following the stages of an iterative process
which reflects common engineering practice such as unified process where extensive use of

UML was undertaken to capture the various stages of the design of the system.

1.7 Novel aspects of this work

The contributions to knowledge through this research are:

¢ A Cascading Payment Model (CPM) for the fair distribution of royalty and commission
in exchange for content. This model mirrors real life economic models and ensures that
the content owner 1s always recognised as the intellectual property right owner, while
the distributor is compensated for his participation in the content value chain. We have

published a paper {Gurleen Arora 2003] discussing the various components of this

model.

* The use of a user-centric approach for intellectual property rights owner identification,
where every owner has a unique identity in the system linked with his global identity.
This identity forms the basis for cascading payments and the protection of the
payments. We also mobilised the intellectual property rights owner identity as opposed
to the use of a centralised point of management of Intellectual Property Rights, to
facilitate copyright protection. A paper was published [Gurleen Arora 20052a] which
demonstrated the working of these protocols.

* The use of an Overlay Network as a collective Bank for the system ensures that the P2P
network can function in a truly P2P manner while still following the rules of commerce.
The network of bank peers work in the same plane as our normal peers but act as
decentralised third parties to validate a transaction and maintain records for the
purposes of non-repudiation. They also assist in the fair exchange of content for
payment while maintaining the atomicity of the transaction. These contributions were
published in a journal paper [Gurleen Arora 2005b] describing the performance of the
transactions involving bank peers. A paper was published [Gurleen Arora 2006] which
demonstrated the working of the bank protocols.

A Cascading Payment Content Exchange (CasPaCE) framework that supports the
Cascading Payment Model and the Overlay network of Bank Peers for the P2P domain
has also been developed. Here we used a service-oriented architecture to design the
CasPaCE framework which enabled the creation of an open and flexible framework.
This allows inter-operability and paves the way for the application of the CPM to other
digital commodities such as services and functionality. This also allows the creation of

a service oriented framework which allows the development of different applications
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where intellectual property rights can be maintained for different problem domains not
just content exchange. A UML data model which describes the various components of

the framework adds value to this contribution.

1.8 Summary and thesis structure

This Chapter has discussed the current trends in digital content distribution over the Internet,
particularly through the use of P2P networks. It highlighted that P2P technology provides an
excellent vehicle for the distribution of digital content at low entry-level cost to the content
producer and distributor obviating the need for publishing middlemen. This is primanly due to
its inherent features of resource redundancy which enables high availability, aggregation of
resources, cost reduction and scalability as opposed to the traditional client-server based content
distribution model. However, since P2P content sharing networks are flawed with free-riding
and copyright infringement we concluded that there is a need for new economic models, in this
domain, to ensure copyright protection and empower users. This Chapter also listed the scope

and objectives of this research along with our contributions to knowledge.

In the following Chapters the reader is given a better understanding of what P2P means in the

present day, the issues and challenges involved in performing commerce in this arena, while

still maintaining the inherent features of P2P.

The thesis is organised as follows, Chapter 2 defines the term P2P in the present day context;
the metrics that can be used to classify P2P systems are discussed and it also highlights the main
application areas of this technology. It lists the technologies that are currently used to enable e-
commerce. Peripheral technologies that are used in conjunction with P2P technology to perform

different functions are also described here. It also lists the different research areas which have a

bearing on this work.

Chapter 3 gives a breakdown of requirements that have to be fulfilled to develop a system
which facilitates equitable digital content exchange in the P2P domain thus achieving the
objectives discussed in Chapter 1. These requirements are classified on the basis of the various
areas this system has to work across. The various components of the solution are described
along with the relevant terminology. Further it introduces the concepts and models developed as
a solution to fulfil these requirements and address the issues which are raised. These concepts

will be used to construct a framework which will satisfy the objectives of this work.

12



Introduction

Chapter 4 focuses on the design methodology used to describe the system and its deliverables.
As part of the solution description the formal design of the CasPaCE Framework is presented
(using UML) detailing the various components of the framework and the overall interactions

between them. The system data model is also presented here.

Chapter 5 discusses the implementation decisions made for the realisation of the framework, the
various technologies used and their impact on the overall system. The testing methodology used
is also discussed in this Chapter. We discuss the various test scenarios used to perform
integration testing. During the course of the implementation certain design issues were revisited

as a result of unit testing, these issues and their implementation solutions are described here.

Chapter 6 demonstrates the application of our framework in the E-learning Content Exchange
(EIConE) case study and its evaluation. Each component of the system, as described in Chapter
3, 1s evaluated against related work. The performance evaluation for the system pertaining to a
transaction is also described here. This Chapter also discusses other application areas where our

framework may be utilised to improve application performance and create new models for

equitable digital content exchange.

Finally, Chapter 7 presents the concluding remarks to this body of work and summarises the
findings of this thesis. Further it lists future enhancements to the framework followed by the

Appendices which include detailed design notes.
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Chapter 2

2 BACKGROUND AND RELATED WORK

This Chapter gives the reader an understanding of P2P technology from its basic features and
evolution into what P2P means in the present day. The different classifications of P2P

technology and its application areas are discussed followed by a review of the various research

disciplines which have a bearing on this research.

2.1 Peer-to-Peer (P2P) technology

The term Peer-to-Peer has been around since the early days of networking where Peer-to-Peer
implied a point-to-point communications model. Although the traditional model of the Internet
was client-server, where servers hosted information and services and served requests made by

clients over the Internet, the communication between the Internet nodes was Peer-to-Peer or

point-to-point.

Initially Peer-to-Peer was the term given to a point-to-point communications model, where all
peers were equal and any peer could initiate a communications session [Claudia Leopold 2001].
In current day usage this term also refers to a class of applications, systems Or infrastructures

that adapt this communications model to perform critical functionality.
A number of definitions have been proposed to define what P2P is today:

Shirky® [Clay Shirky 2001] broadly defines P2P as:

“a class of applications that takes advantage of resources -- storage, cycles, content, human
presence -- available at the edges of the Internet. Because accessing these decentralized
resources means operating in an environment of unstable connectivity and unpredictable IP
addresses, P2P nodes must operate outside the DNS system and have significant or total
autonomy from central servers”. We consider this as a broad definition because Shirky bases it

on a generic litmus test which asks the following questions - 1) Does it treat variable

3 “What is P2P ... and what isn't?”,(2000) Available at
http://www.openp2p.com/pub/a/p2p/2000/11/24/shirky1-whatisp2p.html?page=2
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connectivity and temporary network addresses as the norm, and 2) does it give the nodes at the
edges of the network significant autonomy? If the answer to both of those questions is yes, the

application is P2P. If the answer to either question is no, it's not P2P.

As defined by the Peer-to-Peer working group*:

“...peer-to-peer computing is the sharing of computer resources and services by direct exchange
between systems. These resources and services include the exchange of information, processing
cycles, cache storage, and disk storage for files. Peer-to-Peer computing takes advantage of
existing desktop computing power and networking connectivity, allowing economical clients to

leverage their collective power to benefit the entire enterprise.”

Androutsellis-Theotokis and Spinellis [Stephanos Androutsellis-Theotokis 2004] define P2P as :
“distributed systems consisting of interconnected nodes able to self-organize into network
topologies with the purpose of sharing resources such as content, CPU cycles, storage and
bandwidth, capable of adapting to failures and accommodating transient populations of nodes
while maintaining acceptable connectivity and performance, without requiring the

intermediation or support of a global centralized server or authority.”

Hence, we can describe P2P as a set of protocols which provide essential functionality for direct

exchange between systems and their resources.

Two computers are considered peers if they communicate with each other and can perform
similar roles i.e. make and serve requests. For example, a desktop computer in an office might
communicate with the office's mail server; however, they are not peers, since the server is
playing the role of server and the desktop computer is playing the role of client. However, if one
desktop computer was providing a service to a mobile phone as well as utilising the office’s
mail server to receive email then the desktop could be considered a peer capable of both

providing services as well as requesting them.

Present day characteristics of P2P include networks that mainly comprise of desktop PCs that
can make and serve requests. These computers are on the ‘edge’ of the Internet and they usually
work outside the Domain Name System. There is no centralised control; hence the individual

nodes are autonomous systems. But as more and more hand-held devices are made Internet

¢ Peer-to-peer Working Group, "Peer-to-peer Working Group website - What is Peer-to-peer?,” Available
at http://www p2pwg.org/whatis/index.html,
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capable, it is soon becoming apparent that mobile phones, PDAs, laptop computers etc. will

play a significant role in P2P networks [Richard Gold 2001].

Put simply, Peer-to-Peer computing is the sharing of computer resources and services by direct
exchange between systems. These systems could be PCs, set-top boxes, mobile phones or Web-
connected databases and the resources and services include the exchange of information,
processing cycles, cache storage, and disk storage for files. Peer-to-Peer computing takes
advantage of existing desktop computing power and networking connectivity, allowing
economical clients to leverage their collective power to benefit their entire community. In the
Peer-to-Peer world, any machine could upload or download information to or from another, as

opposed to the more rigidly hierarchical model of individual computers downloading

information from dedicated Web servers as is the norm on the Internet.

Based on our understanding of P2P we propose the following definition:

P2P technology is any network system, architecture, protocol/ protocol suite that enables
devices with a digital heartbeat to share resources which include but are not limited to
information, content, processing power, storage and services. These devices are equal in role
(i.e. make and serve requests) but may possess a varied degree of resources thus forming
heterogeneous networks. These autonomous devices can provide a plethora of services only

limited by the resources available to them.

Recently the resurgence of interest in P2P, generated by the advent of file-sharing applications
such as BitTorrent, Napster and Gnutella, has also highlighted the major advantages of P2P
such as decentralised control and the distribution of information across peers rather than on
central servers. P2P has distinct advantages, for content distribution, over the client-server

model especially in the present day.

As technology and information have increased so has the need for people to access this ever-
increasing information. In the current situation, it is more advantageous to have content
distributed across peers where there is no single point of failure, so content is always available.
Each peer brings extra information and resources to the pool and the sum of the parts £1ves
greater benefits to the system than the whole. This is because P2P systems exhibit massive
resource redundancy and consequently increased resource availability, these features can be
combined as a virtual resource for systems who may not possess these resources locally but can
use it from the collective system. Peers can be lightweight (PCs, mobile phones, PDAs) and the
environment caters for intermittent connectivity. A large proportion of the Internet is made up

of individual users that connect via intermittent dial-up connections. As connections to the
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Internet gain in speed and become affordable to a larger spectrum of users, P2P allows for

greater availability of information, assisting in the better delivery of digital content.

On the other hand P2P technology does have its disadvantages; it 1s possible that resources may
not be available at any given time or even if they are available they may not be reachable. The
general and effective solution to both these problems is redundancy, whereby resources are
replicated [Kavitha Ranganathan 2002]. The more live nodes that can provide a resource, the
more chances there are of it being available and reachable at any given time. Another solution to

this problem lies in the development of more robust P2P lookup algorithms [Antony Rowstron

2001a] which guarantee the location of resources.

Common challenges of the P2P research field include:
e Scalability, which is the issue of ensuring that the system can accommodate a large
number of nodes and grow without affecting its performance.
e Resilience, which is the ability of a system to recover from failures. In P2P systems this
resilience is mainly dependent on the continued availability of resources. Hence 1f some
resource is made unavailable an alternative should be available. Replication of

resources is the common solution to this problem.

In summary, Peer-to-Peer became popular because it provided an economical solution by
utilising inexpensive computing power, bandwidth and storage; all present and under utilised on
the Web. Many applications have been motivated by this premise. The main applications and

uses of P2P are described below along with the challenges they present for our research.

2.2 A taxonomy of P2P technology

There are different criteria that may be used to categorise P2P systems[Krishna Kant 2002]). The
following sections will describe the various metrics that are used to categorise these systems

and how these classifications are interrelated (Table 2.2).

2.2.1 P2P models

P2P networks may be classified on the basis of the connection and routing (lookup and
discovery) methodologies they use. Based on this criteria they conform to one of three types of
models: the Centralised P2P model, Pure P2P model or the Hybrid P2P model. Each of these

models uses ditferent techniques to resolve the lookup and discovery issues in P2P systems.
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In the Centralised P2P model (Figure 2.1), peers connect to a central server (or set of servers)
which assist the peer to locate other peers. Once other peers have been discovered the
communications between the peers are carried out directly without the interaction with the
central server(s). The Napster [Clay Shirky 2001] music-sharing application conforms to this
model and most presence management and Instant Messaging (IM) P2P applications conform to
this model as well, where connection information is retrieved from a central server but
connection is maintained directly between the peers. This model has its advantages since
resources can be located quickly and efficiently, the search can be exhaustive and users can be
monitored since they would be registered in the system. On the other hand, the system 1is
vulnerable to censorship and technical failure primarily in the form of a ‘denial of service’,
where the server may be too busy to cater to requests or it may have out of date information.
Hence there are scalability and resilience issues with this model which are balanced by the ease

of maintenance and management of these types of systems.

Prioritised list of closest peers

with |atest revision content

Register with
Directory server

/

/
/

3 Copying file

Figure 2.1: Napster's centralised P2P model

The Pure P2P model (Figure 2.2) does not use any centralised servers to assist in peer
discovery; instead it relies on the cooperation between peers to assist in peer discovery by
exchanging location information between them. In this model, a peer would connect to the
network and ‘discover’ other peers using location information gathered from a previous

connection and at the same time inform other peers of its own existence. The applications which
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use this model are usually setup to look at bootstrap servers when they come online for the first
time. Gnutella and its variants use this methodology and hence may be classified as pure P2P
networks. Once the location information is gained the communication between the requestor
and responder 1s direct. These networks have the major advantage of being completely
decentralised and hence scalable, they also avoid the ‘single point of access’ problem and are
fault-tolerant. However, they tend to be inefficient in the lookup process as it can be slow as
well as traffic intensive. There is also the issue of a limited lookup horizon, where the resource
may be available in the system but the lookup procedure can not locate it. The original Gnutella
protocol has been modified to overcome these issues, mainly by including caching techniques,
however these systems take some time to become efficient as there is an initial learning curve
involved and discovery of resources is still not guaranteed. Although scalability is not an issue
here, the lack of 100% guarantee of finding resources can be considered a shortcoming of these
systems by creating a false sense of lack of resources. But in systems where resource location is

not of paramount importance this model works well and has a low cost of entry and

maintenance.

Figure 2.2: Gnutella's pure P2P model [Karl Aberer 2001a]

The Hybrid P2P model gains location information by cooperation between peers as well as from
previous knowledge of the resources’ location, they do not rely on central indexing S€rvers but
on knowledge gained from previous participation in the network or knowledge inherent in their

routing algorithm (Freenet - Figure 2.3). Systems like PAST[Antony Rowstron 2001b], Scribe

19



Background and related work

[Miguel Castro 2002] and others [Sylvia Ratnasamy 2001] conform to this model, as the
location of the resource is related to the resource’s name and regular querying of the network
results in regular updates to the routing tables. These systems overcome the issues of limited
lookup horizons because discovery is guaranteed due to the nature of the underlying routing
protocols. These routing protocols (CAN [Sylvia Ratnasamy 2001], Chord [Ion Stoica 2001],
Tapestry , Pastry [Antony Rowstron 2001a], Kademlia [Petar Maymounkov 2002] and Viceroy
[Dahlia Malkhi 2002]) rely on the use of distributed hash table (DHT) abstractions as a method
for lookup and data location. These techniques allow the P2P system to remain decentralised by
removing their reliance on centralised index servers and provide better guarantees for node
lookup as compared to broadcasting or indexing. This model works best for systems where

resource location 1s of paramount importance and by far these systems are the most efficient

while being scalable and resilient.

Figure 2.3: Freenet's hybrid P2P model [Ian Clarke 2001]

Structured lookup algorithms provide better guarantees for resource location once it has been
placed in the system. Here there is well defined information available regarding other nodes in
the system. On the other hand symmetric lookup algorithms are more resilient as they do not
depend on hierarchical sources for lookup information; instead all nodes are treated as equal and
are aware of their immediate neighbours. Broadcast techniques are used to keep this information
current. DHT based lookup solutions tend to be the most robust as they are both structured as
well as symmetric. They have the added benefits of scalability, low latency lookups, €ase of
routing table maintenance, efficient handling of peer arrival and departure as well as even

distribution of node indices (keys) among network members. Table 2.1 illustrates the
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classification of commonly used lookup algorithms in the P2P domain into symmetric and

structured algoithms.

Table 2.1: Types of lookup algorithms & the techniques they use

Symmetric Lookup algorithm Structured Lookup algorithm

Broadcast Indexed
Hierarchic broadcast (using super peers) | Hierarchical indexed

Broadcast using unstructured tables DHT
DHT

2.2.2 Name based classification

Other P2P classifications may be based on the type of location metrics used to form the
network, where the resource naming technique distinguishes between the networks. This
basically leads to two types of networks, Structured P2P networks [Hung-Chang Hsiao 2003)
(like Pastry and Tapestry) and Unstructured P2P networks (like Napster and Gnutella).

Structured P2P networks use structured resource naming techniques to assist in the location of
nodes or content in the P2P network. Whereas, Unstructured P2P networks rely on the content
discovery technique to locate content, the content itself is inserted/placed locally and propagated
in the system by virtue of its popularity. Content is not named in a structured way; instead
naming techniques are determined by the user instead of the network. Consequently these
networks provide keyword searching, most content is typically replicated at a fair fraction of
participating sites, and the node population is highly transient. For instance content in KaZaA
and Napster is inserted and named by the user, but PAST [Antony Rowstron 2001b] inserts
content based on a hashed value which is placed on nodes that are numerically closest in Node
Id to the numerical File 1d. These names are unique to the resource and are generated based on a
common network policy. For instance, in Freenet [Ian Clarke 2001] a hash of the content is used
to name the content, this is generated by the local Freenet servent based on Freenet’s naming

policy, the content is then stored on nodes whose node ids belong to the same name space and

are nearest numerically (Figure 2.3).

2.2.3 Application based classification

Based on our definition of present day P2P technology, P2P systems may also be classified by

the primary functionality they provide. Of the many uses of P2P the most prominent are
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content-sharing applications such as Napster, Gnutella (along with its variants), Freenet and
many others. These applications are used to share digital content. Other than content-sharing
applications, P2P is also being utilised to assist with Distributed Computing, Instant Messaging
and Collaboration. Some of the more recent uses of P2P also include P2P radio [Howard Wen

2002], where P2P technology is being used to broadcast radio over the Internet and webcasting.

Table 2.2: P2P technology classification interrelation

Connection, lookup & discovery Resource namung techmque
* Hybrid
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The following sections describe the various P2P application areas on the basis of how they

handle the following criteria: node discovery, routing, scalability, anonymity, complexity and

resource access or compensation criterion.

2.2.3.1 Content management

P2P content management systems take into consideration the special requirements for managing
digital content, which includes sharing, archiving and filtering or mining content. In this respect
they tend to utilise the advantages of P2P networking to aggregate the resources of multiple
nodes to provide increased bandwidth for content sharing and aggregated storage for archiving

and persistence of content. However, they have to address the issues pertinent to the

management of digital content and the sharing of information.

Content sharing P2P networks provide peers the ability to share files of different digital formats
such as audio, video, text, games and software, although some systems restrict the types of files
that may be shared based on their underlying system objectives. For instance Napster only

allowed the sharing of music files. This served two purposes, firstly it reduced the security risk
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by reducing the chances of malicious content on the network and it served its underlying

objective of providing an economical music sharing network.

The number of servers that could be maintained to manage user logins and content indexing
limited Napster’s scalability. But Gnutella, Freenet, PAST and others have been proved scalable
[Riidiger Schollmeier 2002] by virtue of the properties of their underlying routing algorithms.
Although there was a popular belief that Gnutella’s routing algorithm limited the search
horizon, the protocol has since been modified [Matei Ripeanu 2002a] to include concepts such
as search and routing information caching, the networks have also included the use of super-

nodes’ that provide extra functionality to assist in the efficient working of the network.

Routing and location protocols such as Achord [Steven Hazel 2002]) and Freenet [Ian Clarke
2001] provide anonymity to publishers and requesters of content by using the mechanism of
tunnelled connections. The main objective of these protocols is to give users the ability to freely
publish content without the threat of identity disclosure. These protocols would also allow for
the creation of applications where user anonymity was the primary concern and persistence of

data to prevent censorship is one of the main motivations for these research initiatives.

We can thus conclude that different P2P file-sharing initiatives have been designed to serve
different purposes. For instance file-sharing P2P variants, including Freenet
(freenet.sourceforge.net), Morpheus (www.musiccity.com), and MojoNation
(www.mojonation.net)’, address dissimilar challenges and systems such as Oceanstore [John
Kubiatowicz 2000] and PAST are designed to reflect true file systems behaviour and are used
for archiving data to ensure its persistence. Opencola’s main objectives are filtering and mining
of data. On the other hand Gnutella’s Kazaa system is used for content exchange alone. Freenet
(freenet.sourceforge.net) provides decentralized anonymous content storage protected by strong
cryptography against tampering. Morpheus provides improved search capabilities based on

metadata embedded in common media formats. The latest version of Morpheus (beta 4.0)’,

* Super-nodes are specialised peers with more resources and hence more responsibilities in contemporary
P2P systems.

% Since the beginning of this research, MojoNation’s work has been incorporated into Allmydata Inc.’s
shared storage product (http://www.allmydata.com/).

" This version of Morpheus was motivated from a need to standardise P2P file sharing networks and
hence it worked by creating a search facility which plugged into various underlying P2P systems. At the

time of its release there were concerns over the legality of P2P file-sharing networks, Morpheus claimed
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allows users to search across different P2P file-sharing networks, based on the Gnutella protocol
(such as KaZaA, iMesh, eDonkey and many others). Projects such as Freenet and Publius [Marc
Waldman 2000] provide anonymous publishing of content for storage and distribution via a P2P
network. Although Freenet achieves its primary goal of anonymous publication, it does not have
any mechanism to guarantee the persistence of all content [Hari Balakrishnan 2003], therefore
unpopular content may disappear from the system. Freenet can’t always guarantee the most
efficient location of content either. Lime Wire (www.limewire.com) and MojoNation’s storage
system addresses the issue of resource allocation and access control. Whereas Lime Wire
tackles these 1ssues by allowing users to restrict downloads based on the number of files that a
requesting client 1s sharing with the network, MojoNation takes this model one step further and
incorporates a system of ‘currency’ that users earn by sharing resources that they can then spend
to access resources. It uses an artificial ‘currency’, called Mojo, to enforce resource sharing.
MojoNation addresses the challenges of both motivating its users to contribute and also
reducing the cost of contribution. The cost of contribution is reduced by using a technique
called ‘swarming’ — which splits each complete download into smaller units which are then
uploaded by different peers. In this way each uploader’s contribution is reduced to such an
extent that it does not have an adverse effect on their system and consequently encourages
participation. A similar technique is used by BitTorrent [Johan Pouwelse 2004] to split the load
of a single download across a number of peers by splitting the file into small chunks. Torrent
based systems further improve download efficiency by using the concepts of seeds,
downloaders and trackers. Seeds possess complete files whereas downloaders are peers who
possess some parts of a file but can act as sources of uploading these parts while downloading
the rest. Trackers keep track of the various seeds and downloaders that possess a file and act as

an index for future downloads.

2.2.3.2 Collaborative computing & communications

Of all the research done in the P2P domain, the majority of innovations have been focused on
the content sharing application of P2P. Through all this, the area of collaborative P2P
computing has received very little attention and consequently most P2P collaborative and

communicating protocols tend to use the same techniques.

We can divide collaborative computing and communications applications into two sub

categories; presence management and instant messaging.

w

that its technology was legal because it provided a search facility as opposed to actually storing the
disputed digital content.
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Presence management

The Internet Engineering Task Force’s (IETF) Session Initiation Protocol (SIP) [IETF 2002], is
a signalling protocol for Internet conferencing, telephony, presence, events notification and
instant messaging. SIP was developed within the IETF MMUSIC (Multiparty Multimedia
Session Control) working group, with work proceeding since September 1999 in the IETF SIP
working group. SIP is a text based protocol similar to HTTP and SMTP, used for initiating
interactive communication sessions between users. The media types carried in the session are
also varied and include voice, video, chat, interactive games, and virtual reality. This protocol
handles the initiation, management and termination of sessions where the control over the

session is passed to the participants of the session instead of being maintained by a central

switch.

SIP 1s an Application Layer communications protocol which was extended to create the SIP for
Instant Messaging and Presence (SIMPLE) protocol. SIP is being used extensively today to
support a broad range of voice, instant messaging and presence-based services over mobile,

wireline and IP-based networks e.g. IM applications such as GoogleTalk and MSN messenger.

Instant Messaging

ICQ® [Mirabilis Ltd. 1996) was the first legacy Instant Messaging (IM) client which was
followed by many imitators such as MSN messenger, AOL messenger and Yahoo Messenger.
However, they all ran different communications protocols, with different registration procedures
and IM clients. Hence, they all developed into separate communities. Jabber® tried to reverse
engineer all these protocols and create gateways to connect to all the IM services using XML
streaming, allowing users to interact across the IM networks. However, the internet service

providers resisted this effort, e.g. AOL blocked Jabber clients.

The communication protocols for all IM services work in a similar fashion, where a network of
centralised servers assist users during log in and for maintaining presence information (i.e. when
a member is online or offline). Once this information has been passed to the clients all
messaging is carried out directly between the clients. Current IM services also provide
additional services such as voice conferencing, video conferencing, file exchange, interactive
environments and many others that assist in collaboration. In these terms, IM networks are
classified as Pure P2P networks, as initial lookup and discovery is centralised, but the actual

communication is P2P. This is the case, because using the centralised P2P model gives

® Mirabilis Ltd., "ICQ Home Page,” Available at http://web.icq.com/
9 Jabber Software Foundation, "Jabber Org Website," Available at http://www. jabber.org/
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maximum benefits for management of these types of networks. Service providers want the
ability to manage connections and control access to their network which is done through
centralised registration. In some instances IM is provided as an added bonus of becoming a
service subscriber. Consequently, in these applications scalability issues are addressed by
service providers by throwing more resources at the system since service providers do not lack
resources and recuperate costs through advertisement and subscription models, usually the
service providers main business interest lie in other areas and provide messaging functionality

as a side benefit. Network resilience is similarly addressed and managed by administrators.

The use of P2P collaborative computing has also had an impact on the education sector where
these technologies are being used for online learning environments such as Helpmate [Kevin
Curran 2002}, which was implemented for the Physics department at Coleraine University, and
Edutella [Wolfgang Nejdl 2002]. These applications combine the content sharing and
collaboration aspects of P2P technology to provide teachers and students with access to learning

material in an efficient and cost effective manner while removing the need for access to a

centralised website,

2.2.3.3 Distributed Computing (Hardware resource sharing)

Distributed computing initiatives like SETI@home'® (setiathome.berkeley.edu) [Eric Korpela
2001] did not start as P2P initiatives, however their working can be described in terms of P2P
functionality, in so much as the clients receive pieces of ‘work’ from the SETI@home servers
and only contact the server when the ‘work’ has been processed. Hence, the computers work
autonomously at the edge of the Internet and provide a distributed resource (computing cycles),
which combines to benefit a community. Similarly, other projects like Distributed.net
(distributed.net) and companies such as United Devices (www.ud.com) also provide distributed
computing solutions, which use the resources on idle desktop PCs to accomplish a task. SETI
uses the idle resources of computers to analyse signals it receives from outer space, in its Search
for Extraterrestrial Intelligence (SETI). Work at Stanford University [Vijay Pande 2000, Keri
Schreiner 2001) focuses on the use of distributed computing to understand protein folding and
aggregation to understand protein related diseases. Parabon Computing’s [Parabon Computation
2000] Pioneer Platform enables the distribution of work tasks to computers to compute data to

find a cure for cancer. They also market their product to other companies to fulfil their intenstve

computation needs.

' Seti@home website: http://setiathome.ssl.berkeley.edu/
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w

The working of all these initiatives is comparable and follows the same centralised P2P model,
where packets of work are handed out, by central servers, to individual devices which process
them and return the results to their central server. These servers combine the results and

determine the next set of work packets to be distributed.

In this domain, one of the major concerns is whether participants process/compute the pieces of
work in the correct fashion [David Molnar 2000]. Participation incentives in distributed
computing mainly focus on reputation based incentives such as acknowledgement of a user’s
contribution by mentioning his name on the website or compensation in terms of redeemable
coupons at partner sites. Even in a situation like this, where the rewards are intangible, the
system is prone to divergences affected by users. Providing contributors with a tangible

payment for services rendered would be ideal in this situation.

In MojoNation, Mojo''s can currently only be converted to karma (goodwill or strength), i.e. to
“buy” priority or for improved performance. Real money may be introduced later and the
system is capable of supporting both e-shopping and pay-per-view solutions. The Mojo strategy
was used as a participation incentive to balance the production and consumption in a P2P

system by creating a market for resources like bandwidth, storage, computation.

2.2.3.4 Gaming

Although gaming can be classed as a subset of group communication and collaborative
computing, it has been placed under its own section primarily because of the current increase in
gaming and the revenues generated from it thus making it an interesting area with its own

specific requirements and challenges for the future.

The requirements for gaming can be classified into two categories based on the mode of
play/distribution of the game. Some games are developed for online group communication
where online presence is required to play the game across a gaming community. On the other
hand with the increasing popularity of gaming on hand held devices it is becoming increasingly
common to be able to share games as standalone modules which can be run locally. Based on

these categorisations, the role of the P2P system may be one of games delivery or one of group
communications. In either case there is a need for managing revenues, particularly in the form

of micropayments, in this domain.

'! At the time of the writing of this thesis the Mojo Project has been suspended.
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2.2.3.5 Multimedia Streaming

Various initiatives [Damien Stolarz 2001, Florian Unterkircher 2002, Nezer J. Zaidenberg 2002]
started using P2P technology to perform multimedia streaming. The most popular application
was to P2P radio and web casting. This technology works by distributing the workload of the
main Server across participating peers. These peers are then used as broadcast nodes to stream
the content. Using the benefits of P2P technology in this instance avoids the problem of flash
crowds'* and bandwidth costs by distributing the load across a number of nodes thus increasing
the effective bandwidth and reducing the load on a single node. These initiatives also had to

address the interesting problem associated with steaming, particularly maintaining QoS.

The web casting model is centralised P2P because the central server determines which nodes
could provide the best streaming facility to a new joining node. It also maintains an index for
newly joining nodes to use to locate its nearest upstream broadcast peer. Allcast’® is a web
casting initiative that is functioning as a company with a patent for P2P streaming. The
architecture proposed by Unterkircher and Welzl [Florian Unterkircher 2002] addresses the
particular issues with P2P networks of the lack of persistence of nodes (transience of nodes), the
limit on uplink bandwidth due to heterogeneity of the network and the inefficiency of using

repetitive connection requests as a method for traversing firewalls and NATs. As in other P2P

systems the solution to these problems are data redundancy (replication) and caching,

The nature of this domain necessitates the use of the centralised model for node selection so as

to retain control over the content and to maintain its integrity. The need to maintain basic QoS

also motivates the use of the centralised model.

2.2.3.6 Web search

P2P technology has also been used for the development of Web search engines. At initial
conception InfraSearch used P2P technology to provide a distributed search engine facility; it
was included into Sun’s JXTA search project in February 2001'*. Now JXTA's search utility is

based on the same concept [Sherif Botros 2001). Other distributed search engines have also

12 & ' . . ‘
Flash crowds’ is a term given when a web site (networked resource) catches the attention of a large

number of people, and gets an unexpected and overloading surge of traffic. This surge of traffic can cause

Denial of Service.

'3 http://www.allcast.com

'* http://www.oreillynet.com/pub/d/234
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1 which cached the results across a set of hubs.

been created by using the Gnutella protoco
Most P2P content storage and caching systems use some form of search, these search techniques

can be applied to form distributed web search applications.

2.2.3.7 P2P frameworks and initiatives

P2P has been identified as an empowering technology for the enterprise [Tom Curran 2001],

where its features of integration between different platforms, distribution of resources across

peers nodes, ease of use, scalability and others make it tdeal for collaboration between and

within enterprises.

Groove Networks'® provides a collaboration platform for the enterprise, where inter and intra-
company collaboration is possible. The platform allows users to have personal and shared
spaces, which they create for collaboration purposes. Members from within the organisation or
outside may be invited to these shared spaces to work on documents online or offline, services
such as document synchronisation, chatting and file-sharing are provided to facilitate
collaboration. As one of the main advantages of Groove is its ability to allow secure
collaboration, the creators have devoted a great deal of effort into the various aspects of security
required. Groove [Jon Udell 2001] bases its establishment of trust on the premise that most
collaborators have had previous contact either in person or via voice conversations, hence when
they create a collaboration space they need to only ensure that the messages they receive are
actually from the person who it says they are from, i.e. authenticate the message sender. Groove
uses different sets of keys to enable secure collaboration between participants across
organisations (intra-organisation) and inter-organisation collaboration. Microsoft'’ has recently
acquired the Groove platform [BBC News 2005] to consolidate its collaboration products

targeted at large and small organisation to enable borderless collaboration on joint projects.

Jabber has been classified under the IM section above but since its early conception, the Jabber
Protocols have been accepted as an approved IETF standard for instant messaging and presence
management technology known as Extensible Messaging and Presence Protocol (XMPP) [Peter
Saint-Andre 2002, Peter Saint-Andre 2004]. Now Jabber technologies provide functionality
beyond IM, which allow developers to create applications for message exchange in different
scenarios. In particular the XMPP defines the method for exchange of structured XML elements

"> http://www.dcs.gla.ac.uk/~iraklis/fyp_report/node19.htm!

'®Groove Networks, “Web Services and Peer Services," http://www., gmove.net/pdflweb—peer_serviccs.pdf

17 http://www.microsoft.com/presspass/features/2005/mar05/03-10GrooveQA.mspx
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between networked endpoints. Jabber servers may be run to form P2P communities for

organisations or for personal use.

JXTA™ is an initiative, started under the auspices of Sun, to allow the development of P2P
applications and services. The JXTA Framework provides base P2P functionality and caters for
the deployment of services for added functionality as required by P2P applications. Whereas,
the Groove and Jabber protocols were developed primarily as a solution for collaboration,
JXTA’s creation was motivated by a need for common standards for the development of P2P
networks that could serve different purposes. Other frameworks that provide support for the
creation of P2P applications include Microsoft’s .NET [Curt Simmons 2002}, which uses

Extensible Markup Language (XML) and SOAP (Simple Object Access Protocol) to provide
support for Web Services (described below) .

Although most of the applications mentioned so far have a primary function and hence have
been classified under a specific category, it is important to mention that most of these
applications in the present day provide additional functionality that may overlap the other
categories. For instance, almost all popular file-sharing applications allow a limited degree of
Instant Messaging between members. Similarly, Instant Messaging applications allow file-
sharing on a one-to-one basis, limited only by file size. Collaboration platforms have to, by
virtue of their existence, provide both file-sharing and one-on-one communication between

clients while providing work archiving tools.

2.3 Overlay Networks

An overlay network may be defined as a logical structure which abstracts the physical
connectivity of the underlying layer. They are created to address a specific service need in the
network. For instance the Internet is an overlay network that connects various small networks

(LANs, WANs and MANG) together. Similarly, P2P networks can also be defined as overlays.

Overlays are commonly used to address routing, addressing, security, multicast and mobility
issues. There have been many initiatives [Nicholas J. A. Harvey 2003, Ben Y. Zhao 2001, Ben
Y. Zhao 2002] in the P2P domain which have been implemented as overlays to address these

Very issues.

'® Project JXTA, "The Jxta Homepage," Available at http://www.jxta.org
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P2P routing and location infrastructures such as CAN[Sylvia Ratnasamy 2001], Chord [Ion
Stoica 2001], Pastry [Antony Rowstron 2001a], Skipnet [Nicholas J. A. Harvey 2003] and
Tapestry [Ben Y. Zhao 2001] allow the formation of P2P overlays, which may be utilised to
create different P2P storage applications [Sameer Ajmani 2002, Frank Dabek 2001a, Antony
Rowstron 2001b]. The same routing infrastructures may also be used to provide different
functionality; for instance in Scribe[Miguel Castro 2002] the Pastry routing protocol is used to
provide a multicast infrastructure for applications that require the ability to multicast requests
and services. The PAST{Antony Rowstron 2001b] storage utility on the other hand uses the
Pastry routing protocol to create a large-scale persistent data storage utility where the routing
protocol guarantees the location of data. This also demonstrates the fact that different P2P

services may be used in different combinations to provide specific functionality.

Overlay networks thus overcome the need for constant hardware upgrades in the underlying
network structure. Hence, multiple overlays may coexist to provide a range of functionality to a
P2P system. We conclude that conceptually we could have different overlays forming which
would perform different functions and yet these overlays exist within the same system. Other
overlays could perform trust management, group management, system monitoring, accounting

and data persistence to support the main functionality of a particular application domain.

2.4 Digital content & copyright infringement
2.4.1 Digital content

As defined earlier in section 1.6.1, digital content may include various types of data and exhibit
certain properties, paramount of which is its ability to be replicated with no loss in quality. This
replication assists in the content’s indiscriminate copying and propagation, which can lead to
loss of revenue for the digital content owner or producer. The popularity of the file-sharing P2P
applications such as Napster and KaZaA has demonstrated that replicated digital content is as
good as content purchased from traditional vendors. While this property aids in the efficient
replication and delivery of digital content via the P2P networks it also leads to copyright
violation on behalf of the content owner as highlighted by Dong et al. [Ying Dong 2002} and
proclaimed by the global media industry [Lee S. Strickland 2003].

2.4.2 Copyright infringement

Copyright infringement of digital media was common before the advent of P2P file-sharing
applications, Napster just made it easier for users to get music into their computers or personal

media players in a ready and easy to use format through one global music search directory. The
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large volumes of music mp3s being exchanged via Napster combined with a fall in music sales
caused the media industry to take notice. However, it would be erroneous to suggest that the fall

in sales is a direct consequence of the use of P2P file-sharing applications.

As stated earlier (§1.2, pg.2), copyright infringement refers to the violation of the content
producers’ intellectual property rights. In this case the traditional method of owner recompense
is via a system of royalties, where the owner receives a percentage of the value of the goods and
the middleman receives a commission. Traditionally, when people exchange goods for money,
this is referred to as monetary recompense. Other features of copyright relate to reputation
(whereby the owner deserves credit for his work), archiving, persistence and others which are

detailed in [L. Jean Camp 2002]; for the purpose of this research, only the issue of monetary

recompense is of concern.

2.4.3 Digital Rights Management (DRM)

One of the most popular solutions, to combat copyright infringement, adopted by digital content
owners is Digital Rights Management (DRM) [Peter Biddle 2002, L. Jean Camp 2002]
technology. This technology prevents copyright violation primarily by denying access to digital

content. These technologies have been developed to enable secure distribution - and more

importantly, to disable illegal distribution - of paid content over the Web.

DRM technologies work by either binding content to a particular device or limiting the number
of times it can be accessed (Windows Media Player) or the time-span within which It 1S
accessible (Adobe eBook). DRM products allow users to set their own access rules and

encryption policies, some allow administrators to control whether content can be read, printed

or even shared.

The down side to DRM [Gary Marshall 2006]is the:
¢ Dependence on centralised servers, where content has to be checked against a
centralised library to ensure it has been legally purchased.
* The license keys are not transferable between devices; hence if a user has purchased
content to play on his Windows Media Player on his PC, he often cannot play it on his
PDA without purchasing a new license.
* DRM technologies work on the objective of tamper resistance of copyrighted material

and do not give flexibility of use to the end user.
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These technologies do not solve the problem completely because there still exist portals on the
Internet that provide free access to digital content [Peter Biddle 2002] termed the Darknet. At
the moment most DRM technologies look towards binding content to proprietary systems, thus
inhibiting interoperability and wide access to all digital content. For instance recent DRM
technologies developed by Microsoft {John Borland 2003], limit access to digital content to
Microsoft software only, consequently there has been a call for the development of an
interoperable DRM standard [John Borland 2003], while this is still under consideration it is not
the best solution as presently this encourages people to resort to illegal methods of digital
content access. Another downside to DRM is that these technologies do not benefit the

individual small producers of content who may not have a relationship with traditional content

publishers or distributors.

Although P2P content sharing networks have become popular and demonstrated that they are an
1deal method of content distribution at low cost, in recent years they have displayed certain
limiting characteristics termed free-riding [Eytan Adar 2000] whereby all users do not equally
contribute to the network and hence expose the network to failures or fragmentation. Here these
networks conform to the power-law theory where a small number of nodes provide most of the
content. Free-riders generally desist from contributing content to the system and only download
content. This has a negative impact on the overall network as it makes it weak and susceptible
to attacks as network topology can be spoofed. It also reduces the chances of finding content as
data persistence is affected due to the problem of limited search horizons. Since a few nodes
become the suppliers of a majority of the content in the network it exposes the individual nodes
to legal action'®. Users free-ride for various reasons, primarily ‘greed’; uploading content takes
up bandwidth which users would rather use to increase the speed/number of personal

downloads. It is also done to avoid legal action®® as content providers are targeted for hosting

copyrighted content.

As identified by Lui et al. {S. M. Lui 2002}, rewarding individual nodes in the system would act
as a participation incentive and overcome free-riding. Hence, we infer that enabling a fair
payment model in this environment would solve the problems of free-riding as well as ensure

that the content producers’ copyright is not violated.

19 Legal action in this scenario refers to a target industry identifying the system as a source of illegal

activity. E.g. Napster was identified as a system encouraging content theft and copyright infringement by
the RIAA and consequently taken to court.

20 The other side to this argument states that there may be cases where the legal action is unfatr, in these

cases the primary aim and motivation for these systems is to prevent censorship and promote free-speech.
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A solution for distributed DRM has been implemented by Cox in the MyBank [Brad Cox 2002}
application which allows users to distribute their digital content via the Internet and get
compensated every time that content is used. The application locally debits the users’ check-
book every time they use some copyrighted content and redeems the payment, when the user
goes online, by synchronising with the MyBank servers. This system conforms to the usage
based charging model. Although users’ copyright is upheld, this solution does not compensate
intermediate users’ in P2P networks whose resources may be used to propagate the content.
Hence, it is not an ideal solution for the P2P environment where free-riding is a common vice

and fair participation incentives are few.

The problem with usage based charging models is that they do not conform to consumer
expectations [Deirdre K. Mulligan 2003]. In a traditional transaction, a consumer would
purchase a hard copy of a book and use it as and where he pleases e.g. lend it to a friend.
Although, the motivation behind DRM was to protect copyright it has an adverse effect on
consumer experience primarily because it gives copyright owners the right to dictate the
conditions of use of the commodity. On the one hand DRM allows for the development of new
business models because the owner can dictate the usage terms of his content; however the
downside is that access to works is restricted or even denied in some cases. DRM technologies
have no mechanism in place to actually determine whether there is infringement or if a work 1s
being used fairly (e.g. for study, research or reporting). In some cases these piecemeal rights do

not conform to the rights conferred on users under the Copyright Act and are not directly

translated to non-digitised works.

To ensure that content owners receive recompense for their content, they need to get monetarily

compensated. These monetary payments need to cascade back to the owner every time the
content is propagated - a system of royalties. At the same time to ensure that intermediary
distributors are encouraged to propagate this content it is important to ensure they receive a
commission. By applying this system of recompense for copyright protection we can utilise the
advantages of P2P technologies to develop new models for content distribution. The

introduction of payments in the P2P arena raises challenges, which shall be described in the

next section.

2.5 E-commerce

One definition of E-commerce refers to all retail sales to consumers where transactions and

payments are carried out over an open network e.g. the Internet. There are many other aspects to

E-commerce dependent on the context of the transaction (e.g. B2B, B2C, C2C, B2G, G2C and
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many others), the communications channels being used and the applications or technologies
being used to conduct the transaction. The system refers to the whole infrastructure including
the transport medium (networks), the software components (applications and protocols), the
participants and the commodity for sale. The payment instrument refers to the actual payment
technique used such as the debit card, credit card, cash (Fiat money*'), money order, bank draft,
cheque and others. The major players in an e-commerce transaction are the buyer, the seller, the
commodity and the payment system. In popular e-commerce systems these can be the business
(B), consumer (C), government (G). The overall carrier of the transaction would be the
underlying network, in the context of this research the P2P network over the Internet. Major e-
commerce systems can be classified into B2B, B2C, C2C, B2G, G2C and many other
combinations of the main players, where these classifications are used to identify the scope of

the players in the system. This has an affect on the type of payment instrument to be used as

well as the payment system to be used.

However, the aim of this research is to focus on small producers and consumers, hence
traditional e-commerce models, though well established, do not cater for the needs of these
users. These users need payment instruments which are easily manageable, globally applicable

and yet do not incur high usage fees. To this end a brief description of payment methodologies

is provided in the following section.

2.5.1 Electronic payment techniques

As the Internet became a popular distribution channel for digital goods and services, it also
developed into a medium for the communication of information required to complete monetary
transactions. The popular model of the Internet became client-server; consequently all digital

payment schemes were developed to conform to this model. In the present day the popularity of

P2P networks has demonstrated a need for payments, which are feasible in the P2P

environment. The following sections shall describe some of the different payment schemes and

whether they may be used in the P2P environment or not.

2.5.1.1 Macro and Micro Payments

Macropayments refer to payments that amount to large values (from £10 to several million),

which can be processed by traditional payment instruments such as credit cards, bank orders,

*! Fiat Money is money that a government has declared to be legal tender, despite the fact that it has no

intrinsic value and is not backed by reserves. Most of the world's paper money is fiat money.
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and cheques. These payments are large enough in value to justify the cost of processing of the

transaction and one of the participating entities volunteers to bear this cost.

Micropayments on the other hand deal with payments of very small amounts, such as sub-units
of a £1. These payment values are small enough that the cost of the transaction to process them
would have to be very small to justify the use of a traditional payment instrument other than

cash.

In terms of electronic micropayment schemes in use in distributed computing, some are defined
on the basis of non-fungible payments and others as fungible payment systems. A non-fungible
micropayment system deals with work carried out instead of a tangible payment that can be

redeemed for monetary gain or used to pay for other services. These types of micropayment
schemes are generally used to gain access to resources or limit overloading of a system by the
time interval it takes the requestor to complete the piece of work (POW). Although these types
of schemes are widely used in P2P systems [Roger Dingledine 2001], the class of
micropayments of interest to this research are referred to as digital cash schemes. Both classes

of micropayments shall be described in some detail in the following sections.

2.5.1.2 Electronic Cash

Electronic cash payment schemes like VisaCard and Mondex [Felix Stalder 1999] require the
use of smartcards which hold monetary value. The downsides to these are that system users
need to purchase smartcards from traditional vendors (shops) and require extra hardware (card
readers) to use the system. The money earned by using this system can not be used to directly”
reimburse users utilising different systems. Hence, a payment may only be used to pay one

person; the same payment cannot be transferred to another user.

Digicash’s Ecash [Daniel Minoli 1997], uses a system of anonymous e-coins to pay for services,
where the identity of the buyer is anonymous to the seller and the electronic cash bears the
properties of real cash. However, the problem arises with the need for online verification of

coins via a trusted third party in this case the Ecash server that resides with the bank.

Netbill [G. Winfield Treese 1999] is another electronic payment system, where payment is

made for encrypted digital content and once the payment has been validated the decryption key

2 There exist intermediary service providers such as PayPal who could enable transfer of money

indirectly.
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