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ABSTRACT

The background of the project is based on the notion of ubiquitous computing.
Ubiquitous computing was introduced as a prospective view about future usage of
computers. Smaller and cheaper computer chips will enable us to embed
computing ability into any appliances. Along with the convenience brought by
ubiquitous computing, its inherent features also exposed its weaknesses. It makes
things too easy for a malicious user to spy on others.

An Intrusion Detection System (IDS) is a tool used to protect computer
resources against malicious activities. Existing IDSs have several weaknesses that
hinder their direct application to ubiquitous networks. These shortcomings are
caused by their lack of considerations about the heterogeneity, flexibility and
resource constraints of ubiquitous networks. Thus the evolution towards
ubiquitous computing demands a new generation of resource-efficient IDSs to
provide sufficient protections against malicious activities.

SUIDS is the first intrusion detection system proposed for ubiquitous
computing environments. It keeps the special requirements of ubiquitous
computing in mind throughout its design and implementation. SUIDS adopts a
layered and distributed system architecture, a novel user-centric design and
service-oriented detection method, a new resource-sensitive scheme, including

protocols and strategies, and a novel hybrid metric based algorithm. These novel

methods and techniques used in SUIDS set a new direction for future research and
development. As the experiment results demonstrated, SUIDS is able to provide a
robust and resource-efficient protection for ubiquitous computing networks. It

ensures the feasibility of intrusion detection in ubiquitous computing

environments.
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CHAPTER ONE

INTRODUCTION

With the continuous growth and development of computer networks, the
notion of ubiquitous computing introduced by Mark Weiser has received
increasing attention. However, this evolution faces a barrier. On the one hand,
people want to construct a ubiquitous network to make the best use of computers;
on the other hand, they must secure their network in order to cope with a number
of security threats from malicious entities. One solution for this 1s to use an
Intrusion Detection System (IDS). This chapter is organized as follows. First, the
topic of the thesis is presented with its aims. Second, the novel contribution of the
new approach posited in the thesis is presented. Third, an overview of the chapters

of the thesis is presented. Finally, the chapter is summarized.

1.1 Background

With the wide spread of computers, our daily lives are highly computerised
and closely connected with computer networks. In the near future, one will be
able to open a door by simply sending an order to the electric door lock from
his’/her PDA, or read news on a computer embedded “e-paper” with the content
updated through wireless connections [52]. The trend towards a computerised
smart space is part of the conception of ubiquitous computing [1, 155]. In the era
of ubiquitous computing, devices with computing and communicating abilities
will surround us all over. Eventually it will achieve the non-intrusive availability
of computers throughout physical environments. For example, hundreds of little

appliances (e.g. computer embedded notes, pens and coffee machines) in a smart



office will be seamlessly integrated into a work environment, gently enhancing an
occupant’s everyday activities [47].

Just like other networks, one of the main prerequisites for a ubiquitous
network is adequate security [32, 90, 142]. The network has to be properly
secured so that it can be relied upon. Intrusion Detection Systems [4, 5, 31] are
widely used to protect computer networks. If an intrusion is detected quickly
enough, the intruder can be identified and ejected from the system before any
damage is done or any data are compromised. Moreover, an effective intrusion
detection system can even serve as a deterrent, acting to prevent intrusions.

Traditional IDSs, which were originally developed for wired networks, are
not suitable for ubiquitous computing due to the unique characteristics and
inherent vulnerabilities of the environemnt. This unfitness directly compromises
the effectiveness and efficiency of existing IDSs. For example, with the concept
of ubiquitous computing, there must be some small-size devices in order to
achieve unaware deployment. Inevitably, they will have limited energy supplies
and storage spaces. An obvious issue is how to implement an IDS In a
resource-effective way [94]. This is a big challenge since one of the most
desirable features for an IDS is real-time detection and response, which is
extremely energy consuming. Another key issue is related to the system
architecture. Current host-based IDSs do not fit for ubiquitous computing due to
the nodes’ capacity constraints, while network-based IDSs simply cannot capture
inside users’ activities as the network’s infrastructure tends to be heterogeneous.

In chapter four these limitations are discussed in depth.

1.2 Project aims and objectives

The above discussion indicates that the evolution towards ubiquitous
computing demands a new generation of resource-efficient IDSs to provide
sufficient protections against malicious activities [105]. The aim of the project is
to design such an IDS, which is able to minimize the use of system resources such
as energy consumptions and communication overhead. It should have an

appropriate system architecture and detection strategy to be flexible and scalable.

The IDS must also be able to detect intrusions effectively, e.g. with a high hit rate



and a low false alarm rate.

The objectives of this project are:

To provide a background to ubiquitous computing and demonstrate the
unfitness of existing IDSs when applying them to ubiquitous computing
environments.

To posit the requirements for an appropriate IDS that is associated with
resource-sensitive design and distributed modules’ deployment.

To present the design of a system (i.e. SUIDS, standing for
Service-oriented and User-centric Intrusion Detection System) that detects
attacks at the service layer and builds a defence wall against malicious
users.

To propose an original set of mechanisms, strategies and protocols that
together achieve resource-efficiency in SUIDS.

To prototype the SUIDS system in order to provide proof-of-concept for
proposed work and perform an assessment in relation to the proposed

requirements, where possible.

1.3 Novel contribution of this project

The key points of novelty of this project include:

A layered and distributed system architecture, which is seamlessly
embedded into ubiquitous computing environments. By categorizing
system nodes into three major groups, SUIDS is more scalable and
adaptable in order to fit for various network scenarios.

A novel user-centric design and service-oriented detection method. By
giving mobility to detection modules, SUIDS is able to react to malicious
activities in real-time. It detects anomalies at the service level rather than
relying only on the information from network layer.

A new resource-sensitive scheme, including protocols and strategies. By
allowing delegation of intrusion detection tasks to proxy nodes, SUIDS
provides satisfactory intrusion detection service coverage to those nodes
that are incapable of running IDS independently.

A novel hybrid metric based algorithm. In order to balance system



resources such as CPU usage, network overhead, storage space, and
energy consumption, SUIDS uses a hybrid metric to measure these factors
together for the dynamic determination of cost-effective intrusion
detection deployment. A node’s trustworthiness is also considered in this
hybrid metric to enhance the system’s security policy.

Critical assessment methods to evaluate the effectiveness and efficiency
of the proposed IDS model. The effectiveness of SUIDS is reflected by its
high hit rates on anomalies and low false alarm rates. Its efficiency is

shown on deducted energy consumptions.

1.4 Project achievements

SUIDS is among the first intrusion detection systems proposed for ubiquitous

computing environments. It keeps the special requirements of ubiquitous

computing in mind throughout its design and implementation. The methods used

in SUIDS set a new direction for future research and development. Practically, it

ensures the feasibility and realization of intrusion detection in ubiquitous

computing.

The outcomes of our research have generated the following conference and

journal papers:

B. Zhou, Q. Shi, and M. Merabti. Intrusion detection in ubiquitous
computing environments. Proceedings of EPSRC Sixth Annual Network
Symposium on the Convergence of Telecommunications, Network and
Broadcasting (PGNet’05), Liverpool, UK, Jun. 2005, pp. 344-9.

B. Zhou, Q. Shi, and M. Merabti. A novel service-oriented and
user-centric  intrusion detection system for ubiquitous networks.
Proceedings of IASTED International Conference on Communication,
Network and Information Security (CNIS’05), Phoenix, Arizona, USA,
Nov. 2005, pp. 76-81.

B. Zhou, Q. Shi, and M. Merabti. A framework for intrusion detection 1n
heterogeneous  environments. Proceedings of IEEE Consumer

Communications and Networking Conference (CCNC’06), v2, Las Vegas,
USA, Jan. 2006, pp. 1244-8.



e B. Zhou, Q. Shi, and M. Merabti. Real-time intrusion detection in

ubiquitous networks with a string-based approach. Proceedings of IET

International Conterence on Computational Science and its Applications
(ICCSA 2006), Part4, LNCS 3983, Glasgow, UK, May 2006, pp. 352-9.

e B. Zhou, Q. Shi, and M. Merabti. A survey of intrusion detection
solutions towards ubiquitous computing. Proceedings of 1st conference on
Advances in Computer Security and Forensics, Liverpool, UK, Jul. 2006,
pp. 31-40.

e B. Zhou, Q. Shi, and M. Merabti. Intrusion detection in pervasive
networks based on a chi-square statistic test. Proceedings of 30th IEEE
Annual International Computer Software and Applications Conference
(COMPSACO06), Chicago, USA, Sept. 2006, pp. 203-8.

e B. Zhou, Q. Shi, and M. Merabti. Balancing intrusion detection related
energy in ubiquitous computing networks. Journal of Information
Assurance and Security, vol. 1, issue 4, Dec. 2006, pp. 275-80.

o B.Zhou, Q. Shi, and M. Merabti. Resource-efficient intrusion detection in
pervasive computing. Proceedings of IEEE International Conference on
Communications (ICC 2007), Glasgow, UK, Jun. 2007, in press.

e B. Zhou, Q. Shi, and M. Merabti. Balancing intrusion detection resources
in ubiquitous computing networks. Journal of Computer Communications,
under review.

The simulation environment created in this project could be used as a primary

testbed for other researches related to ubiquitous computing.

1.5 Thesis organisation

Chapter two: Chapter two reviews the history of computer networking and
presents its future direction. Since the first set of computers connected together in
the late 1960’s, millions more computers have joined the network and formed an
enormous cyber-world - Internet. Based on a layered architecture and well
designed communication protocols, various computers on different platforms are
able to communicate with one another under the same standard. In the near future,

with the continuous growth and development of computer and network



technologies, 1t will enter the next stage of information era — ubiquitous
computing. Smaller and cheaper computer chips will embed computing ability
into any appliances, from a greeting card to a smart home. People’s daily lives
will be closely connected with computers and beneficially become ever
convenient. Finally, along with the benefits, vulnerabilities of ubiquitous
computing are discussed. Security is one of the major concerns for any computer
network, including ubiquitous computing.

Chapter three: This chapter briefly introduces some attacks and
countermeasures involved in computer security. In computer security, intrusions
are defined as any malicious activities that could compromise the integrity,
confidentiality, or availability of networks and information sources. There are
many types of attacks on computer systems. As a second line of defence, IDSs
play an important role in computer security, especially in the fight against attacks
launched inside a network. The principles and classifications of IDSs are
introduced in this chapter.

Chapter four: This chapter presents a critical survey on existing IDSs and the
state of the art in intrusion detection related to ubiquitous computing. Although
the research in intrusion detection started decades ago, its application to
ubiquitous computing is new. Limitations and drawbacks of current 1IDSs are
discussed. In particular, they cannot fulfil the special requirements of ubiquitous
computing in respect of resource-efficiency and system architecture. An IDS 1n
ubiquitous computing should not require transmitting or processing a large
amount of audit data or attacking signatures. It should have a distributed or
cooperative detection scheme instead of a centralized system architecture. In order
to provide all-sided protection, resource constrained nodes in ubiquitous
computing networks need special considerations for the design of an IDS. This
chapter demonstrates the demand for a resource-efficient and robust IDS in such
networks.

Chapter five: In this chapter, the system architecture and framework of our
novel solution SUIDS are introduced. SUIDS is an adaptive and resource-efficient
intrusion detection system with a novel service-oriented auditing mechanism and
flexible user-centric design. In SUIDS network nodes are classified into three
categories: head nodes, user nodes and services nodes. By working together with

service-oriented (software) agents, SUIDS is able to reliably and effectively detect



malicious activities of inside users. It is suitable for heterogeneous environments

such as ubiquitous computing networks. The simulation work of SUIDS is also
provided in this chapter. As a research scenario, a smart home is simulated by
using the Georgia Tech Network Simulator (GTNetS).

Chapter six: SUIDS is an anomaly-based intrusion detection system. Its
detection algorithm and experiment results are presented in this chapter. To detect
anomalies, SUIDS builds a profile for each user. The user’s profile consists of the
user’s long-term behaviour, represented by his/her usage of service nodes. To
achieve real-time detection, a string is utilized in the user profile to represent the
user’s short-term behaviour in due course. Every time a new event record arrives,
the user profile i1s updated and the deviations between long-term and short-term
behaviours are calculated. An appropriate string length and threshold value work
together to balance the system’s false alarm rate and detection effectiveness. With
a carefully selected string length and threshold value, SUIDS can achieve a high
hit rate while keeping the false alarm rate low.

Chapter seven: This chapter refines the detection method of SUIDS in order
to improve its performance in terms of both detection effectiveness and efficiency.
Instead of using a string, an exponentially weighted moving average (EWMA)
technique is used to smooth out the observation value for the variables being
tracked. In this way, the observation reflects the ‘most recent past’ characteristics
of variables in an online fashion. It applies the smoothing constant In a user
profile to represent the user’s short-term behaviour in real-time. The deviations
between a user’s short-term behaviour and long-term profile are measured by
using a chi-square statistic test. This method can measure not only the probability
distributions of variables, but also their occurrence patterns.

Chapter eight: The inherent features of ubiquitous computing request SUIDS
to give special concerns about the issue of resource-efficiency. This chapter
presents a comprehensive analysis of energy consumed in SUIDS and proposes a
profile splitting technique in order to reduce the energy consumptions. The energy
consumed in SUIDS is categorized into two parts: computing-related and
communication-related. Head nodes are used to save the computing-related
energy. User profiles are managed in a distributed pattern to reduce the
communication-related cost. A hybrid metric is used to measure multiple

energy-related factors: transmission power, remaining energy, and energy



consumption rates. In order to balance energy consumptions among network
nodes, proxy nodes can be selected based on the hybrid metric to share intrusion
detection burdens with service nodes. In this way, the SUIDS achieves better
performance 1n respect of energy-efficiency, so the network lifetime 1is
beneficially extended.

Chapter nine: This chapter extends the work of chapter eight and takes more
system resources into account during the selection of proxy nodes. Specifically,
three deciding resources are considered in this chapter: energy, computing ability
and trust level. A node’s computing availability is measured by correlating with its
energy usage. A faster energy consumption rate of the node means less computing
ability available to intrusion detection. And its trust level is estimated based on
multi-factors including its energy consumption pattern and ‘safe time’. A new
conditional hybrid metric 1s proposed in order to balance these limited resources
together. The system’s security policy is beneficially enhanced due to the
consideration of nodes’ trustworthiness.

Chapter ten: In this chapter, the requirements on IDSs in ubiquitous
computing networks are reviewed. The performance of SUIDS is evaluated
against these requirements. A successful IDS operating on ubiquitous computing
networks must have the following five features: real-time detection, scalability
and adaptability, full coverage, resource efficiency, and detection effectiveness.
Comparing with existing solutions, SUIDS is the first IDS keeping the special
requirements of ubiquitous computing in mind before its design and
implementation. Specifically, SUIDS achieves real-time detection by giving
mobility to its detection modules. The classification of network nodes and usage
of lightweight agents make it scalable and adaptable. SUIDS considers capacity
constrained nodes by adopting proxy nodes. Its novel hybrid metric balances
multiple system resources, and in the meantime, it achieves high detection
effectiveness while keeping the false alarm rate low. SUIDS provides a robust and
resource-efficient protection for ubiquitous computing networks.

Chapter eleven: This chapter presents conclusions and future work.



1.6 Summary

This chapter has presented an overview of this thesis. In the near future,
computing is becoming ubiquitous. Tiny embedded processes with the abilities of
computing and communication will spread everywhere for the purpose of sensing,
control and information display. Security protection, as an inevitable and critical
issue, must be provided properly before the large-scale implementation and
deployment of ubiquitous computing. Traditional IDSs are not fit for such an
environment due to the resources constraints and heterogeneous infrastructure of
ubiquitous computing. Therefore, this thesis provides a new and novel solution to
the problem: SUIDS. This system adopts a flexible and adaptive system
architecture to provide resource-efficient security protection against malicious
activities. In the next chapter, the history of computer networks and the trend

towards ubiquitous computing are introduced.



CHAPTERTWO

THE ROAD TOWARDS UBIQUITOUS COMPUTING

Many years after the invention, computers were supposed to work alone,
running their own programs locally. This situation has changed in the late 1960’s.
A set of computers were connected together to allow remote access to computer
resources. Since then, the world witnessed one of the greatest miracles in human
history - Internet. In this chapter, we first introduce the history of computer
networks, and then talk about the network structure underneath. Just like a
language in human society, TCP/IP enables various computers and network
hardware and software to communicate with each another under the same standard.
Soon, with the continuous growth and development of computer and network
technologies, we will enter the next stage of information era — ubiquitous

computing.

2.1 A brief history of computer networks

In computer science, a network can be defined as a system for connecting
computers by using transmission technology [23]. In the early time, computers
were huge and expensive. They were hardly moved due to their large footprint.
The computers’ computing abilities were also limited. Programs took a long time
to run. At that time, computers were ‘luxuries’ and only deployed in the top
research labs.

In late 1960°s, ARPA (Advanced Research Projects Agency) initiated a
project aiming to connect researchers with computers [129]. The objective of the

project was to enable researchers to remotely access to expensive computer
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resources. As a result, ARPAnet - child of the ARPA project - became the first
prototype of modern networks. Although it used a connection of only 50 kbits/s,
ARPAnet brought a fundamental change from centralized to distributed
computing and incorporated features of reliability and robustness, e.g. multiple
links and distributed routing.

Computer networking 1s very complex. Before ARPA, there were many
different hardware and software technologies from wired to wireless and from
undersea optical fibber to home used infrared. No one technology is appropriate
for every scenario. The occurrence of TCP/IP protocol glues together networks of
many dissimilar technologies with routers [24, 146]. TCP/IP were developed in
late 1970s and ARPAnet switched to TCP/IP in early 80°s. The first switchover
occurred in 1983 and 1t is regarded as the start of one of the greatest inventions —
Internet.

Internet 1s defined as a set of networks connected by routers that are
configured to pass traffic among any computers attached to networks in the set
[23]. The global Internet is growing exponentially since its advent [22]. Initially
the Internet had only a few hundred computers and a few dozen sites. Today,

millions of computers and thousands of networks world-wide are connected

together. No one knows the exact size of the Internet [34]. The recent ISC
(Internet Systems Consortium) domain survey shows the growth of Internet in the

past decade.
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Internet also brought a new industry. Companies like Cisco [21], IBM [71]
and Microsoft [104] continuously work out new products on networking hardware,
computers and relevant software. Today, Internet has become a new phenomenon
that networks are an important part of everyday activities. Through Internet, we
can do shopping at home, finish a degree without going to an university, and make
friends with people from anywhere of the world ... In many ways, it changes the

way we live.

2.2 Network architectures

Hardware alone can’t solve all computer communication problems. Software
for Local Area Network (LAN) and Wide Area Network (WAN) systems
provides high-level interface to applications. Standards have been adopted to
allow a heterogeneous group of computers using a multitude of operating system
software to communicate with one another. The layering model is a well known
structuring solution to organize the complex networking software design and
implementation. A layer on one machine communicates directly with the
corresponding or peer layer on another machine to which it is connected. The
rules and conventions which allow this communication to take place are enforced
through layer protocols. They specify the format and meaning of messages
exchanged between computers across a network. The set of protocols used in the
communication between systems provides a network architecture.

The International Standards Organization’s (ISO) Open Systems
Interconnection (OSI) 7-layer reference model is the most widely-used model [30].
It is a guide to the design of a network protocol suite. Layers are named and
numbered from bottom to top as shown in Fig. 2.2. Each layer fulfils specific
functions in the communications between the two computers. The application
layer consists of a number of protocols that are commonly needed, for example,
File Transfer Protocol (FTP) [117] and Simple Mail Transfer Protocol (SMTP)
[116]. The presentation layer defines the common formats for the representation
of data. The session layer manages sessions such as login to a remote computer.

The transport layer 1s designed to let computers carry on a conversation and is the

12



heart of the whole protocol hierarchy [149]. Two types of transport service, 1.e.
the connection-oriented Transmission Control Protocol (TCP) and the
connectionless User Datagram Protocol (UDP), work at this layer to ensure the
reliable delivery of data between computers [24, 25, 146, 149]. The network layer

is in charge of address assignment and data delivery across a physical network by

using the Internet Protocol (IP). The data link layer formats data in frames and

delivers frames through a network interface. The physical layer includes basic
network hardware such as RS-232 or Ethernet [24, 25, 146, 149].

Sender computer Receiver computer

Layer 7 Application Application

___________ ldentical _
message
e
Identical _
message
Layer  Sesion
Identical
message
e
Identical
message
-
Ildentical
message
Layer 2 Data Link
__________ _ Identical _ __ _ __ _____
message

Layer 1 Physical (network hardware)

Fig. 2.2 ISO OSI 7-layer reference model.

IP is an unreliable, connectionless delivery service, so there are no guarantees
that an IP datagram will reach its destination [24, 91]. In IP, data are transmitted

in small and independent pieces, i.e. packets or datagrams. Each packet placed on

13



the network will be automatically routed through a number of networks until 1t
reaches its destination. Packets travel independently and may follow different
paths based on the network’s status. The source divides outgoing messages into
packets and the destination reassembles received packets to get the original data.
Packets may be delivered out of order, especially in systems that include multiple
networks. It can be detected and corrected through sequencing. The sender
attaches a sequence number to each outgoing packet and the receiver uses the
sequence number to put packets in order and detects missing packets. Lost packets
perhaps are the most widespread problem. Any error such as a bit error or network
congestion may cause a packet to be discarded or undelivered. Protocols use

positive acknowledgments with retransmissions to detect and correct lost packets.

The packet receiver sends a short message acknowledging receipt of packets. The
sender sets a timer for each outgoing packet and infers lost packets from missing
acknowledgments. If a timer expires before the acknowledgment is received, the
sender will retransmit the lost packets.

The flexible layered architecture allows multiple networks and computers to
connect in a seamless way, irrespective of the requirements demanded by various
applications. Software implemented from the layered design has layered
organization. The software for each layer depends only on the services of the
software provided by lower layers. The software at layer n at the destination
receives exactly the same protocol message sent by layer » at the sender (Fig. 2.2).
It means the protocols can be tested independently and replaced within a protocol
stack. The software at each layer communicates with the corresponding layer

through information stored in headers. Each layer adds its header to the front of a

message from the next higher layer. Headers are nested at the front of the message
as the message traverses the network (Fig. 2.3). On the sender side, each layer
accepts an outgoing message from the layer above, adds a header and other
processing information, and passes the resulting message to the next lower layer.
On the receiver side, each layer receives an incoming message from the layer
below, removes the header for that layer, performs any other processing, and

passes the resulting message to the next higher layer.
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Fig. 2.3 Nested layer headers.

2.3 Concept of ubiquitous computing

The term of ubiquitous computing was brought out by Xerox PARC (Palo
Alto Research Center) in 1991. It was first mentioned in Mark Weiser’s article
“The Computer for the 21* century” [155]. The author explained that the most
powerful and successful technologies are those that naturally blend into our world
until they are effectively invisible. These technologies become human’s second
nature due to their usefulness and wide availability. People stop thinking of
themselves as using a technology; instead, they just consider themselves capable
of doing whatever the technology enables. A good example is the telephone [32].
If people say “I spoke to my brother in London this moming”, we understand
implicitly that they used the telephone networks to do so. We would never hear
someone saying like “This morning I used the telephone networks to speak ...”

Just like the telephones, computing is becoming ubiquitous as well. Five
trends indicate the technical feasibility of this change [102, 147]. The first trend is
given by Moore’s law [106]. It states that the number of transistors on the same
chip area doubles every eighteen months. Thus, the price of computer chips are
getting lower and their sizes are getting smaller. It makes integrating computer
chips into daily items become possible. The second trend is the emergence of new
materials. Smart paper [40][45] for example provides a new interaction scheme
with IT systems: a thin and flexible plastic foil contains the electronic ink that can
display information as well as be used as an input device with a special pencil.

Progress in communication technologies dominates the third trend. Except for
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higher bandwidth, mobile networks like mobile phones or mobile ad-hoc
networks have been widely deployed in recent years. No matter sitting in a café or
airport lounge with a small PDA, people can easily be kept updated of their
business. Progress in sensor technology is the fourth trend: like computer chips,
sensors are getting smaller and cheaper, so that they can be integrated into
everyday items to observe surrounding environments. A milk bottle for example
could calculate its expiry date depending on its current temperature: the colder the
milk bottle, the later the expiry date. The last trend refers to new concepts that
model the infrastructures for these smart everyday items. People reinforce existing
devices with computers because they are more effective, well-understood, and
reliable. Actually we always choose the most comfortable technologies even when
alternatives exist. That is why lights and doorbells are all operated by electricity
NOw.

An online medicine cabinet is a good illustration to understand the notion of
ubiquitous computing [47]. Imagine that you are walking into the bathroom in the
morning. Your medicine cabinet recognises you and tells you that you should take
your allergy medicine since it is a high pollen day. Because the cabinet knows
your needs, it will gently wamn you if you pick up a wrong drug. If you are almost
out of pills, the cabinet will automatically order them online and refill it.

Several components form such an online medicine cabinet:

o A basic computer system. The cabinet must be able to store information

such as the user’s health condition and the functionalities of medicines.

e A context-aware mechanism. The cabinet must be able to recognise the

user and sense the type and availability of the medicines.

« A communication network. The cabinet should be able to receive the
information related to the medicine (in this case it is the weather) and
order the medicine automatically online.

The components listed above already exist, but they are typically conceived
and operated independently in the context of their own restricted view of the
world. Current research is focused on the problem of combining them together
and creating integrated ubiquitous computing systems. Many devices will be
networked together to provide portable, effortless access to a global information
infrastructure. The concept of computing will no longer imply a workstation with

a single display screen demanding its user’s attention; rather, there will be a
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collection of displays everywhere allowing casual, low-intensity use. Computing
power, including data storage and retrieval, will be everywhere in the
environment and the devices needed to access that power will be freely available
like ball point pens, which you pick up to use as needed and then leave behind
when you’re done with them.

Additionally, ubiquitous computing will also have a great impact on today’s
business processes. When companies plan to adopt a new technology, they want
to know business impacts in advance. These impacts are mainly characterized by
costs and benefits. We already mentioned that the costs for computer chips are
getting lower and lower. The benefits can be concluded as: the avoidance of
media breaks between the real world and the digital world, the awareness of
“smart objects”, and the support for mobility.

The avoidance of media breaks means the potential to improve the efficiency
and quality of business processes through automation. A high level of process
automation leads to reduced cost since less human intervention is required and
more human errors are eliminated. For example, all the goods in a supermarket

can have an embedded small chip on their tags. It can record necessary

information such as the price of the product and be sensed by exit doors.
Customers can check out immediately without queuing at the casher and the stock
count could never be easier and more accurate. The awareness means that objects
are able to provide data about their current and past context. Decisions that affect
an object can be made at the object itself. For example, a milk bottle can decide
and be asked whether it was stored always at the right temperature. In a traditional
process it must be ensured that thermometers are always around for external
monitoring. These thermometers must be checked every time the milk bottle
changes its location. This process is laborious and error-prone, and does not
provide an appropriate means to measure the actual quality of the milk bottle.
However, along with the benefits, ubiquitous computing also brings
numerous vulnerabilities. It makes things too easy for malicious people to build a
system to spy on others. A basic concern about any information stored In a
computer is who can access and modify the contents. Where are the bits? Are they
secure? And more questions will be asked especially if the information is
collected from environments and transmitted over networks. Although issues

surrounding the appropriate use and dissemination of information are as old as the
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history of human communication, specific concerns stem from the fact that
ubiquitous computing makes information more generally available. Imagine,
when a visitor uses your bathroom, you will not expect your medicine cabinet to
leak your health condition out to him; when the cabinet buys the pills online, you
will need 1t to keep your personal/financial information secure. The situation
could become even more worrying if your medicine cabinet already has been
compromised. What will happen if the cabinet advises you with wrong doses?
And what will happen if the cabinet changes the medicines without your
awareness?

The above discussion clearly suggests that a strong security mechanism is

necessary to ubiquitous computing. In this thesis, we particularly pay attention to

one of the most important security solutions - intrusion detection.

2.4 Summary

In this chapter, we introduced the history of computer networks. Since the
first network project carried out in later 1960°s, computer networks never stop
growing. Till now, millions of computers have joined together forming the biggest
cyber-society: Internet. The notion of ubiquitous computing was introduced as a
prospective view about the future usage of computers. Smaller and cheaper
computer chips will enable us to embed computing ability into any appliances,
from a piece of paper to a racing car. People’s daily activities will be closely
connected with computers and beneficially become ever convenient. However, the
great features of ubiquitous computing inevitably expose its inherent
vulnerabilities. A ubiquitous network must be properly secured so that it can be
relied upon. In the next chapter, we will present the work related to network

security. As a defensive countermeasure, IDSs will be introduced.
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CHAPTER THREE

NETWORK SECURITY AND INTRUSION DETECTION
SYSTEMS

In computer security intrusions are defined as any malicious activities that
could compromise the integrity, confidentiality, or availability of networks and
information sources. For example, an attacker may compromise the availability of
an information system by flooding a server with an overwhelming number of
service requests over a short period of time or deliberately wasting the server’s
CPU time simply with a paragraph of malicious code. Another attacker may
compromise the integrity and confidentiality of an information system by gaining
the privileges of an authorized user and then modifying or stealing information. In
this chapter, we briefly introduce possible attack types and countermeasures
involved in computer security. As an effective tool against inside threats, the
principles and classifications of intrusion detection systems are specifically

discussed.

3.1 Computer security

Computer security 1s a subfield of computer science, regarded as the control
of risks related to computer usage. A traditional approach to coping with this 1ssue
is to specify and enforce a security polity on a computer system to restrict the
actions an entity (user or program) can perform. There is no universal standard
defining what secure action is. A university may have a very different notion of
security from a military base. Thus security here is a property that is unique to

each situation and so must be overtly defined by a security policy.

19



A secure system should still permit authorized users to carry out legitimate
and useful tasks. One might be able to secure a computer beyond misuse using
extreme measures such as those noted by author Eugene H. Spafford: 7he only
(ruly secure system is one that is powered off, cast in a block of concrete and
sealed in a lead-lined room with armed guards - and even then I have my doubts
[35]. However, this would not be regarded as a useful secure system. There 1s

always a trade-ott between the security and utility of computer systems.

Source Destination

Normal flow

Interruption

Interception .

Modification

Fabrication

Fig. 3.1 Attack types related to computer networks.



With the advent of the Internet, tens of thousands of networks are connected
together through routers. These routers forward packets from their sources to the
destinations. It gives legitimate users, as well as malicious users, easier
accessibility to the computer systems. And since then, computer security is no
longer only about computer consoles, but also their connections with the outside
world. Fig. 3.1 illustrates the possible attack types regarding computer networks
[143].

A recent FBI survey (2005) suggests that the vast majority of organizations
(87%) experienced some type of computer security incident [26]. More than 79%
sald they’d been affected by spyware and almost 84% were affected by a virus

attack at least once a year, despite the almost universal use of antivirus software.

The target of an attack could be any part of a computing system. Fig. 3.2 shows
some examples of targets and attacks related to a computer system. Basically, a
working security policy should include [59]:
o Data accessibility — the contents are accessible to legitimate users.
 Data integrity — the contents are not modified by unauthorized entities.

« Data confidentiality — the contents are not revealed to unauthorized

entities.

 Accountability - responsible for tracking who has accessed the data.

e Authorization - responsible for who is allowed to access the data.
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Fig. 3.2 Examples of attack types and system targets.

Countermeasures against security breaches work together at different network

layers as shown in Fig. 3.3 [143]. Some of them are briefly explained here:

e CRC (Cyclic Redundancy Check): A type of hash function used to
produce a checksum — a small, fixed number of bits — against a block of
data, such as a packet of network traffic. The checksum is used to detect
errors after transmission. A CRC is computed and appended before
transmission, and verified afterwards by the recipient to confirm that no
changes occurred on transit.

e Encryption: A mathematical procedure of rewriting contents so that they
cannot be read without the corresponding decryption key. The encrypting
function produces an encrypted message, while the decrypting function
extracts the original message from the encrypted one. An encryption key
is a parameter that controls encryption/decryption. A message sender and
a receiver share a secret key for symmetric encryption/decryption. Key
management 1s the crucial part of the encryption.

o Digital signatures: A public-key/asymmetric cryptographic method used

for message authentication and integrity checking to deter fraudulent
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activities. A sender encrypts a message with its private key and a receiver
decrypts the encrypted message with the public key linked to the sender’s
private key. As this pair of keys should be uniquely associated with their
owner and certified by a certification authority, the encrypted message
can only be generated by the key owner. This guarantees that the message
must be originated from the key owner.

Firewall: A device located at the edge of networks to permit or deny data
connections. Firewalls can be hardware and/or software based. A
firewall’s basic task is to control traffic between computer networks with
different zones of trust and it is configured based on the organization’s
security policy.

IPSec (IP Security): A framework operates at the network layer by
extending the IP packet header (using additional protocol fields, not
options). This gives it the ability to encrypt packets from any higher layer
protocol, including arbitrary TCP and UDP sessions, so the information
cannot be captured and understood by outsiders. It is widely used between
two private networks over the Internet to support virtual private
networking (VPN).

Kerberos: A secure method for authenticating a request for access to a
service in a computer network. Kerberos issues a user an encrypted
‘ticket’ in an authentication process, so the user can use the ‘ticket’ to
request a particular service from an application server. The user’s
password does not have to pass through the network.

PGP (Pretty Good Privacy): A free and widely used encryption program
that lets user protect files and electronic mails. PGP uses both

conventional and public key cryptography so it can be used to

authenticate messages, protect their integrity, and keep them secret.
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Fig. 3.3 Examples of security countermeasures at different network layers.

All the methods mentioned above are used to protect against attacks from the
outside of an organization. However, the same FBI survey (2005) reported that
44% organizations had experienced intrusions from within their organizations.
Further, the average cost of a successful attack by a malicious insider is much
greater than the cost of an external attack. It emphasizes the needs for another type

of security tool — Intrusion Detection System.

3.2 Intrusion detection systems

An IDS detects and makes alarms when intrusions have taken place or are
taking place in a network being monitored. It achieves detection by continuously
monitoring unusual activities happening in the network [4, 31]. The basic
hypothesis of IDS is that there must be some trails connected with intrusions, at

least traceable for a certain period. Unlike firewalls which are designed to prevent

the occurrence of intrusions, an IDS only works after intrusions have occurred or
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even succeeded. That is why an IDS is thought as the second line of defence. The
main advantage of IDSs over firewalls is that IDSs can detect not only the attacks

launched outside a network, but also inside attacks.

- =
DATABASE

-
CONFIGURATION

SYSTEM

Fig. 3.4 A basic model of IDS. Note: The arrow thickness represents the

amount of information flowing between components.

A basic model of an IDS is shown in Fig. 3.4 [4]. It includes quite a few
components. Basically, intrusion detection decisions are made based on collected
audit data. Audit data come from diverse sources, which could cover all the
network layers and operating system states. The volume of traffic and required
storage space for audit data can be huge, especially for long-term auditing.
Detectors monitor the audit trails and execute one or more detection algorithms to
find the evidence of suspicious actions. The database is used to store signatures
(for signature-based detection, termed as known attacks or system vulnerabilities)
or profiles (for anomaly-based detection, termed as reference models of usual
behaviour). If any intrusion has been detected, the IDS will take certain response,
for example, alert the system administrator or disconnect the suspected session.
The IDS is controlled by the configuration of system settings that would specify
how and where to collect audit data, how to respond to intrusions, and so on.
Configuration 1s crucial because attackers could take advantage of improper

configuration to bypass the intrusion detection. The system administrator 1S In
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charge of setting an effective configuration.

There are two basic requirements for all IDSs: effectiveness and efficiency.
Effectiveness means that an IDS must be able to correctly identify malicious
activities from normal usage. Both false positive (indicating normal activities as
malicious) and false negative (skipping malicious activities) are unwanted and
must be kept under certain level. Efficiency means that an IDS must run in a
cost-efficient way. Overhead introduced by an IDS on CPU usage, storage space
and network resources confines its usability. The implementation of an IDS

should not disturb others systems carrying out their normal activities.

3.2.1 Signature-based and anomaly-based IDS

According to the detection methods used, IDSs can be divided into
signature-based detection and anomaly-based detection. Signature-based (also
called knowledge-based or misuse-based) detection compares audit data with the
knowledge accumulated about specific attacks and system vulnerabilities. General
techniques include state modelling, expert systems, string matching and simple
rule-based checking [31]. For example, a signature rule for a “guessing password
attack” can be “there are more than 4 failed login attempts within 2 minutes”. The
main advantage of signature-based detection is that it can accurately and
efficiently detect instances of known attacks. The main disadvantage is that 1t
cannot detect unknown intrusions and a regular update is needed.

Anomaly-based detection builds a reference model of the usual behaviour of
the system being monitored and looks for deviations from the normal usage [57,
88, 99]. Statistical methods have been used to detect anomalous network activities.
For example, the normal profile of a user may contain the averaged frequencies of
some system commands used in his or her login sessions. If for a session being
monitored, the frequencies are significantly lower or higher than the normal usage,
an anomaly alarm will be raised. Instead of simply measuring the means or
variances of variables, SRI’s NIDES [99] developed a more sophisticated
statistical algorithm by using an X*-like test to measure the similarity between
short-term and long-term profiles. Neural networks are also widely considered as
an effective approach to classify anomaly patterns. The paper [10] uses BP neural

networks to detect anomalous usage of programs. The main advantage of anomaly
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detection is that it does not require prior knowledge of intrusions and can thus
detect new intrusions. The main disadvantage is that it may have a relatively
higher false alarm rate.

Additionally, a number of IDSs adopt a hybrid system design, i.e. combine
both signature-based and anomaly-based detection modules together. For example,
in NIDES [99] a statistical model and an expert system were both used to detect

intrusions.

3.2.2 Host-based and network-based IDS

According to the locations of audit sources, IDSs can also be categorized as
host-based IDSs (HIDSs) and network-based IDSs (NIDSs) [4, 31]. HIDSs audit
data are mainly from local operating systems, e.g. system log files. On the one
hand, host audit sources are the only way to gather information about the activities
of users on a given machine; on the other hand, they are also vulnerable to
alterations in the case of a successful attack. This creates an important real-time
constraint on HIDSs, which have to process the audit trail and generate alarms
before an attacker taking over the machine can subvert either the audit trail or the
intrusion detection system itself. HIDSs put higher requirements on individual
nodes. The nodes in HIDSs have to dedicate a certain amount of resources to
intrusion auditing, e.g. maintaining a large number of historical log files. Besides,
the reliability of HIDSs is, to a great degree, determined by the accuracy of audit
sources, but some devices may not be able to provide sufficient audit trails due to
their oversimplified operating systems.

NIDSs overcome those issues by auditing network packets instead of system

log files. NIDSs audit network packets between nodes or the Simple Network

Management Protocol (SNMP) information. They do not require extra efforts

from normal network nodes except for those running detection modules. However,
the efficiency of NIDS is under suspicion [119] and the allocation of detection
modules also became a controversial issue [13, 105, 161]. Most existing NIDSs
are implemented on network devices such as routers and switches. They adopt a
sniffer-based technique to gather the network traffic they need. Sniffers placed in
front of a switch or router will see all the IP packets on a subnet. However,

considering the increasing diversity of network infrastructures, a user’s activities
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within the network may not be noticed by the network devices. For example,
when a user opens an electric door, he might use his PDA to send a login request
to the door lock. It is very likely that the request will not be captured by any
network devices due to 1ts limited propagation range. This could give the inside
user opportunities to bypass the network intrusion detection. Recent researches
have alrecady shown that the primary threat comes from individuals inside
organizations as inside attacks are more damaging than attacks launched outside
[16, 26, 150].

Hybrid approaches have also been developed using both network-based and
host-based intrusion detection tools in a multi-host environment, i.e. a network of
workstations. For example, DIDS [138] detects local attacks as well as monitors

the network. Both components report to the DIDS director, where the final

analysis 1s done.

3.3 Summary

This chapter has demonstrated the diversity of possible attacks involved in
computer systems. There are many countermeasures working at different network
layers to protect networks against intrusions. As a second line of defence, an IDS
plays an important role in computer security, especially in the fight against attacks
launched inside networks. The two principal classifications of IDSs have been
discussed. Signature-based IDSs focus on known attacks and vulnerabilities, and
anomaly-based IDSs work alone with a reference model. Host-based IDSs collect
local data, and network-based IDSs monitor network traffic through audit data. In
the next chapter, we present a critical survey on current IDSs and discuss their

specific limitations against the requirements of ubiquitous computing.
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CHAPTER FOUR

LIMITATIONS OF CURRENT IDSS FOR UBIQUITOUS
COMPUTING

Traditional IDSs were developed for wired networks. To our knowledge,
there 1s no IDS yet, which has been particularly proposed to meet the special
requirements of wubiquitous computing. However, with the continuous
development of IDSs, especially the progresses made on wireless ad hoc networks
and distributed IDSs, we believe that some existing solutions could be extended
for intrusion detection in ubiquitous computing. In this chapter, we give a critical
review of existing solutions that have been utilized in intrusion detection. Their

benefits and limitations are discussed.

4.1 Cost-efficient solutions

As we discussed earlier, many appliances in ubiquitous computing have
limited resources. For those battery-powered devices, an apparent issue 1s how to
implement an IDS efficiently. A natural idea is to disable the IDS when it is not
needed. This is not as straightforward as it sounds since one of the most desired
features for an IDS is real-time detection. An improper deactivation of the IDS
might be exploited by attackers and cause severe consequences.

Yi-an Huang proposed a cooperative IDS for ad hoc networks [68]. He
assumes the hosts are organised into clusters. The nodes in the same cluster
periodically choose a cluster head as an agent to execute intrusion detection tasks.
Since only the cluster head needs to implement the detection module, this method

alleviates the overall CPU usage and network overhead compared with running
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the IDS at each individual node. All the nodes in a cluster have the possibility to
be chosen as the cluster head, so it is necessary to pre-install the IDS modules on
them. This method requests the nodes in an ad hoc network are powerful enough
to carry out the IDS tasks independently. It is difficult to meet this requirement in
ubiquitous computing due to different resource characteristics. However, the idea
of a cluster-based IDS did inspire us during the initial design of SUIDS.

Wenke Lee and his colleagues tried to reduce IDS costs from another aspect
[46, 94]. They divide the costs of an IDS into three parts: operation cost, response
cost and damage cost. The damage cost 1s quantified based on an intrusion’s type
and its target. A multiple model cost-sensitive machine learning technique is
proposed to produce models that are optimized for user-defined cost metrics. In
other words, the optimized model reduces the detection costs by intelligently
rearranging detection rules. The fundamental is that an IDS’s operation cost is
proportional to the number of rules that have been examined. A similar technique
was also used in the paper [108]. It suggests improving the IDS performance by
ranking and selecting detection features according to their criticality. All these
works try to reduce the detection costs from the inside mechanism of an IDS.
However, quantifying the IDS cost is a complicated and costly work. In different
scenarios the same attack may cause unequal losses. The main problem is the lack
of a common standard.

Most network-based IDSs identify intrusions by packet analysis. With the
continuous growth of network infrastructures, network traffic has exploded during
the past decade. To achieve real-time intrusion detection and reaction, the
network-based IDSs need more efficient strategies. The paper [93] copes with the
IDS overload problem by running performance monitoring on each node. Similar
to current QoS techniques used in network devices [114], this performance
monitoring system puts the most crucial event in front of others. Available
techniques include rule selection and scenario analysis (predicting the
forthcoming attack). Although in some ways the performance of IDS has been
improved, it cannot solve the overload problem thoroughly. That is one reason we
think host-based IDSs are favoured in ubiquitous computing.

From the respect of intrusion reaction, an adaptive response strategy can
reduce the overall IDS costs as well. Although directly disconnecting or shutting

down a system being attacked can immediately prevent a threat from malicious
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opponents, it could also be seen as a success of a denial-of-service attack. The
paper [133] proposed an adaptive response mechanism by quantifying the IDS’s
parameters such as the false alarm rate, detection confidence and damage cost.
The system will choose a suitable response strategy based on the calculations of

these parameters. Once again, the procedure of quantification is too complicated

and lacks a common standard.

4.2 Hierarchically distributed solutions

The Distributed Intrusion Detection System (DIDS) is the first distributed
IDS [138]. It brought a new dimension to intrusion detection by facilitating the
correlation and analysis of data from multiple sources. In DIDS the monitoring
and analysts functions are distributed among several components. These
components are a central manager, a single host monitor per host, and a single
LAN monitor for each broadcast LAN segment in the monitored network. The
host and LAN monitors are primarily responsible for detecting single events and
known attack signatures which are relevant to the security of an individual system.
The central manager has access to the distributed audit data gathered by the
various monitors. It is responsible for analyzing and correlating the events
reported by the host and LAN monitors. It is worth noticing that DIDS can
potentially protect the hosts without monitors since the LAN monitor can report
on the network activities of them. The LAN monitor checks traffics on its LAN
segment and creates a profile. In particular, it audits host-host connections,
services used and the volume of traffics. This is an important feature because in

ubiquitous computing some nodes may not be able to afford a host monitor but

will still need IDS coverage.

However, due to the following reasons the DIDS cannot be applied to

ubiquitous computing directly:

« In ubiquitous computing the network infrastructures are heterogeneous. It
simply may not be IP-based. We have to redeploy the LAN monitors to
cover the entire network.

e DIDS requires that all hosts run C2 or higher rated computer systems

[153]. The systems must have certain level of access control ability, so
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users are individually accountable for their activities through their login
sessions. In ubiquitous computing devices are heterogeneous and some of
them may not fulfil this requirement.

o« DIDS still relies on a central manager. It may not scale well in a

ubiquitous network with tens of thousands active nodes.

The Graph Based Intrusion Detection System (GrIDS) is concerned with
detecting intrusions such as worms that involve connections between many nodes
[145]. It builds activity graphs to represent host activities in a network. The
system being observed i1s divided into domains. In the graphs nodes represent
network domains and edges represent network traffic between them. In GrIDS
each domain builds its own graph and passes the graph and summary information
up to its parent domain. This pattern makes the system scale better. Obviously, as
the information passes up the hierarchy, the graphs become coarser. GrlDS uses a
rule set to determine how to construct the graphs based on incoming and previous
information. Rules are also applied to decide whether or not a graph is suspicious.

The main problem of GrIDS for ubiquitous computing is that GrIDS was
designed for static wired networks. It is not suitable for topology-varying
environments. In ubiquitous computing many nodes are featured with mobility. It
is difficult to construct an activity graph for such a large-scale network with
dynamic topology.

EMERALD (Event Monitoring Enabling Responses to Anomalous Live
Disturbances) is also proposed to monitor distributed networks [115]. As
concluded in [82], EMERALD uses a three-layered hierarchy to realize intrusion
detection in a large-scale system. Each of the three layers consists of monitors.
Each monitor may have its own anomaly and misuse detectors. The layers are
named as: service (lowest), domain-wide, and enterprise-wide (highest). The
service layer monitors a single domain. The monitors at the domain-wide layer
accept input from the service layer and attempt to detect intrusions across multiple
service domains. Likewise, the enterprise-wide monitors accept input from the
domain-wide layer and attempt to detect intrusions that cross the entire system.
Monitors may subscribe to information from other monitors at the same level and
lower.

There are some limitations about EMERALD:

« The cooperation between monitors at the same layer is achieved by
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subscriptions. This mechanism will introduce additional overload into the
network. In ubiquitous computing system resources are crucial.

o The aim of EMERALD is to detect inter-domain attacks. It is not enough
to have only EMERALD as an IDS 1n a ubiquitous computing
environment. It has to collaborate with other host-based IDSs to provide
integrated protection.

o The separation of domains is a remaining issue in a topology-varying
environment like ubiquitous computing. In some cases it is hard to

maintain the hierarchy of monitors.

4.3 Cooperative solutions

The IDSs mentioned above all have a hierarchical architecture. This
architecture relies on a central controller. In a ubiquitous computing environment
sometimes it may not have such a central point. This issue has already been
noticed in wireless ad-hoc networks.

The paper [160] proposed a cooperative model for an IDS in a mobile ad-hoc
network. In this model every node participates in intrusion detection and response.
Each node has an IDS agent that is in charge of local data collection and local
detection. A local detection engine runs independently. When an anomaly 1s
detected in local data or there is inconclusive evidence, neighbouring IDS agents
will be required to participate in global detection by using a cooperative detection
engine. A local response module triggers local actions, e.g. alerting the local user,
while the global module coordinates actions among neighbouring nodes, e.g.
determining a remedial action. A secure communication module provides a

high-confidence communication channel among IDS agents. The components are

structured as shown in Figure 4.1.
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Fig. 4.1 A conceptual model for an IDS Agent.

The main contribution of this work is that it presents a distributed and
cooperative intrusion detection architecture. The design of actual detection
techniques, their performance as well as verification, however, were not addressed
in the paper. Similar to paper [41], although their architectures are fully
distributed, applying them to ubiquitous computing still requires further research.
It is because in ubiquitous computing not all the nodes are guaranteed the ability
to implement a local IDS agent independently. This model does not consider how
to protect those incapable nodes.

Indra is a distributed scheme based on sharing information between trusted
peers in a network [75]. It guards the network as a whole against intrusions. Indra
brings a proactive and P2P approach to intrusion detection. The goal of Indra is to
distribute intrusion attempt information (gathered by an intended victim) among
all interested peers in a P2P network. Each interested peer runs a special Indra
daemon. It watches out for intrusion attempts and also enforces access control

based on its memory of earlier attempts. The chance that at least one of the peers
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does notice an attack to which it is not itself vulnerable can be improved in
relation to the number of peers, the heterogeneity of the peers (operating systems
and/or applications), and the currency level of the applied security patches. The
P2P network has to be reliable and trustful. This ts achieved by applying a trust
management scheme like the Web of Trust as known from PGP [144].

Indra is independent of a central controller. Because the ubiquitous
computing is a heterogeneous environment, the idea for at least one machine to
find an intrusion attempt, to which it 1s not itself vulnerable, is quite attractive.
However, Indra has certain level of requirements on individual nodes as well.
Each node has to implement the Indra daemon independently. The management

and communication overload introduced by the P2P scheme hinders its

application.

4.4 Mobile agent based solutions

A mobile agent is a software entity, which is capable of continuously and
autonomously moving throughout networks and intelligently implementing
certain tasks. The development of distributed IDSs and software agents has led to
the idea of using mobile agents in intrusion detection. Mobile agents offer several
advantages when applied to IDSs [77]. These advantages include:

e Reducing Network Load - Mobile agents can carry about intrusion
detection algorithms with themselves. This mechanism can avoid
transferring huge amounts of data (e.g. audit files) to data processing
points.

e Overcoming Network Latency — Since mobile agents can operate locally
on compromised hosts, they can react faster than the detection modules
coordinated by a central point in a hierarchical IDS.

» Autonomous Execution — Because mobile agents are independent units,
they can operate offline and autonomously. Even if portions of the IDS get
destroyed or separated, the mobile agents will remain functional. This
feature increases the fault tolerance of the overall system.

o Platform Independence - The agent platform allows agents to travel in a

heterogeneous environment and inserts an OS independent layer between
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the hosts and the IDS agents. This is important in ubiquitous computing.

« Dynamic Adaptation - The mobility of agents can be used to reconfigure
the system at run-time by letting special agents move to a location where
an attack currently takes place to collect additional data.

o Static Adaptation (Upgradeability) - It is important for an IDS, especially
a misuse-based IDS, to update its attack signature database and detection
algorithms properly. It is simpler to write updated agents and send them
on duty while the IDS keeps running when new signatures are available.

e Scalability — Using distributed mobile agents can divide the
computational load between different machines and reduce the network
load. This enhances the IDS scalability and additionally supports
fault-resistant behaviour.

The biggest concern over mobile agents is the security of themselves.
Researchers are still working on protecting mobile agents against malicious hosts
[44, 64, 130]. However, due to their unique advantages remarked above, we still
see an increasing trend of applying mobile agents into IDSs.

Autonomous Agents For Intrusion Detection (AAFID) is featured by
autonomous agents [140]. An AAFID system can be distributed over any number
of hosts in a network. Each host contains a transceiver, filter (optional) and any
number of agents. Agents implement specific functions and monitor interesting
events happening at the host. They may use filters to obtain data 1n a
system-independent manner. The agents cooperate in a client-server fashion by
sending their findings to the transceiver where it is further processed. A
transceiver is a per-host entity that oversees the operation of all the agents running
on the same host. It has the ability to start, stop and send configuration commands
to the agents. The transceivers report their analysis results to one or more
monitors. Each monitor oversees the operation of several transceivers. Monitors
have access to network-wide data, and therefore they are able to perform
higher-level correlation and detect intrusions that involve several hosts.
Eventually, a particular monitor is responsible for providing information and
getting control commands from a user interface.

Comparing with DIDS, GrIDS, and EMERAND, AAFID is more flexible and
adaptive due to the usage of autonomous agents. But it still relies on a central

entity (monitor) where events are collected and related. Moreover, AAFID did not
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consider how to cope with the heterogeneous issue of ubiquitous computing.

Sparta is another mobile agent based IDS [89]. In Sparta a single event is
described by specifying appropriate values for its attributes. A number of events
can be connected by defining temporal or spatial relationships between them or
imposing certain constraints on their attributes (creating patterns). Interesting
events are locally collected and stored. The collection of all local information can
be considered as a distributed database. A user may issue queries in an Event
Query Language (EQL) to search for a set of events that fulfil his/her desired
constraints [29]. The mobile agents in Sparta can correlate distributed events and
deduce knowledge from different hosts in a fully decentralized manner. It starts its
task by contacting the directory service to obtain a list of hosts that match the
constraints given in the FROM clause. These hosts are then visited in arbitrary
order. Eventually the mobile agents will return results to the user.

The implementation of Sparta is very complicated. Its special requirements on
the directory service and event query language constrain its application to a
large-scale network. In ubiquitous computing nodes are free to join or leave the
network. A directory service can hardly guarantee network updates in due course.
Furthermore, functional mobile agents in Sparta put even higher requirements on
individual nodes.

Except for the two systems mentioned above, other researches utilize mobile
agents In a quite similar way. We deem them as a function-based solution because
in these systems mobile agents are classified based on their particular functions.
Normally such an IDS includes surveillance agents (data collection agents),
decision-making agents and response agents. Each type of agent implements
specific functions. In paper [83] the author distributes these agents into a
cluster-based ad-hoc network. An elected cluster head is in charge of monitoring
the network traffic within its cluster and making decisions. In paper [107] the
surveillance agents roam around to find any suspecting event. If any anomaly 1s
detected in the network, the surveillance agents will call for further checks.
Because there are hundreds of identified attacks and system vulnerabilities, a
mobile agent cannot be sensitive to all of them. The papers [8, 61, 87, 101, 164]
use lightweight mobile agents to overcome this issue. In their systems the
detection work is distributed by asking each agent to prevent one particular threat

only. A central manager dispatches different kinds of agents into the network. If
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an alarm is raised, the manager will inject more related agents into the network to
further help. The difficulty is to effectively distribute those agents in relation to
when, where and what kind of intrusion will take place.

Basically, function-based solutions also need a central controller. It provides
the services like agent initialization, agent distribution, and user interfaces. These
IDSs can effectively distribute the processing workload throughout the network
being monitored. They have better adaptability and flexibility, though the reliance
on the central controller may limit their scalability. Besides, like any other

immature techniques, mobile agents introduce additional weaknesses especially in

respect of trustworthiness.

4.5 Summary

We have summarized the aforementioned IDSs and compared them together

in Table 4.1. The following points were boiled down to:

e Most existing IDSs did not consider resource constraints. The reason is
that they were designed for wired networks or ad hoc networks (laptop or
PDA based). The requirements for IDSs in these environments are not as
strict as those in ubiquitous computing environments. The resource
consumptions on IDSs need to be further reduced.

e AnIDS in ubiquitous computing environments should be characterized by
a distributed auditing scheme followed by distributed intrusion detection
analysis. Conventional hierarchical architectures are not suitable due to
the dynamic features of ubiquitous computing. Cooperative architectures
have relatively higher resource requirements on individual nodes. A
mobile agent based IDS is very promising, but a crucial issue needs to be
considered - enhancing the security of the mobile agents to avoid
introducing new flaws.

o Last but not the least, it is important to protect the nodes that lack abilities
to implement an IDS module independently. Within our knowledge, only
DIDS and GrIDS provide a solution for those incapable nodes. From this
aspect, a network-based IDS is advantaged. A LAN or cluster manager is

needed to take care of the incapable nodes. Remaining issues include what
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are appropriate audit data sources and how to cope with a heterogeneous

environment.

In this chapter we presented the state of the art in intrusion detection related
to ubiquitous computing. To realize ubiquitous computing, further efforts are still
needed in the areas of both hardware and software. A carefully designed security
scheme can ensure that all the work shall be done in the right way. Although the
research in intrusion detection started decades ago, its application to ubiquitous
computing 1is still fresh. As discussed earlier, existing solutions on
resource-efficiency and system architectures cannot fulfil the special requirements
of ubiquitous computing. Specifically, an IDS in ubiquitous computing should not
require to transmit or process a large amount of audit data or attack signatures; a
centralized detection scheme should be replaced by a distributed or cooperative
system architecture; host-based and network-based approaches should work
together to provide all-sided protection. In the next chapter we will introduce the

framework of our proposed SUIDS based on this analysis.

Table 4.1 A summary of introduced IDSs.

Introduced | Resource | Independence | Consideration of System Overhead

IDSs efficiency | of central point | incapable nodes | scalability | introduced
DIDS No No Yes Yes Low
GrIDS | No No Yes Yes Low
| EMERLAND No No Yes Low |
IDSs for |
No Yes No Yes High
Ad Hoc
Indra No Yes No No High
Sparta | No No No High
Function
Yes No No Yes Low
based MA
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CHAPTER FIVE

SUIDS AND ITS SIMULATION

Most IDSs strive to be general purpose and able to detect attacks and
anomalies in any environment. This is clearly a very hard challenge, and as we
presented earlier, it causes problems in ubiquitous computing. In this chapter, we
introduce the framework and simulation of our proposed SUIDS, an adaptive and
resource-efficient intrusion detection system with a novel service-oriented

auditing mechanism and flexible user-centric design. By working together with
service-oriented agents, it can reliably and effectively detect malicious activities
of inside users. SUIDS is suitable for heterogeneous environments such as
ubiquitous networks. It has the following features: a reliable auditing mechanism,

a resource-efficient intrusion detection scheme, and a flexible system architecture.

5.1 Design of SUIDS

5.1.1 Application scenario

Ubiquitous computing still is an ongoing research. As a prospective view of
future direction, further efforts on both hardware and software are needed [102].
Although there are only few prototypes implemented in research labs [54, 142],
we believe that a smart space is an appropriate case as our research scenario. Fig.

5.1 illustrates Mike’s smart home in which two PCs on the network backbone are
connected with a domain management node. Mike’s PDA is equipped with
wireless connection and able to operate some appliances such as an electric door
lock and a smart refrigerator. He could open the home door by sending a login

message to the door lock, or check the food information stored in the smart
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refrigerator through his PDA. A wall screen is used to display any message,

document, picture or video clips taken by a camcorder. A broadcast service point

regularly sends him newsletters based on his subscription status. All these devices

are seamlessly connected together through wired or wireless connections and
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Fig. 5.1 Example of Mike’s smart home.

In this case several attacks could take place against Mike’s smart home:

o Confidentiality Attack: Unauthorised access to system resources and the
information stored within these resources. Example: Mike’s friend, Paul,
uses a fraudulent ID to access Mike’s folder on one of the PCs to gain
some confidential information.

o Integrity Attack: Unauthorized modification to the state of the system and
to the information stored within the system. Example: Paul alters the data

about the food stored in the smart refrigerator. The modified information
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