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ABSTRACT
Worldwide, the number of people living with séHiting conditions, such a®ementia,
Parkinsonds di sease and depression, I's i ncre
means that providing 2dour monitoring for patients is a challenge. As this problem
escalates, caring for an ageing population will become morerdngaover the next decade,
and the need for new, innovative and cost effective home monitoring technologies are now
urgently required. The research presented inttiesisdirectly proposes an alternative and
cost effective method for supporting indepentdliving that offers enhancements for Early
Intervention Practices (EIP). In the UK, a national roll out of smart meters is underway.
Energy suppliers will install and configure over 50 million smart meters by 2020. The UK is
not alone in this edffrt. In other countries such dly and the USA, large scale deployment
of smart meters is in progress. These devices enable detailed-tiewhack monitoring of
energy usage. Specifically, each smart meter records accurately the electrical load for a given
property at 10 second intervals, 24 hours a day. This granular data captures detailed habits

and routines through usmteractions with electrical devices.

The research presented in this thesis exploits this infrastructure by using a novel approach
thataddresses the limitations associated with current Ambient Assistive Living technologies.
By applying a novel load disaggregation technique and leveraging both machine learning and
cloud compung infrastructurea comprehensiyenonintrusive and personsdid solution is
achievedThis is accomplished by correlating the detection of individual electrical appliances
andcorrelating thenwithan i ndi vi dual 6s Activities of Dai
decision forest, the system is able to detect tleeofi$ appliance types from an aggregated
load environment with an accuracy of 96%. By presenting the results as vectors to a second
classifier both normal and abnormal patient behavdetected with an accuracy @?.64%

and amean squared errarate of 0.0736 using a random decision foreBhe approach
presented in this thesis is validated through a comprehensive patiemitiridd demonstrates

that the detection of both normal and abnormal patient behaviour is possible.
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INDEX OF TERMS
SmartMeters Advanced Metering Infrastructurélealth Monitoring, Independent Living,
Automated Meter ReadingsBlome Area NetworkConsumer Access DevicgigBee Smart
Energy Profile, ZigBee Cluster Library, Web Services, Cloud Computingiome Display
Unit, Appliance Load Monitoring NortIintrusive Load Monitoring Intrusive Load
Monitoring, Profiling, Assistive Technologies, Early Intervention Practice, Activities of
Daily Living, Mini Mental State Examinatiqré Item Cognitive Impairment TesDementia,
Alzhei mer 6s Di sease, Parkinsonds Disease,
Analysis, Data Classification, Machine Learning, Support Vector Machine, Multiclass

Decision Forest, Temporal Pattern.
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GLOSSARY

6 Item Cognitive Impairment Test (6CIT): The 6CIT is employed as a dementia
screening tool in Primary Care. Various clinicians, which include GPs, consultants and
nurses, use 6CIT as set of predefined questions to measure the response of the patient. By
utilising a scor inswgrs agedatn éheir,level di cognipve fumcon.t 6 s
Activities of Daily Living (ADLs): ADL i s a healthcare term t}
daily set ofactions. These activities are used as a measurement of functional status and
the overall wellbeing of patient. ADLs are used by healthcare professionals to assess a
patientds ability or inability to maintain
Advanced Metering Infrastructure (AMI) : AMI is an advanced integrated system of

smart meters, communication gateways and datagd#osystems. This infrastructure

offers bidirectional communication betweéme consumer and utilities. It replaces the
traditional requiremerfbr energyand gasisage readings to loellected manually

Al zhei mer:6 sAIDz lseiamer 6 s ondiion and a gragnessivealigease,a | c
during which, proteins build up in the brain to form structures called 'plagues' and
'tangles'. This leads to the loss of connections between nervesgeltsyallyresulting in

the death of the cell and a reductmfrbrain tissueAs a consequence, this leads to severe
cognitive impairment and memory loss.

Ambient Assistive Living: Are concepts, products and services which utilise the
deployment of information communication technology (ICT) to improve and extend the
quality of life of the user.

Ambient Intelligence: A collection of devices used to create a smart home, which is
sensiive and responsive to the presence of the occupant. The main objective of these
devices is to facilitate and support the occupant in carrying out their activities of daily
living.

Appliance Load Monitoring (ALM): ALM is the process of identifying the usage of
individual electrical devices from their energy consumption characteristics.

Assistive TechnologiesDevices or systems that support a person to maintain or improve

their independence, safety and wellbamgheir own home

Automated Meter Readings (AMR): AMR is the process, by which, the automatic
collection of amenity consumption is obtained and reported to utilities. Other information,

such as diagnostic and status data, is collected and transferreghtosh database.
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Consumer Access Device (CAD)Xonsumers arable to pair other devices that operate
the ZigBee Smart Energy Profile (SEP) to the network; such devices are typically known
as Consumer Access Devicés CAD is able to access updated consuorptend tariff
informationdirectly from a smart meter.

Dementia: is a term which is used to define the set of symptoms that occur when the
brain I S affected by speci fic di seases.
Huntington's cseaseand Lewy body.

Depression: This is a mood disorder which, results in a variety of different emotions.
Depression affects people in diverdat is unique to the suffereHowever, common
trendsrange from lasting feelings of unhappiness and hopelessness, toitdsnegt in
previously enjoyable activatest often presents as nerv®uwailmentsthat affects the
person both mentally and physically.

Disaggregation: energy disaggregation, is the process for identifying electuieaices

from the aggregated data aaga from a single point of measuremehypically the use

of machine learning is used to classify the appliance used within the premise.

Early Intervention Practice (EIP): EIP is used by many services to intervene and take
action as soon as possible tmili the effects of an event. These events could be in the
form of a fall or the identification of a deterioration in an existing health condition.

Home Area Network (HAN): A HAN is a secure network, which enables the smart
meter to communicate with othemart devices around the home. Specifically, the HAN
utilises ZigBee to connect with trusted devices up to a maximum range of 15 meters.
Intrusive Load Monitoring (ILM): ILM is regarded as a distributed sensing metlasd

it uses multiple individual sensors. @& sensor is installed for each electrical device being
monitored.

Mini Mental State Examination (MMSE): MMSE is used to test patients with
complications accosted with memory or other mental abilities. Specifically, it is used by
clinicians to assist in the diagnoses of dementia, while helping to assess its progression
and severity.

Non-Intrusive Load Monitoring (NILM): NILM is a single point sensing method for

the identification of electrical devices from aggregated load readingscallyp the

sensor analyses the energy consumption for a given property, deducing the appliances

used in the premise, as well as, their individual enatidjgation.
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T Par ki ns on d@lsis ishaipogressve neurological condition, which is caused by a
reduction of nerve cells in the part of the brain called the substagta This results in
a decreased amount of a chemical called Dopamiifithout the presence of dopamine
patientscan find that their movements become slowerit takes longer to undake
certain daily activities. In addition &ffecting movement, people with Parkinsaexibit
symptoms of tiredness, pain adépressionwhich can have a severe impact on their
daily life.

1 Profiing: The recording and an aHolggcal and behavieural i ndi
characteristics is known as profiling. Profiles are used to detect any changes or alterations
in a personds behaviour.

1 Quality Adjusted Life Year (QALY): QALY is a generic measurement of disease
burden, which ascertains and quiet both the quality and quantity of life. It is utilised
to establish the overall effectiveness of an intervention metric.

1 Smart Meters: Smart metes are in premise gas, electricity and water monitetsch
provide consumers witteliable and accurateeadings. They offereal time analysis, at
granular intervals, fapoth the consumer and all of the smart grid stakeholders.

1 Web Services:Are a collection ofopen protocols and standaraehich can be usefibr
exchanging data betweengipations orsystems. Applications, which can heitten in
programminganguages (sucasJava C#and Pythoj are hosted on different platforms
(such as Windows, I0S and Linuto) exchage data over networks such as the internet.

91 ZigBee Cluster Library (ZCL): ZCL is a repository for cluster functionality, which is
developed and maintained by the ZigBee Alliance. A developer can utilise the ZCL when
developing a new application profile by leveraging certain features and functionality of
the various clusters. The ZGionsists general purpose clusters and specialised clusters,
which are designed to perform specific functions within the ZigBee framework.

1 ZigBee Smart Energy Profile (SEP):SEP is an agreed wireless standard that all UK
smart meters adhere to. This enalmdsroperable devices to communicate directly with a

smart meter, ensurirgpmpdibility with certified ZigBee smartmergy products
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CHAPTER 1 INTRODUCTION

1.1 PREAMBLE

In the UK around one in five adultge registered disabled. More than one million of these
are currently living alonel]. Additionally, the number opeoplein the UK living with
dementia is currently estimated to be 850,000 and forecas&dteed two million by 2051

[2]. Providing a safe and secure living environment places a considerable strain on social and
healthcare resources. Effective around the clock monitoring of these conditions is a
significant challenge and adversely affects the level of care provided. Hoveesafe and
independent living environment is hard to achieve, yet vital for early intervention.
Community mental health groups, crisis and home resolution teams all play a key role in
preventing costly inpatient admissions. Current public policy enatléferers to live
independently in their homes for as long as possible. Yet present monitoring services are

expensive and a@ten met with patient resistance due to their complexity and intrusiveness.

As demonstrated through this research, substams#arch gaps in nanvasive and cost
effective monitoring technology exist [3pecifically, for safe and effective monitoring

solutions that are beneficial to the patient and healthcare providers alike.

As such, the challenge addressed through thisareisas how to develop a system which
analyses the data collected by smart meters for health monitoring applications. The system
depends entirely on a single discrete sensor
facilitate a highly accurate dnpersonalised monitoring service for a variety of different
conditions. Electricity readings ataken at 10 second intervalg @nd relate to interactions

with electrical devices; specifically, operation time and duration of use. ADLs are imperative
indetermining a patientds overall ryehadgéesh and
in their condition [$ . By focusing on the patientés abi

normal and abnormal behaviours can be identified while detecting desiatiooutine.

In this chapter the research within this thesis is introduced, along with the motivation and the
aims and objectives of the worKhis is followed by a discussion on ocontributions to

knowledgethe methodologyused,andthe overall strueire of thethesisis outlined.
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1.2 ADVANCED METERING INFRASTRUCTURE

The Advanced Metering Infrastructubeings many benefits over the ttdional energy grid.

In order to maximise itsrue potentigldifferent applicatios need to be considered beyond

the traditional uses of electricitgnd gasgeneration distribution and consumptiorhe
bidirectional communication capabilities providae a core part of the Advanced Metering
Infrastructure (AMI) and forms part of the am grid. This provides an attractive opportunity

for service providers and other vendors, as it enables access to a fully maintained and highly
accurate sensing network [6]. Providers are able to utilise this resource by integrating their
own frameworkstirough an agreed communication standard, as discussed in detail in chapter

2. The AMI, in particular the smart meter, is an integral part of our system and approach.

1.3 MOTIVATION
The following provides a description of the motivation behind this research, which will be

elaborated on throughout the remainder of this thesis.

1 Health and Social ChallengesEach year the number of people living with datfiting
conditions such as Damnnt i a, Par ki nsonos di sease and
increasing [7].Furthermorethere arean increasing number of people living alone with
such medical conditions. This iplacing significant demandon health care and social
servicesand already sétchedresources [8]. As this problem escalates, caring for an
ageing population will become increasingly more challenging over the next decade. That
said, duty of care i legal obligationfor governments, and arguably, an ethical and
moral duty for anynodern society.

For many countries the emergence of agragpopulation is fast becoming an increasing
public health concern. Although an international issue, the UK in particular faces
considerable challenges due to historical birth trends [9]. Thensrigf this ageing
demographic can be partially attributed to the baby boom. Dumsgnid 1950s up until

the earlyl970s the UK birth rate was above 850,000 per year [10]. In,20&Zwumber

of people aged 65 and over surpassed 10 million for thetimgt. In addition to a
maturing populationa vastly improved life expectancy is set to increase pressures
further. Longer life expectancy is widely regarded to be one of the greatesngdesllof

the next centuryTypically, a man born in 1981 has anigsdted life expectancy of 84
years. Howeverfor a baby born in the present dalyisincreases to 89 years with future
increases predicted in upcoming years [11]. In contvasén the NHS was founded in

1948, 48 percent of the population died before the age of 65 [12]. The success of modern
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medicine has completely transformed our health and care requirefbatsnpact on

NHS resourcealsohas a strong association with thellbwing problem areas:

1 An ageing population may suffer from multiple health issues and illness. This group
of patients often relay on a wide variety of support including family, friends, social
care and other third party organisations.

1 Anincreasing prevance of chronic and complex health conditions such as Dementia,
Parkinsono6s, Al zhei mer 6s, arthritis, ki dn
ailments often result in frequent hospital admissions or the requirement of long term
care.

1 Higher numbes accessing outpatient or emergency care due to frailty, falls and
secondary complications [13].

1 Absence of effective early intervention practice. The lack of EIP is a major
contributor to increased hospital admissions, higher treatment costs and rggcalati
secondary complications [14].

1 Bed blocking, where a patient is medically ready to be discharged but is delayed

because of inadequatare,supportand rehabilitation services outside hospitals [15].

Ultimately health and social care has failed to adedyaadapt to this dramatic
demographic shift. The challenge is to explore alternative, sustainable, ways of
supporting independent living within @gg populations. However, the development of
an effectie and reliable monitoring solutiopresents challeges which need to be

addressed.

Current Limitations of Assistive Technologies:The use of smart technologies in
primary care deliveris increasingin an effort to meethe challengs described16]. In

recent years, there has been rapid development in monitoring technologies for
independent living, early intervention services anepatient condition management.
However, research in nanvasive and cost effective monitoring technologg far
behind Affordability and associated costs with existing technologies mean they cannot be
implemented on a large scale. This leaves many solutions inaccessible to NHS trusts,
councils and social services in the UHurthermore, rost technologies are consigéd too
intrusive [17. For example, the use of sensors and cameras around the living
environment raise many privacy and protection concerns and this leads to a general

reluctance to use the technology.
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Often technical solutions are tailored tospecific application and do not meet the
ongoing chaging requirements of a patient. Many current technologies and services are
limited to the monitoring of physical ailments and are not feasible for monitoring the
mental wellbeing of the patient. A detadl reviewof current assistivéechnologiesand

their feasibility is therefore discussed in chapter 3.

1 Absence of Condition Knowledge, Personalisationand Behavioural Pattern
Recognition: Existing telehealth solutions fail to include and exploit the use of clinical
knowledge in their approach. As a result, one of the research motivations is to find an
approach to include both clinical knowledge and personalisation into a solB&omg
able to detect and predict changes in activities requires a detailed understanding of the
symptoms and behaviours that are expected for each condition. The capacity of any
patient monitoring system can be dramatically enhanced with the inclusion of medical
insight [18].An example scenaris as follows: A dementia patient has started to exhibit
increasedactivity in the evening. For most systems this behaviour would be identified as
normal as the patient is undertaking activities. However, if medical insigigplied to
the observed behaviour, we recognise that for dementia patients thipatentially
concerning behavioural trait and could signify disease progression [19]. This however
introduces significant challenges as any behavioural chamged to kb assessed for

medical importance and meaning.

1.4 DISCUSSION

The research in this thesis is motivated by the significant challenges that face health and
social care, both in the UK and internationally. More importantly the motivation is drawn
from the patierg themselves and their family and friends who work tirelessly every day to

manage these serious illnesses.

Having a damatically ageing populatiomeans more people than ever before wish to live
independently in their own homenfortunately, it is a cho& that many of usvill have to
make in the future, either for ourges or on behalf of a loved onle. manycases this could
be one of their last major independent choitdes, there is currently naccurate, affordable
and scalable monitoring systetm support people in their own homes and alert relatives,

friends or health professionals if there is a problem or a worsening of a condition.

The introduction of the smart meter provides an extraordinary opportunity to create an
accurate, cost effective amebrsonalised gtient monitoring systemAlthough the intended

use for these devices is to modernise the metering infrastructure, they also provide an
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accurate and cost effective gateway into ¢
applications. Argualyl one of the most significant uses for these devices is to facilitate the

monitoring of various illnesses, both physical and mental.

1.5AIMS AND OBJECTIVES
In the following sectiorboth the overreachingaim andkey objectives of the research are

presented. Téakey aim of this thesiss as follows:

1 To research a novehpproachfor the assessment oboth the physical and mental
wellbeing of a persarby analysing only the electricity readings obtained ftbeir smart
meter. The solution mustl) addressthe currentlimitations that are associated with
existing technologies to facilita& nonintrusive angersonaliseanonitoring system2)
Identify Activities of Daily Living (ADLS) to facilitateearly interventionwhile applying
medical knowledge tahe obtained results3) Employ specific behavioural indicators,
such as prolonged and reoccurring instance
ability to undertake normal ADLs and monitorethstate of health4) Commissiona
clinical trial to evaluate whethethe approachcan support vulnerable people living

independently with ongoing healthcare needs.

Interoperating and analysing the vast amounts of data generated by smart meters is a
significant challenge; this is especially true for thevel healtimonitoring application
proposed in this researcAdditionally there are many challenges associated with machine
learning, all of which have been studied by a variety of disciplines over many years [20].

In order to fulfil the aims of this pject, thekey objectives of this research are as follows:

1 The development of novel algorithms that facilitates a personalised patient monitoring
solution.

1 The deployment of energy monitors for the collection of granular energy readings (10
secondntervals). These are obtained from an assortment of patients provided by Mersey
Care NHS Trust. This is undertaken to simulate the deployment of a consumer access
device to ensure that the models are trained on accurate data.

1 Identify a variety of behavigral patterns and trends by investigating patient behaviours
while applying medical knowledge to the results. This establishes the individual
conditions and applications that <can be ac
usage data.
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1 Deploy aggregted load monitoring techniques to classify individual device interactions
to aid in the overall assessment of the patient. The identification of individual devices is
i mperative requirement for determining and
living.

1 Propose a novel method for the identification of concerning behaviour and routine
alteration. The system must accommodate predefined thresholds to classify the
importance of the observed behaviours while acting accordingly. The system must learn
and adjust to misclassifications to reduce future false alarms and adequately adapt to

disease progression.

1.6 NOVEL CONTRIBUTIONS

As previously discussed, current assistive technologies are not adequate for the monitoring of
selflimiting conditions. They a largely incapable of monitoring both the physical and
mental welfare of a patient and cannot aid in early intervention practice and the prediction of

progression.

As such, a novel approach and solution for this problem is put forward, in the form of a
system which analyses smart meter data for healthcare applications. The following outlines
the specific novel contributions offered through this research:

1 The analysis of energy usage data obtained from smart meters for remote patient

monitoringand healthcare applicatians

1 A novel approach for smart meter load disaggregation by interfacing directly with the
smart meter using a CAD.

1 A novel method for the disaggregation and classification of typenl/ off), 2 (multi-

state)and 3(continuouslyvariablg electrical devices using only smart meter data.

1 A method for generating electrical device signatures using a reduced observation period

for device classification.

1 A method which supports remote-filome health monitoring that is both accurate and
scalable. The approach removes the requirement for expensive distributed sensors and
intrusive wearable monitoring equipment. Thus using a singleimarsive sensor that

can be modified for diffeent monitoring applications [21
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1 The creation of a novebehavioural algorithm that learns the distinct attributes and
routines of the patient through the detection of device interactions. The system can
correctly identify both normal and abnormal patient behaviour based on the frequency of

events with apecifed observation period [22

1 A novel approach for assessing the correlation of electrical device usage with the

expected activities of daily living thatis specifi t o t he patil.ent 6s condi

1 Integration with NHS services through a common API thas eseergy usage to enhance

patient care plans and intervention strategies.

1.7THESIS STRUCTURE

The remaining sections in this thesis are organised as follows:

Chapter 2 1 Background: In this chapter the advanced metering infrastructure and its
various componds are examined. The chapter discusses the role of smart grids and
highlights their various benefits and the motivation behind their deployment. Additionally,
the chapter discuss the numerous communication standards and infrastructures, which are
used within theAdvance Metering Infrastructure (AMI) and smart griche chapter also
provides a detailed backgrouond smart meters and their associated technologies. Particular
focus is given to the UK samt meter implementation program. We define the specific
technol@y standards and features that are used in our approach. In this chapter diféerent
load monitoring techniques are discussed in detail while paying particular attention to their
different advantages and disadvantadgesaddition, the chapter also inthaces the concept

of cloud computing, highlighting its many benefits and its role within the wider smart grid.
The chapter is concluded with a discussion regardiaghine learning and its assoeiat
considerations and concepts. In addition #pplicationof cloud computing for machine
learningis discussedThe chapter also introduces the concepedde computing and its
applications and benefitslerea comparison between edge and cloud computing is presented
while highlighting the limitations of eack¢hnology.

Chapter 37 Related Work: This chapter presents a critical review of the current assistive
technologies and research areas. In particular, the chapter focuses on their various limitations
and inadequacies, which provides the motivation forafiy@oach presented in this research.

The chapter introduces the concept Ambient Assistive Living (AAL) and the wide variety of
disciplines that support its ongoing development. Finally, 6 specific areas have been
identified, which directly impede both tlieployment and adoption of any existing solution,
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which will also be discussed in this chapteurthermore, the chapter discusses the illness

and behavioural characteristics of a person that are monitored by the system.

Chapter 4 1 Personalisedintelligent Health Monitoring using Smart M eters (PIMS).

This chapter presents the design of the proposed patient monitoring system. Here a
breakdown of the various components and processes are presented, while highlighting their
specific functions and ietactions. The chapter provides a completeterghd framework,
discussing the processes that are required to interface with a smart meter. Additionally, the
data processing functions that are required to identify individual electrical devices are also
described. Additionally, the chapter provides a detailed description of the alert process and
how it integrates with the monitoring applications of the system. The chapter is concluded
with a description of how the framework integrates with existing medieibms to exploit
additional functionality.

Chapter 57 NHS Case Study:This chapter presents a case studgrobngoingpatient trial

that is being conducted in partebip with Mersey Care NHS Trust. By using the PIMS
framework data is collected fronthree different dementipatients with the aspiration of
validating the algorithms used ithe approach. Both the collected data and obtained
knowledge is used in the implementation of the PIMS framework and its evalubtion.

addition the individua e nsor s which are installed in the

Chapter 61 Implementation: This sectionjntroduces the data collection methods that were
used to generate both the device and behavioural training Tdetadata is analysed using
statistical methods to substantiate the techniques used in our approach. In addition the PIMS
implementation is presented along with the associated technologies used to create the system.
Here the both the on premise and cloud technologies are deployetilitatéathe real time
detection of both normal and abnormal patient behaviour. Additionally the chapter presents
the machine learning algorithms used and how they are configured to classify both the

individual electrical appliances and patient behaviours.

Chapter 771 Resultsand Discussion In this chapter, the results from the PIMS implantation

are presented. The evaluation involves a detailed analysis of the classification results to
ascertain the optimal configuration for the PIMS framework. Botluéwce and behavioural
models are assessed to determine their suitability using the data collected from the deployed
energy monitor.Here the classification challenges are highlighted while discussing the

relationships between the different device clasdasassessment between the use of the raw
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data and the generated statistical features is presented along with the number of observations

used in the classification process.

Chapter 81 Conclusion and Future Work: In the final chapter of the thesis, thedings of

the research are summarised. The future work and direction of the research is discussed
outlining potential tasks, which could be undertaken based on the proposed methodology and
the results of this work. The thesis is concluded by summaiisitigthe work presented and

the various challenges it has overcome.
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CHAPTER 2 SMART GRID METERING INFRASTRUCTURE

2.1 INTRODUCTION

This chapter discusses the areas of work examined to provide a fundamental insight into the
components and considerationatthre utilised in our approach. Here, the advanced metering
infrastructure and the different components that reside within its framework are outlined.
Particular focus is given to the smart meter and its associated technologies. The chapter also
providesan overview of the main drivers behind the smart meter implementation program
while highlighting its benefits and aspirations. The chapter discusses the particulars of the
UK smart meter implementation highlighting the specific technological standards.
Additionally, this chapter introduces the process for interfacing with the smart meter, which

is achieved through the utilisation of the ZigBee Smart Energy Profile.

The chapter also provides a aétd insight into the variousad monitoring methods that are
available for the pyose of device identification. Two primary methods are discussed, which
include intrusive and neimtrusive load monitoring. Additionally, the chapter discusses the
concept of cloud computing highlighg its various, benefits, platforms and applications. We
discuss how cloud computing has been utilised to mitigate some of the challenges that are
associated withhe smart gird implementation. In addition the concept of machine learning
and its associatieconsiderations are discusséthe chapter is concluded with a discussion

surrounding cloud computingnd its utilisation in the machine learning paradigm.

2.2 SMART GRIDS AND THE ADVANCED METERING INFRASTRUCTURE

The motivation behind the smart gridnoept is attributed to different factors. Arguably the
main objective for the smart grid is to balance grid load effectively [Rd¢ording to the
latest projections from the International Enefgency (IEA), smart gd technologies aran
essential griccomponent in ordeto meet future energy requirements [25]. Additionally, the
IEA expects worldwide energy demands to increase at an annual rate of 2.2 percent,
eventually doubling the global energy demabg 2040 [26]. Energy companies and
governments nat also consider the ever increasing enviromadeimpact caused by C02
emissions. These emissions are projected to accefastéz than théncreased demand for
energy, forcing many countries to deploy smart grid technologies rapidly to help them
achiee their C02 reduction obligations. The increassngialawareness of such issues has
resulted in mounting pressure fgovernments and organisations to tackle these challenges
[27].
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2.2.1 SMART GRID

Smart grids fundamentally change the way in which weegga, distributerad monitor our
electricity and gas. ltdramatically improve the efficiency, flexibiity and reliability of the
existing utility infrastructure [28]The smart grid is also essential for the integration of
renewable and locally generatedesgy. Through thisapproach it improves the efficiency

and sustainabtly of the grid and its services [2%owever, the smart grid is regarded as
more than just minfrastructure for the generation of smarter electricity and its distribution
and consumption. There asecial and consumdrenefitsassociated with the smart grid.
These includéower costs, improved customer service, decreased outage times anceohcreas
reliability. Additionally, the smart gird has been designed to accommodate and integrate new
technologies over timeThis is achieved by utilising diverse interoperable protocols and
communication standards. This openness provides a gateway for aldigonial
opportunities, which can be used to directly benefit the consumer and other organisations.

2.2.2 ADVANCED METERING INFRASTRUCTURE FRAMEWORK
A smart grid is a compx modern utility system [30 It uses sensors, monitoring,
communications, andwutomation, to improve grid infrastructure and servic&srobust

automatic reporting system with greater grantyasf readings is offered [31].

One of the key differences over the existingdgs the introduction of the Advanced
Metering hfrastructure(AMI) [32]. The AMI is not a single piece of technology, but a
complex infrastructure which integrates with a variety of different technologies [33]. This
frameworkcontains many new componenssich as the smart meter and the communication
gateways thatnpvide energy usage information to all of the grids stakeholders inimeal t

One of the most important compomerof AMI is the smart meter [341t fundamentally
changes the way in which electricity and gas consumption is monitored and reported. These
smart devices provide new possibilities for a variety of different applications that where

impossible usingtraditional grid topology.

As part of the larger smart grid, the AMI can be broken down into three specific areas, each
with their own unique roleand functions; these include the Home Area Network (HAN),
Wide Area Network (WAN) and the Data and Communication (DC&)iSe users. The

HAN is housed inside consumer premises and is made up of a collection of different devices.
Firstly, the InHome Dispay Unit (IHD) is the most visible and accessible part of the AMI.
Essentially, itprovides the consumer with information in remhe on electricityand gas

usage, as well as the unitsefergy that are being consumed. This information is obtained
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directly from the smart meter using a wireless communication technology called Z8fpee

The WAN handles the communication between the HAN and the utility companies. The
WAN is responsible for sending all polled meter data to the utility companiestiaedgoid
stakeholders, using a robust backhaul network, such ageCathernet, GSM, CDMA or 3G

[36].

The geographical | ocat i on thetype 6\WAN techmalogiesme r 0 s
required,due to the constrain@ssociated witltertain conmunicationprotocols The Data
Aggregator Unit (DAU) isa communication device that is used to collect the energy usage
data form the home gateway or the smart meter. The acquired data is transmitiggebne

of the communication technologies mengdndove, to the control centre. Figure 1
highlights the UK AMI layout.

Energy Consumers Data Communl:l)%aélons Company DCC Service Users

Data Energy Suppliers
G Communications
Company
Communication Data Service /
Service Providers Provider
OfQ[VO CGI Electricity and Gas Network
Weﬁ”w Operators
A DA, v
[ Smart Metering wa | Authorised Third Parties
SmartGas | #2e Smart Key Infrastructure BT! N
Meter b P+ o | Appliances r
Parse and Correlate i
Software
\Emerpﬁ“ — o

Figure 1: UK Advanced Metering Infrastructure

However, the AMI is not limited to the distribution and monitoring of electricity. It facilitates
the supply andilling of gas usage too. ter readings that are obtath&om the various
sensors, whichare distributed throughout the entire grigre also collected. All ofhe
acquired data is sent to theter Data Management Syst€dMDMS), which is responsible

for storing, managig and analysing the data [37The MDMS sits within the data and
communications layer of the AMI. This component is an advanced software platform, which

deploys data analytics while facilitating the various AMI applications and objeclihese

L https://www.smartdcc.co.uk/abouidcc/
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applications include: managing metered consumption data, outage management, demand and
response, remote connect / disconnect, andrtsmmeter events and billing [B8This
information can be shared with consumers, partners, market operators datbreghigure

2 provides an overview of the MDMS.

CGonsumer Portal
Smart Meter
Systems and Interface Adapters/ Web
Services Services APl
Management
A i
_ \
o H
= —> GPRS > Management Bus

A A
Smnart Meter

i

 J  J 1
Smart
Meter || Application
Reading Modules

Smart Meter | Adapters Metered Usage
Management Data Repository

\ Industry & Energy Suppliers \

Billing Control Outage Demand and
Management  Response
Management

Figure 2: Overview of MDMS Framework

The MDMS is considered the central management system for the entire AMI. It has the
capabilities to react to reiime events and emergencies, while providing a reactive service to
consumers through demand and response. In order to achieve this aim, open network
protocols have been introduced @ach layer of the framework [B9The communication

layer of the MI is one of the most crucial elements time system [4] It facilitates the
integration of components that reside within its framework by providing the communication

link between each of the following layers:

1 The consumershome is the outer boundary of the AMI and is the most visible and
accessible part of the entire smart grid. This section of the infrastructure is referred to as
the Home Area Network (HAN)The HAN is a securevireless network that utilises

ZigBee Smart Enexgto support real time data transfer between the smart medetha
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T

In-Home Display (HID) [4). ZigBee is based on the wireless IEEE 802.1&ahdard
and is technologically similar to Bluetoofd2]. Supplementary devicesvhich are
known as ConsumeAssess [Rvices (CAD) can jointhe HAN network and provide
addtional services to the consuméxdditionally, the smart meteutilisesthe HAN ©
collect energy usage readings and other paramétersal time. The energy usage
readings are transmitted to thEOMS through a communications gatewashich can be

a standalone entity or integrated into smart mgg¢eices

The Wide Area Network (WAN): utilises GPRS communication technologies to send
and receive data from the AMI. Essentially the WAN provides sedudirectional
connedivity to the public utility, customer premises, power generatmdiransmission,
and distribution subsystemis.enables the smart meter to securely communicate outside

of the HAN using the mobile network.

Currently, there is no agreed standard ifmhome communication in thenarket. Each

country deploys different communication technologies depending on the technical

requirements of their own regulations and supporting infrastructure. However, ZigBee, and

ZWave, are the most commonly used solutions. In the UK, the Department of Energy and

Climate Change (DECC) has opted for the exckisigse of ZigBee Smart Energy [4he

various roles and communication technologies utilised for the HAN and WAN are thaktra

in figure 3.

ZigBee -
<«-Smart Energy— =

Smart Meter

e

/

) p |
@y WA
IN
N GPRS Utility
l\ ZigBee = Power ling Company
Third Party HAN \ 9 g Fibre Optic

<«—Smart Ener =
Access o =

Smart Meter

Figure 3: AMI HAN and WAN architecture and communicatiorofocols

Each of the above components satisfies the specific requirements of the smart grid. The

creation of a HAN provides third party access to the smart meter wsgnged

communication standards.
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2.2.3 DATA CHALLENGES

With the deployrent of the AMI and intellignt Supervisory Control and Datacduisition
(SCADA) systems, the collection and storage of data is bewpmisignificant challengén

order to manage the data flow, smart meters in the UK collect and transmit energy usage
information to the MDMS every 8 minutes [44 Although, lower sampling rates are
technically possible, processing such quantities is costly for the utility company. The sources

of data that contribute to the overall data size are highlighted in Table 1 [45]:

Table 1: Sources of data within the smart gird
Data Type Technology Description

AMI Smart Meters Consumption data that is generated from sr

meters at a predefined frequency.

Distribution  Grid Equipment The distribution automation systemwhich collects
and data from the various sensors that are distrib
Automation throughout the entire grid. These sensors

generate up to 30 readings per second pesose

[46].
Third - External Data Sets The integration of '8 party data, such as demand &
Party response.
Asset OS / Firmware Communication between the MDMS and the varic
Management smart technologies. This involves the managen

of the various smart devices including their softw

and firmware.

Managing, processing and analysing vast quantities of data require the deployment of
specialist hardware and software tooks such, he MDMS relies onthe following

infrastructures to stoy@analyseand process the acquirddta [45:

9 Data centre: This is a dedicated facility to host the data collected from the systems and
supporting infrastructure. These systems include: high speed fibre channels, redundant
Uninterruptible Power Supply (UPS / generator) systems, ventilation and cooling
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systems, and sedty access. Typically, data centres are paired for replication to ensure

high service availability. Historically, most data centres are hosted locally at the
companyo6s premises, however with the intr:«
numbers of swices are being hosted off site.

1 Servers: Typically, servers consist of specialist hardware, which are used for the
purposes ofdata handlingand processingThese systems can be run independently or
within a cluster for increased performance. Typicalrvers are categorised in terms of
their individual roles. Common roles include web servers, application servers, proxy
servers and file servers. Most servers run in a client server model whereby the server
waits and handles incoming requests from tientl

1 Storage system:These are blockased, filebased, or object storage systems, such as
Enterprise Virtual Arrays (EVAS). They contain a variety of hardarstoring data and
connecting wth other hardware. This specialist platform can host hundreds of servers,
while processing large volumes of data.

1 Database systemThe database systeis a specialised software system, which is used
for data management and analysis. Stored informatistrustured and organised so it
can be accessed, managed and updated using a query language. The most common type of
database is a relational database.

1 Virtualis ation systems:A standard virtualisatiosystem facilitatesnore efficient use of
discretestorage and computing resources. Multiple operating systems (guests) can be
hosted on a single piece of hardware using a hypervisor. In addition, the use of

virtualisation facilitates easy migration of guests from one host to another.

The acquired data ensurdggmt the MDMS can facilitate the optinatson of the smart grid,

utility management and the accommodation of customer engagement. The introduction of the
AMI significantly increases the overall quality and ashility of the acquired data [{7
However, the collection and accessibility of such information does not provide any
significant value. Essentially it remains ineffective without the deployment of software tools
and indeed the expertise to exploit it. As a result, the application of data arfadgioscome

a major faus for smart gird researdh8]. The main focus of such studies is to compile
sources of data and extract meaningful information for decision making and service offerings

for industry and society as a whole.
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2.3 SMART METERS

Fundamerdlly, smart meters are @ew generatio of gas and electricity meter [49]. They
deliver vast amounts of additional information that cannot be obtained from a conventional
analogue energy meter [50]. The main aim of the smart meter is to faciithtene energy
usage readings at granular intervals, to both the consumsnantgrid stakeholders [51h

order to achieve this aim, loadformation is obtained fronconsumer electrical devices
while measuringhe total aggregatednergy consumptiofor the given property. Additional
information, such afiome generated electricity is provided to the utility compamy/a
system operator for enhancemnitoring and accurate billing. This is achieved by monitoring
the performance and the energy usageatharistics of the load on the gridome of these

roles and benefits include:

1 Accurate recording, transmitting and storingrdbrmation for defined time periegdto a
minimum of 10 seconds). All UK smart meters must store energy usage readings for a

maxmum of 13 months providing a unique insight into energy consumption.

1 Offer two way communications to and from the meter so that, for example,esspgdn

read meters remotely [52], facilitate demand and response and upgrade tariff information.

1 Enable cstomers to collect and useergy usagdata by creating a Home Area Network,
to securely suppodata access devices [53]. Smart meters must accommodate third party
accessto energy usage data and other pararmmdtaough an agreed communication

standard.

1 Support timeof-use tariffs, under which the price varies depending on the time of day
electricity is used [54].Energy prices are more expensive during peak times.
Consequently, iling consumers by time, as well as usage, encourages them to change
thar consumption habits. Additionally, this type of information enables the detection of

both on and off peak usage for establishing consumer routines.

1 Support future management of energy supply to help distribution companies manage
supply and deand acrossheir networks [55].This is achieved automatically through

previously agreed Demand Response (DR) actions.

The smart meter implementation has largely been driven as a resultEdrthigean Union
Energy Efficiency (EE) Directiv§2012/27/EU) which was agted on the 25 Octobe022
[ ref]. The EE directive was introduced to
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20% reduction in C02 by 2020This is archived by ensuring that each smart meter can

provide consumer tailored real time energgsuamption informatiomnd advice

The smart meter project represents more than just a simple replacement from the traditional
analogue meter to a digitalibstitute. Instead a comprehensive understanding of current and

future needs has been considered.

Between ow and 2020 UK energy suppliers will besponsible for replacing over 53 million
traditional gas and electricity meters [56]hi3 replacement programme requiresits to

over 30 million homes and small businesses throughout the UK. The UK rgoeet

estimates that the installation of smart meters will provide £6.2 billion neffiteeto the

United Kingdom [56] whilemonitoing 51 % o f t he UKO6s Figaleelct ri ci
highlights the current smart meter installation figures for the UK.

——@Gas smart meters  =——Electricity smart meters  =——All smart meters Overall

700

Domestic installations by large suppliers @
600 /

500
400 @

installations

Number of metersinstalled (000's)
Pl (%)
= =
.

03 a4 Q1 Q2 03 Q04 | Q1 Q2 Q3 Q4| Q1 Q2 Q3 Q4| @1 Q2

2012 2013 2014 2015 2016

Figure 4: Quarterly domestic installatiomgiures for the UK56]

There are variouslata parameters and features that are available from the smart meter.
Without considering adequately the different attributes and data values it would be
challenging to obtain agxtract meaning from the acquired data. This engtedshe correct
data aalyticsapproach is undertakewhile identifying any limitationsn the technology or

acquired data

2 https://ec.europa.eu/energy/en/topics/energefficiency/energyefficiencydirective
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In order for utilities to install smart meters in the UK, each device must adhere to a set of
minimum requirementsSmart Metering Equipment Technical €gffications (SMETS}kets

out these prerequisites and consist of two vari@METS 1landSMETS 2 SMETS 1 meters

were primarily installed during the foundation stage and continue to be installed up until
August 2017, when the main installation phase conoeg During the main installation
stage,SMETS 2meters will be used until the roll out is complete. As some smart meter
specifications are not yet fully defined, and while some feature are not yet fully available,
researchers must make assumptions raggrdata accusation and anticipated secondary
functions. However, SMETS 2 meters are able to record energy usage, voltage and demand;

and perform the following functions is shownTiable 2 [57].

Table 2: Smart meter SMETS 2 capability

Category Description of Electricity Smart Metering Capability

Power and 1 Able to record energy import/export (kWh) on each of the 731 pre\
Energy Use days.
1 Able to record half hourly data (kWh) for:
1. Three months of Consumption;
2. Threemonths of Active Energy Exported,;
3. Threemonths of Reactive Energy Imported; and
4. Threemonths of Reactive Energy Exported.
i Able to record maximum energy use measured over a half hour f
(since last reset).
T Abl e t o compar e active powe r-
Medi umé, -HO Mehdi mhdmdt oad

T Abl e to record status of ener

respectively.
Voltage 1 Able to compare measured voltage to 6 configuréinesholds (3 high
Monitoring 3 low); Root Mean Square RMS) over/under voltage detectio

OExtremed6 over/under voltage d
Done across 4 configurable tin
sag and swell periods).

1 Able torecord events and send alerts when the voltage rises abov

thresholds or falls below low thresholds for the related timeframe.
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1 Able to record supply interruptions. Sends supply restoration notific.

if interruption is over 3 minutes.

Demand 1 Time of use pricing; Able to store 48 halburly prices (beginning at 0
response or 30 minutes past the hour).
1T Abl e to calculate an Oinstant
tariff.
91 Able to readstatus of and send commands tdAN conneced auxiliary
load control switches.
1 Able to storea set of6 t tofres e swi t chingé ru
load switching (with a randomised offset); for changes in state a
half-hours, days and dates.
1 Able to request, atioc, following receipt ba command, that one ¢
more HAN connected auxiliary load control switches change state.
Able to, on receipt of a command, disable or enable the supply.
Capabl e of supply di sabl emleinitr
threshold.

In addition to a smanneter all domestic consumers are offered afHibme Osplay (IHD)

as part dthe smart meter relbut that connects to the smart meter using the ZigBee Smart
Energy profile. The IHDis a small electrical device, which has a numberupique
functionalitiesthat include displayingnergy uage andreal time costing. Figure 5 highlights

the different functions provided by a standard IHD unit.
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SIGNAL MESSAGE
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—~——— SETTINGSchange
‘ \ energy usage targets et
HISTORY ACCOUNT
historical energy TAR”:F displays access account
usage over predefined details on the current specific information
periods energy tariff

Figure 5: IHD functionalities and interface

2.3.1 AUTOMATIC METER READINGS

The specific function ofthe traditional meterand indeed the smart metés to accurately
measure and report energy consumptioKilowatt Hours (KWh) as highlighted in table 3.
These includehe Coordinated Universal Tim@JTC) dake ard time, at the end of the 30
minuteperiod to which the data relatas the Profile Data LogGenerally smart meter data is

in the form of time series.

Table 3: Smart Meter System Data Set

Data Item Description
Total Supports the high level list of functional requirements for domestic ¢
generated meters It provides thecapacity to communicate with a measurernr
kWh device within a micro generataand receive, store, communicate to

generation for billing.

Generated Half hourly intervaldataheld on meter for 13 montHs average kW
interval data demand over half hour period.
kw
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Generated
interval data
KWh

Generated
Kilovolt -
Ampere-
Reactance
(kVAr)

Generation

Technology
Type

Total
consumption
(net demand)
kw

Import
demand kW

Export kW

Generated
kW

Total
consumption
today (kWh)

Total Import
today (kWh)

Exported
energy today
(kwWh)

Generated

Half hourly intervalreadingsheld on meter for 13 months.

Reactive pwer measuremenin half hourly intervad, held on meter fol
13 monthsi Specifically, ArerageKilo Volt-Ampere Reactive(kVAr)
demand over half hour period.

e.g. SolaPhotovoltaic(PV), micro Combined Heat anddwer (CHP),

wind, hydro, Anaerobic Digestion

Provides the total consumption by adding both thepadred and

generatedw and subtracting thexport.

Load being drawn frorgrid

kW being exported to grid.

kW being generated by micigeneration unit.

The total daily consumption adding both the imported and generate

Kw and subtracting the export.

Load drawn from Grid today (kWh).

Exported energy today (kWh).

Generated energy today (kwWh).
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energy today
(kWh)

Total CO2 This is lased on generated energy to give custeraamdication of the
rate (kg/hr) amount saved through the implementation if a micro generation unit
and CO2

today (kg)

Cost of Provides the @t cost of imported energy less value géneratec
energy exported energyto the grid These costs arealculated fom meter
imported consumption using cost rates entered on displdych ispushed to the
(E/hr) and £ IHD via ZigBee Smart Energy.

today

2.3.1CONSUMER ACCESS DEVICE

In order to overcome the default reading limitation of every 30 minutes and obtain readings at
higher sampling rats, the installation of a Consumer Access Device (CAD) is necessary.
Smart meters utilisthe ZigBee SmartEnergyprofile, which an be used to pair such devices
using the ZigBee protocol. ZigBee has an operating range up to 70 meters with a d
transmission speed of 250kHds. addition, he UK DECChave declareEMETS2, which

cites the use of ZigBee Smart Energy 1.x. Curreftigre are two types of CARach with

their own functions and limitations:

1 Type 1 CAD Devices:Type 1 deviceperfom low level tasks. These include Interface
Commandswhich set specific variablesuch as tariffs, thresholds, perform commands
(e.g. auxiliary load switch control) and read data. Type 1 devices are restricted to energy
suppliers and other authorised pest
Type 2 CAD DevicesTheType 2CAD connects to the SM HAN in the same way as the
IHD. Typically, the device collects the live energy data from the smart meter in the home.
The obtained data is used for two main functidghe management of smappliances in

the hometransmssion of datdo the cloud through a broadband connection.

The ongoing development of the ZigB8mart Energy profile has resulted multiple CAD
paring methods [98 Currently locally initiated CAD p#&ing is not possible Instead
consumers and service providers must initiate remote CAhgaThe consumer provides

connection information to authorised third parties in order for their devices to be paired
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remotely. Later versions of the SEP will introduce a mearadlafving consumers to pair a
CAD without needing the involvement of a DETherefore, a consumer will be able to
initiate pairing of a CAD by using a functiamn their smart meter. Figuretghlights the
CAD remote paing procedure.

Consumer provides Energy Supplier Sgryme e DCC forwards
. _ | verifies consumer _ L
their addressCAD > or P etails and issues P command to join a|
ID and consent Other DCC User ) CAD
service request
i
E v
CA:Z:;SZS e - 4 N DCC forwards
. P —— — 4= command to join a|
Consumption and Smart Electricity CAD !
tariff data Meter
m_ "
( % = Coms Hub
= e
Smart Gas
\ 4 Meter

Cloud Storagé
Analytics

Figure 6: Remote CAD Pairing Procedure SMETS 1

The data collected from the CAD includes the date and time of the reading, the aggregated
energy load in watts and the node ID. The process, by which thedpAfates, is shown in

figure 7.
< Coms
L '))) Hub Fee
3 : (HAN
\ 4
Smart Meter ZigBee Smart Energy
1x
(Smart Energy
Profie)
A 4
Query Energy DATETIME
Handshake o e  [ENERGY USAGEatts
(Sample Period0 P NODE ID
second$

Figure 7. CAD Reading process when paired with a smart meter

This is archived through a ZigB&emartEnergy module, which contains dedicated hardware

to support the lower layers of the ZigBstack. Here a processfacilitates thefunctions of

3 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/591322/09622017_
_Smart_Meters__Data__Growth_DRupdated.pdf
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the higher layers of the ZigBee SE applicatione Hoftware stack within the CAD usas
high-level smart meterm API, which contains a set afata items and functions that are
available to the CAD when paired in the SMHAN.

The ZigBee Cluster Library (ZCL) specification providaactionsto obtain and collect data

from ZigBee devices using a command fatnThe Zigee alliance usespplication profiles,

which contain a set of supported functions, datatypes and operations. An example of an
application profile is the ZigBee SE profile, which contains a number of unique functions and
features.Figure 8 highlights thealyers of the ZigBee staand how they are combined to

support the application.

ZigBee Cluster Library
(ZCh

l

 Application Profile 1

General Cluster Smart Metering Clustet
DATETIME ENERGY USA(¥atts)

Figure 8: ZigBee stack cluster combination

The ZigBee SE profile uses a set of clusters from the libvenych arespecific to the SE
cluster. However, the ZigBee lince has standardised a numbégeneralclusters,which

are available t@ny application profile For example, a CAD uses the time cluster from the
ZCL, while combining it with theSimple Metering Clugr. The Simple Metering Clustes
specific to the ZigBee SE profileo provide functions which are unique to the Smart

Metering Cluster.These twoindividual clusters are pooled tascertain the time of the

4ZigBee Interoperability: httpWww.zigbee.org/zigbeealliance/whipapers/
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readng and the energy value. Table 4 highlggiie general and specific clusténsghe ZCL,
which are accesseualy the CAD.

Category

General Clusters

Smart Energy

Clusters

Table 4: General and Smart Energy clusters

Cluster

Time

Alarms

Basic

Over the Air Upgrade

(OTA)

Price

DemandResponse and
Load Control

Function

The time cluster provides a set
functions which facilitates access tc
real time clock. The cluster includt
local time zones and daylight tin

saving functionality.

Alarms can be used for sending alat
notifications to other clustein the
ZCL.

The basic cluster provides a numbe
of propertieswhich include software

firmware versions.

The OTA cluster provides the abilif
to upgrade the software on the ZigB

device remotely.

The Price cluster provides tt
communication functionshat enable
the updating of pricing and tari
information fromthe AMI.

These  clusters  faciite  the
integration of smart devicesvhich
support load controlSpecifically, the
functions enable the CAD to recei
instructions from the utility compamn
which enable grid load balancing

operations
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Simple Metering The simple meter clustgrovidesthe

collection of consumption data.

Messaging The messaging chter enable:

communication betweetevices.

2.3.2SMART METER DATA COLLECTION AND FREQUENCY

Smart meters in the UK collect and transmit energy usage data at 30 minute intervals using
their default settingHowever,smart meters are able to report energy usage as low as 10
second intervals through the use of a CAD; even though this is not cyideptbyed due to

the vast amount of datewould generate [59]. Table 5 highlights the data volume difference

based on the sampling resolufion

Table 5: Smart meter data volume by resolution

Data Type Resolution Source Approximate maximum
data volumes (whole city,
1 year)
Smart meter dat. 30 minutes DCC 400 Gigabytes
Smart meter dat: 10 seconds CAD 80 Terabytes
Existing NILM  0.001 second: CT 400 Petabytes

Table 6illustrates a data sample froabtained from amart meterduring asingle period.

This sample highlightshe granularity of the data collected compared to traditional meters
where the readings are submitted collectively over a much larger period (for example
monthly, quarterly or yearly). It displays the data parameters obtained at eacimu28
interval; totalling 48 individual readings in a 24ungeriod (for illustrativgourposes only 10
readings are presenjecCustomer Key identifies the individual smart meter device within the
AMI; Time of Reading indicates the time and date of the reading; while General Supply
highlights the amount of on peak electricity being usedWH.

5 Bristol Smart Energy Collaboration (2016), https://bristolartenergy.cse.org.uk/
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Table 6: Single Smart Meter 30 Minute Data Sample

CUSTOMER_KEY Time of General Supply (KWH)
Reading
8150103 05:59:59 0.042
8150103 06:29:59 0.088
8150103 06:59:59 0.107
8150103 07:29:59 0.040
8150103 07:59:59 0.042
8150103 08:29:59 0.041
8150103 08:59:59 0.049
8150103 09:29:59 0.189
8150103 09:59:59 0.051
8150103 10:29:59 0.050

Figure 9highlights a data sample of a single smart meter. It represents half hourly readings
over a 24 hour period totalling 48 individual readings. The data illustrates the total energy

consumption in Kwh.

Tuseday 05/03/2013 48 Individual Readings
Getting Ready

I Coming Home -

Evening Activites _|

Usage KWH

Night Period

Time

Figure 9: 48 individual readings highlighting a single-Bdur period

The default reading frequency of a smart meter impedes the level of information that can be
obtained from the acquired datacreasinghe reading frequenadg essentialvhen trying to
identify individual devices and their duration of us€igure 10 highlights the additional
information that can be obtained by increasing the reading frequency.
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Smart Meter Sampling Range
Reading . : : - 3
10-second intervals 1 minute intervals 30 minute intervals

Frequency:

High energy Limited Occupancy
Application: appliances number of inside the

identifiable deiices premise, main

identifiable periods
identifiable

Figure 10: Information obtained by increasing the reading interval

At 30 minute intervals it is possible to detect occupancy within the premise and main periods
of electricity usage. When the reading frequency is increased to 1 minute intervals the use of
type 1 electrical devices is identified. Type 1 devices refer to apphaihat only operate in

two states either onrmff. A reading frequency of 1 sample every 10 secowtisch is the
reading frequency for a smart meter when paired with a déRble to identify type 2
electrical devices. These types of devices operataultiple states. Increasing the reading
frequencies facilitates the identification of individual device utilisatibhis approach is
demonstrated in figure 1The yaxis highlights the energy usage in Watts, while tfexis

shows the reading time.

9000

8000 Toaster

7000 X
6000

Energy

L'?age =000 Kettle

Watts 4000

Kettle Microwave

Fridge Ocsillation

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
Time of Reading

Figure 11: Real time energy readings obtained from an aggregated load

Obtaining energy readings at 1 to 10 second intervals provides energy signatures for each
device. This is achieved by identifying the amount of energy beogsuned, as
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demonstrated in figure 1this enables background noise from certain devices, such as fridge
oscillatiors, air conditioning and standby electricity usage, to be filtered out. Tdedeclear

usage signatures for devices that are being used.

4500

4000

3500
Energy
Usage

Watts
atts 3000

2500

2000

1500

1000

500

20:40 20:50 21:00 21:10 21:20 21:30 21:40 21:50 10:00

Time of Reading

Figure 12: Energy signature for a kettle

2.4 LOAD MONITORING

Our proposed method utilises Appliance Load Monitoring (ALM) to provide detailed
appliance identification. The concept of ALM is not n@@]. Typically, ALM methods are
divided into two distinct categories: firstly, Ndntrusive Load Monitoring (NILM) and
secondly Intrusive Load Monitoring (ILM). NILM is typically described as a single point
sensing method, as it requires the use of a ss@ghsor such as a smart meter. In contrast
ILM is regarded as a distributed sensing methndrequires the use afultiple individual

sensors [6]L Normally, one sensor is installed for each electrical device being monitored.

There are different advantaggand disadvantages with each method. The ILM is regarded as
a more accurate method as readings are obtained directly from the [@@}i¢dowever, this

type of monitoring is both costly and complex. ILM also has the risk of sensors being
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removed or trarferred onto different devices. While NILM is regarded as less accurate, it

requires the use of a single nonintrusive sensor, which is cost effective.

NILM introduces challenging issues that are not present with ILM approaches. NILM signal
analysis involves identifying multiple electrical devidkatcan be used simultaneously or in
quick succession. Although the identification of individual devicespassible using
disaggregation algorithms, their performance is largely dependent on the appliance type,

sampling rateanddevice usage [§3

ILM has benefited from increased popularity due to decreased sensor costs. Additionally,
technical improvementsush as improved sensor communications, ensure that ILM can be
used in a variety of different applications. These applications include local energy
consumption analysis, appliance recognition, device failure identificatiohandn activity
recognition [64. Figure 13provides a high level overview of a typical ILM environment.
Here, each device of significane fitted with a smart plug, to identify when a particular
device is being operated. The smart plug wirelessly transmits consumption datdaoonthe
router using a predefined sampling rate. Energy readings are transmitted remotely to analysis

services using ADSL.

p

N
]

e

Home“;‘:
Router
.
& & & 9) =
Smart Smart Smart =
Plugl Plug2 Plug3
"\ P |
Energy Analysit
*
4 -

Figure 13: Distributed sensing method

The data obtained from aggregated loadsifferént to that of ddaggregated monitoring.
Table 7provides a data sample, which was obtained from a typical ILM environment. The
read time, plug name and the amount of energy being consumed in KWh is shagrmd

of monitoring, smart plugs have limitations and restrictions.
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Table 7: Smart plug readings

Half Hour Period Plug Name Reading Time Total KWH
End

17/09/2013 07:29 Air conditioning 17/09/2013 07:08 5.141
17/09/2013 07:29 Dishwasher 17/09/2013 07:08 1.04
17/09/2013 07:29 Hot Water System 17/09/2013 07:08 8.156
17/09/2013 07:29 Kitchen 17/09/2013 07:08 2.154
17/09/2013 07:29 Microwave 17/09/2013 07:08 12.849
17/09/2013 07:29 Oven 17/09/2013 07:08 2.447
17/09/2013 07:29 Washing 17/09/2013 07:08 10.97
17/09/2013 07:59 Air conditioning 17/09/2013 07:38 5.141
17/09/2013 07:59 Dishwasher 17/09/2013 07:38 1.04
17/09/2013 07:59 Hot Water System 17/09/2013 07:38 8.156
17/09/2013 07:59 Kitchen 17/09/2013 07:38 2.154
17/09/2013 07:59 Microwave 17/09/2013 07:38 12.85
17/09/2013 07:59 Oven 17/09/2013 07:38 2.447
17/09/2013 07:59 Washing 17/09/2013 07:38 10.97

As a result, an ILM approach increases the overall financial costs for a system using this
approach. Additionally,residentsmay move or remove sensors used for Ilwhich

introduces misclassification

NILM, which is sometimes referred to as load disaggregation, focuses on the development of
algorithms to disaggregate specific devices that aresedilon a metered power line5[6

NILM was first proposed by Heart et al., as a method for identifying appliance power
signatures from within aggregated load readings, by detecting theotinstates of the
appliance [6f Data is obtained from the smart meter directly, which is nnadtieally

defined as:

06 RO no E no Q)
Wherep is the power consumption of the individual device that is contributing to the total
aggregated measurement, ard the total number of dé&es within the time periotl Figure

14 highlights a typical NILM environment, where the smart meter is responsible for the

identification of deviceisage
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Figure 14: Appliance identification through a smart meter

Historical load monitoring techniques involve the deployment of financially expensive and
complex hardware with simple data processing techniqneNILM solutionshardware is
deployed but more complex safire tools are required for device identification. Typically,
NILM consists of four stageslataacquisition(using asensor transformer clip (CT) fastened
around the main fe¢devent detectionappliancefeature extraction and finallydevice
classification. Figure 1highlights the NILM stages, along with the considerations for each

stage.
Data Acquisition | A ) Appliance Feature L
(Load M0nit0ring ﬁ Event Detection ﬁ Samaien ﬁ C|a55|flcatlon

Transient Features Unsupervised Learning

Figure 15: NILM process and considerations

There are considerations with an NILM approach, whiclude the following:
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1 Electrical sampling rates: is one of the most important considerations as it impacts
directly the overall accuracy of the methd@7]. Typically, lower sampling rates
introduce more errors in device identification due to event triggpeing overlooked.

There are two groups of sampling used in NiLNgh frequencygreater than 60Hzand

low frequency, (less than 60Hz) [68n order to obtain higher sampling rates, the
deployment of specialist hardware is required. These deviceuuraeglgctrical load a

few thousand times a second, which greatly improves the overall accuracy of the
approach. However, the installation and maintenance of such equipment has a cost and
data storage requirement. With the introduction of smart metetis,low frequency
samplingof 1 sample every 10 second$lLM has now to becoméhe main focus of
research [6P

1 Electrical features: The most widely used feature selection methods for device
identification include: event detection, whereby devices are teetéy their state on/off;
steadystate, which identifies devices based on variations in their steady state signatures;
transient methods, which extract more complex features, such as frequency harmonics.
However, transient methods require high samplingesraand additional reading
parameters, which are beyond the specificatimina smart meter [10 Typically, most
load monitoring devices provide parameters that include voltage, current, real power (P),
power factor, phase angle and reactive power (Qgsé@fadditional parameters enable the
generation of more advance features using signal analysis and harmonics.

Recently more humble approaches have become the main research focus, such as real power

measurements. The main reason for using only real powdmgs is because of the ever

increasing availability of smart meters. As smart meters only collect real power readings,
severe feature extraction constraints exist. As a result, extracting more complex features is
unmanageable, as neither the voltage ptase angle is present. Many research approaches
have been suggested to combat such limitations. Kimethl., utilise real power
measurements for disaggregation. Their approach found identifytigdual appliances

which were of he steady state cladgficult, but had more success with steady state changes.

In conclusion, they stated that additional features wouldeljeired to improve accuracy

[71]. Likewise, George Cet.al., propose a novel load disaggregation algorithm using only

smart meter power readings. They use the obtained power readings to generate a set on

discrete pulses, which were associated to a registered appliance. They claim that that the
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algorithm accounts foexternal factors, such as appliance signatures and human behaviour.

Overall, accuracy of thdgorithm is in 85% in total [6P

2.41EVENT DETECTION AND APPLIANCE TYPES

Event detection is the method by which aevidentification can occur [T2However this
approach is complicated by the various desithat are present in a hoMedern electrical
appliances run in multiple modes other thanamd off. Many devices have low power
requirements or standby modes, while appliances, such as ovens, opexateimber of
different states. Such devices introduce additional complexity to the classification task.
Understanding the different device categories is vital for NLIM as they provide information
on electrical usage characteristibgvice categories aexplained as follows:

1 Type 1:devices refer to appliances that only operate in two states either on or off and are
their detection from an aggregated load is rudimentary. Examples of such devices include
kettles,toasters and lighting. Figure Xhows a power reading for a type 1 device; a
kettle.

Energy
Use
Watts

Time of Reading

Figure 16: Type 1 electrical device (on / off)

1 Type 2: devices are commonly known as Mtfifate Devices (MSD) or finite state
appliances. Such appliances can operate in multiple states and include washing machines,
dryers and dishwashers. As these devices can exist in multiple thtayeadd further
complexty for device identification. Figure 18howsa power sample for a type 2

electrical devicpan electric oven.
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Figure 17: Type 2 electrical device (mulitate)

1 Type 3: devices are known as Continuously Variable Devices (CMypically, their
power draw has no fixed state. As type 3 devices have no repeatability in their
characteristics they are particularly problematic for NILM. Examples of such device

include power tools. Figure howsmultiple type 3 electrical devise

900
Energy
Usage
Watts

800

Figure 18: Type 3 electrical device (continuously variable)

1 Type 4:are fairly new in terms of device category, at the time of writing this thesis. They
remain active for long periods and consumeteigty at a constant rate [J.2As these
devices are always on there are no major events to detect other than small fluctuations,
which are too small for event detection. Such devices include smoke deteaibr

intruder alarms. Figure 1showsmultiple type 4 electrical deviee
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Figure 19: Type 4electrical deviceqonstant rafe

2.4.2APPLIANCE CONSIDERATIONS

Electrical devices in #gnhome are a key resourie the identification and modelling of the
occupant6s routine and domesticiappBancestvthneavnedern t h e
dwelling is complex[73]. Careful consideration is required when selecting which set of
appliances to detect. However, selecting too many appliances introduces additional
complexity and results in supplementary trainingd model creation. Thiscenario

ultimately introduces greategsource requirements.

The studypresented by thBepartment of Energy and Climate Chamgerviewed a total of
2616 households to ascertain the tymé appliances presefif4]. Table 8highlights the

appliance type and ownership.

Table 8: Appliance type and ownership

Appliance Percentage of households (%)
Washing Machine 97%
Tumble Dryer 62%
Refrigerators and Freezers 99% of householdswn a refrigerato(either

as a separate unit or combined with

freezer)
Dishwasher 41%
Oven 95%
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Hob 93%
Microwave 82%

Televisions Just under 2% of househsldeport that the?
do not have a television. Just over 83%

households have three or fewer television:
Portable Fans 43%

Air conditioning Less than 3%

Although both televisions and refrigeration show a prevalence in excess of 98%, they cannot
be disaggregated using a CAD. However washing machines (97%), Microwaves (82%) and

ovens (95%) which exhibit a high presence can be disaggregated using a CAD device

2.5CLOUD COMPUTING AND INFRASTRUCTURE

The data generated from the smart grid means that cloud processing platforms are now
required to process and extract meaning from the acquired data while ensuring a robust
energy delivery networlAs such, this seion introduces the concept of cloud computing and

its adoption for both smart grid data processing applications. There are numerous advantages
that are associated with cloud computing platformukich can be applied to the smart

metering infrastructure tsupport its various objectives [}V.5

2.51 THE USE OF CLOUD COMPUTING WITHIN SMART GRIDS

Cloud computing is an ever developing computatigiiatform, which combines hardware,
storage and high bandwidth networking to provide scalable solutions to third party
organisations. There are many benefits to cloud computing; which are increasingly exploited
to overcome both the data processing andabddly challenges associated with the smart
grid. The smart grid requires a fault tolerant, efficient data processing and communications
infrastructure in order to deliver a reliable and affordable power distribution nefigirk

The emergence of smartids brings many benefits but also various challenges in terms of
data management and integration. This infrastructure relies on information technology to run
more efficiently while ensuring that grid load and demand is balanced. However, the smart

grid by its very nature is a complex platform with vast storage, communication and
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computational requirements. In order to facilitate these requirements smart grids can leverage

the following cloud computing benefits:

1 Cloud computing is both flexible and scakl@nsuring adequate resoust®cation and
provisioning [77. As smart grid components are deployed on a large scale, cloud
computing can be used to overcome scalability problems by provisioning additional

resources as required.

1 Cloud services maintain ¢hunderlying computational hardware and software. Smart
grids are regarded @& critical infrastructure which supplies essential utilities to the
consumer. Any down time in services can have a detrimental impact on service users. As
most cloud componentre virtualised, guests can be migrated from one host to another
while maintenance is undertaken. This removes the need for downtimeiamiises

service disruption [7]8

1 Many cloud providers are geographically distributed, which not only ensures Enweyat
but also provides service replication. Essentjabrvices are mirrored in one or more

additional data centres to prevent service disruption in the event of an outage.

There are three servidevels offered to smart grid utilities which are Infrastture as a
Service (laaS), Platform as a Service (PaaS) and Software as a Service (SaaS). Each category

provides different levels of managemerttigh are highlighted in figure 20
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Figure 20: Cloud computing platforms and management

laaS provides fundamental computing resoutb@sare requied to run any hosteservice

[79]. These resources consist of servers, storage, virtualisation and netwarkihgrdware

which are directly managedyhthe cloud provider. In this scenarismart grid utilities
manage the operating systeand any servicethatreside further up the stack. This model
facilitates thesmart grids demand and response requirements by provisioning additional

resources as daand increases.

PaaS provides a managed platform to the customer enabling them to develop, manage and
run their services. Typically, utilities have full control of their application and can access
various programming models through the cloud to execute ghegrams. Using this model

smart grid utilities can develop in house applications without considering the development
environment. Similarly, PaaS includes servers, storage and networking. In addition, PaaS also

provides middleware, development toolsl @ervices.

In the case o$aaS the utility usemnapplication or service, but does not have any control or
mana@mentof it or its underlying stack. SaaS provides a complete solution that is usually
purchased as a pay as you go or licencing model. Hattte smart grids service usease
licenced to use the platform through a common API. All of the underlying infrastructure
which includes, middleware, software and data are hosted and managed exclusively by the

service provider.
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Additionally, smart grid tilities are able taun their services using a hybrid environment.

Here a mix of both on premise services and cloud resources are managed in conjunction.
Using this approach enables workloads and demands to move seamlessly between private and
cloud servies. Organisationbave the ability tdlex out resources during periods of high
demand without the requirement to purchase new hardware while contracting services when
utilisation subsides. For smart gird utilities this may be a favourable approach to alleviate
concerns regarding the locatioof data. As cloud computing can be geographically
distributed the replication of both sensitive data and data management is vital for the security
of grid applicationd80]. By runninga grid infrastructure in a hybrid model, sensitive data

can be confin@ to the utilities data warehouse.

As discussedhe various challenges and opportunities associated with the gmdactin be
effectively managed through the use of cloud computing. Therefore, researchers have
proposed the utilisation and adoptiontled cloud infrastructure and services in an attempt to
mitigate many of these issues. The various aspirations and benefits of the smart grid
introducethe following key challenges [§1

1 Demand and response.

1 Peak demand and dynamic pricing.

1 Real timemonitoring.

1 Communication and information management.
1 Smart meter data collection and analysis.

One of the biggest challenges associated with the smart grid is demand and response whereby
consumers can actively participate in balancing grid [8& However, the introduction of

real time energy management and dynamic pricing further increases the demand for resources
especially during peak times; as the cloud computing model provides flexible dynamic
bandwidth and resources, these issues can be effgctigdiessed. Research undertaken by
Rusitschkaet al., proposed such a model for smart grid data managef@8htHHere the
cloudds distri butasekveragedoundertake geal time slatauaccess and

analysis.

As smart grids become morepusticated the need for higher bandwidth and computational

resources is an ever growing requirement. Within the smart grid smart meters are deployed to
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collect, processand exchange data between utilities and consumers in real time. This vast
infrastructire introduces big data which many traditional data management solutions fail to
accommodate. As sucbloud computing models aefjuippedio process such vast amounts

of data anchavebecome théocus of many research studies.

2.6 MACHINE LEARNING

Many datacentre domainsutilise machine learning to deriv@eaningfrom the acquired
sensory data. The vast majority of technologies deploy a supermisetine learning
approach which reliesn labelled data for training [84 As such, he following section
provides an introduction to the various machine learning approaeitake highlighting their

function.

1 Atrtificial Neural Networks: An Atrtificial Neural Network (ANN) is a machine learning
techniquethat simulates the way in which the human brain operdtds. able to solve
complicated problems by simulating the complex interconnected processing elements
(neurons) of the brain. ANNS learn by examjaled previous trainingvhich can be used
to extract patterns and deteartds within the collected data
Typically, there are two main forms of ANNS which include, Feed Forward and
FeedbacKNetworks. With Feed Forwandetworks, signals travel in one directjomhere
each unit transmits information to a corresponding unit but does not receive any return
information. These types of networks are typically used for pattern recognition and
classification. Units are able to transmit information-directionaly using a loop.
Although Feedbacketworks are extremely powerfuhey are often complex. Figure 22

highlights a FeedforwartleuralNetwork and its various layers.

Figure 21: Multilayer Feedforward artificial neural network
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