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ABSTRACT

Distributed systems can loefined as systems that are scattered over geographical distances
and provide different activities through communication, processing, data transfer and so on.
Thus, increasg the cooperatin, efficiency ,and reliability to dal with users and data
resources jointly. For this reason, distributed systhave beenshownto bea promising

infrastructure for most applications in the digital world.

Despitetheir advantages, keeping these systems secure, is a complex task bédiaese o
unconventional nature of distributed syssemhich can produce many security problems like
phishing, denial of services or eavesdropping. Therefore, adopting security and privacy
policies in distributed systems will increase the trustworthinesseleetthe users and these
systems. However, adding or updating secustgonsidered one of the most challamy
concerns and this relies on variosscurity vulnerabilities whichexisting in distributed
systems The most significant one is inserting or ditying a new security concern or even
remonng it according to the security status which may appear dimmanMoreover, these
problems will be exacerbated when the system adbptsulti-hop concept as a way to deal
with transmitting and processing fammation. This can pose many significant security
challenges especially if dealing with decentralized distributed systems and the security must be
furnished as entb-end. Unfortunately, existing solutions are insufficient to deal with these
problems likeCORBA which is considereda oneto-one relationship onlypr DSAW which

deab with endto-end security but without taking into account fassibility of changing

information sensitivity during ruime.

This thesis provides a proposaachanism for enforcing security policies and dealing with
distributed systeng@ssecurity weakness in term tifie software perspective. The proposed
solution utilised AspeciOriented Programming (AOP), to address security concerns during
compilation andunning time. Theroposed solutiors based ora decentralized distributed
system that adoptee multi-hop concept to deal with different requested tasks. The proposed
system focused on how to achieve high accuracy, data integrity and high efficietingy of
distributed systenmn real time. This is done through modulangsthe most efficient security
solutions, Access Control and Cryptography, by using Aspeented Programming
language. The experimebtesults show the proposed solution overcomeslioetage of the
existing solutions by fully integrimg with the decentralizedistributed system to achieve

dynamic, high cooperatn, high performance and eito-end holistic security.
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Chapter One
Introduction

This chapter presents a brief introduction to security and prigcangeptsn terms of

the distributed system. It also provides introductions about the soluttomgonents

to address thessecurity and privacghallenges, access control and cryptographic. This

chapter highlights the curreptoblems of distributed systed®security and motivation

of this research. It also presents the programming paradigm, ASpeoted

Progranming (AOP)the toolthat we used to modularize the privacy and security

concerns fothe proposed solutionThec hapt er al so outlines the

objectives, novel contributions, and finishes with the thesis structure.

1.1Distributed System Secuity Challengesand Solutions

Coulouris[1] defines a distributed syse m as f@Aone in which hardw
components located at networked computers communicate and coordinate their actions
onybypassi ng messageso. Systems that are scat
provide different activities through commuatmon, processing, data transtec are

called distributed systenj2]; for example, web services offering to deal with a huge

distributed system as single resourtbere are many different concepts associated

with distributed systems, includingstributed file systems, distributed objdmsed

systems, distributed Wetased systems etc. All of these systems have been built to

fulfil thefollowing objectiveqd3] :

A Transparency
A Openness
A Reliability
A Performance
A

Scalability



Thisthesis stagwith the focus on the security distributedsystens based on how the

systenfacedifferent types of threats. These threats could be in the followingsfor

1 Interception An illegal attempt by unauthorized parties trying to acdhss
service or certain data to make mxor just corrupt the information, thus
disabling the system or servigy.

1 Interruption Destroyng the Services or data and conusgt it to be
unavailable, unusable, Examples of interruption threats include denial of
service attacks, deletion of datend corruption oflata[5].

1 Modification Manipulatng and changing the data in an unauthorized manner,
thus changing the service to perfoadifferent functionfrom that originally
intended5].

1 Fabrication Generation of additional data or activity that would normally not
exist. Examples of fabrication include adding an entry to a password database

and replaying previously sent messaj§ds

Besides these threats, there are different tymeé attacks that may causserious
damags on the systemworkingslike attacking thedistributed system channels. For
example, eavesdropping7] when the attacker obtains copie$ the transmitted
messages, thus sniffing some sensitive informafimemial of Servicd8] when the

attacker flood the system channel with messages that casecthe service stop

Toaddress all the above security issgesurityand privacy concepts must be adopted.
Although, these concepts are presentedhasnonfunctioral side of the distributed
system, however the naturalism of the functional side (sending, receiving and
processing) neado adopt these concepts to save the information. According to the
definitions, all distributed entities will be woikg together as one entity to accomplish
the required tasks, thus sharing same data betweenithigenpreserving the locality

for each individual entityFor example the function performance @fmachine relies

on the reslis of subfunctiors performanceon the other machine.g. Web Service
Composition (WSC)[9]. This cooperatin makes the data vulnerable whem

unauthorized entitpbtainsaccess to serisie information.



To investigate the security issues in distributed systems, there are three main
fundamentatecuritydimensionswvhich should beappliedto measure the strength af
systents security and thdefenseagainst different types of attacks.eBbdimensions

areas shown in the following:
1. Confidentiality

The methodhatshows the ability to protect information from disclosure or exposure
for those who are not authorized to accefEQd}. In otherwords,this concepensues
thattheaccess to the information is limited to authorized people only, who can handle
andchange according to the level of authorizafibl]. There are some measutsed

to protect the confidentiality of informatidhat are asollows:

Information classification
Secure document storage.

Application of general security policies.

o O O o

Education of information custodians and end users.

Confidentiality can be compromised the loss of a laptop containing data, a person
looking over our shoulder while we type a password, an email attachment being sent to

the wrong person, an attacker penetrating our systems, or similar[is8Lies
2. Integrity

It is the ability to prevent information from modification or deletion by an unauthorized
party[12]. This might include the unauthorized modification or deletion of data, or it
could mean an authorized, but undesirable change or deletion of data. To achieve
integrity, we might need to have the methods to protect against the unauthorized
modification to databut also need the ability to reverse authorized changes that have
to be umlone[10].

3. Availability

The ability for the authorized user to access the data when they need it without
interference or obstructipand the systems that provide this can appropriately resist or

recover fron attackq11].



In order to deal with all these listed security issuedistribuedsystens, one neesito

consider different types of cryptography and access control mechanisms.
1.1.1 Cryptography

A mechanism used to convert thiain file into unreadable filethus tansferring data
safelybetween system channels in a way that the attacker cannot und¢iStarial
addition, cryptography Wiprevent any unauthorized system enfiym displayng the

data.

1.1.2Access Control

One of the accepted security solutisons i s
used to protect the information by controlling who can access the infonnatieven

pieces of informatiorand where and whé¢h4]. In addition, AC will give the authority

to the authenticated persasr, machine to perform one of the actions read, write or

delete and this will be differemm regardgo thetypeof authority that the authenticated

person hagl5].

1.2 Privacy Preservation

Privacypreservations an essentiatoncernespecially for applications that deal with
sharing data such as healthcare, security, financial and other applitadituiesal with
sensitive dat@l6]. Many governments, corporations and organizatitmséreto create

an interface thaamalgamatedata sourceto achieve a high level of knowledge base

to reach accurate results and make a right dedisfynThe aggregation afata sources
however will put the privacy of the data storedhiase sources a precarious position.
Many methods, algorithms and models can be used to achieve privacy for applications
that share their resoces; however, the most important two main methods used for

enforcing privacy are anonymignd cryptographj18].



1.3 AspectOriented Programming

AspectOriented Programming (AOP) is a software paraditdpatsupports separation

of concerns (SoC[19], which play a major role in software evolution. In computer
science, 8C is the procedure of separating a computer program into distinct features
that overlap in functionality as little as possible. SoC can be achieved through
modularity of programming and encapsulation with the aid of data hiding. Researchers
have explorethany methodologies in order to assess the reusability of Object Oriented
(O0) software systems. AOP aims to modularize crosscutting concerns in an
application, which canot be modularized using traditional approaches such as Object
Oriented Programming (@P). By using an aspect oriented approach, concerns like
security and privacy can be isolated, resulting in the increased maintainability and
reusability of the systeifi20].

1.4 Motivation

Dealing with the naturalism of the distributed systems is still an open challenge,
because of the variety of requirements, environgjatiility of expanding, updating,
loosely coupled problems and more. Indeed, all these problems represent the
functional side of the distributed system; however, -fumrctional concerns like
security and privacy protection will add more load toirfgahe above challenges.
Adding privacy and security concepts to network system applications will increase the
trust between the user and these applications, leading to an increase in the number of
users willing to use thennfortunately obtaining privacy andecurity assurances in

a distributed system remains difficult; typically, in some places in distributed
applications, there are no trusted relationships among participants of the networked
system. Nonetheless many distributed systems need to be trustedébdey handle
sensitive and private data, such as clinical data, financial information, buiness

business transactions and joint military informafi@my.

The proposd solution deals with decentralized distributed systdbi3S), in which
each individual node within the systeworks autonomously Each node has both

statugs(client and server) at the same time, so can send requests and receive requests
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or resposeas well as perform its own function. The features of these systems are that
sometimes there are no direct conrawibetween nodes, so if a node sends a request,
this request might do a muliiop between different nodes feachthe right process.
Furthermore, the processing of the rege@saskmight require some nodes to process

the task called processing nodesnd data might be transmitted between some
intermediate nodes which work as bridges to deliver data to the intended ceildels
bridges(hop) nodesHowever, security concerrisve emerged as a consequence of
this topology likecooperation will be resttted or sometineimpossible, because
according to thesecurity concepts, data transmitted between system nodes might be
restricted, especially if these nodes have different levels of security. One of the most
widely accepted security models is based anudti-level security system, in which
system nodes will be classified according to their security clearancgs;cadiesthe
authority to access data only if the latter hagapropriate classification. Keeping the
cooperation principles with these sysis is extremely difficult, because messaging
between nodes which have the same security clearance might be impossible if data
needs to transmit between some intermediate nodes which have been classified with

greater security clearance.

One of the main awepts in distributed systems that adopt mukliplel security

policy is to prevent data transmission from high clearance entity to lower
clearancg22]. However,in some urgent cases, there is allowafuwethe data to
transmit from a high security clearance point to a lower one after re¥ithe data by
security guard device orfauman resource, to ensure there is no spill of seasita

from high to low. This operation requirése useof specializeddevices or Meta
software between these nodes to work as security guards. Indeed, the last solution
should be done after clustering the system nodes into sub clustering. Each one holds
the same security clearance nodes, the nodes within the same cluster are connected in
low security measures, and the data transmitted between the clusters will be controlled
by security guards. This process is inadequate to deal with the sy$tanmave
dynamic naturalism as well as facing any incident change during running times, e.g

updating security methods, auteclassifications of nodes and information.



1.5 Aim and Objectives

The aim of this study is to propose a secunitgchanisnthat can achwe security
conceptdor thedecentralisedlistributed systems that works dynamically in real time,

while preserving the performance of the whole distributed system network.

To achieve this security systethg proposedolution should be able to fulfil migh

level of cooperation through allowing bidirectional connections between nodes, which
might have different levels of security cleararened n addition, eliminate the need to

use TrustedComputing BasedTCB) [23], which sometimes represents one of the
major working conditions with systems basedlmaMulti-level Security SystenT.he
proposedsolution should also kow software to be more flexible and able to be
understood by separating the secucibpcerns into distinct parts which makes it easy

to understand and execute, and separates the security from the core functionality.
Moreover, the system should permit data sharing across system sites while at the same
time preventing the sites from sharipgvate data directly, and keeping the data in a

protected environment during transmissions and sharing processing.
The main objectives of the thesiseas follows:

1. To perform detadd background research in the areadidtributed system
security.

2. To researchliterature in the field of AspectOriented programming with
security solutions, access control, cryptography and intrusion detection.

3. To researchiteraturein thefield of security solutions based on MLS without
using AOP.

4. Based on our investigan, we dentify the challenges, which surround the
distributed system securityn addition, ldentifying the gaps in the existing
solutions, that proposed to address the security challenges in research area.

5. To developan integrated securitgolution called 3AC_AOP which is a
combined betweetlhreecomponentsaccess contrahodels cryptography and
data sanitization to ensure high integrity and confidentiality of the data

forwarding and processing through the distributed systems entities.



6. To propose a témique for automatically reviewing the data that are transmitted
between nodes that have different Ieadlsecurity clearance.

7. To propose a dynamic technique that impsotree performance of the data
transmission and processing, asthtegrated witithe AOP technique.

8. To perform extensive evaluation of the 3AC_AOP by checking that all
constituenttechniques workuccessfully

9. To compare 3AC_AOP against existed soludjdn measure the success and
performance of 3AC_AOP.

1.6 Contributions and Novelty

This work introducd several novel approaches; in an attempt to tackle this, firstly, the
work consideedthe implications of introducing erd-end security24] into systems
designed withoutt. Pointto-point security is relatively straightforward, but gs/a
significantly weaker result, since it assumes the trustworthiness of all intermediate
nodes[25]. As we will see in the literature review, some progress has been made on
how to achieve security and privacy concepts by solving a specific problem, but
guestions remain, especially about the generality of these soluftomsontributions

and rovelty of the thesis are as follows:

1- Access control model.
This thesis presents an access control model modularized inCiiojét
Oriented Programming (OORnd AOP. This model is a composition of three
access control models:
1- Attribute’i Based Access Cormtr(ABAC).
2- Identity-Based Access Control (IBAC).
3- Multi-Level Security (MLS).

All these models are gathered to form a powerful model, starting from ABAC
as the abstract level of the model and IBAC as the intermediate level, ending

with MLS as a core level.



2-

End to- endsecurity

The proposd solution deals withendto-end security after detection of the
security requirements to accomplish this task. We larabinedbetween
access control policies and cryptography algorithms to ensure the security and
integity of data transmitted between system nodes as well as processing data

inside the authorized node.

Privacy-preservation methodology.

The proposd solution allows each node to follow the privgmeservation

methodologies of dividing the files accorditg the sensitivity level of the
information. This division will be translated to aspect pointcuts and axivice

order to integrate it with the access control model.

Domination relationship

The proposdsystem has employediomination relationship, whircrepresents

a special case in MLS systems in order to achieve high cooperation between
system nodes. This relationship works from high to low level by granting a high
security clearance node to send a request tddgel nodes to perform certain
missionson certain data. This supports the concept that not all information in

high-level nodes is classified as being high sensitive.

AOP security guard

Adaptation of the domination relationship between system nodes requires
filtering data between nodes. Thiesis presents a novel approach of injecting
security guards between system nodes called AOP security guards. This guard
is a bidirectional automatic guard injected between nodes which have different
security clearance levels. This side of the predsslution is based on dynamic
aspecioriented programing, to arise only if data is forwarded from high to low

level node, and in cases of processing only.



6- Dynamic Multilevel Security System Clustering
In chapter 6 we present a bretplanationabout howwe can utilize AOP to
create a dynamic clustering between the nodes in the distributed sysiesm
clustering is based on different security levels in which the neighbour nodes
within the same level will be in the same security cluster in real fiines,
decrease the cryptography processes between individual nodes and make it

between clusters.

7- Designed todce incident changes of access control policies
The proposdsolution is designed and developed to face all changes of access
control policies that nght occurduring runtime when data is processed or
transmitted between system nodes. Although the changes of the policy may
impact on the information and thus cangaarantedghe response of the sent
request,the proposednethodology guarantees the propesporse even if
changing policies by keeping the source node ID and applying data sanitization

methods on the receipt data.

1.7 Outline of the Chapters

This thesis is divided into 7 chapters, each covering a specific area of the project work.
The following outline sections provide an overview for each of the chapters to guide

the reader through the report.

Chapter 1 IntroductionThis chapter outlines the fundamental elements of this work
firstly, starting with a brief introduction of these elentgeffollowing with a short
clarification of the problem and motivation, followed by aims and objective of this
research. The novelty and contributions part are also presented in this chapter. Finally,

this chapter finisr@with the thesis structure section.

Chapter 2 BackgroundThis chapter deals with the propdss y st emdés el ement s

detail. In fact, there are three main pillars that the proposed system is based on. These
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pillars are access control, cryptography and Aspdented programming (AOP).
With access control, the author presents this part through dealing with some main
access control models like RBAC, MAC, and DAC. We are dealing with ABAC, IBAC
and MLS which are considered as the baste@broposedystem. In the cryptography
part, we deal Wwh cryptography algorithms of types symmetric and asymmetric. The
final part of this chapter is focused on aspwmoented programming, through
highlighting the components of this language tool, how it works, and how to apply it to
the code body.

Chapter3 Related WorksThis chapter navigates with three main security fields that
have been designed and developed by Aspeented programming languages. These
fields are access control, intrusion detection, and cryptography. Although these files
share theame concept of ensuring the security in application systems, they differ on
the technical side of how to apply to these systems. This chapter has concentrated on
the varieties and methods which have adopted AOP as a tool tatliesssturity and
privacyconcept on different systems.

Chapter 4ProposedSystemThis chapter focuses on the proposed solution by dealing
with access control model, cryptography model, and A@&gurityguard model. All
methodologies, algorithms, and designs are presented ihtdeshiow the benefit of

using these models and what are the positive impacts of aggregating all these models

to produce a powerful security and privacy model.

Chapter 5 implementation of the proposed solutilims chapter details the technical
side of he proposed solution. It starts with a clarification of the distributed system that
has been adopted, on which to apiblg proposedolutions. Afterwards, we explain

how to convert access control models from Obf@géented programming to be treated

as pantcuts and aspect advice with Asp€ntiented Programming, followed by the
cryptography method and AOP guard. This chapter includes snapshots of the original
code and of AspectJ codes for all methodologies, as well as many algorithms which
give the propsed solution more generality if we try to appihemby using different

programming languages.
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Chapter 6 Evaluation and comparing with existing solutidrtsis chapter shows the

evaluation results of the proposed solution. Both OOP and AOP are usedsadar ba
comparingthe run time performancd-inally, this chapter finishes with comparing
studies betweeproposedsystem results, and existing system.

Chapter 7 Conclusion and future workehis chapter covers the whole project and
reviews the findings. Ialso outlines future work that can be done to improve the

project.
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Chapter 2
Background

This chapter providea background of the fundamental elements which represent the
infrastructure othepropogdsystem. Firstly, this chapteebins with the environment
that we used to appthe proposdsolution whichis distributed systems andspecially
decentralized distributed system (DDS). The second part of this chaptersfoouse
security and privacy methodologies, starting vathrief explanation of the security
concepts and endiryy dealing withthe most accepted solutisof security which are
cryptography andaess control. With cryptography, this chapter presents the main
algorithm types and with access control models presehts main access control
models as well aa detailed explanation of the access control models which are the
basis of the proposal access control model. Furtherrttdata sanitization method

is presented in this chapter. Finaltile aspectoriented progammingis explained in

detail including most topics related to this powerful language tool.

2.1 Distributed system

Many definitions have been used to define distributed system concepts, the most
accepableto the author is the definition by A. Tanenbaand M. Steef26] when
they defined the distributed system as:

fA distributed system is a collection of independent computers that appears to its users

as a singe coherent systemo

This is exactly whatthe thesis is based on. Each node (machine, computarfulky
autonomous nodevhich has the ability to run and implement its own function
independentlyin addition to communicatg with other nodes in the syste The
intercommunication between system nodeableghe users of each node feelthat
he/she works with onlg single system. In pracecthere are various layers between
the userandthe systenbeingworked these layerarecalled middlewarandwill be

hidden from the usermaking these systems relativelyoreeasy to usg6].
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In spite of the fact that eacmachine iradistributed systens an indepenent machine,

this doesnot preventhe factt hat some di stri buted systemobs
by the same server to act and use the facilities of the connected machines to achieve

the system goals. This will create a kind of confusion over the cooicepiependens

and these systems are caldazkbntralized distributed systeome distributed systems

however have enjoyed high independertbough their machinesave been designed

to hold both statwes(client/server) all togetheto create whais calledadecentralized
distributedsystem.There are four fundamental objectiwelsich should be available in

distributed systems and these are: resource accessibility, transparency, openness and
scalability [26].

2.1.1 Types of distributed systems

1. Distributed computing system

This type of distributed systeim used to handle complex tasks because of its high
performance systemsThe computational task witle divided into sub tasks and each
will be processed by one or a group of machines to achibigh level of efficiency
[27]. For example, cluster computing netwonkereeach connected node within the
clustering has theasne operating system and ststhe hardwargin order to create a
high or super speed loeatea networkhowever, with grid computingwhich is the
second example of distributed computinge structure is quite different. The
individual nodes or groupsilivbe constructed as a federation of computer systems in
which each system might follow different domaiasd thus might bedealing with

various hardware and softwggs].

2. Distributed information system

This type is utilizing the distribetl computing systems to control and run data
resources between the communication machines. Indeesd,aitcombination of
software that rum the data and hardware that sumhe data storages and
telecomnunication network[28]. All these fundamental elemeratgegathered to prop

up the cooperatin, coordination, decision making and more distributed system
objective$29]. Generally, these systems represent the backbone of ol tiigiby
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controlling most applicatiaround use in automated or even manual preseks
this reason human resour@sconsidered as a component of these systems associated

with data, software, hardware, process and netwo{BdQg

2.1.2 Naturalism of Distributed System Communications

1. Decentralized Distributed System

It is a distributed system inhich the control and management will be distributed over
nodes[30]. Decentralized systems providehigh level of autonomy for the system
nodes to deal with their own data and softwasighout taking into account the impact

on other system nodes. In other wgrdach node aa certain group of nodes will be
under their own responsibilities, and own business destorythis reason, these
systems are consideraxd high reliability. Moreoer, DDS are more flexible and
scalable than centralized distributed systamd any fault in any system node will not
stop the whole system workiri@1]. The most obserdeexample of these systans
unstructured pegoeer network such that each node within the network has connections
with one or some nodes (neighios). Some algorithmareused to control sharing files

and searching tasketween the peerand the data and queries will be flooded between
the distributed peers to accomplish a specific task. Enforcing security policy over these
systems is a major mission, facing seapeproblens, and autonomy for each node to
chang and uplatk their software and policies will demand the security procedures to
keep up with the changes. Figir&-B- showsanexample of these distributed systems
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Figure2.1. A Centralized Distributed System, Becentralized Disitouted System

2. Centralized Distributed System.

Contray to the Decentralized Distributed System, these systems show more
dependencen a central controllef31]. It is most popular becaugeis the easiest to

be controllable, manageable, and maimtblebecause running and controlling tasks
will be located in the central core. Many websites and enterprises gdopekample
Facebok&, Twitter and some other chattirgpplicationsin which there are servers
controling the communications and messaging between clients. A simple example of
this type is a socket program (cliesgrver) and multiple clients with one server, in
which the sever works as communication bridge to satisfy the required messages and
communication between clients. Applying security witthese systems will be easier

if comparing withthe decentralized ondecause the majority of these policies will be
heldin the server and the clients should follow any changing or updating in future.
Figure2.1A shows how the terminalsreconnected with the central paitd control

the messages and communication services.
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2.2 Distributed System Security

In order to increse the trustworthiness between distributed system raodktheusers

within the distributed systemthe availability of security principleshould be
considered. Ahoughadding a securityepreserdg the most challenging task because

of the difficulty of controlling and running different security policies throughout the
distributed systeds nodes. Security concerns in distributed systeave two main

parts. The first partconcentrate®n secung the communication channels between
system nodes. The besteaimanismto deal with this part is to use cryptography
algorithms to ensure the integrity of data transmitted between communication channels.
The second part is the authorizations, in which accessing data resources will be granted
only to the nodes whichalve the right authentication to use these resources. The
mechanism thds used to deal with this part is called access cgrdral the access to

data resources will be controlled by different access control poliResently, the
research direct to th@ay that use cryptography to enforce access control or mixing
between thefi32], [33].

Instead of cryptography algorithmaccess contromodels are themost popular
solutions to deal with distributed system security, but this will add extranesaupon

the system as well as the variety of applying these solutiodiswibuted systes) For

this reason, many different access control models and various cryptography algorithms
are adopted justto decrease the negative impact of using these optimal security
solutions. In different sectiesrwithin this chapter we deal witaccess control and
cryptography in more detailo prepare the entry to tlieesignchapter which shows

how we adopted these solutions to enforce security and privacy concepts in distributed

systens.

2.3 Cryptography

Cryptographyis a mathematicahethod applied to a plain text (clear, organized text)
to transmit it to a cipher text (unclear, disorganized t€typtologyis classified into

two subjectsCryptography which dealwith designing of the cryptosysteamd in
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contrast cryptanalysis used tbreak the cryptosysterfi3]. One definition of
cryptography{34]isfi Cr y p t o ¢ghehadmdnof and exchangingf information or

data which is not in readable formema public or private network In my opinion

we partially agree with this definition when the author said exchanging the information

woud make it unreadabl e. ddeswemalesensebecausesay nhi d
to hide anythigwe need a coveard the cover must be clear aasl visuabs possible

to prevent the phishers from dourgf that there is somethinghich has been hidden

by this coverthisis whatis calledSteganography

The historical background of cryptograpdetes back centurigswh en Jul i us Caes a
letterswere encrypted by writing D for A, E for B and so on. After that, the Arabs

generalized the idea to monoalphabetic substityi8h In the past the main reason

for usirg this art is to protect the transmitted messages between sender and receiver

from any kind of attacker or eavesdroppers especially in military cases.

Presently, the main reason is still wiéim additional extra motivation to face the
challenges of datarptection inWWW. We havelisted some objectives that cryptology

includesto create them:

Confidentality: is to ensure data remains private and the eavesdropper cannot
understand the content of it. This principle, applied to both transmitted message and

stored datas to protect them from illegal accel$5].

Integrity: To ensure that the receiver will receive the message without any modification

andalterationwhich can happen through message transmig3gjn

AuthenticationTo ensure that information came frdhe authenticateparty. In other
words, the receiver will recognize that the informatisrcoming from the epected
source and not from somebody else. This possih#itgquivalent to a signature
[35][36].

Non repudiation:It proves that the sender has really sent the message that the sender
denieshavingsert [35][36].
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2.3.1 Type of CryptographyAlgorithms

There are two main common types of cryptography 1) Secret Key Cryptography which
is also known as Symmetric Key Cryptography and 2) Public Key Cryptography which
is also known as Asymmetric Key Cryptography. In the next subsection, we will
discuss each type individually and review the advargagd disadvantagef each.

1. Symmetric Cryptography

What distinguishes this type is both sender and receiver sharing the same key. In other
words, the sender encrypts the message by using adegadthe encrypted message

to the receivemwnhich in turn decry®it by using the same key. This type is known as

a classical cryptography in which the key may be identical or there may be a simple

transformation to go between the two kE3/3].

Given an alphabet A we defin€é fo be the set of all strings over A. In order to define

a cryptosystem, we require a collection of sets:

A = plaintext alphabet

M = plaintext space C = ciphertext space

K = (plaintext) keyspace
Where M is a subset of’A C i s a * suabnsdetK odndANKNj are set
generally strings of i xed finite | ength over some alp

cryptosystem or encryption scheme is a pair (E,D) of maps

E : K IMIY C

D : KNI C 1YM

such that for each K in K there exists a KN
D(KNj, E(K, M)) = M

forall M in M. We write EK forte mapE(Kn) : MY C and similarly w

D(KWNj, : C YM. With this notation the condit:]i
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Indeed, Symmetric key algorithms are quicker than asymmetric key algorithms and
most commonly used for encrypti¢@6]. It is eager howeverto break themthanthe
asymmetric ong Moreover, there is a problem of the distribution of the symmetric key
to be sheed between Alice and Bo[88]. To solve this pblem, a trusted key
distribution center (KDC) haseensuggested to managjee key distribution process.
Figure 2.2 shows theymmetric Cryptography and Key Distribution

Same
Key

Decryption l

— 1 2 T e— Algorithm

Figure2.2.Symmetric Cryptography and Key Distribat

Decryption
Algorithm

2. Asymmetric Cryptography

Also known as public key cryptographthis refers to the concept of this kind of
cryptographic algorithm which dependn key pairs: one public key and one private
key; both are required fahe encryption and decryption geess respectively6][38].
Diffie and Hellmanin 1976 cameup with this method to fill the weakness gaps of
symmetric cryptographywhich are the distribution of the key and the conad#pa
digital signaturg39].

The principle of this type of cryptography is: the sender encrypts the message using the
receiver public key (published key), while the receiver decrypts theagessing his
private key (hidden key). The mathematical definition of this type is:
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DEFINITION

1. A seK called the key space whose elements are called keys.

2. A rule by which eadt™ K is associated with a tragoor oneway function kwith domain

Mk (the plaintext space) and range &e ciphertext space).

3. A procedure for generating a random key K together with a tragloor d for Ek and the

AYBSNES YI LI 5]

Figure 2.3 shows\ssymmetric Cryptography and Key Distribution
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Figure2.3. Asymmetric Cryptography and Key Distribution

2.4 Data Sanitization

Data sanitization is a metdaised to clean and remove data tiesgbeen classified as

highly sensitive from the document® produce clean documents which can be

released after making sure the documents are free of sensitive information. Data

sanitization has different shapes am@thodologes even if all sharing the same

objectives and ishow to keep sensitive information ¢ime safe side. Some of these

methods are implemented normalike when someone has a documghichincludes

sensitive information, he/sleould use a coection ink or any bold dark calopen to

strike off the sensitive information characters before sending to publishimese

method are howevenot 100% practicable becay$s/ using some chemical liquid
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the receiver can just clean the covering boldlistinguish the original information.

The best way to solve this problgimto do what we mentioneds well as using sticky

tape over the data without sending the original, but photocopy the result document and
send the cloned version. In this case,dberet risk to discover the sensitive data will

be minor especially if we use a very dark eolpen[41].

In a digital world, data sanitization has sanitization methods not too much different
from t he ma n uaanore dificeltsaskb Retaain, whiclsis one of the
computational sanitization metho@sd provides a way to sanitize information in
different aspects, for exampletime context of security protection using cryptography
algorithms to protect the informati¢42]. In the context of privacy preservation using
anonymity methodologiesas well as data maskingpas been adopted in Oracle

Database sincklg as shown irFigure2.4, or can erase data froahard disk as well.

Similarly, as in manual methodsowever,there are some ardganitization methods

used to retrieve sensitive information after sanitization is done. Unfortunately, some

software productsfeatures can be used as a tool to recover (antiization) the

sensitive information after sanitization. For example, about what happened in May

2005 when a US military repontastalking about the death of an Italian secret agent

called Nicola Calipar[43]. This report hd been published after the narhadbeen

sanitized using commercial softwaaed the publishing version was PDF format.
Unfortunately, the publisher after a while discaadtr hat t he bl ack porti on
name) can be removed by just comythis part and pasting into the word processor.

For this reason, dealing with such sadte should be more careful to discover all

powefful and weak points before usitigs as aeliable sanitization softwafd4].

In theproposedsolution, a sanitization method has been adopted tioedittering and
removing of sensitive information from the data which has beesfénaad to the node

classified as lower than the sender nodes.
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Figure2.4. Dataanonymization

2.5 Privacy

Privacy enforcement is an essential issue especially for applications that deal with
sharing data such as health ¢aecurity, financial and other applications which deal

with sensitive datd16]. V. Safanov[45] used the commoudefinition of privacy,
APrivacy is the ability of an individual or
outof pbl i c vVvi ew, or to control the flow of
considered that privacy is one of the main pillars of trustworthy computing (TWC).

Many governments, corporations and organizations wish to create an interface that
collects databases tachieve a high level of knowledge basdina accurate results

andhelp inmaking a right decisiofiL7]. The aggregatio of databaselsowever,will

put the privacy of data stored in the database in a precarious position. Many methods,
algorithms and models can be used to achieve privacy for applications, which share

their resourcesT’he most important two methods udemvever for enforcing privacy

are anonymization and cryptogradh$]. The highlight topic that privacy preservation

revolves around is Privacy Preserving Data Publishing (PRMR)chis a method for

for publishing data in an untrusted emoriment, while at the same time keepihg
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practically useful while individual privacy is preservigd] [47]. Figure 2.5 shows

data collection and data publishing in database system.
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Figure2.5. Data collection and data publishif4g]

2.51 Tables and Attributes

A database an be represented as a table or collection of tafhésh either have a
relationship between theror are stord separately in a storage device. These tables
have the ability to save the information in different files and forsn@ihe dominant
purposeof a database tablboweveris to store binary information. The attributes
(columns) of database tablare the linchpin which is surrounded by privacy issue

All the privacy preservation methods agreed to divide the attributes of the table into
four different types of attributes, taking into consideration the probability of all of these

types not being preseim the same table.

Identifiers (1): There are some attributes that fudlyd distinctly lead to identify a
person. These attributesdso called ideincal attributesinclude SSN, passport number

and full namesuch attributes are remavefore publishing. In some caspgt], more

24


https://www.cs.sfu.ca/~wangk/pub/FWCY10csur.pdf

than one identifier is required uniquely identify the individual. For example, the
name AJohn Smit haddappsarsaungrentptimésanthe seaschime
of public telephone direct@sin a certain cityhowever, combing with a telephone
number, the individual can be more easily identified uniq[4Y.

Quastidentifiers (QID): Types of attributes used with some extra knowledge to do
some statistics, analysis and linking proces# lie anonymized table in order to
uniquely identify individuals. These attributes are not less dangerous than the
identifiers because thegreused to narrow the range of searching and thus, release the
information for individuals or groups. Example dfete attributesre postcode,
gender, age, religion and so on. Sweef#8]0 s st ued\B87%soh thevUS
population can probably be directly identified by using only the QID ( zip code, gender,
age). The major dilemma here is the data publéshecision to establish which
attributes shoulddtreated at quagientifiers, because adding too many attributes will
impact the data utilitywhile too little will increasethe risk to the privacy of the
individuals[49].

Sensitive attribute(S): These attributes have a sensitive value for the individuals
example, diseases, salarydaso on50].

Non-sensitive attributes (NS): aftbavingclassified the table intalentifiers, quasi
identifiers and sensitive attributdbe rest of the attributes represent the-sensitive
attributes [51].

For the general form of PPDP, the data publisher habla bf the form

D( Identifiers, Quastidentifiers, Sensitiveattribute, Nonsensitiveattributes)[52].

2.6 Access ControModels

Access control (ACwhich mayalsobe eferredto as authorizationis a mechanism

used to coordinate and control the interactions between the users and data resources in
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a way that only authorized useaee allowed access to these resourfsy. Access

control hasbeenbroadly used to organize the dealngth different sides in our life,

for example controlling the accedemployees to their offices within enterprises when

t he empl oyer 06 sthd abcess el@aardnce o therem@ogenstand so on. In

a context of computer and system application, access control represents the backbone
of muchsecurity software suchsan database management systewherethe need

for access control is essential to give authorization for the user to access only what they
areallowed to accesstherwise the access will be denied. In some systamch are

based on working on sensitidata like the healthcare system, access control is very
important to preserve the privacy of patient's records and thereby increase the
recommendatiogiof the system. By using user name and password or sometimes with
more security steps, the user daae access to data resousc® do his/herown

authorization actionsccording to access control poliG4].

There are many access control models that have been used in past decades and
currenty. In this section we will discuss briefly the main access control models: Role
Based Access Control (RBAC), Discretionddgsed Access Comtr (DBAC),
MandatoryBased Access Control (MBAC), and finally we finish this section with
Attribute-Based Access Control (ABAC) and IdeniBased Access Control (IBAC)

which represents the pivot tfe propogdwork.

2.6.1 RoleBased Access Control (RBAC)

RBAC is an approach based on resimgtaccess to data resources according to the

roles ofthe user which gives him/her a privilege that authorigéghem access to the

permitted resourceonlfhews er 6s rol e i s the maine concept
seen as a userb6s job within an enterprise
assigmng privileges to the user is totally basedtbeau s er 6s j ob duti es or q
Roles is the intermediate layer between the users and data regéGic€grmission

is updatable by increasing or decreasing the limitation according toesiangser®

roles. Roles can be seen as a group ofachiosis associated with data items in which

each role is assigned byindividualés organisation membarip. The RBAC concept
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can be represented as manyto-many relationship between subjects and data

resource$56].

Whatdistinguisheshis modefrom arother isit is the easieswayof achieving integrity

and availability of the system by explicitly controlling access to resouasesell as

how access cancour [57]. RBAC was founded to decrease the administration
difficulties which occur when dealing with large and commercial megdiors, when
sometimes using DAC or MAC may nbe anappropriate option to apply access
control policy[58]. Hu Vincent and otherdescribed RBAC in detail through present
RBAC terminologies which are Object, Operations, Permissions, Rédes, Group,
Constraint, Session and Role Hierarchy. Objects, user(s), permissions and roles
represent the pillars that the model is based on, and thef ib&iterminologies are

used to organize the model workifx®].

For example, irthe context ofthe organization, when thaserU triesto access an

objectO to do a specific operatid@P, then the procedure will take these steps:
1- U will open a session with the role in order to map him to his assigned roles
2- Roles will assign u to a certain privileges pr.

3- According b this assignment, will dete¢id permission and the ability to

perform the operation op upon objects.

Figure 2.6 shows the interactions of RBAC«¢
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Figure2.6. RoleBased Access Control (REAQ))
2.6.2Discretionary AccessControl (DAC)
DAC is one ofthe common access control model Thi s model adopts a

ownership relation in which the owner of the object is responsible to grant access
permissions to the subject, thereby the subject with a given discretionary access to a

data resource has the alyilib pass the access to another suljjggl. Many operation

systems have adtgal this principle of access control model like UNIX, Windows2000,

and FreeBSD. In fact, this modebased on implementirthe Access Control Matrix,

which can be seen ashreedimensional matrix where rows are subjects, columns are

objects and the mapm between them represenhe permission thahe subject has

over the objecf57]. Despitethe high reliability of DAC, theatter may be vulnerable

to anintensive riskcomingespecially fromtheuser. For exampléheuser can violate

t he oright,er ke t he cl| assi c abkperinisdiomio dnyoneZiy 6 whi ch
Unix/Linux system Moreover, the problem of transactinead accessvhen a user A

has a permission to read a user Bb6s file be
there is n6100%assurancéhat user A is trustedin other word, user A can copg

f 1 lcentersts and save it ira different name, ths givng the other user a right to

access this file, considering that user A is the original o\&&r
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Finally, this model is not desigd for dealing with big systems which have large
numbes of users and object)e Access Control Matr will be huge and this leads
the system maintenance ¢@@mng enormously difficult because it deals withlarge
number of users hawy varying access rights to their own resour&aj.

2.6.3 Mandatory Access Control (MAC)

MAC is widespread in systemghich haveadopted Multilevel Security access control

as a working base. Basically, this model is associatedthgtBell-LaPadulla Model

[61]. This model restricts the access allovabased onhes ubj ect 6s cl ear anc
objects classifications. Inother wordsthe security for both subjects and object will be

divided into four main levelsTop-secret (TS), Secret (S), Classified (C), and

Unclassified (U) in which TS > S > C > U [IThe security level whicls related to a

subjectis called clearance anthat which is associated with objects called

classification. Accessing from subjects to objects will be controlled in a way that

preventsa low level subjectfrom viewing a highlevel object, thereby preveng

information from spilling/58]

Data flow in this modeis onedirectionalfrom low level to high level and not vice
versa. In this model users have no authority to organize the access to data like DAC,
but the seurity policy of this modelis totally controlledby the security policy
administratof62]. In our view, the strategy tifieinventory dealing with datay only

a security policy administrator will increase the reliably of the systehmrough
restricing the access law to one perstiis isbetter than scattering this law between
different system userashich may lead to asein tangling as well as expiog) the data

to illegally disclosd risks.
The main principles of this model can be seen through two prop@aies

Simple Security Property: restrict reading by a sulgéatan objecb only and only if
the security level of subject is greater than or etutie security classification level

of an objectSL (s) SL (o) where SL=Security level.
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*-Property: restrict writing by a subjesto an objecb only and only if the security
level of subject is lower than or equalthe security classification level of an object,
SL (s) SL (o).

For more information abahis model, the reader can she Multi-level Security

section where this model is discussed in more detail.
2.6.4 Attribute Based Access Control (ABAC)

ABAC is the model where the direction of accessing rights to the data res@urces
totally restriced to the attributes of objects (requestor), subjects (distention), service
and sometimeeven the attribute of system environmi&]. The National Institute of
Standard and Technology (NIST) SP 882[59] has defined Attribute Based Access
Control (ABAC) as:

i Attribute Based Access Control (ABAC): An access control method where
subject requests to pexfm operations on objects are granted or denied based
on assigned attributes of the subject, assigned attributes of the object,
environment conditions, and a set of policies that are specified in terms of

those attributes and condition®

Given the impornce of this model ithe propogdsystem, we will be dealing with it
in more detail than othebecausét is the kernel othe propo®dsystem. The core of
this model incudes some categories used to classify model attrimetEgjure 2.7,

these categms ard63]:

User Attribute this isthe attribute related to the subject, and may include name,
age, office number, | ob buteséarddevilemtd s o on.
two sets, static attribute like naraedgender, and dynamic attributes like age,
office number, job title and so forth.

Object Attributes Attributes of data resource of the system. May include the
attribute of metalata of the olgcts like the file creator, modify date, file size
and so onor the attribute of the contents like the columns address in database

tables.
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Environmental Attributes:These attributes cosrfrom measuring the state of
system environments currentlfor exanple, CPU usage, day of the week,

current time and so on.

Connection Attributesthese attributeexpress the current connection session

of the user like IP address, physical location.

Administrative Attributes: Attributes have been set manually by an
administrator. These attribudewill be enforced to the whole systerfor

example a threat level, minimum trust level and the like.

Access Control
Policy

Environment
Conditions

rules
Decision
Enforce

ABAC
Access Control
Mechanism

Object

Subject Attributes : :
Object Attributes

Figure2.7. Attribute-based access control moge9]

Other aspects dhe component of the model 462]:

users (U), subjects (S), objects (ewuattributes (UA), subject attributes (SA), object
attributes (OA), permissions (P), authorization policies, and constraint checking
policies for creating and modifying subject and object attributes. In which U associate

with a set UA and S is creategl b to do some actions in the system. Eacht8mis
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associated with a set of SA. O is the data resource whicls teebd protectedcach

Ois also associated with OA. Giving P from the system administrator to the subject to
access required objects tistally dependnt on the relatioship between these two
components and what the matching level of their attributes are.

2.6.5 Identity-Based Access Control (IBAC)

IBAC is an access control modehich isusedto restrict access to the data source only

to the authorized user or group of users who have the intended identity. The identity
here means the id of the user or job title or what service pmwdanythingthat

makes the user unique from other users or group of usifferent from other groups

if we takethe nature of the worlis a basis for identification. IBAC has been defined

by the National Institute of Standards and Technology (NIST) in source: S’B300
CNSSHO009 ag64]:

ARAccess control based on the identity of th
of the process acting on behatff that user) where access authorizations to specific

objects are assigned based on user identity

In the proposal system we used IdentBpsed Access Control (IBAC) dise second
layer between the Attributeased access control (ABAC) and multilevel isdy
(MLS) to achieve digh level of accuracy through directing data to the intended nodes

only in distributed application environments

2.7 Multi-Level Security (MLS)

Despite manyof the security policies hang been suggested the past and present

the Multi-Level Security (MLS) policy remains the pioneer in terms of its adaptation
by the highly sensitive systerithe Department of Defence (DoDi U.S [65] has
adopted this type of security policy fbaving ahigh capability to deal with both the
data oroneside and the useos another side. MLS systems dependiata by giving

it different labels according to itlegree ofensitivity and users through giving them
different clearances according to their sensitive position within the enterprise. Through

these divisions, access to the data will be restricted aongoia the data and the user
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who wants to deals with it. Therefore, even the functions (read/write) will be restricted

according to users' classifications.

According to DoD and some other organizations which adopt MLS, the user will be
assigned to one ofi¢ four clearances (Top Secret, Secret, Classified, Unclassified)
contrast, data will be assigned to one of the four labels (Top Secret, Secret, Classified,
Unclassified). The general idea of these classificatiortiateach user who has
specific dearance cahaveaccess to the data which has the same level or lower. The
function of this access is (read/write)thre casewhereuser and data have the same
level, and moving to read only ithe casewherea user has a higher level than das
shownin Figure2.8.

Read/ Write

Figure2.8. Function permissions between the users and data in MLS

Although this type of security policig popular among other policies, this does not
prevent the presence afdark side. Indeed, there are mampblems that can be
represented through restriction of data flow between systems eatitiggoor data
integrity;, thereis no 100% garanteehat the data will not be leakeds well ashe
possibility of attacks (i.e. Trojan hordép]. In this chapter, we review MLS models,
deal with the classification of DoD for bodata and users, and discuss the drawbacks
of these models and whiatthe most acceptable solution.
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2.7.1 Security classification and clearance

As we mentioned before, the object side of the MLS models will take one level of
security (T, S, C, U). Snetimegheunclassified level does not appear in security levels
set on the groundn that if the informatiordoesnot occuy any from the first three
security levels, we already consider it as unclassified. The simple hierarchy of security
levels isshawvn in Figure2.9. The arrows in thé&igurerefer to the direction of data
flow of MLS: form Alow | evel o to fAhigh

Figure2.9. Security and Classifications Levels

The Government of Canada (GQE&ge Tablé hastlassified informatioin asensitive
category, wheranunauthorized reveal can be defined in teanhnational injury, and
applying the Protected type where the injury is defined according to a person or

organizatior{66].

Tablel GOC information Sensitiyé6]

Unauthorized disclosur| Top Secret Protected C
could cause exceptional
grave injury

Unauthorized disclosur| Secret Protected B
could cause exceptional
serious injury
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Unauthorized disclosur
reasonably expected to cau

injury

Confidential

Protected A

Clearance Levetefers tothe trustworthiness level whichasbeen given to a person

with a security clearance, acomputer systerwhichprocesses classified information,

or a storage devicewhich has been physically secured for storing clasgifi

information.

Classification levetefers to the level of sensitivity of information. These levels will be

associated with the information in different formats like document or computer files.

Discloaure of this information could cause a national dismstaccording to the

sensitivity level of tis information.

Security leveis a term refaing to either a clearance level or a classification |1¢&€]

The sensitivity of the information will be labelled and mapped to an appropriate

domain which represesstthe security level of the object. Domsa can be broken down

by caveats, which are lewabf sensitivities restricted to access by specific groups or

categories. According to GOC, domains are classified as Top Secret, Secret,

Designated and Unclassifi¢@l7].

2.7.2 BeltLa Padula Model

Thisis a distribution oafif mat h e mat i cemdrity imoothguter sysfemdn

the early seventies of the last century, Len La Reathudl David Elliot Bell were asked

bytheMlI TRE Corporation to produce a a@aeport
They produced a security model called attexm theBell-La Padula moddb7]. This
model is wdely used in MLS systemshecause of its potential to cover the

fundamentals of the access restrictions éinatised in MLS system&8].

The basisoftheBell-La Padul a

which represent processes and programs (active elements of the system that execute

mo dsénto twe termioalogiessulgects a | |

actions), dealingvith objectswhich form information resources like files, I/O devices,

messages and so on. Both subjects and objects carry security labels, in thdgects
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are called clearance leveland in objed they arecalled classification levslof

information. Rrmissible access is controlled by the relaiop and the matching

bet ween subjectds cl ear anc theaacesd matrigywile ct 6 s c |
show how the subject is allowed to get the object accordirtetéevel matching

relatiorship [69]. The operations whicare tobe applied by subjects to objects is

called the access mode and include {read, write, execute, appevilp access

restrictions are enforced by the Bed Padulamodel, through implementing the

following properties and rules:

1 Simple Security Property:

An access mode {read} can ordg done if a subject clearance is higlieanor equal
totheobj ect 6 s c | as s i dsubpee wiih a @lassifiEdclearamoe aanmotl e
access (read) an obfewith a Secret or Tofecret classification. This rule is called
ANo -up[aod

1 *-Property

An access mode {write} canonbed one i f a subjectds security
thesameastheobj ect 6 s c | as s offpiewerng wribterdown &actionsi s a way

happeimg when these are allowed. For examplsubject with a Tofsecret clearance

N

cannot write an email to an object with a
write-d o w 4.

Now both properties are obvious: the simple security property prehibdrs from

reading data with classification ovlret op user 6s -cp®,arancehdér sat
time it prevers Air e a d d o wn 0 s reatlingcdata wik das the same

classification or lower thatheu s e r 6 s [68]; whiler*-goroperey will restrict the

higher clearance users from passing their sensitive data (high classification) to the users

wh o d o n éuitabléclaaraacg68]. Enforcing these two properties will help to

protect systemfrom a Trojan horse, such as leaking information or OS vil7dgs

The two prinappl assdiidNwnevad ae be theepresent
domination relationship as followWg2]:
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We call class Aasdominating Class B if the security clearance of Class A is greater

than or equal to security clearance of Class B.

We call class Aas beingdominated by Class B if the security clearance of Class A is

lower than security clearance ofl@ss B.

Figure2.10 showsthe accessing operatidrom subjects to objects using different

security leved.
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Figure2.10. Information Flow and Domination Relationship in M&E.

Although both properties are used in BLLbbth properties are also in need of support
by two etra rules andproperties to control the data flow between MLS system

applicatiors. These properties are:

Strong Tranquility Property. which mean no changing of security label will happen

during system work73].

Weak Tranquility Property which mean no changing of security labels in a way that

are inconsistent with the defined security propefiés.

2.7.3 Biba Model

Sometimesthe security model focuss on one ofthe security principles (validity,

confidentiality and integrity) at the expense of the others. For example, BLM
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concentratesn confidentiality at the expenses of integrity, because thafedo wr i t e
dowror ul e bartwrmiot @Nupo rule. I n this case for
clearance can write to a Top secret classification ghjeetefore this may lead to

corruptng the system object if the lower subjects try to distort higher security
objectg[74].

TheBiba modeladdressethis problem by usingao simple rules:

1 Simple Integrity Axiom

A subject with a specific clearance cannot read datéoater classifiation level. This
is called ANo read downo. This will protect
access of the subject to information at a lower integrity lemadl thus prevent bad

information from moving up from lower integrity levdi&4].
1 *Integrity Axiom:

A subject with a specific clearance cannot write datatagher classification level.
This is called ANo wr integity af thé systemhthrosigh wi | | pr
prevening passing information up to a higher integrity leji#t].

2.7.4 Latticel Based Access control

This type of access cootris used to control the security in complex environments.
There are lower and upper limiimplemented by the system to organize the
relationship between the subjects and objects. Depending on the need of the subject,
thelattice model allows reachingethigher and lower data classification of the object

and the security clearance tihemassignedo theobject. Access operations are based on

two bounds, greatest lower bound (GLB) and least upper bound (LUB) which are used
by thesubject to access théject on their lattice positigis].

! Integrity level is a terminology which has two meanings: integrity level of a subject which means the
trustworthiness level of the subject and integrity level of an object meaning the trust level that can be
assigned on the iofmation stored in the objecf74]
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2.7.5 Restriction Marking

In order to stengthenthe restriction and make the subject achieve the appropriate

objects only, some organizations have introduced new markings to \cl&ssif

subjects and objects more deeply. Thesgkings play an importamble associated

with the hierarchical security |l evels to c
concepts. In the following we review some of these markings and show how they affect

the accessing restrictipwhile at the same timkeeping the main principles of MLS

rules.

1 Compartments
This isadditional marking associated with the security level for both subjects
and objects. For example, if a file with a specific security level has one or more
compartments, in additiothesuj ect 6 s security | evel mu s
security levelandthe subject should include the same compartments of the file
to achieve full accessingrot her wi se the subject wonodot L
[68]. This type of markings used widely irtherelational directed graph called
alattice[68]. For examplesuppose we have two objects Objl and Obj2, both
have a security clearance Secret an@ $ecret respectivelgndlet C havea
compartment set such that C={Bladkhite, Grey}; the data flow between
systemandobject musbetreaedwith the flowing formula:
Let AA B is a data flow relatiship such that we say that information is
flowing from A to B and thisis accomplisked if Bcompartments Subsetof

Acompartmentas illustrated ”Flgu re2.11.

i N e-@-Enowd (NTK): is the ability applied when the subject lhegngranted access
to a piece of information to perform some processing ofhis concept is enforde

with Mandatory or Discretionary Access Contiob].

A Ri -tphrowo (RTK): is the general ability cd subject to get partial or total access
to a specific objecticcordng to matching betwedhes ubj ect 6 s c¢cl ear ance a
classification. This concept is widely used with Mandatory Access Cqrgpl
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Figure2.11. Compartments in M&

2.7.6 Reference monitoring

This is a concept based on the relasibip that allows system entities called subjects

to make reference to other passive entities called objects, depending on the access
authorization between both. A security kernel isdu® prove the concept of reference
monitoring through ensuring that every chanmgpmes on authorizatioror any
reference by subject to object must go through Reference Moni{@@hgT. Jaeger

[79] defined the reference monitoring concept as: a design recgitersed to organize

the referencing mechanism in the system and control the accessing between subjects
associated with specific authorization levels &melability to run some operations
(read, writeé ) on t dsdluswwated idigure®.12wi t hi n t
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Figure2.12. Reference Monitoring

2.7.7 TrustedComputing Based

This isa collection of all security and protection mechanisms within a computer system
and this include hardware software, controls and proceggimll these elements are
combined to be responsikle enforcingthe security policy over the systdi#8]. The

TCB is responsible for satisfying both integrity and confidentiality of security

requiremerg as well as monitoring four fundamental system funct[80%

1 Input/output operationsis a monitoring of I/O operations through previegv
the outermasand determiimg which appropriate security protectignmay
need.

9 Execution domain switchingis monitoring of different invocations between
entities working in different security domains.

1 Memory protection is a memory reference monitoring in order énsure
integrity and confidentiality of storage device.

9 Process activationis a monitoring of different system processing actions like
registration, process status information and access file lists as these adivation

areconsidered vulnerablgoints n multiprogramming environments.
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2.7.8 Multi-level Security Problems

Despite precautistaken by MLS systems, thitbesnothoweverguaranted 00% that

the information will not be leadd Indeed, these systems may be suffering from some
intended or nofintended misusewhich leads to serious ramificatienthrough
threateimg national security in terms tfheg o v e r n me n toblast filesyosevem ms
breakdowrof systems at the level of enterprises. In fact, most of these disasters (so to
speak)arecaused by data flow between system entities or sometimes any flde in
system softwaresven if itis tiny, whichmay put the whole system under threat. In the
following, we will review some of these problems briefipd we will be concentriaig

onthecross domain problem as represegthe heart othe propo®dsystem.

1. Covert Channel

In the DoD Trusted Computer System Evaluation Critedti@a i Or a n g §81]B o o k
defines the covet h a n n anly comraunidation channel that can be exploited by a
process to transfer information in a manner that violates the system's security policy

It is a mechanism of information flow by channels that were not designed for
communication and not ctolled by the security policy of the systerandthus may

allow data flow from high to low levg82].

For example, a low level subject creates a file F1 at its own level. If a high level subject
hasaccess to this fil& either upgrades the security label of the file or leawéhe
samelf a low level tries to read the file, this case has two probabilities, 1) success, for
disclosng the high level action if the teer did not change the file security level, thus
one bit of information will flow from high to loyor 2) failure if security upgde has

been applied to file.
There are two types of covert chanf&3]:

1 Storage channelgvolve the direct/indirect writing of obgt values by the
sender and the direct/indirect reading of the object values by the receiver.

1 Timing channelsnvolve the sendesignaling information by modulating the
use of resources (e.g. CPU usage) over time such that the receiver can observe

it anddecode the information.
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There are some channel terminologies related to covert clalikela side channel
where the sender leaks the information unintentionally andtbahgceiver wargthe
communications to succeed. The steganography charaebiisionbetween sender

and receiver to hide the communication in a way that the observer cannot realize
whether the communication has happened or not. Finally, a subliminal chaheed

using a cryptography algorithm ancovert channel, in this sa, the communication

will be undetectablgB4].

2. Polyinstantiation

This problem arises when the low level has knowledge att@uhigh level. For
example, led suppose thahigh-level object tries to createdite with thename salary,
and an object with lovlevel security try to create a file with the same name. In this
case, ifthe MLS system prohibits the low object to do thisenit will cause leaked
information because the low object will know that thas a file called salary ithe
high object at the same time if the system allows the low user to create thihéie

we have a problem, two files have the same n@&2j

3. CrossDomain

Before talking about crossomain we need to understand what is the information
domain?TheInformation donain can be described asilo or systenentity whichhas
information labelled by a certain security lej@b]. Crossdomain security desalith

data transformation between system entities which have in adiaroassigned to
varying security, authority and mutually trusted levi@§]. For example, at the
enterprise level, crossomain flow arises when the manager shares information with
the heads of depanents and the latter share this information with employees. This
problem worsens whethere is aneed to share information between networks related
to different organizations or even governments. This sharing between different security
levels exposes thiaformation to risk through increasing the likelihood of sensitive
informationbeing spiltto a specific destination with a certain security level which is

not allowed to obtain that information.

A trusted solution for this probler calledthe CrossDomain Solution (CDS)which
has been defined clearly by the Committee on National Security System (@GNSS)
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Canadmas A A form of controlled interface that
automatically access and/or transfer information between reliffe security
d o ma [8W.s 0

CDS falls into three types:
1 Access Solution

This isrepresentedsa s ubj ect ds ability to access to r
from domains which have differesecurity levels. The ideal solution is to prevent the

overlap data between different domameventinginformation spill between sepaeat

domaing67].

9 Multi-level Solution

This isdifferent from above solutions whicdrebased on domain separation. In this
solution, all information wilbe stored in one domainand dealing with these data will
be controlled by using Mandatory Access Control (MA&Z)]. Applying this solution

iS expensive
M Transfer Solution:

This isthe ability of information to transfer between varying domains with regpect
data sensitivity and security policy of domsim order to prevent violations even if
by acciden{67].

2.7.9 Guards

A guard is described as a combination between hardware and software used to ensure
security of data transfer between different information domains. The main function of
the guard is to d@n inspection upon information to premnt leakage of sensitive

information toawrong domair{85].

1 Low to high guards Sometimes called oneway filter in which the datas
transmitted in one direction only, from the domain classified as |detather
domain clasified as high. The working of this type of guard totally depended
on the concept ahe Bell-La Padulanodel to prevent the spill of information
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in the high domain. Thisac hi eved t hrough applying

policy. Thereby, the users carimead information from a domain classified
higher than their own, simultaneously they cannot write information to a
domain classified lower than their owFhe way that information flos/from

low to high however will not guarantee the integrity afhe da@ being
transferred. This type of guard is popular in the environmeatsithnot need
periodic checking of file integrity in case of file manipulation or corruption. For
example, weather datahich is desired bya pilot or ship at sea, at the same
time this data is frequentlypdatablethere is no neetb check the integrity
each timg85].

High to low guards as with the previous guardthis is a oneway data
transmission but in this type the information is beirigansnitted from the
domain classified as high to the domain classified as low. This guard is quite
complicatedwhen comparing with the low to high guard. Many precautions
need to be taken into accouttt prevent the likelihood of disclosing the
sensitive data from gh to low domain. For this reason, some other auxiliary
processings required to address this probletike using human review to
ensure that the information is free from any sensitive informationsing data
sanitation methods or sometiriere is aneed to use both. Indeed, this type of
guard hadeendesigned to eageansmission otinclassified data frora high

domain toalow domain[85].

Bidirectional guards in this type of guard, the data will be allowed to transfer

in both directiongrom high to low and from low to high simultaneously. This
guard in much complex than the others, because itsneeghther conditions

and restrictions for both the previous types to create a balance and controller
for the data flow betweedifferent domains. To achieve this, some security
componentsare required to beembodied in this guardike virus scanners,
intrusion detection devices, file type checkers, trusted operating systems and so
on[85].
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2.710 Typesof Data Transfer Review Process

In this section we concentrate on the main types of review and monitoring data transfer

between different security domains.

1. Human Review

This is the most reliable and simpiereview processwhich hasadopted human
resource. In this process, the human operator will be within the domais ttedsified

as higher to observe and filter any data flow from high to the low domain. The human
operator is responsible for ensuring the integrity of information, by performang th
required sanitation process or security insuraatéhe same time he/she works as a

judgeto approve or deny the transmission as shiovmthe Figure2.13 [67].

DomainA Guard DomainB
~N Low < oW N
S’ fs
. d
- N N N

Clear

e

) s
=

Human

Review

T

Figure2.13. Human Review
2. Automatic Review

This type of review process has a mode to address the huni@tidim Human senses

have limitations to observe the contents of some digital multimedia, like audios, videos,
images all of these media and more, which make content inspection by humans to be a
mission which is almost impossible. There are many feahelesmging to this review

model like being fast, scalable and consistent and also whglthe ability to check

the data flow is free fronobscene languagand steganography in media files in

context of data flow from low to the high domaimhile at thesame timeprevening
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sensitive datdrom being disclosefrom the high to the low domain as illustrated in
the nextFigure 2.14 This mode of review is ideal for the static environment with

structured, high volume and traffic data flows

DomainA Guard DomainB
y Low y Low hy
S stO 5
§ Clear 5
5 I R
Automatic
Review
o

Figure2.14. Automatic Review

3. Hybrid Review

This mode of review is designed to deal with an environmdmnth hasadopted a
dynamic, high volumghigh traffic and unstructured dataw. To address all of these
issues, human review and autaiio review are grouped to achieve high data flow
integrity. Instead of rejerrtg the content by the automatic filter becantanintended
error, the content will move to the human operator for more inspectiotoaee if
they can correct the error tp@ove or reject the content as the final decisasrshown

in Figure2.15
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Figure2.15. Hybrid Review
2.8 AspectOriented Programming

Software developers had realized that there are some problems and concerns that are
not wel identified or executed by traditional programming methodologies. Moreover,
some concerns do not represent the functional objective of application software, for
exampl e, bank applications offer to thei
moneyt r ansacti onso, Awithdrawo, A display
of these functions embody the base of the service interfaces that the service providers
(bank application) offer to the client by their service interfaces. However, there are
some concernthatnonfunctional tasks must be associated with the functional tasks

to enhance the system working through, for example, coontgntite access to the
system operations, adding security to the application system, updating a specific
function in the system and so on. Adding or updating these concerns in system
applications represents a difficult task for system developers because they need to track
all program code to detect where these concerns methods should be inserted. At the
same timethey have to define which piece of code needs to be applied for different
policies. All of these concerns accumulate in the problem of scattering and tangling of

system software.
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A widely suggestetiutunderused solution to these problems is that of A<peented
Programming (AOP). AOP represents a Highel mechanism that deals with
modularization of crosscutting concer{tg]. Al ot I's a technology
crosscutting concerns i ntotisused¢goladgdaoewi t s c al
behaviour to the methods or constructor or field through calling or execution of
additional cod¢89]. Adding aspects of a program helps to cut across the OOP part by

using aspect elements such as join points, pointcuts and aspect advice. All of these
components establish the ability to change #ilealwiour of the program to meet user
requirements, and at the same time supporting software developers by representing
software code at a high level of abstraction, making it easier to modify and update.
Figure2.16illustrates how a security and loggingncerns crosscutting the main code

and how this crosscutting modular by using AOP technology.

Traditional Development Aspect Oriented Software
Main

AOP |

Figure2.16. OOP and AOP Development

To understand AOP more clearly we will explain the main AOP terminologies:

1. Concern: A concern isa specific purpose, goal, concept or area of int¢9e%t
As stated by Laddad AA credit ck®erd proce
processg payments, while itsystemlevel concerns would handle logging,
transaction integrity, authenlj cati on, s
2. Crosscutting concerns Many such concern$ known as crossutting
concerns tend toaffect multiple implementation modul§31]. As defined in

[16] crosscutting concern is a behaviour that may across a scope of piece of
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the software. It may be simple behaviounning in some software classes or it

may be more complicated through applying restrictions that tcafiéhgt the

software working. From a technical point of view, a typical software system

contains some core concerns and sydmral concerng90]. For example
crosscutting concerns are Asecurity (autho
debugging, synchronization, persistence and more

3. Aspect The modular represetitan of a crosscutting concern. A concern may
crosscut one or more components; security and logging are examples of cross
cutting concernf92]. An aspect defines a pointcut and advice, and is compiled
by the aspect compiler, such as the Aspect] compiler, in order for concerns
(both dyramic and static) to be woven into existing objects (to interweave).
Through separating aspects, crosscutting relations can be handle@@&jsily

4. Join point: A join paint is a point where a concern will cresst the main code.

Join points can be at method calls, functions, constructors etc. Join points are

defined generally, and useful for identifying problem points in dodg& A

specific join point is a precise execution point in the program, for example,

method in a class. We take join points to be an abstract concept; for our purposes

itéds not necessar yYP0lt o define them precis

5. Pointcut: Tells the aspect compil when it should match a join poif$3].
Essentially, it is a structure for the capture of join points. In contrast, a point
cut needs to be defined in an asg&€t]. A pointcut represents the specific
aspet implementation that will be associated with a specific mef@a[

6. Advice: The actual code that will be executed when the control flow reaches
the joinpoint[92]. In AOP you can specify the advice code to execute before,
around or after the join point.

7. Weaver. The engine that weaves aspects along with their regpdahctional
components. There are two main weaving kinds: Static and Dynamic. In the

next subsection, we will expand on the main differences between%4¢m

In the following Figure, we put all AOP terminoleg together to be clearer and we

will talk in semi detail about these terminologies in AsepctJ section.
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Join point

Pointcut selects join point in the -
class _— /| Application Class

public class SayHello {

// Asepct Class
public  String Hello (String  x){
public aspect HelloAspectExample return ("Hello "+ x);
{
pointcut  update (): call (public public static void main (String arg[]) {

String Hello (String )) ;

SayHello greeting = new SayHello () ;

_'—>§ String  Greeting = greeting . Hello ("Bob');

before (): update () {

/I Do Something Advice Advice do
System. out . printin Greetin ;
} — task ) Yy p ( g)
} before
call }
method

Advice body describes what
= advice should do

Figure2.17. AOP example

Because of the importance of the various kinds of weaving used thraulgisoeport,

we discuss them in more detail in the next subsection.

2.8.1 Static and Dynamic Aspect Oriented Programming
AOP provides two kinds of weavingtatic weaving anddynamicweaving. In the

following we discuss each type separately.

1. Static Weaving

Static weaving consists of combining the as
to application execution. This combination consists of inserting calls to advice in the
component 6s code. It causes todetistcdmbineder f or ma
and statically optimised before its execution. Since the application is woven at compile

time, any functionality to be adapted at runtime requires the application to be stopped,
recompiled, rewoven and restarted from scratch, often lpgirsistency in the process.

For this reason, this kind of weaving is not used in applications that require a high level

of runtime adaptation; dynamic weaving is used insf@af
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2. Dynamic Weaving

As explaindl by Fl etcher and Akkawi, ADynamic wea
concerns by separating the properties of the system such as logging, security,
scheduling, etc., from the functionality of the system, it then weaves them together at

run time to achievahe overall application system in order to achieve dynamic
adaptability at run ti meo. During run ti me
dynamically without the need to recompile the code each (@8 For example,
Adynamic weaving has been wusedquirementsandl i ng
in CORBA distributed systems, managing web cachdgiohing, balancing the load

of RMI applications, and changi 8. t he contr

5

O Static Asepct

¢ Dynamic Aspect
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Figure2.18. Static and dynamic weaving through program execution.

Both static and dynamic weaving can be adoptedsaftware system simultaneously,

but with weaving applied at different times: static weaving at compile time and
dynamic at running time as shown in Figurd&Dynamic aspects may be more
appropriate for a software program under development, becaudéerd t the
developer the ability to measure and debug a program's behaviour without needing to
change the source code after each execution or debug cycle. However, if the program
has been designed so that no runtime adaptation is required, it is pestereange

the dynamic aspects to the static aspects to provide a higher level of performance at a

run-time [95].
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Sometimes the program developer needs to identify a specific condition, modifying
any existing join points or debugging any pieces of the program that come in contact
with the aspect before execution.edetime declarations give the opportunity to
achieve this. Figur@.19 shows the relationships between these concepts in an AOP
system[96].

Crosscuttingg

o

| element
relates r
z<||se=> I
|
|
|
|
. . L’ .
System »1Join point [« Pointcut
Exposes Select
Static Dynamic
crosscutting element crosscutting element
i A

Weave time Inter-type >
declaration ||| declaration Advice

Figure2.19. Generic model of an AOP syst{96].

2.8.2 AspectJ
In this section wewill consider AspectJ, which represents a platform for AOP

implementation using the Java programming language. Originally developed at Xerox

PARC [97], Aspect] offers a simple approach for dealing with aspect oriented
extensions in Java by providing obvious modularization of erogng concernf98].

It works as a preompiler that generates class files that can be adopted by Java byte

code programs, as shown in Fig@.20 By using AspectJ, the potential to modify and

update application software has become possible without needing to change the
application source cod87], [98]. Italsoppvi des further benefits,
for the end user to install anything special to run the programs except the Java Virtual
Machine and AspectJ tool®7]. In Java there are also two further interesting
approaches for applying AOP: JBoss AOP and AOP Spring. Moreover, AOP is used in

many other languages, including AspectC for C, Aspect C++ aatlifeC++ for C++,

and Sprint .Net for the CLR languagg9]. RnAspectJ adds to Java
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concept, a join point, and a few new constructs: pointcuts, advice, introduction and

aspe[2 s o

For the work described in this report, we use the Aspect] Development Tools for
Eclipse (AJDT)100]. They constitute an open source Eclipse Technology Project that
provides the required tools to develop and run AspectJ applications. We discuss the
AspectJ concepts briefly as follows:

Original Original
Code Code

Aspect
Code
L |

Compiler

Execution Compiler Execution

Hgure2.20. a) Java compiler without Aspect, b) java compiler with aspects.

M Join Points

Consider the following Java class:
class Coordinate

{

private int x, y;

Point(int X, int y) { this.x = x; this.y = y; }
void setX(int x) {this.x = x; }

void setY(inty) { this.y = y; }

int getX() { return x; }

int getY() { return y; }

}
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If any code calls a method such setX(5)the program will match the name of the

method and type of argument (int). If the matching result is true tie output is

(private int x =5). This happens for all methods and consiisigt a Java program and

follows the basefi Wh e n

OOP

provi des

somet hi

sever al

ng
K i

nds

happens,

of

[101ph e n

At hings

Join points consist of things like method calls, methagtetions, object instantiations,

constructor executions, field references and handler execyfiod$ as shown in

Table?.

Table2 Join point§102].

kind signature this target args Bytecode shadow
Methodexecution | method ALOAD_O | Same as this | Local vars | Entire code sgment of
or none method
Methodcall method ALOAD_0 | From stack From stack| Invokeinterface,
or none invokespecia(only for
privates) invokestatic,
invokevirtual
Constructor constructor | ALOAD_0O | Same as this | Local vars | Code segment of <init>
execution after call to super
Constructotcall constructor | ALOAD_0 None From stack| Invokespecia(plus
or none some extra pieces)
Field-get Field ALOAD_O | From stack none Getfield or getstatic
or none
Field-get Field ALOAD_O | From stack From stack| Putfield or putstatic
or none
Advice-execution | None ALOAD_0 | Same as this | Local vars | Code segment of
corresponding method
Initialization Correspond| ALOAD_0 | Same as this | Complex | Requires idining of all
ing constructors in a
constructor given class into one
Staticinitialization | Typename | None None None Code segment of
<clinit>
Preinitialization Correspond| None None Local vars | Code segment of <init>
ing before call to super, this
constructor may require iFlining
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Exceptionhandler | Typename | ALOAD_O | None From stack| Start is found from
of or none exception handler table
exception (only before advice
allowed because end is

poorly defined in

bytecode)

1 AspectAdvice

Code that is written in the aspect class and mexlthe behaviour of the Java class at
a certain join point. The general form of an AspectJ advice is:

[strictfp] AdviceSpec [throws TypeList]: Pointcut {Body}

WhereAdviceSpeds one of

1 before( Formals )

[1 after( Formals ) returning [ ( Formal ) ]

[1 after( Formals ) throwing [ ( Formal ) ]

[ after( Formals )

[1 Type around( Formals )

HereFormalrefers to a variable binding such as those used for method parameters,

of the formType VariableName andFormalsrefers to a commdelimited list of

formal [74] Figure 2.21 shows the applying of aspect advicesroathod.

@ before \. )

@ around

@ after

Figure2.21. AspectJ Advices
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2.9 Summary
This chapter has covered the background information about the fundamental

componentsof the propoed system in order to clarify the main objectives and
motivation when we deal with these componenth@followingchapters. It has also
reviewed the security and privacy preservation challenges that might face any system
developers whenying to apply these policies upon their system. Access control has
obtained théargestamountof explanation in this chapter becaitsepresergthe core

of theproposedas well as dealg with all sides that revolve around the access control.
Besides concentrang on ABAC and IBAC as the first and second layer of the proposal
system, this chapter presenteéd MLS model (third layer) in deth, by dealing with

topics which are related to MLS like, compartments, TruBt@sed computing,
domination relatiaship, reference monitoring and security guards. All these titles open

the gate to understaimg) the proposed access control model.

Cryptography algorithms, privacy preservation and data sanitization are also presented
in this chapter and we will show hot employ them to suppothe model in
chapters. Finally, the last part of this chapter details the suggested programming tool,
AspectOriented Programming (AOP) through dealing with all topics which are
associated with AOP.
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Chapter 3
Related Works

This chapter provides a review on enforcing Asff@cented Programming (AOP) in
three objects: Access Control (AC), intrusion detection,cayiatography We will be
concentrahg in depthon using AOP inAC models through exploring howe can
exploit AOP to modulesof different access control model§his will be done by
separahg these models from their core system in ofdethe easiest systeta work

as well as to increase the modularity, manageability, and flexibility of the sy&tem.
the end othe access control section, we will focus on applying AOP to deal with the
systems thaarebased orthe Multi-level security or (authority) concepiirough using
Mandatory Access Control (MAC) or other similar models. We will review theigaps
these models arldok atwhat ways can be used to enhance these sysaechshis will

bew o r kodtgbution. This chapter presents some current methodologies which are

used to apply access control models and dealth&RILS system without using AOP.

3.1 AOP and Access Control

Access control and other security solutiombjch areconsidered as a neéanctional
service,are used to increase the reliability of the software by applying security
concepts. The aim of this sectionasreview the capaties of using AspeeDriented
Programming to modules and separates thesdummional services from the system
code, thereby gihg rid of scattering and tangling problems which arise when mixing
between functional and ndanctional service codan the same program body. We

will deal with some proposals, methodologies, and ideashidnat leveraged AOP
language to enforce Access control models in their systems. Regardless of the date of
publishing these papers and the pr@obdeas, this study foces on the objective of
using AOP in such a way that we dondt need t
andthereforewill not insert additional burdens on the system workiFfge following
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subsections are divided according to access control meddlto be modularized by
AOP:

3.1.1A0P with General Access Control Models.

This subsection deals with different types of access corftroithe main AC models)
which are been designed under thumdamentalsaccess control conditigsnand
according to th system requirements.

K. Chen et al[103] Proposed Fin&rained Access control for web applications
supported by aspect oriented programmihg ModelView-Controller (MVC) and
Apade Struts framework lva been adopted to structure the web applicafgae
Figure 3.22). Their model depersdon the interaction between a user and a web
application through a sequence of access tuples of three main elemardsr, <
function, data> whichmeans a user request to execute the function on a specific type
of data object.

Their dealing with AOP fell into three stages:

1- Choosing the pointcuts: by selected Action class in Struts framework to be a
target to aspect pointcuts because Action dkafise class thas dealing with
the user request and intermediate result as well as the sespon

2- Constricting the Aspectsthe constriction of their model concentrated on
dividing the aspect code into two parts: generic part realized by abstradsaspec
and rule specific part realized by concrete aspects.

3- Aspects factorythey built different authentication codes to be available to all
aspects in their framework to like a factory of authentication objects and
called AAAspectit. Afterward, buildingtwo access control aspsctlled pre
checking dealing with common access casdsle postfilter uses it if the
access constraint nestd refer to data attributes. Finally, they employ the AOP

advice to enforce atheabove policies.

K. Chen et al[104] leveraged AOP technology to develop a priva@re Access
Control framework through modular privacy preferences of the person (PIl) available

to the aspect responsibie order to protect theersonallyidentifiable information
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(PI) from unauthorized access. Their proposal extended [ft68] by utilizing inter-

type declaration of AspectJ as

Struts

Struts-Config.xml

Controller
(ActiveServelt)

N

Browser

Action

View(JSP)
\ \ -
L

HTTP Request/
Session Objects

||

Access Control

Aspect
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Figure3.22. StrutsBased Web application architectuf03

well as AspectJ advices. As 03] ModelView-Controller (MVC) and Apache
Strutstheframework had been adopted to structure the web application. The pointcut
targesthe execute method of user action because it provides all the information needed
to evaluate the access control constraints. The piiaacyre accesoatrol rules take

t h e fallow oradeny action on data categories by user categories for certain
purposes consented by the data subject under certain condition B y
the traditional access control method, they Hobrivacy awarerule, referred to as
privacy preferences through extémglthe rules required by two kinds of additional

i nf or niteetadtianrand fhe purpose consented by the data sabjdeat authors
benefited from AOP characteristics through sejpagaihhe management of pacy
preferences from the application and Imkthem to the access control aspects by a
preference factory. Both static and dynamic agmaet adopted in their proposal, such

static tasks add a privacy preference field to all classes that included dataj e ct 6 s
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to protect While the dynamic one is conducted by an object construction gavdeh

is triggered right after any object is instantiated from those classes with PII. Thus, the

advice will ask the privacy factory about a proper privacy peefees object whicls

matching the requested PIl object and associates the preference object with the PII

object. Note that each data subject specifies its privacy preferences regarding its PIl in

a consent form which is collected and managed by thegyrpu@ferences management

module. The preferences aspect will be invoked in both static and dyfeamito run

the retrieal oft he data subjectds privacy preferenc
requested data.

F. Yang et al.[105] proposed AspectKLAIMwhich represestthe extension of

KLAIM. KLAIM is a language specially designed to program distributed systems

consisting of several mobile components that interact through multiple distributed tuple

spaces or databases. Twotions and their permissions will be given as aspects, and by

having a fixed set of such aspects the access policies specify when an action is
permitted, thus governing the execution of the proposed net. The proposed aspect
allowsthe usetto trap both te action and the processes to be executed in future. The

aut horsoés point of view whemsdhauldbedrestedbyn t he ¢

preventing the means for expressing trust in terms of how data is actualdy used

K. Chen et al[106] proposed the analysis of access control approaches tixo

different dimensions: 1) is the granularity level which concerns user requirements, 2)

is the implementation technology adopted by application developers. With 1 we used

three tuples <user, function, data> to model the interaction between users and
application system. With 2 we divided the implementation technology for access

control into three different levels: havdred, adopted and configuration level.

Afterwards we made the intersection between 1 and 2 to find that neastAGP will

be in theadopted level for all users, functions and data. The authors used MVC Apache

Struts framework to represent the proposal. They considered that the execute method

will be a proper join point in order to catch and control the forwarding mapping and

Http Regand Resp. K. Chen et al defined three a
and Postchecko to capt ur e -gtaineel accessdcentrat,t r uct ur

which is represented by granularity levels namely user, function and data.
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R. Toledo el atproposed a modular access control called ModAc, to modularize both
using and supporting of access control through restriction aspects and scoping
strategies, even in the existence of untrusted agd€ails The authors deal with access
control, including privileged execution and fudass permission contexike in java,

class privileged execution allows a trusted entity to hold responsibility for a certain
action, while firstclass permission allowshe programmer to capture a set of
permissions at a certain point and restore it late}.drhe restriction aspect is used to
ensure proper resource protection, and works by adhering to a different, dual pattern:
the pointcut selects access to a sensitasourcebut the aspect advice immediately
disallows the access by not proceeding with the primitive operations. Whilst scoping
strategies are used to ensure that the aspectseagforbidden access through
permitting finegrained access control overettscope of the deployed aspect and
specified by two propagation functigrescall stackspecifies how an aspect propagates
along with method calls anddelayed evaluatiortp specify whether or not an aspect

is Acapturedo i n t hed Iothisgway theymbdelarizet theey ar e
proposal as an aspect: untrusted aspects cannot inhibit access control and trusted
aspects are able to see any join point. Their implementation relied andRZAC

library.

T. Scheffler et alf108] pr oposed an approach that uses fi
written in the eXtensible Access Control Markup Language (XACML) to control the

acces rules for protecting resources. They present a privacy scheme associated with a
reference monitoring implementation using the Java Security Framework. In their

solution, they mix XACML and the Java Security Framework by implementing a

clientside refereoe monitor. They developed a theme park location scenario that

highlights privacy protection issues based on three main bases: localisation, privacy

settings and service architecture. In their approach, they allowed for users to get

benefits from the applation without needing to share private information directly. The

authors fixed some problems in their approach through using JBoss, which represents

an implementation of AOP for Java. This was achieved by implementing a security

layer that enforces thedeo wner 6 s defined privacy policie:
The reference monitor uses a set of tgs&cific advices to monitor access to the
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resource and interrupt it if necessary. Before granting access to a resource, an advice
evaluates its sticky pigly and if the evaluation is not successful, the advice prohibits

access by cancelling the method invocation that is trying to do it.
3.1.2A0P With Role-Based Access Control

X. Li et al [109] introduced condition$or adding to therole-basel accesscontrol
permission in order to enhance the traditional concept through minimizing the number
of permissios. They completely separate their concept of access control from the
application logic by using aspect oriented programming which abl@eess control to

be integrated into a legacy 3 tier information systesthout the need to change the
application program. Their approach damsummarizd as follows:when the user

with roler wishes to perform a specific operatiopon a certain datdrl of a tablet,

the success of this operation will be totally dememan specific conditions. The
application will scan the permission table for the entireft t, someconton) if any

of these conditiosd 0 e s n 0§, thenrthea operatioopwill be denied otherwigewill

be allowed. The usage of AOPeBactedy:

1- The access control developer implements all methods needed to perform access
control in a special module, callebpect For instance, an updatheck
method.

2- The access control develer must first decide which methods in the application
programs require access control. These methods are defijo#al psints

3- Then, he/she has to group join points that require the same type of access control
(e.g., updateheck). These groups are ealpointcuts

4- Finally, he/she has to indicate what access control actions have to be performed
for the join points in the pointcut and when these actions should be performed
(e.g., before, after or instead of the execution of the join point method)sThis i

called amadvice

They used Aspect] as the most popular AOP tool and applied their proposal on
Laboratory information system (LIMS).
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I. Rayet al.[110] proposed Rokbased Access control modedpect as patterns using
UML diagram templates through composing between the aspect oriented model
(AOM) approach which deals with access control conceefsired to araspectand
functionality application referred to aspaimary model Before the composition the
aspect model must be instantiated in the context of the application domain. This is
obtained by binding elements in the aspect model to elenrerttse application
domain, therefore producing the contepecific aspect model. Afterwards, the aspect
models are produced for each part of the primary model and woven into the base model

using composition directives.

J. Pavlich et al. [111] they proposed a formal framework for security software
applications that is able to support the automatic translation of a new UNdctrt
through translating theole-slice access contropolicy into an apect oriented
programming enforcement code. The authors have shown the power of using AOP to
intercept every call to the set of classes in which access needs to be controlled, and
grants or denies access, depending on the permissions stored in thelgialase.

They submitted their proposal formally to enforce it by any programming languages

C. Braga [112] deals with RBAC, proposed model driven architecture

(MDA) [113] approach and shows how to transfer the code generator of the access
control policy from SecureUML, an RBAC modelling language, to the language of
Aspect for Access Control®&C). The code generator for access control policies
repregnts the transformation contract which specifies the relationships between the
abstract syntax of the SecureUML and@ and constrains the two languages. Their
aspect language especially concentrated on defining pointcuts in the application body
atanyplaceneeding to do a certain function, for examgpkate method ifext Report
Configuration(TRC) class and appligeforeadvices to gathering with permission for a
given method, thus dealing with access control processing as a precondition. The author

useda metamodel to represent the language and to specify the transformation.

M. Hazaa et al[114] used aspedbr a design for CORBA access control supporting

the RBAC model. They divided their design into three phases:
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1 Main concern Base design: Theain concern of their study is to realize a
CORBA AC mechanism that suppoRBACO. Afterward, any modification,
reused in the future will be accounted for by AOD.

1 Aspectl:Role hierarchy (RH) they aggregated the roles that need to be included
in the baselesign in role hierarchy concern. By using aspect orientation design
(AOD) they simplify the tangling and scattering which rely on regular
modification and updating and reusing of some roles to modify the base design
of the RBACO, to produce RBAC1,throuttansfer of the crosscutting concerns
into aspects.

1 Aspect2: RBAC2 allows security administrator to set static separation of duty
constraints on the assignment of users to a role. In other words, the security
administrator puts the new function that slibbke executed every time in a
static aspect.

1 RBACS3 : finally combines role hierarchy and static constraint to produce
RBACS3. This combination shawvthe advantage of using AOD through
applying dynamic (RH) and static aspect with a minor modification ahthia

system.

S. Kallel et al.[115] deals with the concept of delegation in access control, which
represents the core that allows users to assign all or pmtiofpermission to other

users. They combine between the formal method of delegation uRB&AD and AOP

to enforce their delegation policies. They used TemprolZ as a formal language to
represent the RBAC model as well as delegation and revocation mddels
approach has three steps,l: the specification step (security policies and their
corresponding constraint using TemporlZ), and verification step, to verify the
consistency of the system specification using theorem proving and 2: the
implementation ®p which used java to implement the functional codes which are not
including any logic for authorization. 3: the enforcement step, in this step the developer
uses an aspect generator tool to generate the security module by translating the formal
policiesfrom TemprolZ to the aspect oriented programming language ALPHA (which

is an AOP which uses a pointcut language based on logic queries). This language used

a subset of Prolog queries for pointcut expression. Each delegation operation will use
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one aspect tenforce the preondition and delegation constraints. The pointcut
constituted by ALPHA predicate ACall o to
functional code which holds the formal delegation operation. In the advice body each

Z constraint is transladieto a conditional statement by using-#a@sed java package.

P. Colomboet al.[116] proposed an approach callBdRBAC (Purpose and Role
based Access control) which is a java applicatiorctvioperates in between relational
DBMS in order to govern the execution of both SQL queries based on purpose, and
role basd privacy policies. In their methodology, they exploited AOP techniques for
dealing with the dynamic features of relational DBMS emwnent, and to do

precondition evaluation filtering at running time.

J. Pavlichet al.[117] proposeda role slices method to provide an abstract to collect
information on the security of roles that cut across all the classes in an application.
Afterwards they transform thiele slicesnto the application code using aspect oriented
programming to capturhe access control policy (authorized or prohibited) which is

already defined by role slices.

The system works by using an aspegented code to control the access control to the
method, through checking whether the presented method is denied fotivkerale

(which the current user has when logged in) and raises an exception if that occurs;
otherwise the method is allowed to execute. In other words, the AOP advice will be the
link between the database which retlge security permission (role slices)d the user

who logs into the system. To summarize the working of the system it includes: security
policy database and access control aspects which include role slices to represent the
security method and aspect advice that is woven at the pointcuhgddey role slices

and the security database.

A. Mourad et al.[118] proposed an @®ctoriented approach for the dynamic
enforcement of web service security, based on the synergy between AOP and business
processing execution language (BPEL) of the composed web service. The author used
RoleBased Access control applied on Flight servifBAC-FS) to ensure the
authentication and authorization for accessing the web service resources. The result

shows howthe propsed modelan separate the security concerns totally from the web
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service composition, and how we can apply these concerngicHis join point in
the BPEL execution body.

3.1.3A0P With Organization-Based Access Control

M. S. Idreeset al.[119] they exploited the aspect oriented concept to enforce their
security policyasOrganization Base Access ContfOI-BAC) in dynamic form. Their
motivated problem revolves around how an evaluation can dynamically modify
securityenforcement with respect to the new rule, especially obligation rules and how
to manage the obligations and chesduring the runtime. Their contribution is
showing how different knowledge motsd in the security policies can be extracted

and translaté into security aspectual knowledge that is used to define appropriate
security aspects. They applied the security policy as a set of rules (permission,
prohibition, and obligations). Afterwasdhe module willbe responsible for taking a
decision (allow/ény). They deal with aspeadh a generation phase which is based on

a translation process which translates the concepts used to define a security rule (role,
activity, view) to the concept used to define the aspsaotsh as aspect type, advice
code and pintcuts. Thus, the functional requirement to enforce the security policy will

be dynamically associated. In this case, any changes at running time will be accounted
through weaving /unweaving aspects. They

used to moitor any change in the system during running time.

S Ayed et al[120] proposed a framework basedthe INYER_TRUST project with

a security model based d¢me (Or-BAC) to govern the security policy based on AOP.
This framework presented the whole architecture which desthib loop of security
aspect generation and weavjag well as depending dahe AOP approach to dealing

with this loop and makg a dynamic ontrol of security requirement

S. Ayed et al[121] proposed a security framework architeet through modularized
(Or-BAC) by using AOP approach to enforce security policies dynamically on
distributed systems. They deal with access control and usage control as a security
requirement to making a link with the deployments of these policies hsldatad to
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aspects. The authors combined various security modules (security policy modeling,
policy engine, policy interpreter, Aspect generation and context awareness) to by
linking them to clarify the security policy cycle. This cycle will be establighathg

the running time and be able to face any security changes during run time. Aspect
generation is the database of all security policies received from policy interpreter and
modular by aspect. This generation will be divided into modules: GenericctAspe
Generation module which deal with the general security policy part which not related
to the AOP framework. While the second module is Concrete Aspect Generation
module which is generate during run time and has related to the AOP framework. The
access aatrol aspect will be generated according to set of permissions relaying on the
access policy and not depend on prohibitions. The aspect will follow the tuple <subject,
action, object> which are coming from policy interpreter module. Thus, control the
accesing by allowing the authorized user (subjects) to perform a specific action on the

objects (data) in a modularization way by using AOP.

3.1.4A0P with Multilevel Security System

Despite all theeviewedsolutions theysucceeded to perform their objeefis mission
by aseparate access control concept from the body of their systems by usingndiOP
thus to achieve the main objectives of what the A@R designed forinteractiors
betweenthe system code and AOP cotdewever,to use the latter abe core part to
control the access and kit simple solution working in a systeimasalready been

designed based dhe Multi-level security concept.

Garciaet al.[94] consideedthe adaptation of security measuoésdistributed systems,

even when their sizes and arrangements chlihnddis is achieved without
compromising global security, and while attempting to improve flexibility and ease in
dealing with distributed systems. The proposed approach uses dynamic ®OSD
implement security mechanisms in distributed systems when the system is running,
without requiring its execution to be stopped or interrupted. They submitted solutions
for two common security problems in distributed systems: (i) access control and data

flow and (ii) encryption of transmissions. In this way, the distributed system is able to
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adapt to security measures when required, and can vary in size and arrangement without
compromising security. Their scenario revolves around the ability of flonbdataeen

distributed system nodes which have different lee€huthority. The authors created

anAOP shield around each individual node used to give allowance to the data to access

the node or jusbe discarded. They used this scenario to enhdineacess model

working on a system based on Mdé#ével authority by allowing any source node with

a specific security level to send informatitabdl ed wi t h t he ,tsaayne node 0
node inthe distributed systemvhich hasa higher or same level of ¢hsource node

security Regardless of this transmissjothey passed intermediate nodes before

approaching the distention node #sistrated in Figure3.23 thereis a data flow

comparing between two distributed systems.

The first one (a) is based on gbct oriented programming concept, shows that the
Node 1l cannot send information to Nodeeven if they have same level of security
because data cannot flow from Top Secret (N®)d® Classified (Nodd). However,

if a nodeis shielded by AOP language,etidata flow will be handled ian abstract
level as seein i (b)- the level will be checked before entaythe data to the node. In

this case, data will flow freely between system nodes.

AOP AOP
v
2 TS
AQH S I'ﬁ'*»-_.--' l\.?./ AOP
| /" "\
1 | F
- 4
-a- -b-

Figure3.23. -a- OOP distributed nodesh- AOP+OOP distributed nodes, (TS, S, C) refers to
(Topsecret, SecreiConfidential) security level respectively.

They used aeal clientserver FTP scenario to test the prambsystem. They show
that dynamic aspects can be used in order to cipher all messages exchanged between

the clients and the server when increased communication security is needed, while
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reverting to the defdt channel when the exchanged information can be transmitted in

the clear. We are going to discuss this papemnone depthn thenext chapter.

R. Ramachandraet al [122] deal with Multilevel security systems basedtbeBell-

La Padulamodel (BLP) using AspegDriented Programming. Their scenario discusses
the payroll system which desakith the managers supposed as high security clegrance
and employees wharesupposed as low level. The interaction between high and low
level will be implemented by using AspectJ. The pointcuts intercept each read or write
operation. Thus, the manager will flgle to view or modify the payroll database while
the employee will be restricted according to what the pointcuts allow him to use. They
use JFTPd which enFTP server implemented in java, to evaluate their proposal.

U Huseyin et al [123] theydeveloped Vigilies as a firewall to apply a FiGeained

Access Control (FGAC) otheMapRe duce system. They augmented
end APl by implementing Vigilies as a middleware layer to work as reference
monitoring. Vigilies dea with the MapReduce jobs as untrusted to prevent the

probability of the user who submitted this jblving suspectntentions. They used

AOP to enforcehe Vigilies security policy on Apache Hadoop byinjected aspect

into three pointcuts: lijpitialization aspecused to intercept thaitialized () method,

2) predicate aspeatsed to intercept theextKeyVaue() method and 3jnodification

aspectsused to intercept thgetcurrentKey()getcurrentValue(nethods. They =l

static AspectJ to evaluate their proposal.

K. Padayachegl24]theyexplore the ability of enforag multi-level secury conceps

upon systems by implementing aspedented programing language. They
concentrated on a simple mouddich works asa pre-authorization model where a

decision is made before allowiragcess tdhe data. They claim that they enhashce

working of [122] by two sides, the first one they used the extended aspeoted

programming to circumve around the problem of java ARthichis not able to permit

geting back directly the file name whicis already intercepted by read and write

pointcuts. The second problem is embeddilgu s er 6 s ¢l earance with
implementation, the authoseparate this clearance totdilgm the original datathus

the access control model will be totally separated from the original program. Their
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Aspect classes kiatwo pointcuts methods calld&ReadandWrite used to intercept all
read and write operatisrassociated withthe subjecttrying to accesshe object to

perform the operation. They usasbundadvice instant abeforeadvice to proceed the
accessing rightonly after meeting all the authorization and obligation conditions.

A. M. Hernandez et g1125] propo®dapproach is based on combining between history
and future sensitive policy in a distributed system. They focused on the clooeépg

to the futureby using multilevel access caoal policies as suited to past analysis of
how the system reached its current state. ThelBeRPadula model is presented to
extend the AspectKB framework in order to allow to express policiesalato the

past The aspect is to trap an action, teeponse will be considered, granting access
only if the security level of the subject is not lower than that of the object. This proposal
gives some power to access information according to the past performance of the

system.

S. M. Khan et a[126] proposed a novel implementation approach, Silver(8ezure
information flow verification in lined), that enford®&landatory Access Control (MAC)

and information flow security policies on untrusted Java jobs binaries in Hadoop
cloud.foot,which exploited an AOP to elegantly specify, implement, and plibén
reference monitoring (IRM) into untrusted jobs without access tb agurce code.

They used aspegteaving as a prprocessing step to rewrite automatically untrusted
java binaries before passing them to the cloud. To enable aspects in the Hadoop
environment, AspectJ JAR and aspects are distributed to all nodes inotlie cl
SilverLinesd aspect weaver wil/|l i ntercept
lines in the IRM. The aspect weaver may reside on any node inside the cloud, or may
be deployed on a separate machine outside the cloud. The resultingeeiforing

binaries are then dispatched to the cloud for execution.
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3.2 AOPIntrusion Prevention, Cryptography and Privacy

3.2.1A0P Intrusion Prevention

E. Kajomece et al[127] the proposal systens based on three parts: 1) Call
WebApplInputFilterwhich is used to filter usefsinputs through usinghe AspectJ
advice that contrslthe valdation process. 2) Validator used to validate against XSS
and SQL injection attacks and the&sdone by AOP devices as well. 3) Finally the
encoder whichs used to encode the dangerous characters by converting them to their

decimal equivalent to make thdrarmless.

The main idea i s bbeisgeatidatedbefdrehuse asispartiod s 1 nput s
query. By the wayt he aut hors f ocusedthepartial 8Qler 6s i np
statement defined by the developer, in order to speed up the processingllgspe

when they consideretiatthis part is already trusted. The mechanism of the system is
summarized when the aspect captures the user input string argitsenthe first

analyser (Syntactic Validator). If the string is not dangerous it is passedh@nsecond

validation step (Semantic Validator). If the string is dangerousér#o the encoder.

It encodes the dangerous characters and the result is passed to the Semantic Validator.

If the string is not considered dangerous, it is passed tretweb application as a

legitimate request. If it is considered dangerous, it is erased. JMetesed for

performance evaluation.

G. Hermosillo et al[128] the authorsised AspectJ and Jboss AOP to design a security
aspect calledAproSec for detecting SQL injection and Cross Steipting (XSS).

Their proposal applicatioAProSec (aspect security for web application server(WAS))

is used by intercepting and validating all the requests from the clients to the WAS and
from WAS to the database server. The authors considered the SQL and XSS to be in
the same aspects advicesathey divided the advice into two validation parts: 1) HTTP
request parameters and 2) DB queries. During the implementation, several syntaxes
should be validated: double and single quotes, SQL injection, and XSS. HTTP request
should validate the parametealue to void code injection and invalid HTML tags to
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prevent XSS. For DB queries, the validation is made through analysing the query string
to prevent Aalways trueo comparisons, semic

Tomcat for web application arySQL as the database manager.

Z. Zhu et al[129] proposé a modelbased aspedariented framework for building
intrusionaware software systems. The authorstetithe design by identifying the
vulnerable points in the target system and specifying the probable attacks that may
exploit the system vulnerabilities. They used Asgedented Unified Modelling
Language (UML) to model the attack scenarios and intrusiortiei@spects. Their
framework consists of five stages: identify vulnerabilities and attacks; model attack
scenarios using UML; generate the intrusion detection aspect (IDA) code using an
aspect code generator; weave aspects into the target system;dtedepdoy the

integrated system.

M. Coateset al.[130] proposedAppSensor for intrusion detection. Their methodology

depends on using some metrics to detect malicious use through studying and filtering

user behaviours. They put sofiaetorsin order to distinguish lt&een the suspicious

(not i f the wuser is attacker or just misuse
the real attack. Their application is integrated into business, presentation and data

layers. This proposal has two modulesfihd e t e c t | todetest thd atthcks@nd

mal i cious use and the fAresponse modul ed to
detection at that time. They used AOP to inject their solution into the application

system.

V. Schiavoni et al[131] proposed an annotation toolkit that allows building DoS
regstant componendbased systems. The solution mechanism is able to handle the
robustness concern as a separated and modularized but yet integrated aspect of the
system. In typical component based applications, each component exposes a service.
The key ideas to annotate such services and use the annotations as a means to detect
an attack. They used Aspeé@tiented Programming techniques for modularizing and
separating the implementation of annotation processing. The proposal implementation
relied on the usig of AOP techniques with java 1.5 annotation and implement it within

Fractal, which is a javhased component model and provides an Architecture
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Description Language (ADL). They show an improvement over a low level approach
through focusing on a commelised system, with which it was possible to provide a

general mechanism to detect DoS attacks.

The proposal oK. Padayachee et a)132] is dealing in how to use AOP techniques

for monitoring the information flow between objects and howedtect vulnerabilities

and misuse detection of this information. They considered a server application
comprising of three class&grver SessiorandAccountwhere there was vulnerability

in that the server allows a malicious client to avoid getting gathrfor his/her
connection time. They used AspectJ advices to intercept the vulnerabilities in order to
detect any misuse of data flow, in which these advices can take a decision to permit the
information flow or not, after examining the given messagedasskification of the
sender and receiver. For example if source object (A) sends data to destination object
(B), the flow will be intercepted by AOP and tested if it violates the policy of
information flow. If any abnormal behavior the aspect will perfarapecific action to

deal with, otherwise the flow will proceed smoothly.

G. Georg et al[133] proposed a methodology balsen aspect oriented modelling
(AOM) to design a secure application system. They separate between the
implementatio model called th@rimary modeland attack and security mechanism
which are localized in a different model. Their approach is focused on the impacts of
the attack (aspect attack), after applying it to the primary model, and indiadiether

the primarymodel may be compromised, then the proper security mechanism (aspect
security) is used against this attack. This proposal has two types of aspect: generic
aspect and context aspect. The first one is used to represent attack patterns and security
protocolswhile the context aspect is used for instantiating the generic aspect and both
are modelled by UML models. The execution of this proposal can be summarized by
two stages: the first stage, the attack aspect applies on a primary model to produce the
misusemode]| the latter will be analysed to determine if the protected resources are
compromised by attack. For the second stage, if the results are unaccepted, then the

aspect security will integrate with the primary system to produceséuerity treated
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modeé. They used Alloy Analyser because it is easy to use and has been used for

verifying many realworld applications.

J. M. Horcas et al.[134] proposed an approach based on the Interoperable Trust
Assurance Infrastructure (INTERRUST) framework to deal with enforcing security
policies in a dynamic format running time. They used Montimage monitoring tools
(MMT) security properties to formally specify security objectives and attack
behaviours related to the application or protocol under test. This proposal has
concentrated on two sides of the objectiibs,first one is dealing with the dynamic
deployment of security policies, while the second is used for dynamic monitoring of
vulnerabilities through testing of the operation phases. The first objective is achieved
by proceeding with the security specificm through the Aspect Generation which
connects with the Aspect Weaver, which in turn is connected with the repository of the
security aspect. By designing a correct correlation between the security policies aspect
and security specification, the apptica will be able to capture the modification of

the security at running time as well as detecting some kinds of attacks. The second
objective is the performance of monitoring and this is done through a defined set of
vulnerabilities point in their approldhat may break the correlations and defines a set
of the kind of attacks which can affect these points. The auth@uated their
approach by applying the prommbksystem on two real case studies: The Intelligent

Transportation System (ITS) aneleting system.

SQL injection and XSS web attacks are used as examples of attacks that might be
prevented this way. Hermosillet al. [135] deal with SQL injection and XSS web
attacks through design, and implement a security aspect called AProSec to harden a
website against these attacks. Their design is based on a mixture of both AspectJ and
JBoss using Aspectl compile time to validate and filter the user information, and by
implementing an SQL analyser to intercept and validate all the database queries before
they are processed. Moreover, they used JBoss to weave aspects at runtime. They
established the admtages of their approach by testing it with a vulnerable online

bookstore, and their achieved objectives through preventing any query that contains a
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commentary inside it, or any statement that is always true being passed to the database

managder.

L. K. E.Mece[136] also suggested defending web services against SQL and XSS web
attacks., The difference with this approach however, is that it can alsteagih this

system and will analyse the user input directly before it is used as a part of an SQL
query, and the SQL validator checks the presence of SQL keywords in the user input.

This processing will help check if there is any malicious injection.

K. Kawauchi et al[137] suggested an aspect detect craigs scripting. Their solution
depends on sanitizing,e changing special charactefsr quoted ones, the input
information being submitted by clients to web applications. They considered the
scenario of servldbased webgplications. When information is submitted to a servlet,
one of the subjects which ocswonsists in determining whether it comes from an end
user or whether it occurs from a different servlet which delegates the request by mean
of the transfer mechams supplied by the servlet container. In the latter case, data is
assumed to be trustworthy as it simply grows from another section of the application.
In such cases, the sanitizing can be skipped to be aBkvézomputation time. To
accomplish this, thauthors propose to extend the syntax of the AspectJ pointcut
language with another construct to detect data flows: the servlet input is sanjtized if

and only if it is written back to the servlet output stream.

G. Fanet al.[138] focused orservice authorization, implementation traceability, data
protection and fault hatidg through propdeg a formal aspeepriented approach
used to analys secure service compositi. They used Petri(Petri net is a
mathematically based technique for modelling and verifying softarifact) net for
formalising their model and describe the behavioural features of service composition.
Through the integrain between the advantagesusing AOP and Petri net, thagve
shown how this integration reflectjood results to observe the behaviour of service

composition. Their prop@shas two main process

Implementation phaseaused Petri net fothe moddling tool and AOP to separate
crosscutting concerns and core concerns of the systbey ntegrated these two

modules into a complete model.
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Analysis stageanalysisof the security and fault handling of service composition by

using the operation of Petri nets.

The result of this papechieved security service composition amdeduce the effect

ofthesi ngl e Web serviceds fault on service col

P. Falcarin et al [139] focused on ensuring that the software is notigioasly
tampered with prioto and during the execution. They used an aspect to encapsulate a
function that is used to generate an idiosyncratic signature which is assodtated
data transmission. Their proposal is based on the TrusteBffratocol which in turn

is based on the cooperation between Trusted Flow Generator (TFG), Trusted Tag
Checker (TTC) and some network interfaces (e.g. firewall, gateway) as well as
Message Authentication Code (MAC) all working cooperatively to detect the

tampering sdfvare.

H. Ulusoy et al. [140] proposedTrustMR, in order to detect attacks with a high
probability while minimizing the overheads, TrustMiRcomposes MapRede tasks

into smaller computations by means of asjpesnted programming and replicates a
subset of these tasto verify the integrity of computations. TrustMR initiates multiple
replicated map tasks on the replicated input splits. Some outputs oafhphase are
randomly selected at runtime, and replicated map tasks only generate thesduey
pairs. The results of replicated and original map tasks are verified at a map verifier by
using a voting system. The results of replicated and original rddas&s are also

verified in the same mannes areduce verifier.

P. Falcarin et al [141] proposed an approach to dealing with secure messaging in
ClientSener application. Their methodologig basel on using Aspect Oriented
programing tools in both client and server to control the transmitted messages
client to serveras well as t@rovideevidence to the remote server that the client code
is authentic.The prototype of implementatiois called TrustedFlowis heldin the
chatting server and contaithree main aspect components: Aspect Manager, Aspect
factory and Code Checkewhile the client side hokithe Tag Generator aspect.
Through the cooperatiobetween client and server aspeth® latter will be able to

evidence that the code which has been settidayser is authentic by checking the tag
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values after each sending. They ugeePROSE platform for the implementation part.
Their systemlimits the possibility of some attacks like Discovery, disablement and

replacement.
3.2.2 AOP Privacy

K. Chen et al[142] designedan Aspectbase privacy management framework used to
collect and manage patientso preferences 1in
I nformation System (HIS) to s apgworkist pati ent
based on three main components: action purpos@gearprivacy aspect and patient

preference mager.The pivacy aspect interacts withePolicy Decision Point (PDP)

as the join point for advice weaving. The main task of the privacy asgeamnisnitor

the result of PDP and perform the enforcement and audition of the patient preference

if necessary. The resdummarizes that the PDP grants an access request, the privacy

aspect will then take responsibility to ensure that the intendeof tise data matches

those consentet by the patients.

C. Hankin et al[143] used Belnap Logic to deal with aspectented coordination

language AspectK in ordéw apply security policy in each location, and then comabin

the relevant security policies when an interaction between locatiorssplake. Their

framework is based on a foualued logic for solving the conflicts such as: the value

tt is interpreted apermitting the accesdf is interpreted as denying the accagdjis

interpreted as missing information, and TT is interpreted as conflicting information.

They are fAattachingodo aspect advices to ea

understandable and scalable.

P. Yuetal. [144] deals with the implementation of privaayare services in a Platform

as a Service (PaaS) context. Their privacy enforcement mechanisms use AOP such that
the aspects can be manipulated in the process and at the platform level. Imtris sce

they adopted three main bundles managed by the cloud providers (JDBC Wrapper,
Annotation Detector and SQL Filter) and one additional bundle (Policy Handler)
providing privacy translation. All of these bundles increase scattering and tangling

problens, thus they used AOP to address this and for better modularization.
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C. Vanden et al[145] introduced the Privacy Injector which also relies on AOSD to
modularize and encapsulate privacy enforcement. The approach is based on a privacy
metadatdracking part and a privacy policy enforcement part. Each piece of collected
personal data will be associated with privacy metadata in the system, and any
operations in the system should work only in compliance with what the metadata
dictates. The proposextchitecture manages the data using the sticky policy paradigm

to enforce the privacy rule on the data before disclosure.
3.2.3 AOP Cryptography

H. Mestiri et al [146] used SystemC andspecC++ together to design an Adiased
systemlevel fault injection/detection environment to evaluate the robustness of the
cryptographic design againsiuit injection attack. The fault injection/detection system
has three AOP modules: fault controller specialization (FCS), fault injector
specialization £IS) and fault analysis specialization (FAS). FCS is a state controller
that drives the synchronizatidretween the other modeBIS is used to specify the
injecting faults in times and locations and finally, FAS prosidereport about the
effects of the faults on the functional design. To show the capability of their solution
they made a compaonbetween pure SystemC and SystemC witbpacC++ when
applying the proposal fault injection/detection system into two types: single faults and
multiply faults. The resudtshow that the AOP does notMassignificant impact on both

simulation time and size of tlexecutable file.

A. A. Thulnoon et al[147] utilized AOP features to contratyptography algorithms

that used to ensure security and privacy of distributed system works based on
choreography network. They proposed a super node called Judgment Node (JN) to
control the processing starting from the source node to destination node. The main
functionality of this node is to divide the distrusted nodes according to trustworthiness
level to trusted and untrusted node as well as divide the sending file into portions
according the process that required to finish the tHsis. file will be encrypted using
different keys and algorithms (symmetric and asymmetrié)l will distribute the

public and private keyto each node in the system as well as the symmetric key.

Encryption/decryption operation are totally controlled by AOP (encrypt before sending
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and decrypt after receiving). The scenario her, JN will create a balance of using
cryptography algorithms be selecting the proper routing path to do the process and try

tosel ect the trusted path. | f the processir
symmetric algorithm will be considered. However, if there are any untrusted nodes in

the processing path then AOP will change working form symmetric to asymmetric

algorithm kecause it more hard to be broken.

3.3Non AOP Multi -Level Security Solutions

In this section we will review some tifeprojects that have been done by organizations
and companies which are based on MLS concept to handle theiaddtare will be
conentraingon how t hey de&admaiwnad hprnt dlel dimrwlsisc h i

pivot of the proposedolution.

1- AXIOMATICS [148] is a company located in Stockholm, Sweden. Its premier
vendor used Attribut®ased Access Control (ABAC) as a dynamic authorization
adopted by more than 500 companiesimariety of fields such dsealthcare,
finance, manfacturing,andfederal government agencies.

AXl OMATI CS SmartGaaedi™ fer Bigg Data 1.10 to show the high

flexibility and the true full ability and dynamic behavialuwariety of Attribute-

Based Access Control (ABAC) when dealing with big datas Bliard stratifies

fine-grained access control principles for the data centre in Hadoop by using SQL

on-Hadoop engines HIVE and HAWQ. The basis of the guard working can be

summarizedhrough the following points:

1- An application serglan access requestttte data stored in Hadoop.

2- An intercept agent which is appenddwith the application will intercept the
SQL query andendit to SQL Transformer.

3- Dependingon the authorization policies which are associated with the
application wich sert the SQL query,the SQL transformer will do
modifications to the query according to these pesic
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4- According to the access policidbe SQL filter service will dothe filtering
and masking of the data whiblasbeen classified as sensitive

5- Afterwards, the modified SQ query will return back téthe SQL Transformer
which is forwarded to the Application.

6- Now the Application sends the SQL queryatdata store witlihe associated

policies and rights to access only to the right data as can be seen in3=2gure

Appllmtlcn

*D

Policies

saL Filter
Senrice

Data store

}:}Q

Attribute sources

Figure3.24. SmartGuardTM148]

Although this guard has features like applying fgrained access control for big data,
maskng the sensitive data, automatic modification of SQL query and applying all of
these in dynamic mannehis guardhoweveris a specialist only with environmest
that deal with databases and SQleries Moreover, this guard usése Many-to-one
relationship when one or more applications send SQL rexpoestcess the data store.
As hasbeen mentioned before, the guard death the cliens who want to accestié¢

data storgby ensuring that he/she witlaveaccess only to the permitted data. This
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guard forgot the side of probability processing and flovahdata between distributed
applicationsand what sudden chaegwill happen to the access policy uptbiis data.

2- Trusted RUBIXM [149] is the outcomef results of a collection of researches
carried out by Infosystems Technology, Inc. (ITl) to achieve high assurance
database software for clients who work in sensitive environments and need
integrity and confidentiality for their data. The general model of Trusted
RUBIX™ consissof three mandaty access control layers: 1) The abstract layer
is Attribute-Based Access Control (ABACP) the intermediate layer is Type
Enforcement/RBAC (SELinux)3) and the internal layer is Multilevel Security
(MLS), so we can say the information is shielded byé¢hMandatoryAccess

Control (MAC) policies as can be seen in FigBrza

Figure3.25. Trusted RUBIModel[149]

For the crosslomain solution, the developers of Trusted RUBIXave adopted
the Trusted RUBIX Security Markup Language (RXSML) policy to apply security
policies. In fact RXSML policy consistof four major subpolicies (xdomain

select, mac_check, deny and xdomeayren) associated with two policy sets called
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