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ABSTRACT

Critical Infrastructures play a central role in the world around us and are the backbone of everyday
life. Their service provision has become maetdespread, to the point where it is now practically
ubiquitous in many societies. Critical Infrastructure assets contribute to the economy and society
as a whole. Their impact on the security, economy and health sector are extremely vital. Critical
Infragructures now possess levels of automatiwat require the integratioof, often, mutually
incompatible technologiesTheir increasing complexity has led to the creation of direct and
indirect interdependent connections amongst the infrastructure groupings. In additidatathe

generateds vastastheintricate level of interdependency between infrastructures has grown.

Since Critical Infrastructures are the backbone of everydayHde protection from cybethreats

is an increasingly pressing issue for governments and private induiime$ailures, caused by
cyberattacks, have the ability to spread througierconnected systenend are a challenge to
detect especially ashe Internet is now heavily reliaon Critical Infrastructures. This has led to
different security threats facing intemnected security systemsadérstanohg the complexity of
Critical Infrastructureinterdependenes how to take advantage of it in order to minimize the

cascading problem, enables the prediction of potential problems before they happen.

Therefore, this work firstly discusses the interdependency challenges facing Critical
Infrastructures; and how it can be usedreat a support network against cybattacks. Irmuch,

the same way as the human immune system is able to respotrds¢mn Next, the development



of a distributed support system is presented. The system employs behaviour analysis techniques to
support interconnected infrastructures and distribute security advice throughout a distributed
system of systems. The approach put forward is tested thraighstical analysismethodology

in order to investigate the cascading failure effebiist taking irto account the independent
variables. Moreover, our proposed system is able to detectattbeks and share the knowledge

with interconnected partnet® create an immune system netwoilke development ofthe

(Critical Infrastructure Autelmmune Response Systei@IAIRS) is presentedvith a detailed
discussioron the main segments thaamprise the framework and illustrates the functioning of

the systen. A semistructured interview helpet demonstrate our approably usinga realistic

simulation to construct data and evaluate the systgput.



INDEX OF TERMS

Critical Infrastructure, Critical Infrastructure Protection, Behaviour Observaltassification,
Interdependency, Statistical Analysis Methods, Big Data, Distributed System, System of Systems,

Data Analysis, Cybeattack, Simulation, Immune System, Statistical Descriptive, $ata

SCADA, UTM.
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GLOSSARY

Asset:A hardware or softwareomponent thateed to be protected from attacks.

Artificial Immune Systems (AIS): Solvingeatworld problens by intelligent methodologies

inspired by therganicimmune system.

Behavioural ObservationA technique that is used to observe, evaluate and calculate the

behaviour of a system.

Big Data: Extremly large blocls of data thattan beused to discover system behaviour by

analysing patterns, trends and different information related to the system.

Cortrol Centre: When a control system is managedriygperatioml centre. The control centre

includes SCADA and HMI systems.

Critical Infrastructure (Cl)The arrangement of both systems and assets, which are essential

and affect the security, economy, palilealth or safety of a nation.

Critical Infrastructure Protection (CIPYhe awareness and the action toward an attatke

Critical Infrastructure.
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CyberAttack: Digital attacls that are attempéed by a hacker to compromise information by

hacking a netork or information system.

CyberSecurity: Using measures to protect information systean a network from cyber

attacks.

Data Analytics:Concernedwith improving the productivity of a system by qualitative and

guantitative techniques in order to drawamclusion about a set of data.

Descriptive StatisticRefers to dataanalysisby summarizing or describinthe number of

featuressuchas the mean, standard deviation and mode.

Environmental Protection AgenciPA): An American agency established in artteprotect

the environmental health.

Human Machine Interface (HMI)he process of an industrial control system through a user

interface. The transferred informati@mmanaged and monitored bygontrol system operator.

Industrial Control SysteniiCS): Refers to different types of contrelstems. In addition, it

relatesto anindustrial process that is operated by systems, devices and networks.

Master Station (MS)involved in the industrial protocol communication session by monitoring

the asske Moreover, the station handleme management and synchronisation

Modbus: The Modicon Bus protocol, responsible for communication between the industrial
control assets.
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1 Programmable Logic Controller (PLA% an industrial device that is responsiiolecollecting
data from the input and output to create an automated control loop. These loops are created with

logical programs.

1 RemoteTerminal Unit(RTU): Is a device that usea remote location process in orde

combine remote communication programs with logical programs.

1 Supervisory Control and Data Acquisition (SCADMo ni t or s and control s
operation. The system consists of two main parts: MTU and RTU. The MTU (Master Terminal
Unit) ack asthe brain of the system and the RTU (Remote Terminal Units) collects the data
locally and sends it to the MTU. The Internet has increased the number of external connections

to SCADA systems, making them more vulnerable to cglttaick.

1 Simulation: A method for teaching student® imitate elementsf realworld processes

overriding difficulties, such as material cost or human resources.

1 Simulation EnvironmentJsing software simulation to imitate real systems.

1 Systemof SystemsThisis a collection b connectedasks or interdepesedt systemswhich

form part of a largeand more complegystem.

1 Tecnomatix A highly comprehensive simulation prograteveloped by SiemendJsed to
evaluate the proposed systdrnom the process layout arlde constructedf product lifecycle

management
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1 Threats:Somethingsomeonehat can exploit a vulnerability (both intentionally and
accidentally) to obtain, damage or destroy an asset.

1 Vulnerability: A weakness in a system than be exploited bgittackers to damage break

into the system.
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CHAPTER 1

INTRODUCTION

1.1 Foreword

Over the lastlecade, Critical Infrastructureomplexity hasraiseda numberof challenges and
promptedthe use ofntelligent softwareandsimulatiors to address and achieve effective cyber
security solutions[1]. However, the breadth of technologies, organisations and interoperating
systems thatcomprise Critical Infrastructures makes security particularly challenging[2].
Therefore, new techniquese requied to investigaténnovativeareas of technology in order to
safeguard criticakystemsagainst a growing cybdhreat [3]. Considerable effort has been
expended on the protection@iitical Infrastructures; it is still an ongoing and persistent chadleng
[4]. Onesignificant challengés overcoming théack of understading about the interdependency
scheme withirCritical Infrastructuregroupings. Moreover, there is no single approach about how

the elements of @ritical Infrastructure affech comected partngb] [6].

As such, thisresearchtakesthe conceptof a humanimmune system to simplify and predict
potential problems before they spread through a network of infrastructures. Therefore, this chapter

stars byintroducingCiritical Infrastructurs, highlighting the motivation behind the research. |
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addition, the airmand objectivesire presented, as are the novelties of the research. The chapter is

concludedwith an overview of théhesis structure.

1.2 Critical Infrastructures

During the last century,rmassive growtim Critical Infrastructurgyroupingshas occurredeading
to issuessuchas interdependendy]. Researcherand organisatianweretraditionally focused
on exploring and unddending Critical Infrastructurdehaviourto make the system more
productiverather than understanding ttiéferent threats and attacktgatcaninfluenaethesystem
and the different mdelling features thaheedto be studid in order to explore the Ciritical
Infrastructures interconnectivityd]. Therefore this sectionpresens a brief background of the

Critical Infrastructures and the interdependency challenge.

1.2.1 Brief of Critical Infrastructures

Critical Infrastructuregplay a significant role in the world around us. Their service provision has
become more widespread, to the point where it is ubiquitous in szagtieg9]. To maingin
continuous supply, infrastructure interconnectivity has become highly complex; particularly due

to the increase in demand for amenities. This has led to an increased interdependence between
infrastructures and their underlying physical layers. Onaisft r uct ur eds pr ovi si ¢
on another[10]. Due to this increased connectivity, now, more than ever befrgcal
Infrastructures face a number ofsgible digital threatsAs a result, Critical Infrastructure
Protection (CIP) has becoraesignifiantresearchopic[11]. Infrastructure is the main source of
development and economic construciieany country, and different types of urban development
depend on the size and the provision of infrastructure elements, which help guide the development

of newareas[12]. Critical Infrastructures have an important influence in an urban environment
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[13]. However, many infrastructures, such as power plantsc@msideed outdated and are

difficult to repair[14].

The National Institute of Standards and Technology défriteal Infrastructuresn the Executive
Order(EQ) asany physical or virtual systeandtheirassets that affect the nat@security, public
economy and health service ligeir failure or damage occurringo them [13]. Critical
Infrastructure assets are alsgplained by Commanet al, and can be divided into three
categories. First, the physical assets, which could be tangibigamgible Secondly, human
assets, that can represent vulnerabilities by having privileged access to important information or
systems. Third, cyber assets, which include hardwaféyare anddata, which all serve the

network functionality{15].

Critical infrastructure security tacts the attention of various research fieMssufovnaet al,

for example, discussnergy resources, finance, food, health, government services, manufacturing,
law and legislaon, includingtransportatiorfl6]. In addition, Bauet al, include additional areas

such as water, information and telecoms, chemical, industry, agriculture, postal angslaipgi

defencq17].

1.2.2 Brief of Interdependency

Due to global expansionof technologyand with the Internet revolution, infrastructures have
become highly complex and have increasedtezdependencat the physical and network layers
[18]. Thereforejnterdependengcis considered to be oré thecharacterististhat can raise several
concerns; in particular the analysis and modelling of interdependencies duectoripiecated
interactions[19]. This interdependency challenge, within tBgtical Infrastructuresystenzof-

systems, has the potential to cause a cascading effect, with unprecetiesdauis outcomes.
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Therefore, understanding the interconnectivity behaviour bet@sgcal Infrastructuresind how

it changes depending on the complexity, can help in redubcagftect before cascading occurs
[20]. This would control the damage and limit the imgaa{. Every new interdependency reveals
a fresh vulnerability in thenterconnected infrastructure groypghich creates new attacks risks

[22].

A number of factors contribute tmake the interdependency more complex. For example,
timescalesgeayraphicscales, cascading and higher order effects, social/psychologicedrete
operational procedures business policies, restoration and recovery procedures, government
regulatory, legal, policy regimes anddlly stakénolderconcerng23]. These aspects can have a
detrimentalimpact on the systenso services need to be secured against any type of attack and
mitigation plans should be in place to counter the effects of other dig2d4fels order to achieve

this, security planning must anticipate on a lasgale.

1.3 Motivation

Although there ara considerablenumber ofstudies focused o@ritical Infrastructureresearch
many of themtend to focus orunderstanithg the improvementof Critical Infrastructurs,
modelling the infrastructurerexaminng different classifiers to improve the efficiency of Critical
Infrastructures. However, these studiase limited by the fact thathallengesrelated to
interdependencgaused byast expasionare ignoredin addition, little research h&gen done to
study the communication betwe€nitical Infrastructureandhow interdependenasan be useds

a progressive point to improve the level of security and moderate the iocggmandblem.

Therefore, lhe main motivationbehindthis thesisis based on two main aspeckrstly, Critical

Infrastructuretolerance towarslgrowing cyber threatand ®condly,the interdependency effect
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between the Critical Infrastructuraad how modellinganhelp to understand the challenges that

interconnectivity incurs.

1.3.1 Cyber Threats Risks

One necesty in our lifethatcannot be dispensed with is théernet The Internet has an important

role in the dissemination of ideas, news and policiesui@d andeconomic transactiong he
significant expansion of the Internet has alloveeidhinals to exploitsystemg25] [26]. Despite

the remarkable growtim research to develop systems to ensure the necessary protection,sattacker

on the Internet work in parallel enhance their own approachH2g].

Thereis nosafeway to protect against intrusion, whatever the strength of protettienefore, t
takes constant vigilance amdivanced technologly mitigate the effects of cybattacks[28].
Billions have been spent ameferding Britain against cybeattacks and newveyber security
strategies havieelped to some extentontain the growth afriminal organsations[29]. However,
understandingll the assetanorgangationneed to protectagainsto reduce the risk of threais
impossible Tovey et al, highlighted the scale of the problem and compdhed average IT
spendingwith the average revenue loss aftee occurrence afyberattacks on different sectors
in the UK. It was clear thattilities, energy and miningectors had the second highest level in

spending on ITat 6% whilst having thehighest revenue loss aresult of cybesattackg30].

Yet Giannopoulosgt al, argue thatsecurity spending should remain high, to ensure ongoing
protection of Critical Infrastructures, such, dee power grid, the transport network and
information and communication systemusd their servicethey provideg31]. Since any damage

within the Critical Infrastructures bgny meanswhetheraccidentgl such adpy natural disasters,
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or intentional byterrorism and criminal activity, might have negative consequencéseosecurity

of the EU andlirectly affect citizers [31].

After the terrorist attacks in 2001, mamprks were foasing on securinghe Water Critical
Infrastructure. However, the Environmental Protection Agency (ERAP arecommitted to
protecing drinking water and wastewater utility systerdil notimplementprotocols that rat a
specific securityevel until 2005. Moreover, moskecurity enhancements were implemented for
free by organisation82]. In 2010, the EPAevealed one aher developedoliciesfor the water
system, which concesiimproving the water planning process and the security level aygtem
[33]. However, the water systeimfrastructireis a uniquechallengedue to the need to constantly
repair orreplaceservicesdue to faultscaused byveather changes, population growth ayder

attackg34].

1.3.2 InterdependencyEffects

As areslt in the growth othe terrorist attacksn Criticallnfrastructurs, it is becoming important

to focus on the CIRB5]. EspeciallygiventhatCritical Infrastructure arebecoming more complex

and interonneced[36]. With this advance in complexitya high risk of failure ipredictal from

one Critical Infrastructureto another. Although considerable effort has been expended on the
protection ofCritical Infrastructures, it is still an ongoing and persistent chall§8igje Various

reasons make this challenge hard; one of them is the lack of a method for completely understanding

the interdependency scheme witkintical Infrastructure groupings8].

Taking the impacbf the 2008 Chinese winter stornon several Critical Infrastructuress an
example the stormaffected several Critical Infrastructures by ice and heavy snow causing huge

economic damage. However, it alsbowed the level ointerconnectivity between electricity
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power outages transportation and communicatioetworksand the effect this has on service
delivery. Rong et al., detail a data analysis processthat can be used tainderstandthe
interdependency within the i@ical Infrastructure$39], [40]. Therefore understandinghe links
betweenCritical Infrastructureshat simplify the structureindpredict potential problems before

theyhapperns an essential processprotectingagainst cascading failure

1.4 Aimsand Objectives

The inspiration behind thisthesisis to detail the development of an approaeciied Critical
Infrastructure Automated ImmusiResponse SysterfCIAIRS), which increase the level of
security for interconnected Ciriticalnfrastructureby predicing and communicatingpotential
cyberattacksbefore they spread through a network of infrastructi@essequently, the aintf

thisthesisarepresenteds follows:

1 To investigatdhe extento which Critical Infrastructues are interconnected.

1 To develop areffective response to the challergya Critical Infrastructuress a result of

theirinterconnectiviies

1 To eplore how the interdependency between Critit@rastructuresaffecs thar

individual systems.

1 To design a system thanhderstangithe behaviour ofystemdata and classdsit aseither

normal or abnormal, depending datadistributions The system aims iacreasehe level

28



of security for the Critical Infrastructure and to ensure Critical Infrastructures can refine

and improve the wagttacks are handled

1 To understand interdependency modelling methods in ordgiraduce a adequate
simulation environment thatan be used of experimentation and realistic data

construction

1 To demonstrate a technique for the detection of abnormal behaviour within a Critical

Infrastructure and offer an approach for sharing the information with other infrastructures.

In order to achievehe almve aims the following objectivesieed to beccomplishegwhich have

been designated as fundamental to the research

1 Research into related literature, concerning CIP, the interdependency modelling challenge,
Critical Infrastructure simulation modefSritical Infrastructure security, data analysis and

data classifiers.

1 Research into the impact @@ritical Infrastructureinterdependency and identify the

influence m the interdependeres which caug devastating damage.

1 Evaluateand examine&ariousmoddling methodsused forinterdependency challenge

1 Find available software thabvesthe requirements tariplement the system prototype in

order to evaluatthe effectiveness of the system.
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1 Create a case stutlyrough differensimulatiors in orderto shape the idea of the research

in real lifedepending osemistructurednterview.

1 Implement ad evaluate different case studierder to measure the performance of the
simulationand the systenn detecting the abnormal behaviour eféech otherCritical

Infrastructures.

1 Examine data classifiers and detect the best data classifipaticesswhichwill help in

identifying the behaviour of the Critical Infrastructure pattern.

1 The publicatiorof theresults obtained during the research.

1.5 Novelties

Through the process of this researfitfjlling the aims and objectives were important in order to
acconp | i sh t he r elbemaveltehidckide the praglictioy of an innovative system
to support the prediction of abnormal behaviour in Critical Infrastructure systems before they
become serious and affetherinterconnected systesnThis is especially important in the context

of our increasing dependence on Critical Infrastructures, along with their increasing complexity.

The novelties in this w& can be summased as follows:

1 Thenoveltyof the CIAIRS design depends on understanding behaviour of the attacks
rather thanudng the known attacksignaturs. By using the behavioalr observation

processttackscan begeneralised andredictedbefore they occur.
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1 CIAIRS is able to detect cybeattacks and share the knowgedwith interconnected
partners. Potential cybattacks are detected atite potential impact iprediced before
they spread through a network of infrastructufidss is inspired by the human immune
system approachBig data analysis techniquese usedto identify and share threats
betweerdifferentinfrastuctures This technique is a novel application sincedhtairs a
numberof components that shapiee idea of using behaviour observation, classification
and communication lirk depending on the interconnectivity between Critical

Infrastructure$41], [42].

1 Collecting datan reakttime will allow the system to be sophisticated in processing a fast

response toward any new abnormal behavio

1 Current workfocuseson shielding Critical Infrastructures. Wherdhss researclaims to
develop a solution thatoth shields and share the attack informatiorwith connected
partners The communication process for sharing attack information between the different
partners is one of the novelties of the design. This process is divided into three main stages:
decision, inneprocess and action. In addition, the use of response and recommendation

processs are also nov§d3].

1.6 ThesisStructure

The thesisis divided into 7 chaptersand presens the research ideasing a logical scientific

methoalogy. These chapters aas follows
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1 Chapter 2 Background this chapterprovides backgroundinformation on three main
topics, which will shape the main idea of the reseaifidie frst subsection isthe
backgroundon theCritical Infrastructure This section focuss on defining theCritical
Infrastructure, highligimg different Critical Infrastructure typesand the different
challengesthat are faced. The ®cond subsection ison interdependencyn Ciritical
Infrastructurs. This subsectionindicatesthe main four categories for intefndency,
and presend some of the interconnectivity modelling examplé&be final subsection

covers cybeattacls and thehallenges Critical Infrastructures face.

1 Chapter 3: Literature Reviewvthis chapterpresents Critical Infrastructures, big data and

the useof the analytics in predictionin addition, the chapter indicates a pattern of

communicationused in the framework that is based on publishsubscribedesign

methodology Simulation is also discsed in this chapter whiabxplairs the importance

of simulation and how itanbeauseful bol for the advancement of Critical Infrastructure

security The chapter ighlights the simulation types and the role of using it to pbte

Critical Infrastructurs. Finally, an indepth discussion on machine learning is presented.

1 Chapter4: Critical Infrastructure Automated ImmuiResponse System (CIAIRShis
chaptermprovides a detailed discussion on methodology angroposed systenmnitially,
the systemrequirements anthe systemlocationwithin the ICS layersrediscussedin
addition,anumberof scenarios are presentddext, thesystemframeworkis presented in

detailandeachcomponents individually explained
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1 Chapters: Implementation: this chapter applies CIAIREa simulatedscenaridbased on
a realworld critical infrastructurein the Saudi Water Ministry usinghe Siemens
Tecnomatixsystem This infrastructure is used to present the flow and behaviour of data
in order to study the effedt hason Critical InfrastructuresThe chapterexplairs the
simulationenvironment anghrogramused Siemens Tecnomatix Plant Simulatjoifhe
simulationis used toconstructnormal and the abnormal dafehhe components and the
process flowfor each isdescribed detailThe chapterlsoexplairs the best practices for
presenting a productive environmefiwo Critical Infrastructuresthe electricity and
water, areused to present the flow materiginally, asnapshobf the normal and abnormal

waterdatais presented.

1 Chapter6: Evaluation This chaptepresenthe outcome of the serstructured interview.
This chapter alsdiscusseshe classification results farormal and abnormadehaviour

using databbtained througlimulation

1 Chapter7: Conclusionand FutureWork: In this finalchapterthe main achievemesnand
limitationsin theresearctare discussed he chapter starts lsyatingrecommendations for
reaklife Critical Infrastructures depending on the implication of the research fsdiing
chapter and thesisnds with some dcussionof future work as a continuation of this

research
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CHAPTER 2

BACKGROUND

2.1 Introduction

Acountryods f oxamdtaCriiical nnfrastraciueesiPdotecting themensurs the
safeguarding ofhe economyas he Critical Infrastructure assets contribute to the society as a
whole [44]. However, their increasingomplexity has led to the creation of direct and indirect
interdependent connections amongst the infrastructure groupingaddition, thedatasets
generated argastand intricate[45]. Any failures, caused by cybattacks have the ability to

spread through a system of systems and are a challenge td4&tect

Therefore, this section, discusses @réical Infrastructure in depthfocusing ona numberof

points suchas the challergsfadng Critical Infrastructurenterdependency

2.2 Ciritical Infrastructure

This research loak into understanding the links betwe@mitical Infrastructuresin order to
simplify the systematic use of these structamdto predict potential problems before they occur.
However, the interdependence betwéEiical Infrastructuresstill presents alilemmal47]. As
with any other systen@ritical Infrastructure$ace a number of possible attacks such, CIP has

A

becomehe focusofmanyr e sear cher s 6 at andhasbecomesa cduse of caaem e
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to governments and priva sectors around the worlds a resultCIP has become an important
research topi¢48][25]. In this section, a background discussion is put forward on the definition
of a Critical Infrastructure, the challenges they face and the risks posed by infrastructure

interconnectivity.

2.2.1 Background
A number of different dinitions can be found for the ter@ritical InfrastructurgCl). Therefore,
we choose to present two of these definitions that were comprehensive in identifying the meaning

of Critical Infrastructure

Moteff et al., defineCritical Infrastructures inarious ways, one of them being as the arrangement

of both systems and assets, which are essential and can affect the security, national economic
security, national public health or safety, or any combination of those matters of a society by their
failure or damage[49]. A similar definition regardingCritical Infrastructurewas give by
Commancket al, [15]. On the othehand, Moteffet al, also indicate tha€ritical Infrastructures

area structure of mutually dependent networks and specific industry systems, organizations and
actions and distribution capabilities that supply vital products and services for the protection and

financial security of societj49].

Infrastructure is the main source of development and economicructigt process of any
country. Dfferent types of urban developmeniepend on the size and the provision of
infrastructure elements, which help guide the development of new s Critical
Infrastructures have an important influence in an urban environment. However, many

infrastructures, such as power plants,aresiderablyoutdated and difficult to repdit3].
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The National Institute of Standards and Technoldy$ T) defines Critical Infrastru¢uresasany
physical or virtual systerand assets that would affect the nadicgecurity, public economy and

health service bfailure or damage occurrirtg them[13].

Critical Infrastructure assets are also explaine€bgnmancet al, andcan be divided into three
groups: physical assefwhich could be tangible or intangiblédhuman assefghat can represent
vulnerabilities by having privileged access to important informatmnsystems cyber assets
(which include hardwaresoftwareand data, and which all serve the network functiopd]it5].
Moreover Critical Infrastructure security attracts the attention of various research fidids.
Critical Infrastructure’'common areas were devolved durtige and Yusufovnaet al, indicate

these areas as folloy&6]:

1 Energy resources 1 Finance 1 Food
1 Health 1 Government services 1 Manufacturing
1 Law and legislation 1 Transportation 1 People and edation

In addition, Baudet al, include additional areasuch as water, information and telecoms,

chemical, industryagriculture postal,shipping and thedefencendustry[17].

However, the relevant assets of th€siical Infrastructuresliffer depending on the interest of the
country, geopolitical developments tbre security policy in questiofd9]; Table 1 presents an

example othe different assets
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Tablel: Assetsin Critical Infrastructuregin the US)from 19832003[49]

CBO NCPWI  E0.13010 PDD-63  E.0.1322 NSHS  NSPP  HSPD-7

(1983)  (1988) (1996) (1998) 8 (2002)  (2003)  (2003)
(2001)

X X X X X X X

Transportation
Water supply/waste
water treatment

x =

X X X X X X X

Public health

x X X X

Industrial capacity
Waste services
Telecommunications

Banking and finance

x X X X

Emergency services
Government continuity
Information systems

® X =X X X
® OoX o x X X X
® X x X xX X
XX X X X X

Nuclear facilities
Special events
Agriculture/food supply
Defense industrial base
Chemical industry

= X x x

Postal/shipping services

x X X X X

Monuments and icons
Key industry/ tech sites
Large gathering sites

® OoxX X X X X X

2.2.2 Infrastructures Characteristics: Challenges

This section begins by illustrating some of taracteristics ofritical Infrastructureso help in

clarifying the featureswhich the infrastructure holds within its systenthe infrastructure is
capable of changing its gg@phicalstatedepending on system expansi@i]. This has led to

Critical Infrastructure®eing considered aninterdependent set affrastructure$19].

There are three elements @fitical Infrastructureswhich are particularlymportant in order to
understand thebehaviour of these infrastructures from a security perspective. A detailed
description othes can be found in Dengt al, but we alssummarsethem here. Firgg, SCADA

is a key technology forCritical Infrastructure§11]. SCADA is a communication system that
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supportsa collection of data from sensors and setttsmto a controlcentrefor management
purpose$52]. However, by introducing SCADA into a system, new concerns are also introduced
in terms of securityThis point will be explained in moresthil later when we discuss the problems
and challenges associated wi@ritical Infrastructuresecurity. Seconty, the increasing
importance of communication fdritical Infrastructurehas seen the introduction of-Hased
networks. Finally, an importariactor is the introduction of the smaytid, which has significant

ramificatiorsin terms of security

Although considerable effort has been expended omptbiection ofCritical Infrastructuresit
remains an ogoing and persistent challenff&3]. For variousreasonsthis challenge is hard to
tackle. A particular difficulty is that there is no way to fully understand the interdependencies
between the variouSritical Infrastructurs [54]. Moreover, there is no single understandaig

how the elements @ritical Infrastructurdunctionally affect one anoth@s5]. Consequently, this
fundamentally impacts on our ability to proté&tical Infrastructuresystems, since one of the

key aims is to determine and managesthelements during an attack

Another challenge thatritical Infrastructuredace is the protection of the underlying SCADA
systemg56]. As discussegreviously SCADA is a system that monitors and contiGtgtical
Infrastructureoperations such as power, wateetc. SCADA includes two main elements: the
Master Terminal Uni(MTU) and theRemote Terminal UnittRTUs). The MTU actsasthebrain

of the system and thRTUs collectdata locally and send it to the MT[87]. Coutinho,et al,
definetwo approaches to having a more secure and protected SCADA system. The first approach
is to spot the problems that can affect the parameters in the system by using antivirus and intrusion
detectiorsystemsThe second approach is to check the data flow and the system within periods of

normal behaviourand try to detect any difference or change within the SCADA syf&mn

38



Moreover, increasing numbers afrmections to SCADA systems, such as office networks and

the Internet, makes them more vulnerabledoventional cybeattacls [59].

2.3 Interdependency

Critical Infrastructureypes vary from one country to anotljé@]. However, there is one aspect

in common infrastructures have become highly interdependEnis is due to the increase in

demand for the amenities provided. This has led to an irete@aterdependence between their
underlying physical layers; in which a failure can be cascaded and affect the rest of the domain.
One infrastructureds pr ouathasiinoreased ehnecevifrititae avi |y

Infrastructures facermumber of possible digital thred61].

The Internet is heavily relied upon by t@etical InfrastructureThis has Id to different security
threats facing interconnected security systdB6®]. By understanding thenterconnectivity
behaviourbetweerCritical Infrastructurs, and how it changes depending on the complegdn

help in reducing the effect before cascading occurs. This would control the damage and limit the
impact[63]. Taking into accounthat every newnterdependency reveals a fresh vulnerability in

the system of stems, which creates neyberattackrisks[49].

Considerable effort has been expended on the protectiGritafal Infrastructureshoweverit is

an ongoing and persistent challenge. Various factors contribute to this, for example, there is a lack
of understanding about the interdependency scheme w@htical Infrastructuregroupings.
Moreover, there is no single approach about how the elementsCoitieal Infrastructurés
functionality areaffectedby a connected partner. Rinakti al.,, for example, identify four groups

to categorisenfrastructurenterconnectivitie$6][5].
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Moreover, infrastructure interdependency can be viewed as a flow in networks. However, we
cannottreat differentCritical Infrastructuresystems as an independent pastit would limit our
modellingmethods. Four interdependency categories were identified by Rataldjwhere the

infrastructure can bftted into any of the following four types according to those categdsiles

[5]:

1 Physical Interdependency: it can beidsdahat two infrastructures are physically

interdependent on each other if their output materials are linked.

1 Geographic Interdependency: it can be said that the infrastructures are geographically

interdependent if an environmental factor can affect tfrastructure.

1 Logical Interdependency: it can be said that two infrastructustggically interdependent
on each other if their connection is through a specific mecharssoh as policies,

regulation.etc

1 Cyber Interdependency: it can be said that the infrastructures are cyber interdependent if
the infrastructures depend on informatitnansmitted through information systens.
SCADA is one example of a communication system that could cause cyber

interdependecy.

With many systemsthis interdependency raises several problemsCiatical Infrastructurs,
especially with the analysis orodellingof the infrastructure. Some of these factors, which could
affect the interdependencies, were indicated by Riretldil., such as timgcales, geographic

scales, cascading and higher order effects, social/psychological elements, operational procedures
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business policies, restoration and recovery procedures, government regulatory, legal, policy
regimes and finally stakelder concerng6]. These factors are critical and can have a negative
impact on the system. Thereforejs essential to understand some of the differantlelling

methods used in order tesdover infrastructure interdependeri6].

One of the importarpieces okevidence thalhas shown the interrelationship cascading possibility
between infrastructurewas in 2001 whenah emi cal freight train derai
Street Tunng]65]. Significantunexpectedailureswerefoundin different infrastructuresuchas

water, electricityand telecommunicatiosystems

2.3.1 Interconnectivity M odelling

Modelling individual infrastructures is well-researchedrea, howevennodelling of multiple
interdependent infrastructures is still at an immature pf@s¢65]. However, the incidents of
both natural disasters and cyadtacks have proven that it is possible to measure the effect across

infrastructures and find relationskifhroughdifferent interdependenayodellingpradices[66].

Rinaldi et al, groupedinterdependency models into six different broad categories ranging from
highly aggregated tools to very detailed, Rrglsolution and higtidelity models[6]. The first
category is the aggregatepply and demand tools category, which evaluates the total demand for
infrastructure services in a region and the ability to supply those services. The second category is
the dynamic simulation category, which can be used to exami@etiaal Infrastructue's

operations, the effects of disruptions and the associated downstream consequences.

In addition, dynamic simulation can be used to examine the effects gfdagvesand regulations
upon the operation of @ritical Infrastructure The third category is that of agdmised models,

which are used in a wide spectrum of interdependency and infrastructure analyses. The fourth
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category is the physicélased model category where physical aspects of infrastructures can be
analysedwith same standard engineering techniques. This categorgaafellingcan produce

highly detailed information on the operational state of infrastructures, even down to the level of
individual components. The fifth category covers population mobility models, \ekarmine the
movement of entities through urban regions as entities interact with each other. The sixth category
is the Leontief inpubutput model categoryvhich can be applied to infrastructure studies. This
model provides a linear, aggregated, timdependent analysis of the generation, flow and

consumption of various commodities among infrastructure sgéjors

As an example of theodellingand simulation method, Di Giorgeét al,, use a Dyamic Bayesian
Network (DBN) as a novel technique fimodellingCritical Infrastructurenterdependenci67].

The DBN is divided into three levels. The atomic events level is concerned with using random
variables that are linked to some unpleasant events reflecting @ritical Infrastructure The
propagation level then constructs the frame of the interdependency@ritiical Infrastructure

and their services. Finally, the servisd®wthe finalCritical Infrastructurenterest depending on

the people working i€ritical Infrastructure However, Di Giorgicetal., faced some limitations
particularly by using a specific discrete random variable and by limiting their failure[§/fje#t

has been considered that developing a newdelling method for theCritical Infrastructure

interdependency is a challenge.

A second example is Interpretive Structural Modelling (ISM). According to édat, the ISM
methodology caranalysethe interactions of sever@ritical Infrastructures according to their
mutual influencewithin a complexsystem[68]. Han et al., applied ISM in their research on a
system of eight infrastructures to develop a framework that shows interrelationskipsoai

Infrastructure and classifies the differeintfrastructure8criticality according to their dependence
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and power.Relationshipsthat can be used to lead the whole system to be a more efficient
infrastucture systemvere found as a resullowever, these methods only show the relationship

between thelifferent systems involved

By using bothmodellingandCritical Infrastructuranterdependencgimulation methodfor data
constructionto find the relationship between differéritical Infrastructuresystems, this research

aims to be able treducethe impact of the caading failure occurringo other infrastructures

2.4 Cyber- Attacks

Comparnes around the worldre investingpossible solutiosifor their cybersecurity concernn
order to protect their position and financial situation. Bd8bemme a prominenttopic that can
help in addressingyber securitythreats[69]. This sectionpresens, in depth the cyberthreats

facingCritical Infrastructure.

2.4.1 Cyber-Attacks and Critical Infrastructures

A significant numberof Critical Infrastructure rely on the Internet. As aresult, anumber of
securitychallengeshave emergedsuchas cyberattacksand malicious activitie$70]. Hence,
cyberattackshavebecome ammportant topic for researctgmilitary operations and business

[71].

Various complex attackaredevdedto targeed Critical Infrastructure. Onthe whole, Critical
Infrastructure haveweaksecurity systes and can be at risk éfsing sensitive informatiorgr
Martrin-the-Middle attacls[70]. Chenet al, for exampleindicatethatthere was a X¥old increase

from 2009 t02011 ofcyberattacks inthe USA on the power grid infrastructufé2].
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Abuzahkaret al, point out threecyber risls. These arecybercrime (managd by individuals or
groups for extracting valuable informatjpreyberwar (thisis usuallyconducedby nation state
to stealvaluableinformation or causéisruptior) and cyber terro(this is manage by eitheran
individual or organization working fa national stat®r for their own political views)70]. In a
successful cybeattack scenario, theoutcomes may compromise eithitye actual physical IT

systemitself or result inthelossof confidentiality, integrityand availabilityof an IT system[73].

Commancdet al, demonstratseveralof the cyber tools that can be used in ordecaoduct their

needs, which are listed as folleyi5]:

1 Backdoor 1 Denial of Service 1 Spoofing
1 Keylogger 1 Logic bomb 1 Sniffer

1 Physical Attacks 1 TrojanHorse 1 Viruses
1 Worms 1 Zombie

2.4.2 Infrastructures Security Threats

To date, successful cybattacks have either destexy manipulatd information ordeactivated
stationg[74]. One of these exampléss beenindicatal by Wangeret al., when a cybenttacker
managedo control and shut down the Prykarpattyaoblenergo Control Center (PCC) in the Ivano
Frankivsk region of Western Ukraine, whigkenderedmore than 230,00(homes without
electricity for up to six hoursThis intrusion wasone of the first strongly and wetrgansed

attaclsthat happened agaimrsh at i on o6 s [7fplower gr i d

Now taking the Germanuclear power plant cybattack as an example, two viruses W32.Ramnit
and Conficker were injecteitito PCs in the nuclear site. The virusdid notaccomplish their

target since the station was not connected toritegnet.These viruses weraodelledin order to
44



snip and capture files from infected machin&oreover, these virusegavethe ability to the

attacker to control the systenemotelywith an internet connectidi@6] [77].

Thesmart grids consideedto be one of the most vulneralskectos. Fourcommontypes of cyber
attackscan befound within the smargrid infrastructurg78]. Hrstly, device attackthis attack
usually stas at the initial step of an attack and foessen controlling a grid deviceSecondly a
data &tack which isusually concerad within networktraffic, manipulate data in order talter
decisions and ressltThirdly, a privacy attackwhich focuseson revealing private information
from the electricity usage datkinally, a network availability atick which aims to delay or
disablethe communicatios in the smart grid by overloady the controlcentre with false

information[79] [80].

All these exampleshowhow vulnerableCritical Infrastructuregreand how important it is to

increase the level of security

2.5 Summary

Critical Infrastructureassets contribute to the economy and society as a whole. Their impact on
the security, economy and health sector are extremely vital. However, their increasing complexity
has led to the creation of direct and indirect interdependent connections amemgfsagtructure
groupings. This hasesultedin different security threats facing interconnected security systems.
By understanding the complexity @ritical Infrastructureinterdependency, and how to take
advantage of it in order to minimize the casogdproblem, enables the prediction of potential

problems before they happen.

Cyberattacksareamajor threat tahe networkCritical Infrastructurswill always be aignificant

target for cybesttacks as long as thinternet and the technology neededvailable Yet, cyber
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securitylevels couldimprove if more communication and collabooativere found betweethe
operator inprivateand publicspheresShared information caimit the impacthelp understand

the threats andradicatevulnerabilities.
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CHAPTER 3

LITERATURE REVIEW

3.1 Introduction
The observation of physical data approaches towards Critical Infrastructures security focus on
using network data. However, our systeses an observer pattern the¢cognize threats and

security breaches using behavioural observation and big data analytics.

Therefore, this chapter is a critical analysis of published sources. The chapter is fopnosthio
informationabout different facetthat underpirCritical Infrastru¢ures.These areas includsg

data and the use of analytics for predictive, descriptive, diagnosis and prescriptive analysis. Next,
the chapterdescribes theublishsubscribedesign patternFinally, a review of the machine

learning ispresented.

3.2 Big data

Over the past two decades, big dadsbecome increasingly important in both the academic and
the business communiti¢81]. In addition, big dat&ashighlighted the need for infrastructures
and toolsto capture, store, analysenduse various amounts of structured and unstructured data
[82]. The amount of datidnat passethrough he internet represes huge challenge for software

developes and infrastructure companies t@arms ofhow to operate, function and analyse this
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volume of data, keeping in mind, this data needs to be securely deli3jedrlherefore,
companiedave given invested considerable titadig data and the big data analytics in order to

definedata sets and discovre inherent patterns and anomsitieat reside within if82].

In order to cover the important points regarding 8aja, this section is iided into three
subsections,tartingwith a briefdiscussion otig data andts associatedharacteristis. This is
followed by a discussion atle challenges that face big data. Finallydiscussion on the four

different analytic types is discussed

3.2.1 Brief of Big data

Companies nowadaysusely data to understand customer 6s
is the next generation of eguting that creates value through data scanning and analysis.

time, data produced by users has grown exponentially for several reasons, including procurement
data in supermarkets, commercial markets, banks, health and social networks. However,
compaties needto handle large volunseof data to control overload and noige.number of
definitions can be found to defingig data. Jagannathan definig dataas set®f large or complex
structured and unstructured data that is collected from various s¢82¢eb1 addition, Mishra
definebig data as &rge amounof data that needs new technologies and architectures in order to
extract value from if84]. Large data consists of structured information, which accounts for 10%
of the total amont of data availableomparedwith the unstructured information that constitutes

the rest[83]. Big datahas penetrated into many communitieschs as health infrastructures,
governments infrastructureand smart power grid§81]. Amazonis another examplevhich

computesmillions of background processes every day and relies heavily on Linux system
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handlethehuge amounts of datenerated from online ordels addition,Facéookprocesses 50

billion user generatepictures[85].

Tolepresentetdi g data char act e b volumd, welecityaasd vdriétyolume V 6 s
refersto thethroughput ofdata, velocityas thespeed and frequen®f data and varietyas the
different types of data and associated complep8Bj. However, Swapnikt al., added two
addi ti onmalle | 8 K ére: wetadityhich refersto the quality of the capture data and

valuedescribed as the quality of storéalta[86]. Figure 1lillustrates the multi \imodels.

\olume

_ Variety
Veracity

Value Velocity

Figure 1 The Big Data Characteristics Models

3.2.2 Big Data and Analytics

Companies think that having data alktem to develop profitable results. The secret does not
lie in data collection buin the relevant datgiou'reusing. Therefore, i is essential to determine
the quality of data you need to compile in order to achiesteeessfulrade. Big data analytds

a method thahelpsorganizationswith decisionsusinglarge dataetto reveal hidden patterns,
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anonymous correlations, statistical trends, customer behaviour and information that is valuable

[87].

The analytics of large data seeks to improve decisiaking and review data management
decisions. Large companies use big data analytics system to improve the internal processes, such
as risk management, improve existing products and services a@evelopnew productsand

service offering$88]. Therefore, the benefit of big data analyédi®sws newopportunitiesto be
uncoveredBig data analytics alsbelps to improve business decision making dadps to avoid

crimes[87], [89].

Understanding the different types of big data analytics methods helps data scientists work

effectively with their data. Therefore, four types of big data analytics are indicatadurg?2.

‘What is happening?

Why is it happening?

What is likely to happen?

Predictive

What do we need to do? *
Prescriptive

Figure 2 Analytic Types
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Moreover, Bneet al, and EMCdescribesheseanalyticstypes in deptf90], [91]:

1 Descriptive: this method is the simplest class of analytics. This technique assists in
understanishg what happened historically and how this might affetire results. An

example of descriptive analytics is credit risk and sales cycle.

1 Diagnostic: this technique investigates why somethamhappened. In another word, this
analytics metha will discover the roetause of the problem and isolate all confounding
information. Moreover, the diagnostic technique feam the relationships and orders in

the systems. An example of diagnostic analyascustomed kealth score

1 Predictive:ithis technigue hefpi n s haping t he n &kadtislikelydop by a
happeno. Thi sonfindihgltacodrelation pedwveah variables, such as the age
and heart attack risk. Keeping in mind that this techniggeshistorical data in ordetio

illustrate the trends and patts by using statistical models

1 Prescriptive: The purpose of this method is to make the best decision from the data adding
some recommendation on why and how to make it happen. There are two approaches in

order topresent this technique: simulation and optimization.

Both descriptive and diagnostic analytics focus on the past and are used to summarize what
happened whil@redictiveand prescriptive deal with the future and summarize what can happen

and how to make happer{92].

There is a difference between analytics and analysis, thasfeshcerred with prediction and
recommendationWhile analysiss simply based omathematical aadysis[89].
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3.3 Communication Patterns
This sectionpresentsan example of a communication pattehat has been adapted for the

frameworkproposedn this ThesisthePublishSubscribedesign pattern

PublishSubscribe is a methodlerethe publisher aggregatéhe message to classes without the
knowing whothe subscribers ar&ubscribers receive messageents without knowledgeof
publishes. The objective of this sysin is to let information propagate fraime publisher to the
subscriber in an anonymous fashion. This type of message paftaaygreat network scalability.
Depending on the metdata, publisherand subscribarshareinformation cached locally. The

pubish-subscribedesign pattergonsists of three parts:

1 Publisher:A publisher is an entity that creates notification messages based on situations.
They provide information by creating a streamnudssages thaontain a header and a

payload.

1 SubscriberA subscriber is an entity that receives notification messages from a notification

producer. Subscribeeseusually interesting in events.

1 Message broker or event bus, is an entityigra@sponsible for registerirtg receiveevens

from publishers andeliverevents to subscriber§heevent bus act as a temporary store.

This technique hathe advantage dbose coupling, whiclallowsthe publisher and subscriber
discover and communicate with each othecalability in this thesisis one of the reearch
challengs. Using thepublishrsubscribgatternsolvesthis. The design does not have an inherent

impact on code performance. Howeube publishsubscribe patterdoesfacedelivery issuesn
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terms of time Event loopganoccur when there are mpavents published and subscriltegand
this canfreeze the system. FigureaBd4 describehe process dhepublish-subscribe pattern and

how it has been adapted within dtameworkfor communication

Subscriber 1 ‘

| Event

e ——— DD <

Message Broker \‘( Subscriber 2 ‘

‘ Publisher i :»

Event

| .-'I
AN : oy —b{ Subscriber 3 ‘

. -

Figure 3 PublisherSubscriber Pattern Process
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Event

D =

Dictionary Server
- CI...

Figure 4 Adapted Pattern used in the Proposed Framework in this The§lsfanunication
Proceses

CIl

F
b

The figuresshowsthe difference between the pubhlshbscribe communication pattern and the

procesdor system communicationsed by the proposed framework in this thesis

3.4 Simulation

Simulation has become an essential and useful part of mathematical mofdellmany natural
systems in physics, astrophysicsewgtistry, biology.economics, psychology, social sciences and
new technology architecturf&3]. Simulation is an imitation proceséreal circumstancesvhich
generally include some physical behaviours of syst¢8#y, In recent years, the interest in
simulation has increased for the purposes of education and experimentation. Typically, it involves
the process of concepts, activities or experiments conducted through theerd@ijut\l -essaet

al., define simulation as a method for teaching students thaslaiggents from the real world;

overriding difficulties, such as, material cost or human reso(@6¢s
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Currently, there are various esma®t bmomddels mul at
for many common real systems. Thesegrams help tanalysethe inputs and outputs and do all

t hleard® wor k required and give effective and cor

Critical Infrastructure experimentation would ordinarily require the purchase dheshelf
hardware, which is extremegxpensive and impractical for the average reseafefgrThis has
led to the development of specific softwdn@sed simulators, such as Tecnomf], and the
adaptation of existing softwateased simulators such as OMNET++, Simulink and Ma{@4j.

These software simulators allow for affordable representations of critical systemsdbiling

their behaviour interactions and the integration of their specific protocols such as M{iifi]s

Generally, simulation can be divided into four types asgseet al, presenf96]:

1 PhysicalSimulation- This type of simulation uses the physical material to represent a

testbed. This could be, for example, a flight simulator used for training pilots.

1 Procedural SimulationThis type of simulation is designed to teach users a series of acts
or steps; such as training on the steps to run a machine or device, or diagnosis of certain
diseases in medicine. It allows people to train in a realistic environment without a real

world impact.

1 Situational Simulation This type differs from the proceduamulation, where the role of

the learners to discover the positions of appropriate responses by repeating the simulation
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1 Process SimulationThis type of simulation helps to simulate the diffioulbvementsfor
example, detailed experiments, suclihesmovement olectrons. Therefore, the process

of simulation can makit easier to graspuch conceptgL01].

For simplicity, Alesaaet al., divides the above four types into two main categories; either an
educational simulation, through a hayuis experience, or through a visual demonstration by

watching someone el$£02].

Modelling and examining the interdependencies between Critical Infrastruistwassideredo

be a new essential field. Therefore, a significant amourgsafarch is conducted into developing

and modelling the Critical Infrastructubehavioui{103]. This is used by companies, government
and communities in order to improve therformance of the traffic flow, manage the expenses,
improve the reaction to emergencj@d4]. In the following section, a discussion is presented on

the benefits of simulation.

3.5 Why Simulation

The power grid was established long befirecyberthreat appeared. Although physical attacks
are serious threats, cybattacks, nowadays, present a greater threat. Henoentconnected
systemshave a huge tasto ensure that every individual component is checked and monitored

[105].

Nearly all the European Union (BEWember Statekave recognised the challenges of CIP and
have advanced measures now in plg&3. Yet, it is still an ongoing and persistent challenge.
Various factors contribute to this, for example, there is a lack of understanding about the

interdependency schendthin Critical Infrastructuregroupings. Moreover, there is no single
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approach about how the elements of a Criticaf Ir a st r uct u r aféctsa cédnneotedt i o n a

partner{106], [102].

With many system types, this raises several problems; particularly winahgsingor modelling

of infrastructure networks, which are relied on by multiple Critical Infrastructures. Some of these
factors, which could affect interdependencies, are indicated by Retaidi [106]. They can

include elements, suchs timescales, geographic scales, cascading and higher order effects,
social/psychological elements, operational procedures business policies, restordtiecovery
procedures, government regulatory, legal, policy regimes and finally stakeholder concerns. These

factors are critical and can have ariheental impact on the system.

As previously discussed,ast Critical Infrastructures are controlled 8ZADA, which is one of
the infrastructure challenges that make it vulnerable to eyfbecks[107]. Linking the SCADA
network to business networkasincreased threats, such as malware, indidekerand terrorism
[108]. SCADA attack consequees are particularly seriowfectthe public andcauseafinancial
crisis An example of this was seen in the Aurora Generator dasted out at the Idaho National
Laboratory in 2007which cost the US1 million dollars by simulating a remote cykatack on

a generator control stati¢h09].

Therefae, simulationhas a key role in the advancement of CIP. Its use is becoming a common
technique for the testing of cybattack prevention measures and for improving the level of
security techniqueld 10]. A simple system can be created to represent a larger infrastructure and
allow for realistic testing to take place. It is cleatt th@re are many benefits of using simulation.

It helps in conducting experimentation on a realistic representation of a system, without the worry

that any damagiatwasdonewould have a real impaft11]. In particular, when testing against
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cyberattack resilience and developing neapproaches to security, Critical Infrastructure

simulation is of great benefit [40].

Undegeret al., further discuss that modelling and simulataffer time-efficiency [41]. This is
particularly beneficial for understanding phenomebased disasters ardploring the impact of
new policies, without testing it ithe realworld. Undegeet al.,recognisehat using simulation
approaches to model interdependency within a compystemcananswert h e  nwdatitbr 0

guestionswithin a safe environmeiit12].

To date, simulations have helped in developamgl enhancing new framework concepts to
improve ®curity levels. For example, NIST developed a simulation framework to reduce the risk
of cyberattacks to Critical Infrastructur¢sl3]. The NIST framework includes sets of procedures

and methodologies that help to understand the cyber risks. Moreover, the approach involves
flexible, classified, performandeasedand costeffective method with more security measures.
Specifically, the NISTcybersecurityframework has been set up to strengthen security through

the following:

71 Diagnose the security status of a system.

1 Mendand form a cybesecurity program.

1 Detect new chances for new or knmogtandard

1 Support Critical Infrastructurerganisationto usea cybersecurity framework with tools

and technologies [42].
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As such, Critical Infrastructures have benefited from the NABEFsecurityframework. This has
beenrecognisedy some notable improvements, such as reducing the time of starting the security
program,recognisinghe improving areas in the program and improving the efficiency with law

communication between Critical Infrastructufg$3].

As discussedsimulation can be employed to help manage the understanding of interdependency
between Critical Ifrastructures. As such, the next ssértion presestthe differentmodelling

work thathas been undertak@morder improve the level of security currently in place.

3.6 Critical Infrastructures Modelling
Several works havevestigatedcascading failures in Criticdhfrastructuresand subsequent
models that can be used to help simulate the impacts of failure to improve the level of security.

Therefore, this sectiopresents number ofnodellingand simulation examples.

Table 2and3 present a summary of the different models that were used in order to enhance the
impact caused by cascading failures in Critical Infrastructluagsie et al, for example, choose
electricity and the associated information infrastructures because ofasvengrowth in their
interdependency, whictaises the vulnerabity that can occur from the cascading amcleased

risk of large scaleblackous from the electricity transmission systemaprie et al., used a
gualitative model focused on the main failures that happened from interdependency such as,

cascading and expandifitil4].
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Authors

Haimes
etal.,

Byreset
al.,

Table2: Summary of Studies on Infrastructure Modelling and Simulation Examples

Description
Develop a
methodology  tha

administrates the ris
of cyberattacks on
interdependent
infrastructures
especially that targe
the production,
filtering and
supplying. The
problen in this
system is that itis
highly
interconnected an
interdependent  witt
the inner system, th
external
infrastructures
system and
financial sector.

The model thatwas
used focused on th
communication in
SCADA, based or

the

Modbus  protocol.
The  nethodology
was createc

depending on the

Critical
Infrastructu
re

Oil & Gas

SCADA
communicati
on

Findings/ Outcomes

Develop a bette
understanding  of  th
probability of the cyber
attack on the measure
infrastructureand economic

level. Indicate the leve
of risk that carbe posedo
SCADA from the
infrastructure
interdependency.
Recommendations fc
managing gberattacks in
interdependency
infrastructures

Indicates a number of
features for 11 attacke
goals, such as the attac
goals,the level of the attacl
difficulty on SCADA, the
impact and the likelihood @
these attacks and tt
probability of spotting the
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Limitation /Gaps

1 According to the massiv
system area thatccruesa
problem in the modelling
dimension.

1 As a result of the limitatior
in money, the model needée
a risk identification phase t
structure the critica
scenaros.

1 The system needs to be b
on existing models and
analyses

Did not consider the attack
from: other interdependenc
points, SCADA communicatiol
by other infrastructures, th
wireless connectionand third
parties policies

Our Model
(CIAIRS)

Built on existing
models and data
that helped in
building a correct
form.

Covered the
interdependency
betweesn the

infrastructures anc
studied the effect
of this connectior
and how it can helg
in alarming the



Laprie
etal.,

possibilities and the
interconnectivity

between the attack:
11 attacker goal
were used to improv:
the Modbusstandard

Present the failure
related to two Critica
Infrastructures fromn
their

interdependency by

qualitative
modelling. The
model was P>
qualitative structure
depenthg on the
behaviour of the
interdependency
between the twc
infrastructures

Electricity
and
associated
information

attacks. The attacker gog
were mainly focusing ot
identifying the Modbusnd

gaining access to the
network.
Different models were

found and refinghe impact
of the quantitative measur
on the interdependenc
between the electricitgnd
information infrastructures
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Focusing on only two types ¢
attack deceptive and perceptik
attacks and isolate the impact
accidental faults from thi
malicious fault is consided as
a limitation of this work that
made the model neimtegrated

other
infrastructures

More attacks anc
more
infrastructures
takeninto account
in order to give &
bigger picture of
the effect of the
interdependency
within the
infrastructures.



In another approach, researchers discussed the huge impact of blackouts on the eansedy

by cascading failuregnd how they use modelling to capture the dynamics of cascading failures
and blackouts irelectricity power systers[115] [116]. Dobsonet al, discuss the CASCADE
model, whichfocuseson the critical point and the stage where the cascade fasllifely to
happen[117]. Finally, complex network theory is used to model cascading failures in
infrastructures. Tis method depends on analysing the structureflendility of the network and
removesacidental failures or attac418]. Therefore, Kinneet. al, use the CrucittLatora
Marchiori (CLM) modé as one of the complex networkodels based on a dynamic approach
[119]. Next Chassiret al., employ theBarabasiAlbert network modetappledto generatescale

freenetworks using connected nodes that use the plameconnectivity probability120].

The above models used complex network theory to model the cascading failures in electricity
infrastructure to considerwhat will affect the system and direct the systembreakdown
However, researchers have used models that haveonsideredhe complexity of theelation
and the interdependency between the electricity infrastructure and information communications
infrastructure. Finally, it is clear that the modelling did not cover weailbwn failures, suclas

escalating failures.
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Authors

Dobson and
Carreras

Kinney et. al.,

Table3: Summary of Studies on Infrastructure Modelling and Simulation Examples

Description Critical
Infrastructure
Probabilistic  mode!| electricity

created to spot th| power
cascade in a systel
and clone new
featurego understanc
the failures from the
blackout and
cascading  failures
Use the critical poin:
in order to estimat
the probability of
cascade failures

Present the grid as & power grid

undirectedgraph and
analyse features fror
the system flow a:
internet traffic and
power flow. CLM
present the power gri
as nodes, generatc
loads and connectiv
edge presenting th
transmitted lines

Findings/ Outcomes

By shaping the model an
operating it to reach the
critical point where the
system beomes in risk of
cascade failure the blacko
risk ranked between sma
medium and high

Helped in studyingte power
system characteristic at
comprehensive scale ar
assist the level of cascadir
within  different network

topology
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Limitation /Gaps

It was hard to balanc
between the cost and limitin
throughput in the system froi
a costly common cascadin
failure and management «
blackout risk

CLM can face some limitatiol
of measuring the blackout siz



Chassin and
Posee

Have analysed th/| powe grid

reliability of North
American ea®ern and
western electric grid:
by usingthe complex
networks modelthe
BarabasiAlbert

network model to
improve the grid
flexibility. Two
failures were
identified that helpec
in cascading failure ir
the electricity grid:
edge removal ani
node removal

Indicate that the relatiol| The model used only tw

between the node and tl| reliability models,

which

interconnected very efficier| made the result of the easte
to indicate the behaviour i) and western electricity gri

the scaldree  systems| not efficient.

Produce amodel indicating
the cascade failures itwo
electricity grids by knowing
both the physical and th
policies in the system
merging the probability
connection for the scalieee
network to evaluate th
reliability for the two energy
infrastructures
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3.7 Machine Learning

Machine learningallows computers to learn and discover insigimsdata without being
programmedo do so Machine learningmprovescomputer functionality when exposed to new
data and useprevious computation in order to produce dependable, repeatable conclusions and
results.Various field use machine learning to recognize the data they have, such as financial
services to prevent fraud, government utilities to reduce identity émeftihe oil and gasndustries

to improve oil distribution linegl21]. In machinelearning computes are not told hovio solvea
particularproblem insteadalgorithms are utilised to abstract meaning fronadased on different

learning malelsi supervised, unsupervised, sesupervised and reinforcement

Figure 5and6 indicates these methods in a simple clear way.

Machine
ML Learning
|
[ I I I
i ; Un- Semi :
Type Of Learn | ng Supervised Supenvised supervised Reinforcement
] —
[ |
Algonth ms Classification Regression Clustring

Figure 5 Machine Learning Algorithms by Learning Style

Algorithmsare grouped by learning styleupervised learning anthsupervised learningre the
two main typesHowever, therare othermethods, such as sesupervised and reinforcement.
The learning algorithms focus on the roles of the input data and the process of choosing the model

in order to select the most suitable to reachbigstoutcome. In supervisd@arning algoritms,
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historical data (training dataseés$)used tdarain models Supervisedmachine learninglgorithms
predict the values dabelled datalepending on patterrsarned patters within the ddte22]. In

the case unsupervisedearning algorithrs, unlabeleddatais utilsed to cluster data into different
groupings to try and find structurékhis is often referred to aduster analysisSemisupervised
machinelearning is a mixture of both supervised amdupensed, which deals with labelled and
unlabelleddata sex[123]. The dataset in this techniqueea small amount of labelled data with
a large amount afinlabelleddata[124]. In the case of reinforcemeldarning, algorithmgocus

on balance examination ahknowndata setwith the use of current knowledge. This technique

does not need correct inpotitputdata set - it only needs to learn good poli¢¥21].

Figure 6 Machine Learning Algorithms by Similarity

3.7.1Supervised
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In this thesis, the evaluation uses supervised leaasnfustrated in Figure.n this approach
algorithnms receiveknown input data called training data along va#tnown label outputor each
observation This learning typeprovides amapping functionbetweeninput varables (x) and
output variable (y). fie goalis to predict output (yfrom new input variable (x)125]. Under
supervised machinkarning,there are two categories included: classification and regression.
Classificationis used when the output variable can be grouped into classes. An example of
classification algorithmsare support vector machines (SVM), neural networks, Naive Bayes
classifiers, decision trees, discriminant analysis, kmeéarest neighbourkiIN). Regression
algorithmsare used to predict a continuous value or a real output value. Common regression
algorithm includes linear regression, nonlinear regression, generalized linear models, decision

trees, and neural netwofk22].
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Figure 7 Supervised Machine Learning Techniques

Figure 7describedive supervised learning algorithms. The first algorithhoggcal based that use
decision treessaan example. The decision tisea honparametric algorithm thatlassifiesdata
depending on the feature values. This type of algorgbnsiss of nodes and branelsthat handle
missing valusand interactions between features. Each medeeserga feature and each branch
represets a vdue. Although the decision trgeovides high performance, it is hard to deal with
high dimensional data. Moreover, one of the serjmablemthat face this algorithm is error

propagatiorthrough trees. Nexthe perceptrois a weltknown algorithm capable of dealingith
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nortlinear or dynamiclata A perceptron is the simplest form of Neural Network (NN) thased

to classifylinearly separabldata[126].

Bayesian Networklassifiers, unlike NNs, takkess computational tim® train and there is no
need for hyper parameter tunindpowever, the size of the data can affect performanBayesian
classifiers Anather algorithm thais consideeda lazylearning algorithm is the nearest neighbour
algorithm (kNN), which is a neparametric method. The algorithgbased omadistance function.
kNN takesless timeto trainbut more time during classification. The alghm has a number of

disadvantages, such lasge storage requiremeni27].

Finally, the support vector achine (SVM) algorithnfinds the best hyperplan® separate data
classes from each othasing thelargestmargin. Itmakes a simple linear separatiobetween
classes. This algorithmoffers high accuracy angerformance is nagffectedby the size of the
features. However, the complexity and the choideimihgparametes can affect the performance

[121].

Several considerations need to be made when choosing appropriate learning agsuithrnas
memory usageprediction rapidity and the model explanation. In addition, the predictor level is
important to take in count whether continuous or categoresllts are requirefB5]. The
evaluation for any classifielepend on prediction accuracy. There are two techniques to calculate
the accuracy of classifiers: the first technique is by splitting the training data and uiserdso

for training and the rest for estimating performance. Gvafigation is the other technig, which
works by dividing the training set intmutudly exclusive and equal size subsets. The classifier

estimate of errodepend on calculating the error rate of each sulhs2p].

3.8 Summary
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This chaptepresented literature dmg data and different analytics types: descriptive, diagnostic,
predictive and prescriptive. Moreover, a brief descriptoonclassificationapproacheswas
provided,grouped bysupervised and the unsupervised learning algostifter understanding

the strength and limitation of each method, few algorithms will be used to solve the oblem

investigated in this thesis.

Effective securityis costly, especially agritical Infrastructures ofterequiresecurity systems to
be tailorel to match theiuniqueneeds. Simulation can play a huge role in filling this gap. Different
modelling examples can be found to show how modelling helped in raising the level of security

by understanding cybettacks

Table 4 indicates the different mdslevhich the authors have used in order to simulate and model
Critical Infrastructures. Haimegt al., for example, explain the use of the Hierarchical
Holographic Model (HHM) and how it cassistgo resolve the extensive system into a hierarchy

of sulsystems that give an overview of the system from different angles and capture the
interdependency within the Critical Infrastructuf&28][129]. The HHM was established to solve

the problem of the single model ability and demonstrate each part of the sysiadhviasial
subsystem$o analyses the interaction between each other. Therafouenberof points need to

be available from the system as the role, activities, political restrictions and the structures of the
system[130]. In another example, Byrest al., focus on using the tree methodology in order to
model the cybeattacks. The attack tresssiss in spotting the damage to SCADA systems by
identifying the flaws, produseaspecial test from measurable goals thatlmamatchedo real

world devices, networks and implemented. Moreover, the tree applied at multiple layers

considering other interrugin [131].
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CHAPTER 4

CRITICAL INFRASTRUCTURE
AUTOMATED IMMUNO -RESPONSE

SYSTEM (CIAIRS)

4.1 Introduction

By understanding the complexity Gfitical Infrastructurenterdependenes, potentialproblems

can be predicteldefore they happesnd cascade throughout the netwditke systenpropced in

this thesigs able to detect cybettacks, share the knowledge with interconnected partners and
communicate the potential impdny creaing animmune system networ®ur workdevelogda
systemcalledCritical Infrastructure Autdmmune Response System (CRS), which assists and
guidesCiritical Infrastructures on how to behave when abnobehaviouiis detectedAnomalous
behaviouris then shareavith other infrastructureand has beemspired by the human immune

system characterist[@ 32].

This chaptebeginsby; identify specific requirements that are important in designing the CIAIRS

framework. Nexta numberof reatlife scenarios are highlighted in orderitientify the system
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requirementsThis is bllowed bythe CIAIRS structure along with a detaileccaant of the various
componentghat work together to predict abnormbéhavious and sharelecisionswith other

infrastructures. Finally, the functioning of the systerdetailed

4.2 CIAIRS System

CIAIRS functionality relies on identifying attackandguidingCritical Infrastructureperatoron

how to behave when abnorniehavioutis detected. Furthermore, inspired by the human immune
system characteristithe information is then sharedth other infrastructures to create antificial
immune system networkl32]. The quality of a framework depends on four main features:
Simplicity, Clarity, Boundarieand Expandability[133]. Therefore, these features were taken in

accountwhenforming the research approach.

4.2.1 CIAIRS Framework Requirements

This stagedentifiesanumberof requirements, which helped in designing the CIAIRS framework.

The requirements of the systeme defined allow:

1 The CIAIRS framework has to béexkible andhavethe capabilityto add new features.

Therefore, the system should act as a{uggrvice

1 The CIAIRS framework has tecollect data for analysis and reporting. In addition,

transforming and merging daftanctions are required

1 The new sy&tm has to be scalable and adaptable to different Critical Infrastructures.

1 The new framework has to learn system behaviour.
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1 The system needs to identify system anomalies

1 The new framework has to identify the interdependemtyéen Critical Infrastructuse

1 Depending on interconnectivity registration, the system has to share the results of abnormal

behaviour with the resif the Critical Infrastructures

1 The system needs to use an operator to check the system activity

1 The system can sauwesponsedrom dfferent Critical Infrastructure@boutabnormal

behaviour.

4.2.2 CIAIRS Location

Depending on thiype oflndustrialControl Systems (ICS) that moniteand contrattheindustrial
infrastructurethe locationof CIAIRSresideshetweerthe networklayerandthe enterprise layer
[134]. CIAIRS is a comprehensive phig superintendent package for collecting and sharing
abnormalbehaviourwith the rest of theCritical Infrastructures. Imther word, the CIARS is a
connecting software componentthe networkthat collects data Consequently, from a security
point of view, if the CIAIRS was breached or attacketis will not affect the rest of the
infrastructure since an operator is responsibde making the final decision before sending the
informationto the rest of the Critical Infrastructures,swn inFigure I7. In order to picture the
CIAIRSIocation theICS layers will be presentedhen the CIARS location The SCADA system
includes four major features: the operatohmman machinaterface (HMI), master terminal unit
(MTU), communications, and remote terminal unit (RTU). Figdiepecifesthe ICS layerand

Figure9 illustratesthe CIAIRS position within the ICS layoand the Industrial Network (IN)
74



Figure 8 The Industrial Network Architecture
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Figure 9 CIAIRS Location within the IN & the ICS layers

A numberof applications are executeg CIAIRS, suchastheDistribute time stamp, whichssiss
in viewing thebehavious in the system; andimerical distribubn, which helgconvert nurerical
data to sdas, suchas high andow. Statistical export sheets, present the effect of an attack

easilythan data viewThis datas made use of by the CIAIRS system.
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4.3 Real Scenarios
Four real situations are presented relating\téater Critical Infrastructrelocatedat theNational

Ministry of Waterin JeddahSaudi Arabig135]. Thesescenarios are listed as follows

1 Displacement in the main water carrier linem the source, whicmowved three sub water

linesand affecs otherparts of thanfrastructure

1 Hit the mainwater line distributor with a shovel while extending power cables. The damage

appeared 10 dayater.

1 Separationn a water domestic linby a motor car, which caused watereak for three

hours.

1 A contaminated water leakat occurredn the mainwaterline which stogedthe water

pumpand suction for the contaminated water.

The wayto handk these scenariosasdifferent depending othe amount of tadamagen the
water line the equipment availabilifythe laboratory analysis resulésd the damage to other

infrastructurs.

4.4 The CIAIRS Framework Construction

Figure 10 illustratesthe CIAIRS frameworkand the interaction between the various modules
which function together to perform the security and communication services. The siale
togetherform the system as a wholend work together in order to detect abnorbedlavioursn

one infrastruture and share them with others. The &rto prevent cybeattacks from having a
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cascading impact and spreading to other infrastructures. Threat infornsatimmmunicated to
allow operators in other infrastructures to take appropriate measures tot@e\etack having

an impact.
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Figure 10 CIAIRS Construction

Thewhole process is clarified further in the next subsestihichdetailthe major key modules

that comprisehe CIAIRSsystem

4.4.1 Data Manager
Within the DataManager, lhie database hddlifferenttypes of data as textnumbes and other
readable forra The data manager issponsibldor directing the informatiorollected from the
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systemto other modulesin addition, the data manager responsiblefor all aspects of data
processingsuch as feature extractioentry, validation manipulation, backup, purifying and

storage

Figurellpresents a Data Flow Diagram for CIAIR&aprocessing of infrastructure dataData
Acquisition (DAQ) unitis used to store dataocksto preventsystemoverloadng. The datas
eitherstoral in the CriticallnfrastructureDB or sentto the next stedor preparatiorand feature
engineering. Bch feature extractedakestime (T) andhasdata status (S)The gatus varies
between sleep, repair, slow, overload, normal and cyber. These different statuses allow the system

to realize the differazebetween normal and abnormal behaviour.
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Figure 11 CIAIRS Data Manager
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4.4.2 Data Preparation

Realworld datais oftenincomplete noisy and inconsistent. Therefore, a data preparation process
is important in order to clean, integrate, transform and reduce the data collected from the network.
Thedatais pasgdthrough a cleaning process to make sure there is no missing inforpnatione

the noise in data and eliminate inconsisten@ashas duplication valu this stages called the

Data Preparation stagdext, the datas normalized taensurethe values follow a specific range
usually between 0 and Consequently, the data split into multiple fragment$o reduce the
redundancy and to avoid data anomaliesnBgmalizingthe datathe ddaabasds moresuitable

for querying.At this point,featuresareextractedanalysed The features correspond to the system

behaviourand present a simplified view of the overall netwdiigure12 displays these stages
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Figure 12 CIAIRS Data Preparation
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4.4.3 Data Analysis

Using a featureset classificationused to modehormal and the abnormbEhaviour Figures 13
and 14 illustrate the main functiomf the CIAIRS analyss. Figure 13 illustratesthe feature

extraction processvhichdepend on the Critical Infrastructurgype

Data

Nb Ab

| Feature by Feature Comparison

1Npoid
1oNpoid
1npoid
1Npoid
1oNpoid

/ Featu res.\ o Selected feature

Feature
Feature
Feature

Feature .

Classification

Featured Data

Figure 13 Feature Draw out

The goal of using these featuressto discover useful informatioim the dataand simplify

classification modelling processes
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By classifying thefeatures,the data can belentified as eithernormal or abnormakystem
behaviour Normal behaviou(Nb) would be when the infrastructure is functioning under correct
parameters. Whereas abnornihaviour (Ab) would be when the system is functioning
incorrectly as a result of a cybattack taking placelhe classificatioprocess enables CIAIRS to
distinguish between the two typdSgure 14 specifies the CIMRS classification procesasing

the featureso classify normal and abnormbEhaviour

Classification

Compare
document figJd

A~

Update list

Database

Nb Ab

Figure 14 CIAIRS Classification

4.4.4 Attack Pattern Recognition

CIAIRS is not only able to detect abnorrbahavious in the system bpalso asedon the immune
system concepCIAIRS is able taecognisehe behaviourof specificattacktypes. In order to do
this, it employs a pattern recognition and comparison protéssrecognitions derived from a

databassupervised by the operator.
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4.4.5 Database

Five differentdatabaseare used in the system in ordertold the followinginformation

1 Thesavel feature list
1 Thepattern of thebnormal and normal behaurs
1 ThelD for the different Critical Infrastructures in order to identify the interconnectivity

1 TheCIAIRS shared informatioand theknown attack pattern

Each ofthese databasasses SQL, which is a common database type employecCritical

Infrastructures

4.4.6 Interconnectivity

Discovering the interdependency between the different Critical Infrastructures is considered one
of the main featureef this systemAfter identifying abnormalbehaviouy and determiimg the

attack typein one of theCritical Infrastructuresthe attack information and characteristics are
shared with interconnected partners in order to prevent cascading fdituceder to function
correctly, a CIAIRS system would be needed in each pérteer n e The eystém stastby
sending a copy lighat includes the new abnorntahavious. However, in order to sent, an
interconnectivity check is needed. Therefore, a communication server is rieetiett the

different Critical Infrastructures ICFigure15 presens theinterconnectivity checkrocess.
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Figure 15 CIAIRS Interconnectivity Check Process

Each Qitical Infrastructure neexto registerits ID in a dictionary server in ordéo recogniseall
interdependencyconnectios. Figure 16 shows the interconnectivity regyiation registering

process
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4.4.7 Communication

Depending on the decisidrom the interconnectivity registratiqprocessthe network uses the
connectivity between infrastructures to share the new abndremaviourwith interconnected
partners. This would assist other infrastructuneplanning for an emergg attack or cascading
impacti at all timesan administratooverseaghe system functionalityFigure 17 illustrates how

the CIAIRS broadcasteventdetweerthe different Critical InfrastructureBifferent information

is sent from CIAIRSas charts, recommendations or patterns; signatures to alarm the rest of the
Critical Infrastructuresln addition,CIAIRS communicats with the same plugn systemwhich

is presented in Figure71This step islependenon the interconnectivity registrath schemeln
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order to ensure a certain levelmbtectionan operatois responsible for checking and auditing

any information before sending it to other Critical Infrastructures.

Enterprise

- -

Figure 17 CIAIRS Broadcasting

Figurel8 presents the communioan process for sharing attaicKormation between the different
partners. This is one of the novelties of the desitiis process is divided into three main stages:

decision, inneprocess and action.

The first stagestars after identifying the interconnectivity between thgstemsThe sentscript,
which includes the abnormiaéhavioutinformation, ID and sourca&recompared to the data sce

of each interconnectediritical InfrastructureAfter that, an approvasharing requess sent to the
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Critical Infrastructure in order to continue the communication. Nexintie-processtage stasgt

by comparing thelatabaseourcean indicatoselects the corresponding information cell and adds
to the database Base&l on the resultinformation about an anomalis distributed under
authorization from the operator,ander to suggest the right reaction for any future att&tkally,

an action respaeis sent to inform theonnectedCritical Infrastructure with theecommended

actions to resist against the expectdthck This is known agheaction stage.
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Figure 18 Communication Process
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Figure 19 presentsthe process flowof the communication between the attacked Critical

Infrastructure and the rest of tpartners
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Figure 19 CIAIRS Communication Scheme
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4.4.8 Action

Each Critical Infrastructure handgl¢he attack depending on the policy that the system svork
under The theoreticahction scheme of handling any actismpresented irrigure 20. The action
towards any attacKitsinto tworouts: the first raut focuses on updatng the list, which the Critical
Infrastructure have and sernidg it to the CIAIRS that belongito the system. The seconduto
resend a notification for the main Critical Infrastructure, whicss sent the attack notification in

order to state the reaction toward this type of attack. However, the reaction can be similar or

different.

Communication server

Action
ClI2

Send notification

Communication
server

Update list item

CIAIRS
CI2

Figure 20 CIAIRS Action Scheme

4.5 Summary
This chaptestartedby specifying the CIAIRS framework requiremgntlext, it preseneda full

perspectiveregardingthe CIAIRS system from the framework location and communication.
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Moreover, one of the main aspettghis chapter islemonstratindgiow the novelties of CIRS

are abldo increase the security level between the Critical Infrastructures.
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CHAPTER 5

IMPLEMENTATION

5.1 Introduction

Using asemistructured interviewa realistic examplbased on th8audi Water Ministry in Jeddah
was used timplementCIAIRS [135]. Realisticsimulation is used to construtte data. The data

is used to evaluate the systdmtotal, a simulation of eight Critical Infrastructures is presented

for the data costruction process.

5.2 Simulation Architecture

In order to evaluat€IAIRS, realistic Critical Infrastructuredata is required. Therefore, eight
Critical Infrastructures are constructed using Tecnom@tiy. Implementing the simulation
involved two main points: Setting up the interconnectivity at a high level, and constructing the
mechanisms of each infrastructure down to a low level. Using this approach, granular degasets
constructed for the data analypi®cesg132]. Using this approach enables the collection of data
from individual infrastructures, as individual systems, as well as from the system as a whole, which

is a system of systems.

91



Within the simulation, failures can be introduced, which gliste servicg@rovision but there is
no single point of failure which can crash the simulation as a Wh8&. Therefore, this section

illustrates the steps that helped in developing the eight Critical Infrastructures.

5.2.1 Map Design

The eight Critical Infrastructures presented in both Figeteand 22 are comprised of a
Hydroelectricity plant, an Electricity Grid, a Water Distribution plant, a Sewage System, a Nuclear
Power Plant, a Coal Power Plant, a Factory and a Housing complex. The selection of these Critical
Infrastructures was made, #sey are welknown infrastructures, present in most developed
countrieg[137]i [139]. Two designsare chosero present the simulation, as each of the designs
display a different aspect. The perspective city map is shown in FgLirevhereas the links
between the Critical Infrastructures is illustrated by the top view scheme in RRufFaelinks

are either ypes or cables.

Figure 21 Perspective City Map for the 8 Critical Infrastructures
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Figure 22 A Top View Scheme lllustrating the Links between the 8 Critical Infrastructures

5.2.2 Tecnomatix

The simulation is based on objerientedmodelling where each component inserted is an
individual object. Each can be adjusted and used to construct data. In order to generate simulation
data, objects are created and inserted for each of the compownbitis, together form the
simulation environmentFigure 23 presents an overview of the global Critical Infrastructure
system of systems, and the different supply chains, such as water pipes, electiesand

sewage system. Each of the Critical Infrasture systems is given a graphical icon to represent

its function more clearly. They can be expanded within the simulation, to show the different

objects, which comprise the system as a whole. The eight Critical Infrastructures are as follows:

1. Electricity Grid
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2. Water Distribution

3. Factory

4. Nuclear Power Station
5. Coal Power System

6. Hydroelectricity system
7. Sewage System,

8. The compound of Houses.

Figure 23 Simulation Plant for the Links between the eight Critical Infrastructures

The various arrangements, of the systanctionality,is presented in the process flow in Figure

24,
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Figure 24the Process Flow between the 8 Critical Infrastructures

5.3 Electricity System

In this subsection, the Electricity Systés presented. An expanded view of the system design, the
actualsimulationand the process flow are depictéijure25 displays the exparmed view of the
Electricity system. The system is limik to three sources of mateyiaihich are required for it to
function. They consist of the Hydroelectricity System, Catemand Nuclear System. In turn,
the Electricity System provides electricity to three others systems; Hdteseeriesand Water.
Moreover, the Electricity Syste consists of seven different components, which are displayed in

Table 5.
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Water Dist.n'ibuti&n System
Coal System
FM'EIMQSQM To: Water, House & Factory No. of Components: 7

Figure 25 Electricity System Components Diagram and location within the 8 Critical
Infrastructures

Table5: SimulationElectricity Components

Components

1. Electricity cable from the 2. Electricity cable from the Smart Gric
hydroelectricity to the Smart Grid in | to the Factory in the Grid
the Grid
3. Electricity cable from the Nuclear | 4. Electricity cable from the Smart Gric
to the Smart Grid in the Grid to the Houses in the Grid
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5. Electricity cable from the Coal to
the Smart Grid in the Grid

7.the buffer in the Smart Grid

Subsequently, Figure6d i s p| ainsided t e ©he

components which generate electricity.

6. Electricity cable from the Smart Gric
to the WD in the Grid

El ectricity

coal - - eleccablsfromeosl -

1

Maﬁmv
L
- cabletofactory - - - - glecfactory -

-+ cabletowaber

Figure 26 Simulation Plant for the Electricity System

The Electricity functionality stepareillustratedin theprocess flow irFigure 2.
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Figure 27 the Process Flow for the Electricity System

5.4 Water System

The next system is the water system, which is one of the main services that can have an impact on
the housing infrastructur€igure28 displays the expand view of The Water Distribution System.
The system links between the Electricity system pravideswater to two other systems; the

Houses and the Factory. Moreover, the Water System consists of 10 different components,

presented iTable 6.
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Figure 28 Water System Components Diagram and location within the 8 Critical Infrastructures

Table6: Simulation Water Components

Components

1. Electricity cable from the Smart | 2. Water pipe 3 after the treatment in tf
Grid to the WD inthe WD WD
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3. Water pipe 1 from the source in | 4. WD Storage

the WD
5. WD Assembly 6. Water pipe 4 in the WD
7. Water pipe 2 in the WD 8. Water pipe from WD to Houses in tt
WD
9. WD treatment 10. Water pipe from WD to Factory in
the WD

Figure29illustrates the components within téater Distributon System The Water Distribuon
System consists @& mainwater resource, theea,a mainelectricity cable from the power plant
and a transport system to send the water through pipdeeshtboth the houses in the compound
and a factoryThe Water Distribution System is controlled by a FlowControl to pump the water

for both the Houses and the Factory, divided equally.
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Figure 29 Simulation Plant for the Water System

Figure30 indicates the functiongy within The Water Distributiorfsystem, again through the use

of a process flow diagram.
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Figure 30the Process Flow for the Water System

5.5 Factory

Next,the factoy is presentedrigure31 displays theexparded view of the three different Critical
Infrastructures linked to the Factory System. Two Critical Infrastructuresw#ber and the
electricity, supply the system so that it can provide its servM&sste from the factgris
dispatched to the Sewage Systelhoreover, the Factory System consists of five different

components present@dTable 7.
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Figure 31 Factory System Components Diagram and location within the 8 Critical
Infrastructures
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Table7: Simulation Factory Components

Components

1. Single process 2. Mixture

3. Single process 1| 4. Sewage pipe

5. Waterpipe

Figure 32 illustrates the components within the Fact@ystem The Factory System uses

electricity in order to operate the machines; it also uses a water pipe from the main Water System

and transfers it to the Sewage System by pipeline.
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Figure 32 Simulation Plant for the System

Figure 33 indicates the functionality of the two parallel processes, (the Water System and the

Eledricity System) that are wonkithin the Factory.
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Figure 33the Proces Flow for the Factory

5.6 Nuclear Power System

In this subsection, one of the electricsiyurcesthe Nuclear Power System, is explained. Figure

34 displays the expanded view of the Nuclear Power System. The system links only to the
Electricity systems. Moreover, the Nuclear System consists of 30 different components and 4 inner

systems thatreindicated in Table 8.

Table8: Simulation Nuclear Power Components

Components
1pump 1in the 2. water pipe from | 3. the fuel in the 4. warmwater pipe in
main Nuclear the nuclear nuclear control the main nuclear
Power pump?2 rods power
5.cooling water 6.water pipen 7.control rods 8.cooling nuclear
pipe in the main containment pressures tower

nuclear power
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9.thesteamline in 10. Steam Generatc

thenuclear in containment

condenser

13.coolwater pipe | 14.steamline in

in the condenser containment

17.dismantle station |18.reactors

in the condenser

21.cool water pipe 2 22.pipel in control

in the condenser rods

25.warmwater pipe 26.containment

in the condenser pump

28.pump 2 in the 29.pipe 2 in the
main nuclear control rods

power

11.steam line 1 from | 12.vapourpipe in the
the containment tc nuclear power

the turbine

15.steam linel in the 16.generator

nuclear turbine

19.the Nuclear 20.transformer

Turbine

23.dismantle station | 24.electricity cable
in the nuclear from the nuclear
turbine power to the

Smart Grid

27.steam line 2 in nuclear turbine

30.steam line 2 from the nuclear turbine to ti

nuclear condenser
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Figure 34 Nuclear System Components Diagram and location within the 8 Critical
Infrastructures

Figure 35 and 3 illustrates the components within the Nuclear Power System and the Inner
Nuclear System. The system consists puenp to send cooling water to the conderierough
pipes. Another pump is responsible for sending the water from the cendemsigh thewater

pipe to a steam generat@team lines are used to send the steam between the reactor and the
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turbine. Finally, the nuclear system turbine sends the steam to the generator in order to transfer

energy to the electricity grid infrastructure.
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Figure 35 Simulation Plant for the Nuclear System
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Figure 36 Simulation Plant for the Nuclear Inner System
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The Nuclear Power System functionality is illustrated in more detail, by the process flow in Figure
37.
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Pipe Tower noovee l
Electricity
System

Figure 37the Process Flow for the Nuclear System

5.7 Coal System
The second electricity source is the Coal System. FiidésBlays theexparded view of the Coal
System. The system only links to the Electricity systems. Moreover, the Coal System consists of

22 different components and 3 inner systems, waiepresented in Table 9.
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Figure 38 Coal System Components Diagn and location within the 8th Critical Infrastructures

Table9: Simulation Coal Components

Components

1. coal tunnel taoal 2. the coal turbine 3. the condenser cooling in the

boiler coal
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4. coal tube irtheboiler

7. coolwater pipe irthe

boiler

5.asteampipe inturbineto

thecondenser

8. dismantle station in

turbine

6. coolwater pipe in the coal

condenser

9. cool water pipe from the

coal condenser to the coal

boiler

10.the coal heat tube in | 11.steam pipe iiurbineto | 12.generator

boiler the generator

13.coal furnace in the 14.steam pipe from 15.transformer

boiler turbine to condenser

16.the steam pipe irthe 17.steampipe from the 18. electricity cable in the coal

boiler coal turbine in the coal to the SG

condenser

19. steampipe from the 20.water pumper in coal condenser
boiler to the coal

turbine

21.steampipe in coal 22.waterpipe in coal condenser

turbine

Figure39 and 4 illustratethe components within the Coal Distrusted System and the Inner Coal
System. The system consists dfaler, heaterand asteamline to send the steam for both turbine

and cooling systengnd awater pump to send the water through pipee to the coolingsystem.
Similarly to the Nuclear Plant, the Coal System turbine sends the steam to the generator in order
to generate electricity.
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Figure 39 Simulation Plant for the Coal System
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Figure 40 Simulation Plant for the Coal Inner System

The Coal process flow functionality is demonstrated in Figtre
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Figure 41the Process Flow for the Coal System

5.8 Hydroelectricity System

Another electricity source is the Hydroelectricity system, which is presented isuthggction
Figure 42 displays the expanded view of the discussed Critical Infrastrudtheesystem links
only to the Electricity systems. Moreover, tHgdroelectricity System consists of nine different

components that are displayed in Table 10.
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Figure 42 Hydroelectricity System Components Diagram and location within the 8 Ciritical
Infrastructures

Table10: Simulation Hydroelectricity Components

Components

1. Waterpipe from the s@age to the 2. the turbine

Hydroelectricity

3. bufferin the Hydroelectricity system 4. generator
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5. water pipe 1 from sewage in the 6. transformer

Hydroelectricity system
7. sluicegate 8. electricity cable

9. water pipe 2

The Hydroelectricity System components consist of a water source, which is the sea, and a second
source from the sewage system recyclinglidcegatecontrols the water level using water pipes.

These components presented in Figl8e
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Figure 43 Simulation Plant for the Hydroelectricity System

Figure44 indicates the Hydroelectricity process flow performance in depth.
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Figure 44the Process Flow for the Hydroelectricity System

5.9 Sewage System

The final material generating infrastructure is the SewageFanae 45 displays the expanded
view. Three different Critical Infrastructures are linked with the Sewage System; including the
Houses, the Factory and the Hydroelectricity Sysféhe system collects the waste from both
Houses and &ctory System and sendsfiltered water to the Hydroelectricity System. Moreover,

the Sewage System consists of eight different componentréiatiicated in Table 11.
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Figure 45 Sewage System Components Diagram and location within the 8 Critical
Infrastructures

Tablell: Simulation Sewage Components

Components

1. sewage pipe from houses 2. Primary process
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3. sewage pipe from factory 4. second process
5. sewage pipe 1 6. assembly process

7. Screening 8. water pipe

The Sewage System componeate indicatd in Figure 4. A FlowContrdler is used as a
controller for sending the waste throutgfe main pipe. The waste goes through three main
processes in order to-figter the water; these include screening, primfdtgation and secondary

filtration. Finally, the refiltered water is sent to the Hyallectricity System by a pipe.

B8 B

sewedgeassembly - sewsedgewaterpipe:

Figure 46 Simulation Plant for the Sewage System

The Sewage process functionality steps are indicated in detail in Figure 4
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Figure 47 the Process Flow for the Sewage System

5.10 Housing Compound

The final infrastructure in thgystem is the housing complex, displayed in Fig@&eTthe Houses

rely on three main Critical Infrastructures, the Water System, the Electricity System and the
Sewage System. Both the wat@&dathe electricity ar@roviderto the Houses and the waste is
disposed to the Sewage System. Moreover, the Houses contain 27 different components, which

are presented in Table 12.
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Figure 48 Houses System Components Diagram and location within the 8 Ciritical
Infrastructures

Table12: Simulation Houses Components

Components
1. main cable electricity 2. cable electricity 6 3. pipe sewage 1
houses
4. main pipe water houses 5. water meter 1 6. pipe sewage 3
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7. electricity meter 1

10. electricity meter 2

13. electricity cablel

16.cable electricity 3

19.cable electricity 5

22.cable electricity 2

25.cable electricity 4

8. water meter 2

11.water pipe 1 in odd

houses

14.pipe water 3 in odd

houses

17.pipe water 5 in odd

houses

20.water pipe 2 in even

houses

23.water pipe inside

houses 1

26.water pipe inside

house 2

9. pipe sewage 5

12. pipe sewage 2

15.pipe sewage 4

18. pipe sewage 6

21. Assembly sewage for od

houses

24.assembly sewage for

even houses

27.main sewage pipe

The housing compound, Figud9, is an enduser of the services provided by the other
infrastructure in the system. The diagram can be broken duaifour main groups of objects.

The groups include supply lines from other infrastructures, for example:

1. Electricity power plant input to houses

2. Water Didribution System inputs to houses

3. Housing compound
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4. Sewage drains from houses to external infrastructure

Figure 49 Simulation Plant for the Houses

Figure 50 indicates the functionality of the two parallel processes; the Water System and the

Electricity System that are working within the Houses.
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Figure 50the Process Flow for the Houses

5.11 Simulation
To this point, we presented a digitabdel in order to represent a realiséicvironmenttwo main
steps neetb be specified in the model to reach this aim. These include an event controller and the

system availability percentage.

5.11.1 Event Controller

Firstly, an event controllewas inserted intahe simulation proces$o control speed was
implemented Figure 3 indicates the event controller interface used to influence the speed of
operation. In addition, a set time for simulation can be inserted. thEodataset used in this

research, we set the time for 2 days.
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Figure 51the Simulation Control Events

5.11.2 System Availability

Within the simulation, each of the components has a random failure implemented. This was done
to make the system behave differently each time it runs and to account for faults, which occur in
reaktlife Critical InfrastructuresRandom failures are implemtean Availability Percentage. The
Availability Percentage refers to the chances of a machine or components being ready to use at

any given time taking into account failures and blockages, which is calculated using the formula:

Availability = A/ (A+B)

1)

Where B represeaMTTR, which is the Mean Time To Repair and A repres®btEBF, which is
the Mean Time Between Failures. In the following subsection, an example of abhehaaiouy

which could occur in the Water Distribution System and the ElectRatyer Plant, is highlighted.
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The behaviourchanges are created by altering the availability percentigethe different

components.

5.12 The Simulation Environment

Each object in our model has their own parameters that define how the méteviatsoughour
environment. Figur&2 indicates the systefanctionality; the blue discrete bloclepreserdthe

water flow. While the green discrete blocks represent the electricity flow. The functionality of the

system is stable and regular during-time.

View Tools Help

D& AQKE ) [ [PHA @
I

Figure 52the System Flow Materials: Water, Electricity

In order to track the flow of services in thgstem a Sankey Diagram is employed. The diagram

visualiseghe material flow; moreover, it helps in producing a productive enwier. Figure$3
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to 55 indicatethe electricity flow between the different materials and the methodéwer the

line the more materia$ transported across the machines.

Itis clear that the electricity flow, which is presented by the yellow lilkéguare53, is the heaviest
between the Hydroelectricity Sgsh and the Electricity Systemeliowed by three Critical
Infrastructures, the Nuclear Power System, the Houses and the Water Distribution System. On the
other hand, the lowest transportation is between the Electricity SysteFadtogyand the Coal

System.

Figure 53the Electricity transportation Simulation Sankey Stream between the Critical
Infrastructures

Figure 54 provides morevisualisation details regarding the level of material that flows in the
Electricity System and it candicatethat the transpaation from the Coal System was the Lowest.
Finally, the electricity flow between the houses is almost equal and ilgagned by the

FlowControlcomponent.
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Figure 54the Electricity transportation Simulation Sankey Stream within the Electricity System
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Figure 55the Electricity transportation Simulation Sankey Stream between the Houses

Figures ® to 58 indicates the water flow between thefeiient materials and the methods. The
heaverthe line the more materied transported across the machiriess clear that the water flow,

which is presented by the blue line in Figu Was the heaviest between the Hydroelectricity
System and the Sewage System; followed by Houses and the Factory Critical Infrastructures,

which is presented alduy Figure .
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Figure 56 the Water transportation Simulation Sayl&ream between the Critical
Infrastructures

[— | =1

wakerpipetof actory - waterfactor

Figure 57 the Water transportation Simulation Sankey Stream in the Water System
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Figure 58the Water transportation Simulation Sankey Stream between the Houses

Finally, Figure B presented the water transportation flow between the houses and it is clear that

the levels of the materials are different.

5.13 System Behaviour

The data construction press depends on the connectivity between the different systems and the
systemsd6 faults, each bemsoardheexpectatiernid thag through i nf r
analysing the data from different attack scenarios on the system, -eytamks can be

communicated between different infrastructures and suitable countermeasures can be established.

The trends in data patterns for both normal and abnobmlaaviourcan be identified and
communicated to prevent futunapacts. In this section, weesent a snapshot for of nornaaid
abnormal dataln order to understand theehaviourof the system,two datasetsre constructed
from The Water Distribution Infrastructure System. A normal syseroonstructed from a two
days simulation. Then faultsere introduced to the system as abnorb&avioursn order to

construct a dataset of the system under attack. Blocks ddidatetracted to prevent data overload
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and to support building the features from both normal and abnormal datasets. Thesl nesult
691,200 rows of both normal and abnormal raw data for the two days of simulation. Based on the

data collected, a number of features were extracted from both normal and althedravidburs

The whole simulation consists of 147 componamtstal. However, Table 13 presents the Water
Distribution components in detail. The numbers in the tables represent the units, which flow in the
water pipe. However, modatasetsrepresented in the Appendixthatshow how it helped shap
the research.

Table13: Component Description for Water Distribution Infrastructure

Abbreviation | Component Description

F1 Electricity cable from the Electricity Grid to the WD in the
WD

F2 Water pipe 1 from the source in the WD

F3 WD Assembly

F4 Water pipe 2 in the WD

F5 WD treatment

F6 Water pipe 3 after the treatment in the WD

F7 WD Storage

F8 Water pipe 4 in the WD

F9 Water pipe from WD to Houses in the WD

F10 Water pipe from WD to Factory in the WD
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5.13.1 Normal Data Collection
Table 14 showsdata fornormalbehaviourfor the Water Distribution System.
Table14: Snap of the Model of the Normal Datar8ple in the Water Distribution System
Time F1 F2 F3 F4 F5 F6 F7 F8 F9 F10

Normal Data Set

01:57.0 0 3 1 0 0 0 0 1 0 0
01:57.2 0 3 1 0 0 0 0 0 1 0
01:57.5 0 3 1 0 0 0 0 0 1 0
01:57.8 0 3 1 0 0 0 0 0 1 0
01:58.0 0 3 1 0 0 0 0 0 1 0
01:58.3 0 3 1 0 0 0 0 0 1 0
01:58.5 0 3 1 0 0 0 0 0 1 0
01:58.7 0 3 1 0 0 0 0 0 1 0
01:59.0 0 3 1 0 0 0 0 0 1 0

5.13.2Abnormal Data Collection

A number ofrecognisd faults were introduced into the simulation in order to understand the
different records that the system would produce and how to differentiate these records from normal
operation of the system. As ftite normal system, these faults were simulated over a period of
two daysto create a balanced dataskdble 15 presents the faultbeve the percentagewdicate

the level of unavailability
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Tablel1l5: Number of Different Faultg the Critical Infrastructures

The main
system

Coal System

Electricity
System

Factory

Water System

Water pipe
from the
water D.S to
the House
compound
40%

Heat tube in
the coal boiler
40%

Electricity
cable in the
coal to the
smart grid
40%

Electricity
cable from
hydroelectrici
ty system
60%
Electricity
cable from
nuclear power
70%

Electricity
cable from
coal 40%

Single
processing
unit (proc)
50%

Water pipe 1
50%

Faults

Electricity
cable from the
Electricity
Grid to the
House
compound
30%

Steam pipen
the coal
condenser
50%

Coal turbine
35%

Electricity
cable to
houses 50%

Electricity
cable to water
distribution
60%

Electricity
cable from
hydroelectrici
ty system
50%

Water pipe in
the factory
40%

Water pipe to
houses 60%
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Electricity Electricit | Sewage

cable from the | y cable Pipe

Hydroelectrici | fromthe | from the

ty system to nuclear | House

the Electricity | Power compoun

Grid 20% system to| d to the
the Sewage
Electricit | system
y Grid 25%
60%

Electricity

cable in the

coal to the

smart grid

25%

Coal tunnel to
the boiler 35%

Electricity
cable to
factory 80%

Electricity
cable to
houses 60%



Houses

Hydroelectrici

ty
System

Sewage
System

Nuclear
System

Electricity
cable 40%

Electricity
cable 60%

ElecMeter 1
20%

Electricity
cable to the
meters 50%

Water pipe
from sewage
system 50%

Water pipe 1
40%
Sewage pipe
from houses
60%
Sewage pipe
from factory
50%

Cool water
pipe in the
nuclear
system 40%

Steamline in
the nuclear
power 30%

Water pipe 1

60%

Water pipe to
houses 50%

Elec Meter 2
50%

Water Meter
1 30%

Electricity
cable 30%

Turbine 50%

Sewage pipel
40%

Screening
30%

Reactor in the
control rods
35%

Steam line 2
from the
turbine to the
condenser
nuclear 45%
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Water pipe to
factory 70%

Water pipe to
the meters
40%

Water Meter
2 40%

Water sewage
to the

hydroelectricit
y system 60%

Nuclear
turbine 50%

Generator
60%

Main
sewage
pipe

from the
houses to
the
sewage
system
30%

Water
Flow
control
in the
water
80/20

Electricit
y cable
from the
nuclear
to the
grid 40%
Electricit
y cable
from the
nuclear
to the
grid 30%

Elec
Flow
control
in the
electricit
y 70/30

Flow
control
before
the
sewage
pipe
80/20

Cool
water
pipe to
the pump
in the



condense
r 40%
However, for the purpose of thsgction we choose to present one of the abnotmeslavioursn
the Water Distribution System. It is clear that between the time 1:57 to 1:59 the level of the water

was increased, which is indicated by Table 16.

Tablel6: Snap of the Modedf the Abnormal Data Sample in the Water Distribution System
Time F1 F2 F3 F4 F5 F6 F7 F8 F9 F10

Abnormal Data Set

01:57.0 0 3 1 2 1 0 0 0 0 0
01:57.2 0 2 1 2 1 1 0 0 0 0
01:57.5 0 3 1 2 1 1 0 0 0 0
01:57.8 0 3 1 2 1 1 0 0 0 0
01:58.0 0 3 1 2 1 1 0 0 0 0
01:58.3 0 3 1 1 1 2 0 0 0 0
01:58.5 0 3 1 1 1 2 0 0 0 0
01:58.7 0 3 1 1 1 2 0 0 0 0
01:59.0 0 3 1 1 1 2 0 0 0 0

5.14 Summary

This chapter presented our Critical Infrastructures simulation model used faotatdion The
simulation is based amsemtstructured intenaw that helped to shaperealworld systemusing
the Siemens Tecnaatix Plant Simulation progranata flows are also highlighted for the water

and the electricity materials in order to give a clear visualized point of view by theirf@ankey
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Diagram. Finally, two samples dfatasetsvere pointed out to show the systéehaviourwith
normal and abnormalata sed This data is used in the following section for our evaluation and

results.
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CHAPTER 6

EVALUATION

6.1 Introduction

The WaterDistribution System is one of the key utilities in the infrastructure grouping and is
heavily relied upon by the general populat[@d0]. As such, the results presented focus on the
Water Distribution Systenm this evaluation This chapter is divided into two main sections: the
outcomesof a semistructured interviewsed toshape the second sectidfoving to the second

section describeshe attacks scenario followed by ttesults and data sharing process

6.2 The Seami-Structured Interview Statistical Report
The outcomes of the intervieavepresented in a statistical report. The problem was displayed in
detail with the practical solution, which tl8audi Water Ministrychoose.The semistructured

interview discussethe following points:

1 The role thatwater distribution play in our lives and how important the water

infrastructure is.

1 The failures that face the water infrastructure
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1 The different attacks the system faemsl the process to solve it

1 Interconnectivity btween the water infrastture and other infrastructures

6.2.1 Interview Outcomes

The outcome of each question is analysed indallghand highlighted as follows

Question 1:

This question was asked in order to understand how important the water systdrirys@relate

it to research.

Answer 1:

The infrastructure of water networks consists of several basic elemetés connections with a
counter sublines, main lines, storage, pumping stations and treatment stations. These elements
are alwaysexposed to some faults for many reasons. The damage ircvadsa the small
elements, such as the house connection pipes. Therefore, the authorized stake&ettters
providesuitable maintenance teathst commensurate with the needs of each eleai¢né water

system.

Question 2:

The second questiaskedabout the problem that the water distribution had and if {veddens

involve security aspects.

Answer 2:
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The water distribution systefaces technical problems that can be highlighted as follow:

1 Leakageesultingfrom natural disasteiss floods

1 There is no clear plan thatitlines the path of the water pipe

1 Lack of remote control systems and the watetwork work mostly by rotation, whic

made it easy to hack it.

1 Old water network and the difficulties of renewing it.

1 Lack of professional trainers, which made it hard tpidwyentativanaintenance.

1 Lack of spare parts

1 The lack of security units guarding the watertksagainstampering

9 Still, the Saudi water distribution systerses the old water meters.

On the other hand, the attacks, which the water distribution system faced, can be highlighted in

two main points:

1 Enteringthe customer account and changihg usage rate either by arsider or byan
outsider

1 The possibility of disabling the subscritsistemandremoteoperating gstems
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Question 3:

Different regulation could be found idifferent organization. Thereforehis question was

concerned with tactics and regulationvard technical failures.

Answer 3:

New rules have been changed in order to improve the system. Use a backup system to keep the
information in a safe place. Update the control system and export the physical network to
simulation programs. Reconstruct the old water network to cooperatepwithp |needss
Moreover, contract with new expertise that can maintain the water system, improve it, and create

a new chechup system conceedwith housewater tanks in order to indicate any manipulation.

Question 4:

This question was asked in ordeidentify the interconnectivity between the water infrastructure

and the other infrastructures.

Answer 4:

The water distribution system is connected to different infrastructures, suehsewage
distribution system, electricity gritelecomsetc in addition, more interdependency can be found

depending oexpansion within systems.

Question 5

The final question waabout areaistic scenario, which the water distribution face and the way

theyhavehandle it. This question helped in implementing our system.

Answer 5:
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The engineer highlighted three real scenarios. However, for the aim of this research one of these

scenariosvas onlychosen to implement. The next sectd@scribes the scenario.

6.2.2 The Scenario

Heavy rainfall led to displacement of the main water line, whartmecs the water source to the

main water station in Makkah. In addition, three-obs were shifted from their location leaving

a major leakage. Moreover, the water affected the electricity cables near them and the availability

was only 60% for two days.

As soon as the admin in the Saudi ministry received the notification, a maintenance team were sent
to lock the main water tap& numberof proceduresvere taken to address the situatiand
minimize theproblem. Table 17ndicates the procedures and thedj which the maintenance

team took in order to fix the problem.

Table17the Procedure of fixing one of the failures in the water system by the maintéesamaand the time.

Procedure Time

Close the main water seal valve 60 minutes

Determine the size of the damage | 30 minutes

Determine the appropriate waydolve| 60 minutes

the problem

Indicates he required piecesof || 30 minutes

materials, equipment and workers
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Prepare the chosen requirements | 120 minutes

bring it to thework site

Repair the water lines 14.50 hours

Open the main water seal valve g 60 minutes

run the system gradually

Depending on the procedure, which the maintenance team took atiché¢hehe ratio of non
operation ofthe main pipewas calculated. This ratiwas used to simulate the scenariath
Tecnomatix. The percentagéwater pipe defects is calculated using the formula:

Y& 0"BAd Q -
6o6daonnni On o’

)

Depending on the formula, the ratibnon-operationn the main watepipe is 60%. By stimulating

this scenario thibelped reach the aswof this thesis.

6.3 Water Distribution System: CaseStudy
Based on the sensiructured interview this section was form&teWater Critical Infrastructure

consists of the following:

I Water distribution networks, such as mainlires) linesand household connections.

1 Pumping stations.

141



1 Tanks, such as operational and a reservoir.

1 Dams for storage.

1 Treatment stations.

Thesecomponents are all present in the simulation and cartdrget for an attackefhe choie

to study the WatebDistributionSystem is based on some aspects, which are considered as follows:

1) The importance of water anldet direct impact on human life.

2) Depending on the economic collapse, some cities cannot invest in developing or changing

their old water system.

3) Praecting the Water Critical Infrastructure includes securing all the transporfstits
suchassources, treatment plants, pipes and the distribution systeanir{g in mind the

various water sources that might be used: ground sources, rain, surfageeeagéc.).

4) The Water Critical Infrastructure is considered to be one of thelmastructuresand is
comprised of three Infrastructures in itself: the drinkiveger supply system, the sewage

system and the stormwater runoff control systgiv4].

5) There is a connectidmetween energy and the water system, which created a cascade failure
between the systems. Therefore, by moderating the water and wastewater usage there is a

directimpact on energy provision.

Figure59 shows the Water Distribution System components.
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Figure 59 Water Distribution System Components Diagram

Startingwith the water source, which needddae available and accessiblgterpipesand pumps
are designed to meet the customer demands. One of the important compbtiaatsystem is
water treatment. This part needs to meet a standard depending on the |otatidar to cover
water consumption and quality. Water can be stored undergroundamksand is used in peak
demand. Finally, the distribution system te@iresthe water for houses or factory is used when
needed. Figuré0 presers the Water Distribution System constructed Tecnomatix Plant

Simulation.
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Figure 60 Plant Simulation for the Water Distribution System Components

6.3.1 The Abnormal Water Distribution Behaviours

A number ofrecognisedaults are introduced to the Water System as abndreteviourswhich
areindicated in Tabld8. One ofthese failuress choserand explained in deptiAs we highlighted
earlier in thethesis in order to present the productive simulation environmerisyatem
availabilityd needs to bespecified which is clearin Table B. Therefore, by reducing the
availability percentage in certain components in the water systdmeatbehaviourdataset can

be constructed
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Tablel18: The Water Distribution System Abnormal Behaviours

Failures Components Available Not available

1 Electricity cable 60% 40%
Water pipe to houses 50% 50%

2 Electricity cable 40% 60%
Water pipe 1 60% 40%

Water pipe to factory 70% 30%

3 Water pipe 1 50% 50%
Water pipe to houses 60% 40%

As an examplewater pip€el and the water pipe that lintesthe house®nly function correctlyfor
50% and 60% correspondinglguring runtime. However, each time tlawailablity percentage

was reducedt was important to chedke overaltotal systemavailability performance.

6.3.2 Data Figures

Figure6l displays the abnormal flow in the Water System depending on the abnormal behaviour
introduced to water pipe 1 and the water pipe connected to the houses, which is present in Table
17. A Bottleneck Analyser is used to show the statistical data graphicallytap of each
component Figure 62 indicates a chart for the water abnormal behaviour effect on five
componentslt is clear that three components were blocked during processing. This included the

assembly, treatment and the storage components.
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Figure 61 The Abnormal behaviour in Water Distribution System: water pipe 1 &water pipe to

the houses
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Figure 62 The Abnormal Chart for the Water Distribution System: water pipe 1 &water pipe to
the houses
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6.3.3 Datasetsfor Evaluation

This section presents the evaluatairthe abnormal data set process for CIAIRS. IR8 uses a
summative evaluation to improve the service within Critical Infrastructures. Data analysis is
conducted using data visualisation tontiyy system anomalies and demonstrate that models of

behaviour can be constructed and shared with other infrastructures.

Table B and20 showdata samplefor normaland abnormabehaviour in the Water Distribution

Infrastructure.

Table19: The Water Distribution Normal Data Set

Time F1 F2 F3 F4 F5 F6 F7 F8 F9 F10
Normal Data Set
01515 O 3 1 0 1 0 0 0 0 0
01:51.8 | O 3 1 0 1 0 0 0 0 0
01:520 | O 3 1 0 0 1 0 0 0 0
01:52.3 | O 3 1 0 0 1 0 0 0 0
01525 | O 3 1 0 0 1 0 0 0 0
01:52.7 | O 3 1 0 0 1 0 0 0 0
01:53.0 | O 3 1 0 0 1 0 0 0 0
01:53.2 O 3 1 0 0 1 0 0 0 0
01535 | O 3 1 0 0 1 0 0 0 0
01:53.8 | O 3 1 0 0 1 0 0 0 0
01:540 | O 3 1 0 0 0 1 0 0 0
01543 O 3 1 0 0 0 1 0 0 0
01545 | O 3 1 0 0 0 1 0 0 0
01:548 | O 3 1 0 0 0 1 0 0 0
01:55.0 O 3 1 0 0 0 0 1 0 0
01553 | O 3 1 0 0 0 0 1 0 0
01:555 | O 3 1 0 0 0 0 1 0 0
01:55.8 | O 3 1 0 0 0 0 1 0 0
01:56.0 | O 3 1 0 0 0 0 1 0 0
01:56.3 | O 3 1 0 0 0 0 1 0 0
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0
0
0
0
0
0
0
0
0
0
0
0
0

01:56.5
01:56.7
01:57.0
01:57.2
01:57.5
01:57.8
01:58.0
01:58.3
01:58.5
01:58.7
01:59.0
01:59.3
01:59.5

Table20: The Water Distribution Abnormal Data set

F8 | F9 F10

F7

F6

F2 | F3 | F4 | F5
Abnormal Data Set

F1

Time

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
1
1
1

01:51.5
01:51.8
01:52.0
01:52.3
01:52.5
01:52.7
01:53.0
01:53.2
01:53.5
01:53.8
01:54.0
01:54.3
01:54.5
01:54.8
01:55.0
01:55.3
01:55.5
01:55.8
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01:56.0 | 1 3 1 2 0 0 0 0 0 0
01:56.3 | O 2 1 2 1 0 0 0 0 0
01:56.5 | O 3 1 2 1 0 0 0 0 0
01:56.7 | O 3 1 2 1 0 0 0 0 0
01:57.0 O 3 1 2 1 0 0 0 0 0
01572 O 2 1 2 1 1 0 0 0 0
01575 O 3 1 2 1 1 0 0 0 0
01578 | O 3 1 2 1 1 0 0 0 0
01:58.0 | O 3 1 2 1 1 0 0 0 0
01583 | O 3 1 1 1 2 0 0 0 0
01:585 O 3 1 1 1 2 0 0 0 0
01:58.7 O 3 1 1 1 2 0 0 0 0
01:59.0 O 3 1 1 1 2 0 0 0 0
01:59.3 | O 3 1 0 1 2 1 0 0 0
01595 | O 3 1 0 1 2 1 0 0 0

The process involvedetecting abnormal behaviour for sharing with other infrastructiites.
Water Distribution Infrastructure consists of 10 components. Data collection was conducted with
a sampling rate of 4 Hertz (whichase samplevery 0.25 secorsifor two days This sampling

rate was chosen as often small, subtle changes of materighReplacewithin a 1 second period;

a low sampling rate of 4 Hertz allowed us to detect these chargegsesulted in 68200 rows

of both normal and abnormal raw data aftetays of simulation. From the datasets, records of
data were constructed by selecting features from the datasgtiatte intervalg43]. The
records usedn the dassification process consief 572 normal and 572 abnormal behaviour

records.

6.3.4 The Statistical Reports
Comparing Table®1 and22, it is clear that the production ofetelectricity in housedropped

from 71.75% to 61.19% and the production of the electricity in the factory also decreased by 10%.
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The result indicates that the attacks, which accmdde Water Distribution Infrastructure, have
affected the production of the electricity in two other infrastructures including a factory and

housing complex.

Table21: The Normal Production Statistical Report for the Walstribution Infrastructure

Object Name Mean Life Time Production Transport Storage Value added Portion
nuclear power vapour Steam vapour 25:48.4 7.81% 92.19% 0.00% 3.94% I

nuclear power vapour water 41:52.2 3.85% 19.52% 76.63% 0.98% |
houses.housel.Drainelechousel electricity 01:51.8 71.75% 27.35% 0.89% 37.20% .
houses.house2.Drainelechouse2 electricity 01:51.8 71.75% 27.36% 0.89% 37.22% s |
houses.house3.Drainelechouse3 electricity 4.2426 0.00% 100.00% 0.00% 0.00%
houses.housed.Drainelechouse4 electricity 2.8284 0.00% 100.00% 0.00% 0.00%
houses.house5.Drainelechouse5 electricity 2.8284 0.00% 100.00% 0.00% 0.00%
houses.houseb.Drainelechouseb electricity 5.3852 0.00% 100.00% 0.00% 0.00%

houses. Drain car 01:42.2 0.00% 100.00% 0.00% 0.00%
houses.Drainl car 01:40.6 0.00% 100.00% 0.00% 0.00%

factory. Drain electricity 01:43.7 78.44% 20.60%  0.96% 41.16% -

Table22: The Abnormal Production Statistical Report tioe Water Distribution Infrastructure

Object Name Mean Life Time Production Transport Storage Value added Portion
nuclear power vapour Steam vapour 25:48.4 7.81% 92.19% 0.00% 3.94% 1
nuclear power vapour water 41:52.2 3.85% 19.52% 76.63% 0.98% |
houses.housel.Drainelechousel electricity 02:12.3 61.19% 38.05% 0.76% 31.73% .
houses.house2.Drainelechouse? electricity 02:08.7 61.79% 37.43% 0.78% 32.06% .
houses.house3.Drainelechouse3 electricity 4.2426 0.00% 100.00% 0.00% 0.00%
houses.house4.Drainelechoused4 electricity 2.8284 0.00% 100.00% 0.00% 0.00%
houses.house5.Drainelechouseb electricity 2.8284 0.00% 100.00% 0.00% 0.00%
houses.house6.Drainelechouse6 electricity 2.8284 0.00% 100.00% 0.00% 0.00%

houses. Drain car 01:42.2 0.00% 100.00% 0.00% 0.00%
houses.Drainl car 01:40.6 0.00% 100.00% 0.00% 0.00%

factory. Drain electricity 01:59.9 68.27% 30.89% 0.83% 35.82% .

6.3.5 Descriptive FeatureExtraction

In order to detect anomalous behaviour automatically for sharing witr atfrastructures,
features must be extracted from the datésetise in thedata analysis processhis subsection
presentsix features: Mean, Max, Min, Std, Mode and Median. Fig@iflustrates the descriptive
statistical types. The descriptig&tistics are used in order to describe the data and not to conclude

or prove a hypothes[442]. The centrahim is tohelp to describe the centre position for the data
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and the common patterwhile, the measure of spread helps to stthéydistribution of the data,
the two descriptive types are considered to be the most common datheetinalysing features

that are used to understand the meaning of the whole data or a Ep8ple

Understand and discrip the data.

Measure Central

Std, Max and Min Mean Mdeian and Mode

of Spread Tendency

Figure 63 The Descriptive Statistical Types

Table23 and 24 presens a sample of théeaturevector records from the normal aatinormal

behaviour in the water system constructed using the above features.

Table23: Snap Shot for The Normal Water Distribution Vector Records

Awr. water
Normal pipe 1 from

the source

in the WD
Record 1 297 3| O 3| 0.1854822638 3/0.033333 1] O 0| 0.179580334 0
Record 2| 2.994171% 3| 2 3| 0.076153358 3/0.013322 1| O 0] 0.114698316 0
Record 3| 2.9975021 3| 2 3| 0.049937518 3/ 0.006661 1| O 0| 0.08137726% 0
Record 4| 2.994171% 3| 2 3| 0.076153358 3/0.013322 1| O 0[ 0.114698316 0
Record 5| 2.9975021 3| 2 3| 0.049937518 3/ 0.006661 1| O 0[ 0.08137726% 0
Record 6| 2.994171% 3| 2 3| 0.076153358 3/0.013322 1| O 0[ 0.114698316 0
Record 7| 2.9975021 3| 2 3| 0.049937518 3/ 0.006661 1| O 0| 0.08137726% 0
Record 8| 2.994171% 3| 2 3| 0.076153358 3/0.013322 1] O 0| 0.114698316 0
Record 9| 2.9975021 3| 2 3| 0.049937518 3/ 0.006661 1| O 0[ 0.08137726% 0
Record 10 2.994171% 3| 2 3| 0.076153358 3/0.013322 1| O 0[ 0.114698316 0

Table24: Snap Shot forte Abnormal Water Distribution Vemt Records
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Avr.
water
pipe 1
from the
source in
the WD

Abnorma

Record 1| 2.9775 3 0 3] 0.178943 3| 0.033339 1 0 0| 0.1795§ 0
Record 2| 2.995004 3 2 3| 0.070534 3| 0.013327 1 0 0] 0.114699 0
Record 3| 2.995004 3 2 3| 0.070534 3| 0.006661 1 0 0] 0.081377 0
Record 4| 2.994177 3 2 3| 0.076153 3| 0.009997 1 0 0[ 0.099499 0
Record 5| 2.999167 3 2 3| 0.028854 3| 0.009997 1 0 0[ 0.099499 0
Record 6| 2.994177 3 2 3| 0.076153 3| 0.006661 1 0 0] 0.081377 0
Record 7| 2.997507 3 2 3| 0.049934 3| 0.006661 1 0 0] 0.081377 0
Record 8| 2.994177 3 2 3| 0.076153 3| 0.013327 1 0 0] 0.114699 0
Record 9| 2.769354 3 2 3| 0.421414 3| 0.006661 1 0 0] 0.081377 0
Record 102.994177 3 2 3| 0.076153 3| 0.006661 1 0 0] 0.081377 0

6.3.6 Detection Normal and Abnormal Behaviours
This subsection detailee process involved in detecting abnormal behaviour for sharing with other
infrastructures.The system consists of 147 components in tatad for the purpose of the

evaluation nine canponents are used, which beldoghe water distribution system.

The water system components provide 108 normal and abnormal features, and 48 records for the
classification process consisting of 24 normal and 24 abnormal behaviour recordseH cmee

the difference was clear in the mean and the standard deviation values, thelyagerto use as

main features. Consequently, the nine water system components provide 18 features for each
normal and abnormal behaviour records. Therefore, therwlgtribution vector records consist

of 864 feature vectors, 432 normal and 432 abnormal behaviour redbedsull normal and

abnormal vector records are presented in Appendix C.

Table25 presents the resslbf theclassificatiorprocess, which involved using seven weibwn
machinelearning algorithmsFerguset. al,. clarifies their usage as followgl44], the linear
discriminant classifier (LDC), thquadraticdiscriminant classifier (QDC), uncorrelated normal
density based classifiddDC), thepolynomialclassifier POLYC), parzerclassifier PARZENQ,

k-Nearest Neighbour (KNNGInd the support vector classifier (SVC). LDC, QDC and UDC are
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densitybased classifiers. LDC generates discriminant functions for not normally distributed.
While QDC assumes that the dataset follows a normal distribution function. UDC works parallel
as QDC but computation of a quadratic classifier, between the classes in the dataset, is done by

assuming normal densities with uncorrelated feafl45s).

ThePOLYCuses amntrained classifier with the dataset and adds polynomial feaRAZENC

is considered a nelmear classifier that usesdhtraining dataset and their parameters when
building the classifierThe SVC support vector classifierused in industry with a nelabeled

dataset or few labels in order to point decide which class a new data point is in. NaivebC considers

each of theontributed features independently to the probaldili6].

Using the above classifieto detect anomalous behavio®arzenC and KNN®btain the best
values In addition, theirSensitivity andSpecificity detection rates are also higher than other

classifiers. This refers to the detection of normal and abndrefaviourgespectively.

Table25: Classification Results for the Water Distribution System

Classifiers AUC% Sersitivity Specificity
LDC 79.17 0.706 1.000
ubDC 50.00 0.500 0.500
QDC 50.00 0.500 0.500
SVC 75.00 0.667 1.000

Parzenc 87.50 0.800 1.000
KNNC 87.50 0.800 1.000

Using the above techniques anomalous behaviour is detected and commutocatier

infrastructures for mitigation and remediation planning, depending on the normal and abnormal
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behaviour. Moreover, it is clefnom the above techniqugthatthe selected classifiers can be used

to identify abnormal behaviours in multipBeitical Infrastructure types.

In addition, by using statistical measures or classification furesiemsitivity and specificity offer
positive and negative results for the data set, respectivebthérwords, using these measures
helped in identifyingthe level of accuracy detection between norntad abnormal system

behaviour.

The sensitivity and specificity results were successfuleteating the normal behavioufhe

results support that we could take advantage of assessing system bshavimate aCritical
Infrastructure support network. The aim is to alert other associated infrassatiatedetected

attacks, which could cause cascading impacts and advise an operator of the most appropriate

response action.

Figure 64(a) displays a graph of thParzenCclassification. The ellipses displayed, refer to
likelihood contours, where the points inside the ellipse are most likely to belong to that grouping.
The blue ellipses consist of data that comes from the normal behaviasetdatd the red referring

to threat behaviour data. Threat behaviour can be identified as a result of one grouping clearly

standing out from the other.

The process functions by creating a scatter plot of the values from both of the selected features
then drawing the ellipses based on the division of the data. The ellipses, displayed, refer to

likelihood contours, where the points inside the ellipse are most likely to belong to that grouping.
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Figure 64 ParzenC Visualetion & KNNC Visualisation

The blue ellipses consist of data that comes from the normal behaviour dataset and the red ones
referring to threat behaviour data. Threat behaviour can be identified as a result of one grouping
clearly standing out frm the othe Similarly, Figure 64(b) displays a visualisation of the
classification results for the KNNC classification process. Feature 1, orettis,xefers to one of

the dominant features and Feature 2, on thgiy,and refers to one of the ledsminant features

from the dataseiThe graph displays that some changes in behaviour can be identified but often

some are subtle and difficult to identify.

6.4 Summary

Critical Infrastructure interconnectivity is one the main challenges when counteringpthieg
cyberthreat. This chapter presents a statistical report abousémetstructuredinterview by a
professional Saudi engineer thabrks in the Water Saudi MinistryMoreover, the chapter
demonstrates how the systetatecs abnormal behaviour within a Critical Infrastructure and
offers an approach for sharing the information with other infrastructures, using the human immune
system as a reference model. A simulation approach was proposed for construdtiaigseds

for andysis. UsingParzenCand KNNC, two data classification techniques, we achieved high
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accuracy in the detection of abnormal behaviours for the case Baghdontheresultsachieved

in this chapterwe shapedhe future work direction of the research.
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CHAPTER 7

CONCLUSION AND FUTURE WORK

7.1 Introduction

This thesis preenteda novelsystemknown asCIAIRS, for improving the level of security with

Critical Infrastructures. The framework depend a combination of uniguechniques that helped

in reaching the aim of the thesis. This chapter is considered to be the final stage of this research
andthe remainder athe chapteris structured as followd-irstly, the thesisis summarised\ext,

the main contributiomof thiswork arepresentd. Finally,the future workbased on the research

results is discussed

7.2 ThesisSummary
Designing an effectivimformationsystem that hekin predicting abnormal behavioimrreal time
and shares the knowleddeetweendifferent Critical Infrastructures was the main aim of this

researchThis sectiompresentanoverview of the thesis by summering each chapter, as follows:

1 Chepter 1: In this chapter, wentroduced theCritical Infrastructureresearch area.
Presenting a brieftboutCritical Infrastructureand the challengebey face Specifically

this includednterdependency. Nexthe motivatiorbehindtheresearch was highlighted.
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After that the ains and the objectivi&were indicated anfinally, the novelty of the work

was outlined

Chapter 2: his chapter presentethin-depth background on the Critical Infrastructure
In addition,a number of interdependency modelling examples were presented and the

effects of cyberattacks on the Critical Infrastructunetwork werehighlighted

Chapter 3the chapter highlighted different points regarding the Critical Infrastructures,
such as the big data and the use of the analytics for predictive, descriptive, diagnosis and
prescriptive analysis. In addition, the chapter indicatpattern of communication thiat
similarly used in the framework, which is the pubiglbscribe.This chapteralso
presented the case study for the e(@fitical infrastructureswhichwereused to form the
normal and the abnormal data. Next, thght simulated Critical nfrastructuresvere
detailedby presenting their components and the process fiboveach Moreover, the
chapterdetails the data construction process through two exantpkeslectricity and
waterinfrastructures. @ presentheflow of material Sankey diagrasmwere used-inally,

the chapter concluded withsnapshoof the normal and abnormdatasetdor the water
infrastructure Finally, a review of the machine learning classes is highlighted. These

points helped in clarifyig the main aspect of the research.

Chapter4: This chapter presented the design of our sysdech framework Critical
Infrastructure Automated ImmuriResponse System (CIAIRSh addition,the location
of the system within the ICS layewgas outlined Finally, a full descriptionof each

componentwvas presented individually.
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1 Chapters: In this chapterthe implementatiomn theWater Systenwas presented. The
chapter tarted byevaluatingthe normal and the abnornddtasetswhich wascolleced
from the Critical Infrastructure plastmulation Next, theresultswerepresented and the

effectiveness of the CIRS system wasvaluated

1 Chapter6: this chaptepresented the evaluation for the CIAIRS system.

1 Chapter7: A conclusion and suggestion of future walikections a presented in this
current chapterThe chapter summarises the thesis findings and highlight the contribution
of the researchMoreover, the chapter highlights some of the research limitations and th

lessons learnt during the research.

7.3 TheResearchContribution s
This thesicontributedo the area ofritical Infrastructuresecurity.Egpecially, it introducesa new
way of thinking towardsupporting Critical Infrastructuraterdependencyin order to improve

the level of securityBy usingour approachthe following isoffered

1 The adaptive behaviour the systpnovideshas increased the Critical Infrastructure level

of security, especially by knowing the behaviour of the system pattern

1 We have developed the interconnectivity check proaessrder tobenefit from the
connection between Critical InfrastructaréJsing a dictionary to register the Critical
Infrastructure interdependentyasreduced thdaime it takesfor the rest of the fitical

Infrastructureo realise the attacks earlier
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1 A novel communication processs used, whichimproves the level of security and

performancdor Critical Infrastructuresind reduces the risk of cascading failures.

1 CIAIRS use a number of classifierghich combine taive a better performance for the

system dung attack situations.

7.4 Summary of Thesis Findings

A number of challengefaced by Critical Infrastructuretiave been highlighted in this thesssich

as protectingCADA. Theresearch focused anterdependency between Ciritical Infrastructures.
Consequently, the research investdahis challenge furtheusinga semistructured interview
with a professional Saudi Engineer who weirk the Saudi Ministry of Water. #\a result of tis
investigation,the second stageresenteda solutionby usng the interdependency between the
Critical Infrastructures as a key to alarm the different syst@imerefore a simulation of eight
Critical Infrastructures wasreatedin Tecromatix and the results of theimulation helped in
identify the behaviour patterres the systemThe patterabuilt up during the training helped to

identify specific attacks.

Using sevenclassifiers, CIAIRSprovides the operatowith the ability todeterminef the system
isunder attack or not. In additipto prevent system overlogalwindow is used to extract the data.
CIAIRS does not control the datiaonly spos specific typs of informationabout attack&nd

share it with interconnectedéhfrastructurs.
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7.5 Research Limitations

Although the researcaichievedts aimand objectivesthere were some unavoidable limitations.
First, Adequacy of the Samptiata Depending on theatureof the research problem, the sample
maybeconsideredmall and byenlargingthe sample size that could generate more results that are
accurate. Furthermore, if the sample is magnified this gives us the ability to use more complex
models and classifierddowever, given the nature of Criticatffastructures rad their security

needs, obtaining large amounts of real data was not possible.

Second, Bnulation: the complexity of a system designdifficult to assess using simulation

primarily due to time factors and access to-fiéaldata While many ordersf complexity can be
described this will never be representative of actual functions and processes-vorleal
scenarious. For this reason a comprehensive assessment of the appraoch posited in this thesis was
not possibleThird, Time nstraints: the mearch constructeseveralCritical Infrastructures

using an industry recognisetmulatori having additional time that wouldave allowed me to

explore the tool in more detail apdovide a muchileer designand implementation much more
representative foreatlife installations. This would have yield more data and uncovered more

complex patterns of behaviour.

Finally, the design of the research interview was csEdgional, which means the data were
gathered at one specific point only without pre ostgesting event®8y including more specific
guestions in thsemistructuredinterview and testing it could have helpedaddresparticular

issues later in the study.
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7.6 Future Work

By reaching this section the thesimas achievel the research aig findings and novel
contributions However, these contributisrhavethemselvegaised some interestirguestions.
The results in this thesis progas strongoundationfor future work in three main sections, which

can be highlighted as follows:

7.6.1 Broadcastingwith Different Systems

Our proposed CIAIRS broadcasting system assumes tfiatedt information is broadcasted
between different Critical Infrastructurés provide an earlylarm mechanism Moreover, the
different infrastructuresuse the sane CIAIRS plug-in systen, which increase the level of

confidentiality, integrity, &cilitates communication and the exchange of information

However, CIAIRS can communicate with different piagsystemqdisplayedascomin Figure
65). It would beinteresting to see how CIAIRS can support broadcasting to differerg eype
existing securitysystems. By integrating this method, this will save ;@ existing technology

can be used
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Enterprise

- -

Figure 65the Future CIAIRS Broadcasting Process

7.6.2 Automated Security Key

Another assumptiothat was proposed in this thesisthiat the CIAIRS broadcasting systeises

an operator in order to ensure a certain level of proteatanfidentiality and integrity befe the
broadcasting process. In addition, checking and auditing any information before sending it to the

other Critical Infrastructureis governed by the human operator

Figure 66 indicates how thigprocesscan functionusingan automated security kéystead. For
this, we enwvsion thatan authenticatiorprotocolcan beused in a future desigim order to create

a confidentialchannel between the different systems. This protaltols the different Critical
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Infrastructures to communicate and share the different informatiena norsecure networky
usingii t i c fo erove their identityAlthough, the use of aprotocol ensurga high level of
security during the broadcasting schethes strategy needs m®investigation in order to evaluate

the level @ efficiency toward our system
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Figure 66 the Future CIAIRS Automated Security Channel

7.6.3 International Interdependency Support
Althoughthe smulationwasmodelledon areal systemit is possible to expand the approach and

constructadditional infrastructures in order &ssess the effect ofternational interconnectivity.
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Thiswould be an ideal expansion of the studye Denefit of usingternational interdependencies

would mean that the effects of service provision across borders could be assessed.

It could be interesting to consider this model with diffeliemortance for exampledepending
on their size or their international support. This model wdwtp with understating very
complexproblems and potentially offeglobal recommendations. However, we neetéarin
mind the cost, the different technical approachesragdlationmeasuresn each country to be

able to expand the simulation model

7.6.4 CIAIRS in a Real Experiment

This research has measured the performanteed@IAIRS framework through simulation. The
simulation helped in evaluating the performanc€HXIRS; but this approachwill not replace a
reality investigation. Therefore, it uld be a greabenefitto considerthe effectiveness of the
system using reakorld critical infrastructure datahis would not only test the effectiveness of

the system, but it would act as a test for the simulation environment to support its realism.

Just to emphasise how portant this point could be a short phone interview was made with one
of the ProjectManages in the Ministry of Water and Electricity in Jeddah, Saudi Arabia. The
interview focused on understanding the different attacks that the sfmtesand how theyare
handled Moreover, what are the problettiney arefacing and if the interdependency in the water
system iglear.Depending othe outcomes of theemistructurednterview, considering this point

as a future work would give tlsgystem more credibilitgnd would add more benefit especially for

security researchers.
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7.7 Concluding Remarks

Critical Infrastructures play a significant role in the world around us. Their service provision has
become more widespread, to the point where it is ubiquitous in many societies. Infrastructure is
the main source of development and economic constructammegs of any country. The Critical
Infrastructure complexity introducdxy interconnectivitys one of the significant challenges faced

by distributed systemdBy supporting interconnected networkfie systemhelps prevent the
spreading the cybattackswithin Critical Infrastructure interconnected networks. It is important

to protect the assets and maintain their conditions under any circumstances.

Due to this increased connectivity, now, more than ever before, Critical Infrastructures face a
number ofpossible digital threat#As aresult, CIP has become a significant topic for research

focus.

Our research presents a technique for the detection of abnormal behaviour withid Critica
Infrastructures and offers approach for sharing the informationtvother infrastructures, based

on the human immune system as a reference miodatidition,the development and evaluation

of CIAIRS is presen¢d In order to reach the aim of this research a highly comprehensive
simulation program is developed using Siem&ecnomatix. The simulation put forward can be
used to create substantial datasets. Systemes as CIAIRS can assist to counter the growing
cybert hr eats and the risk of cascading failures.
The various comgnents and mechanisms were highlighted in order to presents the role of the
CIAIRS, which shares information with other infrastructures, to create a distributed support
network for enhanced cybsecurity. Finally, a new solutiomaspresengédin this resarch known

as CIAIRS, for sharing recommendations within a network of interconnected Critical

Infrastructures.
166



REFERENCES

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

C. M. Lawler and S. A. Szygenda, dis@semponen
t ol er ant 200y mREIGonf.Mechnol. Homel. Secur. Enhancing Crit. Infrastruct.
Dependability pp. 101106, 2007.

E. A. Fi scher, ARCyber secur Cybersp.iTlweatuLanslsc.and ¢
Overview, Response Authoriti€apab, p. 12, 2016.

L. Mont anar i and L. Quer zoni , ACritical I n
Counter measur e siled, 2014. . March, pp. 1

J. B. Camargo Jr. and L. F. Vismari, AChall
I nfrast r el &iftheLatinAmerican Symposium on Dependable Computing
Workshops2011, pp. 3i738.

B. S. M. Rinal di, J. P. Peerenboom, and T.
Analyzing: Critical | rCbrtroh Sydt. IEEEVOL.IRT, BO. 6, ppt e r d e [
117 25, 2001.

S. M. Rinal di, AModel i ng and Simul ating

I nt er de pe nIysemcScienses, @004. Rroceedings of the 37th Annual Hawaii
International Conference 92004, vol. 00no. C, pp. 18.

R. Gorvett, D. Ph, and N. Liu, Al nterpret.i
Enterp. Risk Manag. Symp. Soc. Actupp. 1 10, 2006.

S. Wal s h, S. Cherry, and L. Roybal, ACri ti
characterizing interdependenci es 2009 2rdo mpl e x

Conference on Human System Interacti@@99, pp. 63i7641.

W. Hur st , M. Mer abti, and P. Fergus, AA St
Critical Infrastructure Protection VIII, A Survey of Critical Infrastructure Security ,8th

IFIP WG 11.10 International Conferenc2014.

B. H&®mmerli and A. Renda, fAProtecting Critd.i

167



[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

T. Deni s, AManagingi Comamuniladtriacn $201©n u rCe s
Second International Conference on Computer Engineering and Applicaom8, pp.

117 15.

S. D. Wo | tbhsedscenmmand @@ toBtrol infrastructure for critical infrastructure
pr ot e erbd.-dirst IBEE Int. Work. Crit. Infrastruct. Prot. IWCIP 200%ol. 2005,

pp. 4047, 2005.

Nati onal Il nstitute of Standards and Techn
I nfrastruct unmatl Gy Btand. Teehnalal. iL,tpy. 144, 2014

J. Mclntyre and M.

D. Command and F .

Warren, fAProtection of N
Proc. Prot. Infrastruct. Third Aust. Inf. Warf. Secur. Coné. October, pp. 23240, 2002.

Leavenwoath,

anér iTteira alr i

DCSINT handbook No. 1.02st ed., no. 1, Distribution Unlimited, 2006.

F. S. Yusufovna, F. A. Alisherovich, M. Choi, E. Cho, F. T. Abdurashidovich, and T. Kim,
cal I nfrasstuoutct20@9e s aadi
Symposium on Bimspired Learning and Intelligent Systems for Secu@609, pp. 97

fResearch on Criti
101.
L . Baud and P. Bel

Vision for the Future (RIVER010, pp. 14.

l ot , 0 20610 IEEE RiVE Interna@anal t i ¢ a |
Conference on Computing & Communication Tedbgies, Research, Innovation, and

T. M. Wilson, C. Stewart, V. SworDaniels, G. S. Leonard, D. M. Johnston, J. W. Cole, J.

War dman, G. Wi | son

, and S. T.

Phys. Chem. Earthvol. 45 46, pp. 523, 2012.

L . Loroch, P. Madr

zycki, and

M.

3rd Int. Conf. Recent Adv. Sp. Technol. RAST 2007119122, 2007.

P. Blauensteiner, M. Kampel,C Mu s

for event detection

ik, and S. -Mdwgcalappioacth er |,
i n 2Gle [EBEE Comput. Soc. iConf. ¢ a |

Comput. Vis. Pattern RecognitWork. CVPRW 201 (p. 23 30, 2010.

A. Laugé, J. Hernantes, and J. Mari
I nterdependenci es
Secur, vol. 8328, pp. PP5®1, 2013.

ISare g i AThe

Barmatdy eiddol

SwiPmc h , ATh

Rol e of Crit

on t he | moptad.tinfrast@etwes ed by

Novakovi c. Jon, AThe | mpact

I nfrastructures, O

168

2015.

Of

| nticald epend



[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

C. W. Johnson and K. McLean, ATool s for
computational support for identifying safety and security interdependencies between local
critical i 3rdlETdns. Canfibyst $af. 208810.02004, pp. 5ADHA3, 2008.

K. Smit h, ADesigning flexible curricula t
r e s i | InteInGritelnfrastruct. Prot.vol. 7, no. 1, pp. 4%0, 2014.

S. J. L e a tnfuastructuie @motectionTtieeQyber/Information Dimension: Report
on National Infrastructuil®0 ®WB7/70r di nation | ni
J. L. Rrushi, A An exploration of def ensi

n et wolnt.kKl.Critolnfrastruct. Prot, vol. 4, no. 2, pp. 6&5, 2011.

L. Coppolino, S. D6OANntoni o, L. Romano, an.
System for Critical Information Infrastructures using Wireless Sensor Network
t e ¢ h n o Cra. ¢nfrastrict. §CRIS), 200 5th Int. Conf.pp. 1 8, 2010.

B.C.ButletrPur ry, S. Nuthalapati, and D. Kundur,
on SVC and its i mpact o n IEEERowe EnergytSocsGea b i | i t
Meet, vol. 20140ctob, no. Octobef014.

M. Ka®©ni che, fiResilience Assessment of Cr
Mal i ci o u <EURHWor&shdp £roovol. 1431, pp. B10, 2011,

The Telegraph I ndustry Defence
G. Gi annopoul os, R. Filippini, and M. Schi
Critical I nfrastructur e PIRO@QantRes. Ganter)EuRP ar t |

Comm. House Sci. Serp. 53, 2012.

C. Copeland an8 . Cody, ATerrorism and Security | s:
S e ¢ tComgr. Res. Serv. Repp. 16, 2010.

Environmenment al Protection Agency, APl anni
and wastewater utill7p,2012s, 0 no. February, prg

P. Kat sumat a, J . Hemenway, W. Gavi ns, ar
ma n a g e Precn-1EEE® Mil. Commun. Conf. MILCOMp. 890895, 2010.

J. C. Knight, nSafety <criti €rad 24th yns ©ré. ms : c h
Softw. Eng. (ICSE, 2002)p. 547550, 2002.

E. E. L. i, J. E. Mi tchell, and W. A. Wa |
I nfrastructure Systems : A Net w6ol3k7,2607.0ws Apg

169



[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

L. Buttyan,D.@ssner , A. Hessler, and P. Langendoe
networks in critical infrastructure protection: challenges and design options [Security and
Privacy i n Emer gi [EBE WielrCerhneusvel. 1K ad Sygprdkl% , o

2010.

J. Xian, F. Lang, and X. Tang, AA NOVEL I NT
ON CLONAL SELECTI ON CLUSTE RJMathige Ledrnm@&t THM, 0
Cybernetics, 2005. Proceedings of 2005 International Conferen@968, no. August, pp.

18/ 21.

M. Rong, C. Han, and L. Liu, ACritical i nfr
Chi nese Wi 016 nt. Cdnf.dMamag Seov. Sci. MASS 2010 70871093, p.
4, 2010.

G. O6Rei I Iy, A. Jr ad, R. N a gitecal anfrastmcture T . Br
anal ysis of tel ec oNmtworke 2006n2ath latr Teleconminurs Beiwt e r s |,
Strateg. Plan. Symppp. 1 6, 2007.

S. Badr i, P. Fer gus, -Sappod Sydlem fot uDisiibuted A A (
I nfrastr BMERGING® ] ®&. (i nThe Eighth I nternati ona
Networks and Systems Intelligen2616, p. 6.

S. K. Badri, D. Llewellyg, ones, O. Abuel maatti, and M. M e
System Techniqgues f or CrTheldatk Anhual PostGraduatd r u c t
Symposium on The Convergence of Telecommunications, Networking and Broadcasting
(PGNet) 2013, p. 6.

S. Badr i, P. Fergus, and W. Hur st , AStat i
Communi cati on i n DintermationabCobferehce SryDevelepmsntson i
eSystems Engineering016, p. 6.

R. Zi mmer man and -naking 8nd the ¥utnerabifityDoé lotérdependent
Critical ~ [ nfid@3,200bct ure 6,0 pp. 4059

S.Wang, L. Hong, X.Chen,dhang, and Y. Yan, AReview of i
systems vul ne R0db2nd Int.tCynf. lmtallaGontrsl int Pracespp. 446
451, Jul. 2011.

H. Teymourl ouei, fAQuick Reference : fc€yber A
Home Users, 0 v &486,2085. no. 3, pp. 480

A. Ramdin and A. Bl ackwel |, AReport on Cyb
A me r i Trend Miayo Incorporatedp. 60, 2015.

170



[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

J. Dehlinger, J. B. Dugan, M. Veeraraghavan, M. McGirdeg,d C. L. Br own, 0
open design of dependabl e Rrocs20iGSE Warke cr i t
Emerg. Trends Free. Source Softw. Res. Dev. FLOSS 20088 53, 2009.

J. Mot ef f, P. Par f omak, a nRe&ceiVedthrduglrethe CRIC RS R
Web Critical I nfrastructure and Key Assets
W. Hur st , M. Mer abti, and P. Fergus, nTowa
Critical | nlPthh Arsd. rPastgitads ISyrgp., @eny. Telecommun. Netw.

Broadcast. (PGNet 20112011.

T. Morri s, A . Srivastava, B. Reaves, W. Gao
testbed to validate crit i lotallCrit ImfrstriectsRrat. uct ur €
vol. 4,no0. 2, pp. 88103, 2011.

. N. Fovino, M. Maser a, L. Guidi, and G.
SCADA vulnerabilities and 3rdlnt.rCond Hume Systur e s
| nt er act -Corfl Brocdpp.®719686, 20D.

M. Pol ycarpou, G. ElI'l i nas, E. Kyriakides,
Monitoring of Criti 2040 Complek. Erag.sCompang 20aQ;, Rroc.Sy st €
pp. 18 20, 2010.

D. Prochazkova, ASafetyr € u$ aPtoe. BOLlalEE Inc r i t i ¢
Conf. Veh. Electron. Safety, ICVES 20ifi. 263268, 2011.

C. Scarl at , C. Si mi on, and E. I . Scarl at ,
considerations on risk assessment in the case of NPP critical infrassuch@®@®l 2nd
IEEE Int. Conf. Emerg. Manag. Manag. Saio. 836, pp. 911915, 2011.

0. Pavlov2c and H. D. Ehrich, i Model check
di a g dGSmM2080 3rd Int. Conf. Softw. Testing, Verif. Valipp. 439448, 210.

S. Zeng and Z. Yang, AnA high performance
pr oc elkAQIE 2000 2010 3rd Int. Conf. Adv. Comput. Theory Eng. Preol. 2,
pp. 424428, 2010.

M. P. Coutinho, G. Lambeiforres, L. E. Borges da Silva, G. Borges da Silva, J. C. Neto,

and H. Lazar ek, Al mproving a methodol ogy t
system <critical i nf r a2808 rIREE/PESr Teansmiddierwandr e s u |
Distribution Conference and Expositic2008, pp. 16.

A. T. Murray and T. H. Grubesi c, ACritical
C 0 n u n dTelemmat, Idformatigsvol. 29, no. 1, pp. 5®5, 2011.

171



[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

N. Lambert and K. Lin Song, AUse of query t
at t aRrdc.s 2000 3rd IEEE Int. Conf. Comput. Sci. Inf. Technol. ICCSIT 20400 2,
pp. 438 440, 2010.

H. Zhang, J. Ma, Y. Wang, and Q. Pei , nANn 8
t hreats det ebthtint. Gomf. laf. Aslr. Seeun 1AL 20@Po0l. 1, pp. 258261,
2009.

European Network and I nformati ohEv8uatorur i t vy
Report Acknowl edg mefrSecar.2Ca.nt act detail s, o

R. Sekar, T. Bowen, and Mns bysgraress behaviodbn pr
mo n i t dProc. Wark. kintrusion Detect. Netw. Monit. (Id “9pp. 29 40, 1999.

L . Pl a Beltran, M. Mer abti, and W. Hur st ,
Technol ogy to Support Clndedciencedrt J. SystfSysiok t r uct u
in press, no. 1, pp. 467, 2013.

D. Dudenhoeffer, S. Hartl ey, and M. Per man
Modeling : A Survey of Critical I nfrastruct
2006.

European Commi ssi on, ACommuni cati on from
Parliament, the Council, the European Economic and Social Committee and the Committee

of the regions: For a European I ndustri al F
A. Di Giorgio and F Liberati, Al nterdependency mod

infrastructures based on 20y nlatmMediterBaaegne s i an
Conference on Control & Automation (ME@011, pp. 791797.

C. Han, L. Liu, and ity Lévalsnirg Criticél Mbladtructuses i n g
Sy st e mSystems, Man and Cybernetics, 2009. SMC 2009. IEEE International
Conference on2009, no. October, pp. 39653970.

M. Dogrul , A. Asl an, and E. Cel i k, fDevel c
defense and deterr en20&l 3addgna CamfsGybeSomflgprl t er r o1
15, 2011.

N . Abouzakhar,

ACritical I nfrastructure Cy
Violations, 0 2015,

vol . 1, p . 11.

S.J. Yang, J. Holsopple,n d M. Sudi t, AEval ua t-stagegcyberh r e at
at t aRrdc.s IEEE Mil. Commun. Conf. MILCOM2006.

B.Chen,K.L.ButletPur ry, and D. Kundur, Al mpact ana
cyber attack 02013RONICAMSPoder Symmpe 56, 2013.

172



[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]
[88]

[89]

J. Smit h, J. Pereyda, and D. Gammel , nCybe
contr ol Pmy-201€ Resil, Vdleek, RWS 20pp. 62 66, 2016.

Pwc, fAMoving forwarprwvabycogb20s@curity anc
D. Wanger, AThe GrAtwti angk sT hare aG@r iotfi Caylb elrnf r a
M. Feily, A. Shahrestani, and S. RaPmadass,

- 2009 3rd Int. Conf. Emerg. Secur. Information, Systhnol. Secur. 2009p. 268273,
20009.

C. Steitz and E. Auchard, #fAGerman nucl ear |
says, o0 2016.

Price Waterhouse Cooper s, ARnCyber atit7facks |
2010.

M. Van Door n, AResilient wireless ¢gtta con
2011, pp. 1 5, 2011.

X. Li, X. Li ang, R. Lu, X. Shen, X. Lin, a

counter measur e $£EE Gommdun.dVagyadl. 5C nmo gBepp., 35, 2012.

H. Chen, R. Chiang, and V. C. Storey, nABUSI
FROM BI G DATA TO MSIQGvol 3dmé € Ppp. 1163188, 2012.

S. J a g a n n aTime aBig, Datai Rnalgits Architecturd-or Remote Sensing

Appl i clatt Goof.rSjgal Process. Commun. Power Embed., $y%t.19121916,

2016.

A. Tol e, niBi g DdehasaSysvhl.ai)nb.8,pwy 8X0,2013.

H. Mishra, fABig Data: | ssues and Chall enges:s

M. Hi bsh, AOver vitheworlddf Tethhotog018ge dat a, 0

W. Swapni |, Y. Ani | | and S. Gupt a, ABi g LC
Mi n i ImtgJ, Gomput. Applno. September, pp. 289, 2016.

M. Rouse, ¥Wbi $earchBusimessAnalgtita017. .
British Academy for Training and Devel opmer

SAS Post, AHow the analysis of the giant C
companies and jobs,o0 2015.

173



[90] S. PyneB.L..Rao, and S. . RaBjg Data Analytics: Methods and Applicatighifustrate.
Springer, 2016.

[91] EMC Education Servicefata Science and Big Data Analytics: Discovering, Analyzing,
Visualizing and Presenting Datélustrate. John Wiley & Son2015.

[92] T. Maydon, fAThe Dantigaattansadtion capialcompdngdy, . o
[93] S. BangsowManufacturing Simulation with Plant Simulation and SimTatk. 1. 2015.

[94] S. D. Wol t husen, AModReguoupgr €meni sadllhofras
2004.

[95] D. Asteteh and O. Sarhdaducation and é.earning TechnologyJorden: darwael, 2007.

[96] A. AL-e s a a , AThe effect o f using simulation
teaching assistant in the immediaten d del ayed achi evement, 0 Jo

[97] M.HalFMay and M. Surridge, fAResilient Critical
Ori ent ed A20tOHnt. Cant Complex,, Imell. Softw. Intensive Spgt. 1014
1021, 2010.

[98] Si emenssi dimaviws . com/ t ecnomati x, 6 2011.

[99] C. M. Lewandowski, N. Cdnvestigator, and C. M. LewandowskManufacturing
Simulation with Plant Simulation and SimTalkl. 1. 2015.

[100]l ndustri al Automati on Systems, i Mdusdtnalc on mo
Automation System$996.

[101] W. Hur st M. Merabti, and P. Fergus, fiBeha"
Suppor t13th Annual fPostgraduate Symposium on the Convergence of Tele
communications, Networking and Broadcas}iagL2.

[102] A. Kordon, Applying Computational Intelligence: How to Create ValUW&SA: Springer,
2010.

[103] J. Hernantes, A. Laugé, L. Labaka, E. Rich, F. O. Sveen, J. Mari, |. J. Martoyano,
and J. J. Gonzal ez, i Col | a bGuitica tnfrastreictudgio d e | 1 |
Protection UnivernX,i201y. of Chicago, o0 pp. 1

[104] R. Kl ei n, E. Ro me, and C. Beyel, Al nf or me
interdependent Criticali2ll2009r astructures in

[105] M. Chatur vSedciur ifntGy blenrf r ast r lEentew rge iTpp.lhmail a :
70i 84, 2008.

174



[106] J. P. Marchal, Gu., Marchel, G. and Heik®&fyltidetectorRow Computed Tomography:
Scanning and Contrast Protocolgalia: SpringetVerlag, 2005.

[107] L. SompayractHow the Immune System Warkgh ed. John Witey and Sons, 2012.

[108] E. B. Fernandez and M. M. Larrontoe t r i e, AfnDesigning secur e
secur it yProp.&nnu. elawaiidnt. Gonf. Syst. Sgp. 1 8, 2010.

[109] M. Elsadigand A. Abduala h, @A Bi ol ogi cal | nHealingsviodelrior Pr e v e
Net wor k S e@ld $econdylntevnational Conference on Future Netw@®%0,
pp. 337 342.

[I10]E. Commi ssi on, 0 Bacyily éxpelrts testdefencesin firstiano@an
Si mu | &dr.iConmm. Press Releas®. November, 2010.

[111] C. M. Davis, J. E. Tat e, H. Okhravi, C. Gri
security test b2006 38t Aneubl dNprimAmericaroPowen Symposium,
NAPS2006 Procedings 2006, pp. 483488.

[112] ¢ . ' NDEJ ER, ilntroduct i on Bikent Mivedsitesi2008y & S
no. Part 1, pp.i1.

[113] Nat i onal I nstitute of Standards and Techn
infrastructure cybersecurity, no. Apri |l , 2015.

[114] J-C. Lapri e, K. Kanoun, and M. Kaani che, f |

el ectricity and i nZ6tbh mtmGonf.iConmput.iSaféty, Rebab. Secur.t ur e s
vol. abs/0809.4, pp.i14, 2008.

[115] I. Dobson, B. A Carreras, and D. -DEpendeNteModeh af, n a
Probabilistic P®bhab. ErgdnfaintatiorahSciolul9,ag. 01, pp. 475
488, 2005.

[116] | . Dobson and B. A. Carreras, ARi sk analy
cacxading events( CASCADE), 06 2005.

[11717B. A. Carreras, V. E. Lynch, 1. Dobson, anc
in an electric power transmi s sChaosvomd2d e | f o

no. 4, pp. 986994, 2002.

[118] P. Cric i t t 1 V. Lator a, and M. Mar chior i, A M
n et woRhys.sRew Evol. 69, no. 4, pp.i4, 2004.
[119] R. Kinney, P. Cruci tti, R. Al bert , and V. L

Amer i can pEuwRhys. JgBvol. 46, no. 1, pp. 16107, 2005.

175



[120] D. P. Chassin and C. Posse, AEval uating No
BarabasiA| ber t n et RhpsickAvoh@sbenb. P4opp. 667677, 2005.

[121] A. Muller and S. Guidolntroduction to Machine Learning with Python: A Guide for Data

Scientists OO0 Rei |l 'y Medi a, Il nc., 2017.

[122] S . B. Kotsianti s, . Zahar aki s, and P. Pin
of CIl assi fi c aBmeg Artif. Tneele Appli Gpmpits Engvol. 31, pp. 84,
2007.

[123] Z . Xu, . King, S. Me mber , aSopeervised Fedture Ly u,

Selection Via Manifold Regil04aedl ati on, o vol

[124] S. RaschkaRythonMachine LearningPackt Publishing Ltd, 2015.

[125]S. B. Kotsiantis, | . D. Zaharakis, and P. E
of classification 268 2067i ques, 0 vol. 31, pp.
[126] A . Singh, N . Thakur, aoh superdised n@bhme l@aning A r

al g or iProb. hGth INDIACom; 2016 3rd Int. Conf. Comput. Sustain. Glob. Dev.
INDIACom 2016 pp. 13101315, 2016.

[127] S . B. Kot sianti s, . D. Zahar aki s, and P.
classificationand ¢ o mb i n i nAttif. intellc Rer, val} 6 rs0, 30 pp. 15990,
Nov. 2007.

[128] Y . Y. Hai me s, J. R. Sant os, K. G. Crowt
I nterdependencies and Risk in Oil & Gas I nf

[129] Y . Y. Hai mes, J. Lambert, D. Li, R. Schoof

model ing for ri sk i den 1995 IEEEalt.iConf. Syistn an mp | e x
Cybern, vol. 2, pp. 606617, 1981.

[130] C. T. Schauppner, A Meea s urApnpgl ytimeg IHMmee aas wrhe
Modeling to Developing Measures of Effectiveness for Stability , Security , Transition , and
Reconstruction Operations, 0 Newport, 2006.

[131] E. J. Byres, M. Franz, and D. winelabiidtesin A The
SCADA systlenmise,ronait nonal I nfrastructure Sur
Institute for Electrical and Electronics Engineg2004, pp. 19.

[132] S. Badr i, P. Fer gus, and W. Hur s-RespnBeCr i t i c

System ( C3rdAnteR&ional camferenne on control, Decision and Information
Technologies (CoDIT), Malt&016, p. 6.

176



[133] A. R. McGee, S. Rao Vasireddy, C. Xie, D. D. Picklesimer, U. Chandrashekhar, and S. H.
Ri chman, AA fsuwurmenvgp rrke tf vidallr LebnTeehc Jvol.i8tng. 4,0
pp. 727, 2004.

[134] E. D. Knapp and J. Langilindustrial Network Security: Securing Critical Infrastructure
Networks for Smart Grid, SCADA, and Other Industrial Control Syst2nikistr. Hsevier
Science Limited, 2014, 2014.

[135] M. Al-Ahwal, Infrastructure failures of water networks in Saudi Arat#814.

[136] S . Badri, P. Fergus, and W. Hur st 10thinA Suppoc
Conf. ELearning Games,Edutainment 2016. 16, 2016.

[1371 The USGS Water Science School ,USiilkdgademene | ect r
of the Interior 2016. .

[138] S. moazzem, R. M. G. , and K. M. M, AA Revi ew
Emi ssi on from Coal Thermal lRodver Plantdvd Rasu? EcA2012s , 0 i n

[139]45 Nucl ear Pl ant s, RNudleattheenaw GreRreEmex30d+r.. De s i gn s

[14001J. Lin, S. Sedigh, a nPthysidal Simdlatibn oklntelligefit Watere gr at
Di stri but i dmwc. 20@9Eigkth IEEE, Ifi. Conf. Dependable, Auton. Secur.
Comput, pp. 690695, 20009.

[141] L . Phoeni x and W. At KSiurpsp Watér IEmcyclopediat Sctiencet ur e,
and Issues2017. .

[142] N . K. Svendsen and S. D atisticMopropehtiesso€ critical A An a |
infrastructure i nt er dPeop. 200MIEER WWyrk. mfuAssuri IAW ow ma
no. June, pp. 24254, 2007.

[143] J. PallantSpss Survival Manuglllustrate. USA: McGrawHill Education (UK), 2013.
[144] P. Fergs, P. Cheung, P. Hussain, D-Alu me i | vy, C. Dobbins, and S

Preterm Deliveries from EH®LSOgenoad 80.10,si ng N
p. e77154, 2013.

[145] X. Wang and K. K. Pal i wal , firédectian algorthms x t r a c
and their appl i cat iPatters Recognitwolo36,.enb. 10, mgppc2d29ni t i o |
2439, 2003.

[146] F . Lott e, AStudy of El ectroencephal ogr aph
Techniques towards the use of Bi@lo mput er I nterfaces in Virtu
2008.

177



APPENDIX A-DATA

To provide a bigger view regarding the Datéargesample of thewormal and abnormalatasets
are presented for two Critical Infrastructurdbe Hydroelectricity System and the Electricity

Systemas an examplén addition, the faults presented for both systems.

Tecnomatix Smulator Data

Hydroelectricity System
Table26: The Hydroelectricity System Abnormal Behaviour

Failure Components Available Not
Available
Water pipe 1 40 60
1
Turbine 50 50

Table27. Component Descriptive for Théydroelectricity System

Abbreviation ComponentsDescription

F1 water pipe from the Swage system to the Hydroelectric
system in the Hydroelectricity

F2 buffer in the Hydroelectricity system

F3 water pipe 1 from sewage in the Hydroelectricity syster

F4 sluicegate in the hydroelectricity system

F5 water pipe 2 in the Hydroelectricity

F6 the turbine in the Hydroelectricity system
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F7 hydroelectricity generator
F8 hydroelectricity transformer

F9 electricity cable in the hydroelectricity system

Table28: Large Data Sample for Normal Hydroelectricity System

Time F1 F2 F3 F4 F5 F6 F7 F8
42:335| 0 21 3 40 3 1 1 1
42:33.8| O 21 3 40 3 1 1 1
42:340 | O 21 3 40 3 1 1 1
42342 | O 21 3 40 3 1 1 1
42:345 | 0 21 3 40 3 1 1 1
42:347 | O 21 3 40 3 1 1 1
42:35.0 O 21 3 40 3 1 1 1
42:35.3 | O 21 3 40 3 1 1 1
42:355 | 0 21 3 40 3 1 1 1
42:358 | O 21 3 40 3 1 1 1
42:36.0| O 21 3 40 3 1 1 1
42:36.3 | O 21 3 40 3 1 1 1
42:36.5| O 21 3 40 3 1 1 1
42:36.7 | O 21 3 40 3 1 1 1
42:370| O 21 3 40 3 1 1 1
42:37.3 | O 21 3 40 3 1 1 1
42:375| O 21 3 40 3 1 1 1
42:37.7| O 21 3 40 3 1 1 1
42:380| O 21 3 40 3 1 1 1
42:383 | O 21 3 40 3 1 1 1
42:385 | O 21 3 40 3 1 1 1
42:388 | O 21 3 40 3 1 1 1
42:39.0| O 21 3 40 3 1 1 1
42:39.3 | O 21 3 40 3 1 1 1
42:395| O 21 3 40 3 1 1 1
42:39.7 | O 21 3 40 3 1 1 1
42:400 | O 21 3 40 3 1 1 1
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40

21

0
0
0
0
0

42:40.3
42:40.5
42:40.7
42:41.0
42:41.2

40

21

40

21

40

21

40

21

Table29: Large Data Sample for Abnormal Hydroelectricity System

F9

F5 F6 F7 F8

F4
40

F3

F2
40

F1
40

Time
42:33.5
42:33.8
42:34.0
42:34.2
42:34.5
42:34.7
42:35.0
42:35.3
42:35.5
42:35.8
42:36.0
42:36.3
42:36.5
42:36.7
42:37.0
42:37.3
42:37.5
42:37.7
42:38.0
42:38.3
42:38.5
42:38.8
42:39.0
42:39.3
42:39.5
42:39.7

3
3
3
3
3
3
3
3
3
3
3
3
2
2
2
3
3
3
3
3
3
3
3
3
3
3

40

40

40
40

40

40

40
40

40

40

40
40

40

40

40
40

40

40

40
40
40

40

40

40

40
40

40

40

40
40

40

40

40
40

40

40

40
40

40

40

40
40

40

40

40
40
40

40

40
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42:40.0
42:40.3
42:40.5
42:40.7
42:41.0
42:41.2

Electricity System

Abbreviation

3 40 3 40 3 1 1 1
3 40 3 40 3 1 1 1
3 40 3 40 3 1 1 1
3 40 3 40 3 1 1 1
3 40 3 40 3 1 1 1
3 40 3 40 3 1 1 1
Table30: The Electricity System Abnormal Behaviour
Failure Components Available Not Available
Electricity cable
from nuclear 70 30
power
1 Electricity cable
to water 60 40
distribution
Electricity cable 80 20
to factory

Table31: Component Descriptive for The Electricity System

F1

F2

F3
F4
F5

F6

F7

ComponentsDescriptions

electricity cable from the hydroelectricity toe SmartGrid
in the Grid

electricity cable from the Nuclear to the SmartGrid in the
Grid

electricity cable from the Coal to the SmartGrid in the G
the buffer in the SmartGrid

electricity cable from the SmartGrid to the Factory in the
Grid
electricity cable from the SmartGrid to the Houses in the
Grid
electricity cable from the SmartGrid to the WD in the Gr
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Table32: Large Data Sample for Normal Electricity System

Time
1:22:48:12.7500
1:22:48:13.0000
1:22:48:13.2500
1:22:48:13.5000
1:22:48:13.7500
1:22:48:14.0000
1:22:48:14.2500
1:22:48:14.5000
1:22:48:14.7500
1:22:48:15.0000
1:22:48:15.2500
1:22:48:15.5000
1:22:48:15.7500
1:22:48:16.0000
1:22:48:16.2500
1:22:48:16.5000
1:22:48:16.7500
1:22:48:17.0000
1:22:48:17.2500
1:22:48:17.5000
1:22:48:17.7500
1:22:48:18.0000
1:22:48:18.2500
1:22:48:18.5000
1:22:48:18.7500
1:22:48:19.0000
1:22:48:19.2500
1:22:48:19.5000
1:22:48:19.7500
1:22:48:20.0000
1:22:48:20.2500
1:22:48:20.5000

m
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1:22:48:20.7500
1:22:48:21.0000
1:22:48:21.2500
1:22:48:21.5000
1:22:48:21.7500

Table33: Large Data Sample for Abnormal Electricity System

Time
1:22:48:12.7500
1:22:48:13.0000
1:22:48:13.2500
1:22:48:13.5000
1:22:48:13.7500
1:22:48:14.0000
1:22:48:14.2500
1:22:48:14.5000
1:22:48:14.7500
1:22:48:15.0000
1:22:48:15.2500
1:22:48:15.5000
1:22:48:15.7500
1:22:48:16.0000
1:22:48:16.2500
1:22:48:16.5000
1:22:48:16.7500
1:22:48:17.0000
1:22:48:17.2500
1:22:48:17.5000
1:22:48:17.7500
1:22:48:18.0000
1:22:48:18.2500
1:22:48:18.5000
1:22:48:18.7500
1:22:48:19.0000
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APPENDIX B-FIGURES

This section presents the Simulation Plant for the Hydroelectricity Systertharilectricity
System. Figuré&7 and68 demonstratethe abnormal flow in Hydroelectricity and the Electricity
systemsrespectivelydepending on the abnormal behaviour introduced to the compowinta

are presented in Table 29 &.38 Bottleneck Andyser presents a statistical data graphically on

top of each component.

3 o B W O @ w5 ol PH& @
B L e
r
L i L . |

I s

wWakersource

slucegateinHydi

shicegate

] =1 3T 1
AR &—n Ty

- pipe -

=1 5 =1

eleccable - - - - smarkgrid-

© tuwbire " gemerator  transformerhyrda

Figure 67 The abnormal behaviour in the Hydroelectricity System: Water pipe 1 & Turbine.
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Figure 68 The Abnormal Behaviour in the Electricity System: electricity cable from the Nuclear
system, electricity cable to the Factory and the Houses

Figure 69 and 70 indicates the abnormal behaviour for the Hydroelectricity and the Electricity

systems, respectilye effect on the rest of the components.
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Figure 69 The Abnormal Chart for the Hydroelectricity System: Water pipe 1 & Turbine
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Figure 70 The Abnormal Chart for the Electricity System
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APPENDIX C-RECORDS

This section presents the full 864 vector records for both the normal and abnormal water distribution system

Table34 The Normal Water Distribution System Vector Records

normal electricity [std water pipgstd water pipe/std WD treatn|Std water pip</Std WD Storagstd water pip/Std water pipe/std water pip</Std

Record 1 | 0.053333| 0.224791 2.975| 0.185482| 0.066667| 0.249548| 0.033333| 0.17958| 0.066667| 0.249548| 0.033333| 0.17958 0.08( 0.271406| 0.033333| 0.17958| 0.033333| 0.17958
Record 2 | 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.008326| 0.090906
Record 3 | 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.011657| 0.107381
Record4 | 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.009992| 0.099499
Record 5 | 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.009992| 0.099499
Record 6 | 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.011657| 0.107381
Record 7 | 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.008326| 0.090906
Record 8 | 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 9 | 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 10| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 11| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 12| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 13| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 14| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 15| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 16| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 17| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 18| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 19| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 20| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 21| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 22| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 23| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 24| 0.02086| 0.142963| 2.99416| 0.114187 0.0267| 0.161258| 0.01335| 0.114809 0.0267| 0.161258| 0.01335| 0.114809| 0.03254| 0.177487| 0.01335| 0.114809| 0.007512| 0.086375

188




Table35 The Abnormal Water Distribution System Vector Records
abnormal |electricity water pipdSEI | WD treat

Record1 | 0.338333| 0.681359 2.9775| 0.178943| 0.066667| 0.286864| 0.033333| 0.17958)| 0.066667| 0.286864| 0.033333| 0.17958 0.0775| 0.316086| 0.033333| 0.17958| 0.033333| 0.17958
Record 2 | 0.020816| 0.142827| 2.995004| 0.070534| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.008326| 0.090906
Record 3 | 0.067444| 0.250893| 2.995004| 0.070534| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.016653| 0.12802| 0.006661| 0.081377| 0.011657| 0.107381
Record 4 | 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.009992| 0.099499| 0.013322| 0.114698
Record5 | 0.010824| 0.103518| 2.999167| 0.028855| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.009992| 0.099499| 0.006661| 0.081377
Record 6 | 0.174022| 0.379286| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.03164| 0.175113| 0.006661| 0.081377| 0.018318| 0.134155
Record 7 | 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.008326| 0.090906
Record 8 | 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record9 | 0.010824| 0.103518| 2.769359| 0.421419| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 10| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.006661| 0.081377| 0.019983| 0.140001
Record 11| 0.060783| 0.239031| 2.996669| 0.057639| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 12| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 13| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 14| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698

0

0

0

0

0

0

0

0

0

0

Record 15| 0.010824| 0.103518| 2.996669| 0.057639| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 16| 0.020816| 0.142827| 2.994172| 0.076153| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 17| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 18| 0.020816| 0.142827| 2.995004| 0.070534| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 19| 0.010824| 0.103518| 2.997502| 0.049938| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 20| 0.020816| 0.142827| 2.995004| 0.070534| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.013322| 0.114698| 0.013322| 0.114698
Record 21| 0.010824| 0.103518| 2.996669| 0.057639| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 22| 0.020816| 0.142827| 2.993339| 0.081377| 0.026644| 0.161109| 0.013322| 0.114698| 0.026644| 0.161109| 0.013322| 0.114698| 0.032473| 0.177326| 0.006661| 0.081377| 0.019983| 0.140001
Record 23| 0.010824| 0.103518| 2.998335| 0.040791| 0.013322| 0.114698| 0.006661| 0.081377| 0.013322| 0.114698| 0.006661| 0.081377| 0.01582| 0.124831| 0.006661| 0.081377| 0.006661| 0.081377
Record 24| 0.02086| 0.142963| 2.99416| 0.114384 0.0267| 0.161258| 0.01335| 0.114809 0.0267| 0.161258| 0.01335| 0.114809| 0.03254| 0.177487| 0.01335| 0.114809| 0.007512| 0.086375
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