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Abstract—Providing an efficient secure authentication scheme 
in safety applications in Vehicular Ad-hoc Networks (VANETs) is 
a challenging issue. This is because these applications need to react 
to their messages, in a timely manner, before their respective 
deadlines. Preserving the privacy of the exchanged messages is 
also important since these messages include sensitive information, 
such as geographical locations. In this paper, we review the 
existing schemes that aim to meet the requirements of security and 
privacy. Then, we specify these requirements with a view to design 
an efficient scheme for secure real-time applications in VANET 
environments. 

Index Terms— security, privacy preserving, VANET, safety 
applications 

I. INTRODUCTION 

Due to the increasing demands to improve traffic safety, 
Vehicular Ad-hoc Networks (VANETs) have attracted attention 
from governments, car manufactures, and researchers. In 
VANETs, vehicles equipped with on-board units (OBUs) are 
able to collect, process and exchange traffic-related messages 
with nearby vehicles through Vehicle-to-Vehicle (V2V) 
communications, or communicate with nearby road-side units 
(RSUs) through Vehicle-to-Roadside (V2R) communications.  

Most VANET safety applications require timely reactions to 
the broadcasted messages. Relying on a Dedicated Short-rang 
communication (DSRC), instead of a cellular network 
communication, would reduce delays when uploading and 
downloading traffic-related messages. Accordingly, the IEEE 
1609.2 standard mandates a DSRC system when developing 
VANET applications, which supports both V2V and V2R 
communications. Moreover, safety-related applications rely on 
a single-hop beaconing message, wherein messages are 
broadcast every 100-300 ms within a communication range of 
300 m. A beaconing message may contains a vehicle’s position, 
speed, acceleration, and the direction of a vehicle, which all can 
be used towards cooperative-awareness between vehicles. In 
addition, they may also contain safety events, such as when an 
accident occurs.  

Despite the advantages that can be obtained from VANET 
safety applications, the sole source of communication of this 
network is through wireless links, which are vulnerable to a 
variety of attacks. For example, they are susceptible to third 
parties injecting bogus messages, replaying old messages, and 
modifying messages. Since these messages are urgent and often 
life-critical, it is a highly important to implement a security 
mechanism for authenticating these messages. Furthermore, an 
attacker can collect these messages and compromise the privacy 
of the driver, by obtaining his location. Thus, the privacy of the 
driver must be protected from unauthorised accesses.   

The designed scheme should achieve an acceptable balance 
between security and privacy requirements. Moreover, the 
scheme should be highly efficient in supporting applications 
with real-time requirements.  

pseudonym-based authentication schemes are widely used in 
order to enable the authentication of the broadcast messages 
anonymously [1]. This is when aauthentication between vehicles 
is conducted through dummy identities, which are authenticated 
by the trusted authorities (TAs) in order to reveal the real 
identity in case of a dispute. 

The unique characteristics of VANETs, such as their high 
mobility and their large number of nodes, would challenge the 
exiting security schemes. For example, most of pseudonym- 
based authentication schemes employ digital signatures to offer 
secure communication between VANET entities, which leads to 
processing delays of traffic-related messages. 

In this paper, we highlight the security and privacy 
requirements of safety applications. First, some safety 
applications are given in subsection II.A. Then, the security, 
privacy requirements and their main challenges in VANET are 
outlined in II.B, II.C, and II.D, respectively. In section III, the 
well-known pseudonym schemes, along with their changing 
strategies, are illustrated. After this, some existing work to 
enhance the efficiency of the verification process is given in 
section III. Finally, in section IV, we discuss and conclude the 
main requirements to designing an efficient privacy preserving 
authentication scheme for VANET safety applications.  

II. VANET APPLICATIONS, REQUIREMENTS AND ITS 

CHALLENGES  

A. Road-Safety Applications 

Drivers are responsible for most hazardous road accidents 
[2]. Road-safety applications are primarily aimed at reducing 
these accidents and saving lives on the road through exchanging 
safety messages between nearby vehicles and RSUs. 
Accordingly, these messages may assist drivers to broaden their 
knowledge about their surrounding environment, through 
exchange messages regarding intersections, traffic-jams, 
accidents, and even by predicting collisions [3]. Most of these 
applications demand strict requirements, such as low latency, 
which is 100-1000 ms, broadcasting messages every 10 Hz [4]. 
Moreover, most of these applications depend on information that 
is directly exchanged between vehicles, i.e. single hop 
communications, in order to reduce the delay due to multi-hop 
communications. Some of these applications are given below 
which are described in [3, 5-9]. 



 Lane change warnings: warn the driver if the lane change 
occurs in their blind spot area. This has potentially 
reduced crashes during lane change scenarios. 

 Forward collision warnings: warns the driver of an 
expected rear-end collision with a heading vehicle 
driving in the same lane and direction, due to, for 
example, slowdowns or the road curvature. 

 Head on collision warnings: provide early warnings that 
are sent to vehicles that are travelling in opposite 
directions.  

 Intersection collision warnings: warn the driver when 
approaching road intersections if there is a high collision 
probability with other vehicles. 

 Emergency vehicle warnings: if there is an active 
emergency vehicle, such as a police car or an ambulance, 
a warning is sent to nearby vehicles as well as RSUs 
which they re-broadcast in order to free a corridor. 

B. Security Requirements 

Security is obviously paramount in road-safety applications. 
Malicious messages sent out by attackers could cause severe 
damage, and threaten our safety. In this subsection, we outline 
the major security requirements for VANET: 

 Sender validity: one major requirement of VANET is to 
ensure that a received message is generated by a 
legitimate entity. This is because vehicles make 
decisions depending on the received message, which can 
be life-critical [10].  

 Message integrity: the integrity of the received message 
is important when ensuring that the messages send over 
the network have not been altered by malicious attacks 
or signal failures [11].  

 Non-repudiation: users should not be able to deny 
sending a message. Thus, in case of dispute, the sender 
would accountable. However, only a TA authority 
should be allowed to trace the message of the 
misbehaving sender [10].  

C. Privacy Requirements 

In VANET, it is essential to protect the privacy of the 
driver/vehicle, rather than RSUs and public vehicles, such as 
ambulances. However, we encourage road users to share as 
much information as possible in order to enhance the accuracy 
and timeliness of road-safety applications. Aattackers actually 
could identify and extract useful information, such as the 
whereabouts of a particular user, simply based on the message 
he/she periodically broadcasts. It may put the user off if their 
privacy cannot be protected. Schaub et al.[12] identify the 
following privacy requirements:  

 Minimum disclosure: Only the required information 
should be disseminated during communication.   

 Conditional anonymity: the incentive sender of the 
message should be unknown. However, identity 
resolution by legal authorities is possible in some 
situations, such as misbehaving situations. 

 Unlinkability: messages sent by the same vehicles are not 
linkable. However, safety-applications require short-
term linkability[13].   

 Distributed resolution authority: it is preferable that 
identity resolution can only be conducted by the 
cooperation of several entities. 

 Perfect forward privacy: the resolution of a specific 
events to its identity should not reveal further 
information that decreases its unlinkability.  

D. VANET Challenges 

The special behaviour and characteristics of VANETs leads 
to particular challenges, which impact the future deployments of 
these networks, as discussed below.   

 The trade-off between security and privacy 
requirements: to provide secure communication, it is 
necessary to authenticate all exchanged messages. 
However, this leads to identifying and tracking vehicles 
from these messages. The use of pseudonyms as short-
term public keys without any identification information  
has emerged as a solution to provide an acceptable 
balance between these requirements [1]. Pseudonym-
based schemes will be explained later in this paper. 

 Real-time constraints: in safety-related applications, the 
broadcast messages are time-critical and they have 
expiration time of 100-1000 ms within a communication 
range of 300- 1000 meters [8]. Thus, it is necessary to 
minimizing the processing overhead due to the 
timeliness of these messages.  

 Dynamic nature and high mobility: the topology of 
VANET changes rapidly from time to time, as a result of 
the speed of vehicles, especially on highways [14]. Thus, 
cooperative authentication protocols [15-17] and RSU-
aided authentication protocols [18-20] are not feasible, 
due to frequent link disconnections. 

 The large scale of the network: in the future, VANET 
will compromise millions of vehicle. Thus, applications 
and mechanisms should be able to handle a large number 
of vehicles [12]. 

III. SURVEY ON PREVIOUS WORKS 

In this section, we carry out a survey on existing works in 
relation to secure VANET communications. We categorise these 
works based on the strategies they employ. 

A. Categories of  Pseudonym schemes: 

Pseudonym authentication schemes have been widely used 
to secure communications between VANETs entities. 
Anonymous keys are used to digitally sign the sent messages. 
Then, the signature is used to verify the integrity and the 
authenticity of the received message. To apply pseudonymity 
within secure communication in VANET, most researchers have 
utilised asymmetric key cryptography concept. On the other 
hand, other researches, due to the delay constrains for safety 
messages, have utilised symmetric key cryptography concept. 
The main motivations of these schemes are given below.  



a) Public key Based cryptography (PBC) schemes: 
Public key cryptography is an asymmetric form of 
cryptography in which a pair of keys are used to achieve the 
secure communications between VANET entities. One key is 
used to sign the sent message, which is the private key, while 
the other key is used to verify the received message, which is 
the public key. The public key must be certified by a TA to 
verify the legitimacy of the sender. Then, the certified public 
key is used as a pseudonym instead of the real identity [21]. 
However, using a static pseudonym is insufficient to protect the 
privacy, due to tracking and eavesdropped messages for a long 
time. Thus, Raya and Hubax suggest providing each vehicle 
with a set of pseudonyms and corresponding key pairs (public 
key and private key) [22]. Each pseudonym is valid for a 
specific period. Vehicles sign messages using the private key of 
the current valid pseudonym. Each pseudonym is valid for a 
specific period.  

b)  Identity based cryptography (IBC) schemes: Identity 
based cryptography is related to the public key cryptography 
concept with the significant difference that only a key 
generation centre (KGC), which is assumed to be a TA, is able 
to derive the pair of keys from the node’s public information, 
such as their name, email address, telephone number, etc. The 
IBC concept was first proposed by Shamir (1984), who suggest 
that secure communication between entities can be achieved 
without exchanging keys, since the public key is derived from 
the identity of the node. Moreover, there is no need for an 
explicit certificate, because the only one who is able to derive 
the pair of keys is the KGC, i.e. implicitly certificate keys [23]. 
In VANET, to achieve pseudonymity, these keys should be 
extracted from arbitrary strings and used as a pseudonym. Then, 
this pseudonym would be sent with the signed message for 
authentication. The communication overhead will be enhanced 
over the PKC, because there is no need for exchanging the 
certificates for this pseudonym [24]. However, IBC is similar 
to PKC, because it still needs a number of pseudonyms to 
protect individuals’ privacy.     

c) Group based cryptography (GBC) schemes: Group 
based cryptography is asymmetric cryptography, which was 
first introduced by Chaun and Van Heyst in 1991 [25], who 
proposed a group manger (GM), which is assumed to be a TA, 
who is responsible for issuing a shared public key for each 
group to be used as a pseudonym during communication, while 
each group member has its own private key to generate the 
signature over the exchanged messages. Thus, GBC would 
preserve individuals’ privacy without the need to change 
pseudonyms, which leads to eliminating the need for issuing 
and storing thousands of pseudonyms in PKC and IBC [26].       

d) Symmetric based cryptography (SBC) schemes: In 
symmetric based cryptography, the same key is used to sign and 
verify the exchanged message. These schemes are highly 
efficient in term of computational and communicational 
overheads because the main underlying cryptographic function 
is a hashed-based message authentication code (HMAC) [27, 
28].  

B. Privacy Preserving Strategies 

In the PBC, IBC and SBC schemes, pseudonyms must be 
changed periodically to avoid long-term tracking. On the other 
hand, in GBC schemes, full anonymity is achieved within the 
group members. 

All messages authenticated with one pseudonym are linkable 
to each other. Short-term linkability is important for safety 
applications, such as if an accident happened and two messages 
with different pseudonyms were received from the same sender, 
the receiver would think there are two accidents. Thus, there is 
a need to find a balance between the privacy level and its impact 
on the quality of safety applications. In addition, simple 
pseudonyms changing are insufficient in avoiding long-term 
tracking, because attackers can re-identify vehicle by analysing 
their messages [29]. There is a large body of literature that 
examines changing pseudonyms, with view to achieve a 
sufficient level of privacy protection. We will discuss some 
strategies below. 

 A vehicle changes its pseudonyms depending on a fixed 
time, i.e. each pseudonym would be valid for a specific 
time slot [30]. However, tracking is trivial in this 
strategy, because it is easy for the observer to know the 
period of time that the pseudonyms change. To solve 
this, a random period was suggested in [31]. However, 
tracking is still trivial if there is just a few number of 
vehicles on the road. Thus, in [32], changing 
pseudonyms are mandated depending on the density of 
the vehicles. A better strategy was suggested in [30] to 
collaboratively changing pseudonyms with neighbours’ 
vehicles.  

 In [33-35] hindering vehicle prediction tracking was 
suggested when changing its pseudonym by remaining 
silent for a period of time after changing. However, 
during this period, it may be the case that there is a 
critical situation happened that could occur that 
compromises safety.  

 A mix-zone strategy was proposed in [36] to avoid 
tracking vehicles when changing their pseudonyms. In 
this strategy, a vehicle will change its pseudonym in a 
spatial area where there are no-location based 
applications. This approach would be ineffective if there 
is a few number of vehicles in the mix-zone area. 
Accordingly, [37] suggests to place the mix-zone areas 
at social spots, such as parking areas, to increase the 
number of vehicles and then confuse tracking. In [38],  
cryptographic mix-zone areas are proposed, in which 
RSU distributes a symmetric key for all legitimate 
vehicles in its communication range, wherein all vehicles 
use the same key to encrypt messages. Therefore, 
adversary cannot track specific vehicles. However, the 
insider attack may still broadcast bogus messages, which 
could be life-critical. Traceability is hindered, because all 
vehicles use the same key. Moreover, the insider attacks 
can still decrypt all messages and thus compromise 
individuals’ privacy.   

 A distributed mechanism was proposed in [39], wherein 
each vehicle is responsible to decide when and where to 
change its pseudonyms, depending on its beacon context, 
such as its speed and direction. The same mechanism was 
enhanced by [40], in which a silent-period strategy was 
applied to increase the level of privacy. In  [41], using 
content-based changing in [39] was combined with a 
number of criteria towards performing pseudonym 



changing, such as the age of a pseudonym. This would 
decrease the need for changing pseudonyms. 

C. Enhancing Scaliability in Safety applications 

Current standardisations and research efforts mainly support 
the use of the PBC system using the traditional Public Key 
Infrastructure (PKI) for key management. Furthermore, to 
reduce communicational overheads, ECDSA is used to sign the 
exchanged messages, due to its small key size when compared 
with other cryptosystems, such as RSA i.e. to reach a security 
level of 128 bits, ECDSA requires 256-bit key size while RSA 
requires 3072-bit key size. The use of PKI with ECDSA system 
was already adopted by the initial IEEE 1609.2 standard [42] to 
secure VANET safety applications.  

The existing PKI schemes still suffer from high 
computational costs in the verification process of both certificate 
and signature verification. This would not be an issue in a sparse 
density areas, but it fails to meet the requirement of verifying 
hundreds of messages per second in high density areas. 
Therefore, an efficient scheme is still needed to increase the 
number of verified messages before being expired. 

According to IEEE 1609.2 standards, vehicles will 
periodically broadcast beacon messages about their current 
status every 100-300 ms to enable safety applications. These 
messages need to exchange information securely. Security 
overheads should be as low as possible to allow timely reactions 
to the broadcast messages. Spatially, it is likely that other 
applications would run on the same OBU. However, the 
existence of security mechanisms incur considerable 
communication and computation overheads, which can 
influence the performance of these applications in high-density 
traffic scenarios [43].   

In order to solve the issue of receiving a large number of 
messages in a short time period in VANET real-time 
applications, researchers have been working to design an 
efficient PBC security mechanism. Some of these efforts are 
mentioned below. 

a) Probabilistic verification schemes: in [22], Raya and 
Hubax suggested verifying only the relevant messages. 
Similarly, Grover and Lim in [44] designed a probabilistic 
scheme to maximise the number of relevant verifications in 
which a higher priority will be assigned for messages received 
from a closer vehicle. However, this method is vulnerable to 
signature flooding, where the attacker sends many bogus 
messages and has an impact on verifying legitimate messages.    

b) Hybrid verification schemes: in [45], the combination 
of symmetric and asymmetric cryptography mechanisms is 
proposed, in which HMAC and ECDSA is used to securely 
broadcast messages. The non-repudiation of critical messages 
is achieved by using the ECDSA. The fast verification for non-
critical messages is enabled using a simple HMAC. However, 
this scheme still cannot meet timely verification, due to delay 
of key disclosure. Moreover, the communication cost would be 
increased as a result of sending both HMAC and digital 
signatures along with each message.   

c) Prediction Based schemes: To allow for timely-
verification in the hybrid schemes, in [46, 47] exploit the ability 
of a vehicle to predict future beacons. Then, the sender 

constructs a Merkle Hash Tree (MHT) to generate a common 
public key. It first derives a number of private keys, which are 
associated with the predicted beacons. Then, the private keys 
tie together to produce the common public key, which is sent to 
the receiver in advance to enable the timely-reactions of 
exchanged messages. However, these schemes incur 
communication overheads due to the size of their signatures and 
keys [46].  

d)  Trusted authentication Schemes: in [48, 49], firstly,  
RSU authenticates vehicles using ECDSA and then a secret 
sharing key is exchange between legitimate vehicles. The 
drawback of these schemes are the difficulties to establishing 
consistent neighbours, as well as the fact that insider attackers 
can send bogus messages.   

IV. DISCUSSION  

The schemes in section III.A. have faced strong challenges 
to efficiently secure safety applications, due to the following 
reasons: 

 IBC and GBC schemes are mainly dominated by a few 
pairing operations. Batch verification is widely used to 
reduce the processing overheads of pairing in which 
multiple messages are verified at once [50-54]. However, 
these schemes are mainly dependent on RSUs, because 
its computational overhead still not affordable for 
vehicles with a 400 MHz processor [47]. 

 GBC and SBC schemes suffer from key distributing 
issues. Thus, their schemes are mainly dependent on the 
existing RSUs’ ability in securely issuing their keys [55].  

 SBC schemes are lacking in the timely authentication of 
messages, due to delayed key disclosure to ensure the 
source of the messages [45]. Moreover, symmetric 
schemes have difficulties when providing non-
repudiation [56].  

After providing an overview of the primary security and 
privacy requirements, as well as their impact on the efficiency 
of VANET applications, we outlined the following real-time 
authentication requirements: 

 It is impractical to authenticate safety-message 
depending on the support of backend infrastructure such 
as RSUs. This is because of the sparse disseminations of 
RSUs.  

 Cooperative authentication schemes are impractical due 
to the speed of vehicles, i.e. vehicle connections with 
their neighbours do not last for a long time. 

 Improving the efficiency of verification is important in 
high density areas, since vehicles would sign one 
message while need to verify n messages from n 
neighbouring vehicles. This may lead to scalability 
issues. 

 A decentralised authentication scheme is preferable, in 
which a vehicle can authenticate messages individually 
due the intermittent connectivity with other entities and 
the timeliness of safety messages. Thus, the delivery 
delay is reduced when messages are sent in a single-hop. 



 Changing pseudonyms should not impact the quality of 
applications, such as in a silent period strategy. At the 
same time, the level of privacy should be kept high. 
Moreover, it is difficult to build trust between VANET 
entities, which may affect the cooperative changing 
strategy. Thus, a distributed strategy seems to be a better 
candidate, but the existing mechanism need to be 
investigated in order to achieve an acceptable level of 
privacy preservation.     

V.  CONCLUSIONS AND FUTURE WORK 

To conclude, Public Key Cryptographic (PBC) schemes 
seem to be the better candidates towards securing messages 
with real-time requirements in VANETs. However, the existing 
schemes still suffer from an issue in a high density scenario. 
Accordingly, we have outlined in section III. number of 
research efforts to enhance the efficiency of verifying 
messages.  

Moreover, we highlighted number of pseudonyms changing 
strategies research efforts to enhance the efficiently of 
protecting the privacy of vehicles. In their methods the quality 
of safety applications still need to be improved.  

In our future work, we will focus on enhancing the efficiency 
of verifying hundreds of messages in the case of density traffic 
scenarios. Then, we plan to design an improved pseudonyms 
changing strategy to obtain an acceptable balance between the 
privacy level and the quality of safety applications.  
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