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Abstract

Maritime container supply chains (MCSCs) is exposed to various riskagfiem both
internal operations artieexternal environment, and the increasing complexity ofrtbdern
global logisticssystem makes the situation even worse, thus causing a significant chalenge
the effective risk management of MCSCGsowever, gstematic studies on this topic are
relatively few. In view of this, this study aims to explore andlyse various MCSC risks,
developsuitablerisk assessment methgdind evaluate the overaderformanceof MCSCs

from a systematic perspective, so as to ensure the safeility, and resilience of MCSCs.

Thisresearctstarts with the identification and classification of all possible risk factors that
may be involved in an MCSC based on a comprehensive literature review, and the research
results are further validated through a Delphi expert survey. The identifiedatsksfare then
analysed, screened, and assessed in detalnovelty of this study lies not only on the risk
assessment of MCSCs underuncertain environment from a supply chémel but also on
the consideration othe impact ofrisk condition ofead individual MCSC on the overall

performance of the entire container supply network.

The research results will provide useful insights avaluable information for both
researchers and practitionersthe risk analysis aragsessmemf MCSCs, which ibeneficial
to different types of stakeholders involved in the maritime shipping inddgteywork is also
able to provide a theoretical foundation for fisksed decisiomaking and shipping route
optimisation in further workAlthough the risk assessmenethods are presented on the basis
of the specific context in MCSCs, it is believed that, with dorsaiecific knowledge and data,
they can also be tailored for a wide range of applications to evaluateeliability and
performanceof other supply chaisystems, especially where a high level of uncertainty is

involved.
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CHAPTER 1 - INTRODUCTION

Summary

This chapter provides a general analysis of the research background that helps to understand
the research necessity from a practical viewpdihe challengesf conducting theesearch

are demonstratedollowing the explanation of the research objectives and statement of the
hypothesis. The methodology employed in the research is also presenpastiiad. Finally,

this chapter descritsgthe layout and the scopef the thesisand summarisethe deliverables

and contributions to knowledge and achievements agaissarclobjectives.

1.1 Research Background

Containershippingin large part has promotaglobalization and drivethe rapideconomic
developmenbver the padew decadesContainer shippingas become increasingly important
afterits wide application fromthe 1970sowingto its significantadvantages ipromoting the
standardization of cargo packaging and transportation, vemlhncefading and unloading
operation efficiency andiramatically reduce thecosts of transporand the risks of cargo
damagelt provides the foundation needed to achieve the intermodal transportation among the
globallogisticssystem However, with globalization and outsourcing pirees, there are mer
and more members involved in the container shipping proadssh increasess complexity
considering the requirements of commerpattners throughouhe globe Responding to this
situation container liner shippingas evolved fronthe original transport service of shipping
lines to an advanced container supply chain system, which can be regarded as a specific type
of supply chain with the rapid development of container transport anddeadginternational
trade(Hu, Yangand Huang, 2009 he integration ofthe suppl chain in container shipping
can be beneficial to all the members being involved ingefrtheir competitiveness (Lam and
Van de Voorde, 2011According to Meijer (2007), a container supply cheam bedefined
as:
fiThe network of organizations that are involved, through upstream and downstream linkages,

in the different container transport related processes and activities that produce value in the
form of products and services in the hands ofuitimate consumer (shipper or consigrnee)



In this study, we mainly focus on the maritimmegmentof a container supply chain,
involving container port/terminal operations asehborne containdransportatioh which is
referred to asa maritime containesupply chain(MCSC). Developed from the traditional
container shipping, an MCSC shares some characteristics of both container shipping and
maritime supply chains such as high capiténsity, being easily impacted by fuel price and
exchange rate, beingnited by inflexible supply of container ships, facing the problem of
empty container reposition, and having to follow international maritime regulat@reng,

2013. These characteristics indicate that an MCSC is associatechwiitie range of risk
saurces in a complex and volatile international environment, and the complicated physical
structure of the global MCSC system makes it more likely to be exposed to many more possible
undesirable hazards. Al parties involved in an MCSC (e.g. consigneess@nors, ports,
terminal operators, and agenciei)sely interacwith each otherthe overall performance of

the MCSC will be deteriorated if any of its parts isgagively influenced by hazasand/or
security threatsThereforejt is importantto develop suitabléools for effectively identifying

the hazards, analysing their associated risks, raedsure their impact on the system
performanceinder the challenges uncertainty and complexigcross the glob&nvironment

(Thun and Hoenig, 20110 orderto build a more efficient and resilient MCSC.

1.2 ResearclObjectives andTheir Hypothesis

The primary aim of this study is to develop a noaetl integratedramework for risk
assessment & CSCsconsideringboth local riskconditiors of MCSCsandtheirglobal impact
on the entire container supply netwpslo as tachieve the comprehensigafety evaluation
of each individuaMCSC within the global container maritime logist®gstem. The newly
developednodelsand methods will help to provideckear insight into theisks existing in
MCSGs and enhancéheir resilience under various circumstances. The results will affer
usefulreference fostakeholders such @a®licy makersandMCSC operairs, enabling them
to improve theimpolicy-makingoperations and risk management actidnsorder to achieve
this aim, some subsidiary objectives need to be carefully addressed. They are:

1 Although the landside logistics of containers is beyond the scope of this paper, the proposed framework for risk

factors analysis has been applied to other -goiognt ai ner

research project



1 To understandhe technical challenges ihazardidentification, risk assessment, and
resilience applications in M@ through conductingliteraturereview.

1 To develop aovel risk classification framework fatentifyingrisk factos existing in
MCSGs from different aspectemndclarifying the relationshipamong the identified risk
factors.

1 To produce an advanced dynamic risk assessment techniquehesingzy rule base
andBayesian network teealise the estimation of the identified risk factors.

1 To develop a networkasedmodel and analyse the importancepoit and MCSCs
within the glofal container shippingsing the centralityneasures

1 To integrate thestimationof local riskconditiors of MCSCsandtheir global impact
on theperformanceof the systeminto one framework using the evidential reasoning
(ER) approaclso as to aagbve he comprehensive evaluation of MC&Silience

1 To test the proposed models and methods by conducting sensitive analysis and case
studies.

The hypothesis that the objectives depend on is that the most widely used uncertainty
treatment theories such as fydpgic, Bayesian theoryDempsteiShafer (BS) theory and
network analysis methods che the foundation of anglgnificantly contribute to developing
novel and advanced risk management models in the context of MCSC

1.3 The Statement ofthe Problem

Complexityhas been identified as one of the most distireatharacteristics ahe modern
MCSCs attracting much attention from both academia and ind(istityeli and Levner, 2018).
The complex MCSCs are closely associated with not only the compléxihysical structure
and operational processes of the global MG$§&tembut also that of their risks existing in
almost every segment of an MCSThe complexity of the risks can lebservedn, at least,
the following three aspectdifferentrisk forms,numerous existing risk definitions, and the

inherent uncertainty feature of risks.

Different risk formsare reflectedn the usage ofliverse categorising methodSome
research classified the risk types into two broad categodkslingoperational andisruption
risks,internal and external risks (Trkman and McCormack, 2009; Olson and Wu, 2010)

2 A number of academic papers gave been submitted and published (see Appendix Eleven) to validate the
reliability of the deliverables against the objectives

3



macro and micro risks (Tang, 2008Jhile, some applied ternary classification methods, such

as environmental, networelated, and organisational rssKJittner, Peckand Christopher,
2003), or material flow, financial flow and information flow risks (Tang and Musa, 2011)
There are also many othesrysof categorising risks. For examplbe Centre for Logistics

and Supply Chain Management (CLSCM) Bedfodshire (UK) investigated the risks in
supply chais consideringive mainrisk source, which are demand, supply, process, control,
andenvironmendl risks(CLSCM, 2003) Tang and Tomlin (2008) discussed risks originating
from supply, process, demand, intellectual property, and behavioural and political aspects.
However,categorising methods developed in previous wseitoo broad to provide specific
information needed fathe risk management of MCSCs. Besides, the majority of the studies
were carried out to analyse several specific kinds of risks focusing on one or $eeoal

risk typeswhichis fragmental This calls for a holistic MCSC risk management framework to
cover as many risk sources and factors as possible for analysing and managing multiple types
of risks in MCSCs, in order to provide an inclusive risk picture in the container shipping

industry

As an interdisciplinary term, rigkersehas not mean agreedefinition, and different ways
of understanding the risk conceg#n be observed in the literature in different research areas
ranging from economy tpsychology and frombusinesso engineering (Aven, 20132}.is still
the casein the context of supply chain risk managemeXd. indicated bythe review of
Heckmann,Comesand Nickel (2015)although only a few authors explicitly defined what
supply chain risk is in their research, different definitions of supply chain risk exist
simultaneouslyJitner, Peck and Christopher (2003) defined risk as the effect of mismatch
between supply and demarkllis, Henryand Shockley (2010) emphasig@e potential loss
associated with the disruption of suppBifferences between the existisgpply chain risk
definitions indicatea different understanding of risks, which results in a variety of ways
approaching the risk analysisor example, most of the reseadmainly focused on thevio
widely investigated aspects of riskihie occurrene likelihood and associated adverse outcome
(e.g. Chen and Yano, 2010; Vilko and Hallikas, 20Ckang, Xuand Song, 2014). While,
some pointed out the importance of visibility (Caridi et al., 2014), as the lack of visibility of
upstream and downstream\ls and stocks makes it difficult to make optinoglerational
control measures at each stage of the MC3@ss, it is important to select suitable and

rational risk attributes/parameters and modelling techniques for the successful risk assessment



of MCSCsconsidering both the accuracy of the results and thee¢fesitiveness of conducting

therisk assessment.

Uncertainy is alsoconsidered to be a majoontribubr to the complexity of the risk¥ ang
et al., 2006), making it evenmoredifficult to identify and assess the riskSenerally, the
uncertainty ignterrelatedwith risks,and it isalmost inevitable in our daily life. Aven and Renn
(2009)defined risk as a kind afncertainty abouthe severity of the consequenc&sedford
and Cooke (20013rgued thaprobabilitycould be regarded as measure of uncertainty about
future events and consequencéke wncertainttsassoci ated with the MC
different sources and diverse forms. Three major types of uncertainties have been identified
which arefuzziness, incompleteness and randomn&isckley et al., 199) Fuzziness
represents imprecision. It occurs duringshbbjective interpretatioproceses espeially when
human judgements are involved. For examfueziness will be produced anexpert survey
whenrisk parameterare measured using linguisterms(which aremore suitable to represent
human knowledge rather than precise values in such sitaati in the case ofa lack of
statistics dafa Incompleteness refers toe knowledge that we do not know and thus cannot
be modelled. This is usually the reasonthe deviationof results between a theoretical model
and the reality. Incompleteness is a kind of epistemic uncertatntyay occur due to the
incomplete understanding anavailable informatiomf the MCSC systems being modelled
Randomnessan be defined as the kaof aspecific pattern in event§he randomness depends
on the variations between observations and the number of observations, which is usually
expressed in terms of sample variaridee complex dynamic behaviour of the MCS@gher
increases the randaress of probability distributions of risk factors. The abmentioned
situation highlightg¢he importance to understand and appropriatebl with the uncertainties
in MCSCsby using advanced risk modelling and analysis methods

In the previous studiegjsk assessment of MCSGUs mainly conducted from a local
perspective without the consideration of the impact of MCSC risk condition on the overall
performance of the entire MCSC systerhis maylead toa suboptimal decision in terms of
the allocation ofimited resourceon supply chain risk management from a sygtenspective
becausehe MCSCwith the most severe risk conditiodlmes not mean that it also has the most
impact on the overall performance of the MCSC system. For example, the shutout of the Port
of Shanghai (China} believed tdhave much more influence on the global container shipping
performancethan that ofthe Port of Mogadishu (Somalia) due to the huge container

throughputs, leading position, aegcellent globatomectivity of Port of Shanghai, although
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the risk condition of the lattes higher because of its relatively undeveloped infrastructure and
frequent jrate attacks nearby. The breakthrowjtthe networkresearchn recent yearse(g.
Watts and Strogatz, 1998; Barrat et al., 200psahl, Agneesserad Skvoretz, 20)Chas
provided new opportunities to investigate the complexity of physical MCSC syft@mms
network perspective, which is believed to be able to offer imsight into the complexity of

the container shipping networkn terms of the spatial and topological structuB®me
applicationscan be foungdfor example, inDucruet and Notteboor(2012), Li, Xuand Shi
(2015),Ducruet (2017), and Xing and Zhong (2018). However, a novel modsll ireeded

to combinethe structual importance and the risk status of MCSCs together in order to provide

more comprehensivevaluation resultef the sytem performance
1.4 ResearchM ethodology andScopes ofthe Thesis

The methodological view on risk assessment adopted in the thesigimated from two
streams. On the one hand, a series of risk models are generated to support hazards identification,
risk analysis and assessment of MCSCs under uncertainty, while on the other hand, a network
based approach is developed to measure the importance of MCSCsghysical structure
perspective. Finally, the two branches merge togethasimgan integratedrameworkfor the
evaluation of MCSC performancéom a systeratic view. Generally speaking, the
methodology consists of six interrelated essential steps of realising the research objectives as

follows:

1. Research background analysis and challédeetification.

2. A critical review of the MCSCs in terms of the operation process, development, and
literature related to the challenges identified in Step 1.

3. The development of aovel framework for identifying risk factors of MCSCs in a
hierarchical strutire based on the review in Step 2, and classifthinge risk factors
using a risk matrix approach.

4. Fuzzy rule and BN based risk modelling for providing a more effective and powerful
technique to deal with the uncertainties involved in the assessmask @hatorsof
MCSCs identified in Step 3.

5. Networkbased analysi®f the importance of MCSCs from a perspective of the

container shipping network topological structure.



6. Development of an integrated approach for combining the risk assessment results in
Step4 and the structural importance of MCSCs obtaituggbtherin Step 5 so as to
achieve the comprehensigealuation of MCSC performance
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A graphical flowchart is presented in Figure 1.1 for clarifying the logical backbone of the
complex methodology. More detailed explanatiohthe relationship between the steps of the

methodology are unified together with the study of the thesis laydidigen in the following.

The research scopes are set up to surround the core of the thesisswhkiclmanagement
of MCSCs. The intention is tprovide a hierarchical framework for risk identification, an
advanced risk modelling method for risk assemst under uncertain environmgnand an
integrated approach for the evaluation of MCf@&Gilienceconsidering both their local risk
condition and global impact on the MCSC performaiite document therefore only explains
the relevant theories and metkagh to the level where they are used to suit the objectives and
aims of the research instead of proving awlépth analysis of the theories themselVidse
proposed method considers the uncertain natu
instantly ranking the risk factors with updated information. It is particularipvativewhen
the importance of MCSCs is taken into consideration to support risk management in a complex
global environment, compared to the traditional risk assessment roandycted from a local

level which lack the resilience impact analysis on the whole system.

The thesis is compiled in seven chapt&lowing the discussion of the research process
in Chapter 1 Chapter 2reviews the important literature closely related to the current study. It
includes the status quo of MCSCs therevew ofde mon s
risk assessmemethodologies and approaches related to MCSCs, and the attempt at broadly
understanding the resilience concept and its applications in maritime transportation systems.
The emphasis and kernel of the thesis start Githpter 3and end withChapter 6 They are

presented in detail as follows.

Risk factoridentification is regardeds the very first stem risk managementChapter 3
proposes a structured framework composed of four lewélsisk classification and
identification. This chapter firstly identifies all the possible risk factors involved in MCSCs
according to theeviewa relevant literature on risks general containesupply chais. After
that, a Delphi expert survey is conductedvalidate the risk factors and explore more risk
factors that are not mentioned in previous stutliesrderto expand the coverage of the risk
factor identification The identified risk factors arereliminaily analysed in terms of their
occurrence likelihood and consequence severity based on empirical data collected through a
largescale questionnaire surveyand an online survey). The risk matrix method attte

ALARRP principleare applied to furthezategorise the identified risk factors into different risk



levels according to theiARI values so as to screen the most severe ones that need more

attention.

However, the consideration of only two risk parameters. pccurrence likelihood and
consequence severjtgnaylead to the ignorance of sorasefulrisk information in terms of
the analysis of the identified risk factarspractice Therefore Chapter 4makestwo main
extensions based on the traditional risk definition to rationalise the risk assessment of MCSCs.
Firstly, the visibility of risk in a supply chain is considered, whieticates the level of
awareness of the risk factors to be estimated:oi@#y, the consequence parameter is
decomposed into three specific ones according to their risk ingmaitte performance of
MCSCs. They aréime delays, economic costs, and damage to qualitgving done that, a
novel risk evaluation method is propodadincorporating the fuzzy rule base (FRB) with
Bayesian networkBN) techniques in a complementary washere FRB is used to model the
relationships between risk parameters and risk status of risk factors in a hogroamunder
uncertainty, andhe BN modelling is used t@chievethe risk inference angrioritise risk
factors in a realime way.The proposed method is believed to be able to provide sensitive and
flexible risk results without sacrificing the easiness of the modelling process and transparency

of risk information.

Chapter 5 asthe other research branch jparallelwith the riskfactor assessmenpaims to
provide a theoreticalbasis for theimportancemeasurement of MCSCs from a network
perspective. In this chapter, the maritime contasugplynetwork is abstraetito a graph, in
which container ports constitute thedes and lineshipping serviceprovide the links within
the networkBased on that, the statistical properties of the sample container shipping network
is investigated in terms of its degree, degree distribution, average path length, and clustering
coefficient, in or@r to reveal the topological features (e.g. smaltld phenomenon) of
maritime container shipping networRifferent centrality measures are applied to study the
position of ports with respect to their connectivity, accessibility, and transitivity witiein
network, and a novehdicator is further proposed for comprehensively measuring the overall
importancof ports taking into consideration the
degree, closeness, and betweenness centrality and annwaheottiroughputAs such, the
proposed importance measure is able to reflect not only the topological features of ports but

also their individual operational and development status.

Based on the research results from the previous chaPteapter 6develops an integrated

approach t@omprehensively evaluate thesilienceof MCSCsconsidering both the local risk
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conditions of MCSCs anttheir globalimpacts on theerformance of thevhole supply network
TheARIlvalues calculated by usirigerisk matix are used tealculatethe relative weights of

risk factorspased on whiclthe estimations of each identified risk factor are synthesisied

the ER approach to provide the risk condiia@h MCSCs;the score of port importance is

applied to supporthe measurement of MCSC importance within the targeted maritime
container supply network; THER approach is utilised again to combine tis& conditions

and structural importance of MCSCs to achieve the oveyalformance evaluation
systematically. Theensitivity analysis helps to quantify the impact of each individual MCSC

on the performance of the entire system. Finally,empirical case study focusing on the
operational ri sks is conducted form a shipp

feasibility and applicability of the proposed method.

Chapter 7 theconclusionchapter of this thesis, summarises tieinresearch findings on
theidentification, classification, and assessment of risk factors associated with the BIGZ5Cs
highlights the novel and sound risk assessment methodology with many original and advanced
risk modelling and analysis methods. The research findings have been disseminated through
academic publications in research journals and at international awc#eremaking
contributions to academic and industrial areasfdiother research on risk management of
MCSCs. The limitations of the current research are outlaredthe opportunitiesarisng from

the proposed methods are suggested for future improvearahtpplications.

Basal on this research, the panorama picture of risk factors in MCSCs will provide a
reference for exploiting research gaps of MCSC risk management in foficstudies and
provide useful insights for managers in better understanding the risks of their companies in
daily operations from a whole supplyah perspectiveThe risk modelling and reference
techniques can support the rtiahe risk assessment and decision making in thdainer
shipping industry, anéh-depth analysis results of the identified risk factors can be used to
determinewhich parts deserve more attention in daily operations so as to rationalize the safety
resource allocation of a company for accident prevention, and put forward suitable risk
mitigation countermeasures as well. Thanerability analysis of the containashipping
network sheds light on the identification of important ports from a more comprehensive
perspective considering both its topological structure and operational condition, which can be
helpful for daily operations and managemaexitcontainershippingroutes The integrated
framework for evaluating the overall supply network performance can provide guidance for

managers on the proper management of risk factors from a systematic viewpoint, which is also

10



believed to be beneficial to the shipping industityus, this research will contribute to the risk

management of MCSCs from both academia and industrial aspects.
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CHAPTER 2 - LITERATURE REVIEW

Summary

This chapter presents an overview of the container shipping industry in terms of its
developmentsituation and the three main logistics flows associated with the operation
processes of MCSCs. The fragments of isolated investigations on the identification, analysis,
and assessment of risk factors in MCSCs are gathered to provide critical indigti® insk
management of MCSCs. An emerging concept, which is, becoming popular rapidly in recent
years- resilience- is also reviewed in a relatively broad range of research fields, in order to
facilitate its further application in the risk managemdémMG@SCs. The research gaps identified

in this chapter indicate the significance and value of the work to be conducted in the following

chapters.

2.1 Introduction

The expanding scale and increasing volume of international trade, development of
transportatin infrastructure, and technology innovation in the last several decades have
contributed to the rapid and significant growth of container shipping worldwide. However, the
growth in globalisation and complexity of international container transportatitensyslso
brings uncertainties into MCSCs, thus making it difficult yet necessary to manage risks
properly and efficiently. The statistics show that in the past ded&@&C risks causethe
loss ofbillions of dollars inthe European UnionEU) aloneand the number of accidents and
severity of the consequersae growing fast because of the growth of container transportation.
Taking security risk as an example only, we see the estimated losses of 8.2 billion Euros due
to cargo crime across the whadé Europe according to the Transported Asset Protection
Association (TAPA) in the 2007 EU Parliament report (TAPA, 2017). Cargo d¢niadents
doubled in EU in 2012016 with an annual increaserafd 1 5% (Ll oydds | i st ,
of container losat sea, based on the results ofrthre>yearperiod (20082016) surveyed, the
World Shipping Council (WSC) estimates that there were on average 568 containers lost at sea
each year, not counting catastrophic events, and on average a total of 1,58 lusi at
sea each year including catastrophic events. On average, 64% of containers lost during the last
decade \ere attributed toatastrophic evesa{WSC, 2017a). Accidents may occur during every
stage of the MCSC processes, which hinders safe foief operations. fierisks occurring
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in modern MCSCs come from not only the technical failures during container shipments, but

also the vulnerabilities at wider levels such as political, managerial, angnads threats.

Both acadenus and indusir haveinitiated research on more powerful and effective methods

and toolsto manage the MCSCs. Therefore, it is significant to give an overall and detailed
review of the MCSC operational processes, risk factor identification and risk assessment
research reled to MCSCs under su@n uncertain environment, and the emerging methods

and models in today6s supply chain risk mana
motivation of this research.

2.2 Overview of the Maritime Container Supply Chains

2.2.1The StatusQuo of the Container Shipping Industry

Maritime transportation is at the core of international trade duedotgsanding advantages
compared to other transport modes, acdagntor around 80% ofthe volume of goods
transported around tigtobe, and this share is estimated to be even higher for most developing
countries (WSC, 2017a). Containerized transport service, as an irreplaceabfehmagiobal
maritime transportation system, is respolgsifor the most trade in manufactured and
intermediate goods. In terms of cargo value, containerized general cargos exceed 90% of all
general cargos (UNCTAD, 2017). Thus, containerization links the producers with the ultimate
consumerand faciliatesthe rapid development die global economy. Ashown in Figure
2.1, following the negative impact from the financial crisis in 2008, global containerized trade
continued to expand after 2009, and reached an expansion rate of nparlgentin 2017,
with volumes attaining an estimated I#8lion 20-foot equivalent units (TEUs) (UNCTAD,
2017). The recovery trend from 2015 to 2017 was driven by volume growth in the peak leg of
the AsiaEurope trade, intrdsian cargo flows and positive trends in the trRasific.

In terms of different cargo typestine seaborne trade, Figure 2.2 reveals that the volume of
seaborne containerized trade has increased more than fifteen times during the last three decades,
and its share of world seaborne trade shows an increasing trend, taking pprZ®8of the
total dry cargo volumes in 2016.
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A countryodés participation in global seaborn

services are iIimportant factors in determimnit

(Panahi,Ghasemiand Golpira, 2017). In 2004, the United Natioreference on Trade and
Development (UNCTAD) developed a novel indicator tordfjaan at i ond6s containe
trade which is known as Liner Shipping Connectivity Index (LSCI). The LSCI is calculated

t he

t he

based
They

on i nf or ma tippmgfleat, tondisting of five corhpon@rds. c o n t
ships

containercarrying capacity, the number of companies that provide regular services, the number

ar e number of depl oyed to an:
of liner services, and themaximum container ship size (UNCTAD, 2017). Accordingly,
relevant information related to the top ten countries in terms of their annual capacity of total

container ship deployment is collected and summarised in Table 2.1.

Table 2.1 Top ten countries in terms of total container ship deployment

Country Deplc_)yed annual | Number o_f ships| Number of Numb_er of Maximum ship

capacity (18 TEU) on services operators | services | capacity (TEU)
China 85347.7 1996 907 463 18506
Korea 40924.8 1017 465 245 18506
Malaysia 36663.7 906 365 196 18506
UsS 36154.5 990 437 200 13950
Germany 26427.5 621 253 143 18350
UK 24946.1 594 235 139 18506
Spain 21685.9 605 213 151 18506
UAE 20468.7 393 158 94 17387
France 18823.5 466 176 87 17387
Japan 18584.6 594 291 204 12939

SourcesCollected fromReview of maritime transport 2017 (until May 2017).

2.2.2 TheCharacteristics andOperations of MCSCs

Normally, traditional supply chains can be understood as an integration of all activities
associated with thdlow and transformation of goods from raw materials to end users
encompassing processes such as sourcing, production, and inventory management. However,
MCSCs are developed on the basis of bothwitespreadapplication of containers in the
global logistcs system and the urgent requirement of safe and resilient container shipping
services in the increasingly complex and uncertain environment. It is a kind of transport
oriented serviceFrom a function perspective, an MCSC can be regarded as an organic
integration of the container transport and transhipment services, by means of different transport
modes (e.g. rail, road, air, and maritime) from the origin to the destination, under the

cooperation of different service providers involved in it, in order to realise the efficient and
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accurate shipment of cargos accordingisto con
relatively low compared with that of a traditional supply chairge ttuthe heterogeneity and

volatility of customer needs. The unique characteristics of MCSCs are as follows (Li, 2016):

1 Fastandlow cost. This is mainly due to the standardisation which can be regarded as
the most prominent feature of MCSCs. During thgidbics process, containers rather
than cargos are taken as the basic units which can be handled anywhere in the world
(ISO standard) through specialized modes (e.g. ships, trucks, wagons, and trains),
handling infrastructureand equipment, so that theavptional efficiency of container
loading, unloading, and handling at transhipment centres and container terminals can
be improved. The usage of containers also reduces the packing expenses, the
warehousing costs, and the costs due to loss or damagd asuegthe containemre
easierto packand storeand can protect content® long journeys. Thus, the level of
standardisation (as well as collaboration among different service providers) will
influence the efficiency of the entire MCSC.

1 A wide range olusagesContainer units may vary in dimension, structure, materials,
and construction. Various types of shipping containers including open top containers,
refrigerated containers, thermal containers, and special purpose containers, are being
used in ordeto meet requirements of all kinds of cargos of different sizes. Thus,
MCSCs have a wide applicationgiobalfreight transportation.

1 Complex operational process. A typical ddéordoor journey using container supply
chains involves the interaction approximately 25 different participants, generates
more than 30 documents, and needs to be handled at gsamdr? to 15 physical
locations(Yang et al., 2008). Due to the geographic dispersion of the supply chain
members, multiple transportation modes asually involved in MCSCs to support the
transport of containers worldwide. However, the laws, regulations, procedures and
documents concerningpntainertransportation are not uniform in different countries,
making the situation of international multaal transport evemoredifficult.

1 Repositioningof empty containetslhe repositioning of empty containers is one of the
most complex problems concerning global cargo distribution. It is estimated that empty
containers account for about 10% of existingtainer assets and 20.5% of global port
handling (Rodrigue, 2017). Trade imbalance has been identified as one of the major
causes of the empty containers repositioning problem, because a region that imports

more than it exports will face the accumulatadrempty containers, while a region that
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exports more than it imports will face a shortage of containers. Container repositioning
can occur at local, regional, or international scales, depending on the nature of the
container flow imbalances.

1 A high level of uncertainty.Uncertainties inMCSCs come from different sources.
Firstly, differences exist among various transport modes in terms of their layouts,
transport technology and equipment, infrastructure, and shipping capacioydly,
the uncertaities in the external environment such as the change of macroeconomic
situation, international trade development, market demand, and national and customs
policies will also influence the turnaround time and costs of MC8@sdly, as all the
enterprisesnvolved in MCSCs such as shipping companies, shipping agents, container
terminal operators, and port enterprise, have their specific development situation and
goals, they are among the competition and cooperation relationships with each other,

making the guation more complex.

Although this research mainly focuses on the maritime segment, the whole operational
process is introduced in this subsection in order to maintain the integrity of a general container
supply chain. A typical operational process oé ttontainer supply chain (including the
movement of containers) is developed and designed by the author based on the work of Van
Oosterhout (2003), Lu and Wang (2008), and Chang (201Blystsatedin Figure 2.3.
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There are three significant flows in a container supply chain, which are physical flow,
information flow, and financial/payment flow (Chang, Xu, andh§o02015).Figure 2.3
demonstrates the operational process among the supply chain actors, where the physical flow
is represented by red arrows, the information flow by yellow arrows, and the financial/payment

flow by blue arrows.
1) Physical flow

Physical flows involve the movement, transhipmeahd storage of goods. They are the
most visible piece of a supply chain. In a container supply chain, it refers to the movement of
container cargos. The consignor transports goods to the inland deport or theecoydéil
through inland carriers. Following that, the goods are transferred to the port of origin to wait
for loading. After being placed on board, the container can be moved and transhipped through
other ports onto other vessels by shipping companiesebafdving at its destination port for
unloading. Finally, the goods are transported to the consignee by inland carriers in the country

of destination.
2) Information flow

Information flows allow the various supply chain partners to coordinate theirtdomg
plans, and to control the daily flow of goods along the container supply chain. The information
includes the data or documents that need to be transferred for cargo processes. As indicated by
Figure 2.3, the information flow between the consignee thedconsignor indicates the
negotiation of the cargo price between them. Besides, both the consignor and consignee have
to apply for the export and import documents respectively from their own governments and get
permissiorbefore transportinghe cargos At the same time, the consignee needs to apply for
a letter of credit (L/C) from the paying bank (Bank 2), and the paying bank will transfer the
L/C to the consignor through the Advising Bank (Bank 1). The consignor can directly ask the
freight price andook container space from the shipping company, or through the forwarder.
In the next step, the consignor needs to declare export to the customs, and the customs will
check and discharge the cargos in the container yard (CY). After that, the shippingngompa
will contact the CY to load the cargos. The shipping company will also inform the consignee
after the arrival of the cargos. The consignee needs to declare import to the customs before

taking the cargos.

3) Financial flow
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Financial flowsreferto monetary payment from the customer sector to the business sector
that provides goods or servig€thang, 2013)Accordingto Coyle, Bardi, and Langley (2003),
the payment flow traditionally has been deemed asdaeetional in a supply chain. As shown
in Figure 2.3, the financial flow between the consignee and the consignor is composed of two
parts. For the first part, after the contract being signed by the consignor and the consignee, the
Bank 2 will check the credit of the consignee and transfentivey to the Bank 1. Then Bank
1 will pay the moneyor goods to the consignor. For the other part, the consignor will pay the
money to the shipping company to book the cargo sphaether through the forwarder or not.
The consignor also needs to payifdandtransportation in order to transport the cargos to the
port of origin. After the cargo arresat the port of destination, the consignee needs to pay the

money to the inland transportation that side for collecting the cargos.
2.3 Risks and risk asessment oMaritime Container Supply Chains

In the risk management process, to clearly define the risk of MCSCs and fully investigate
the connotation and attributes of MCSC risks will aid effective risk analysis.

2.3.1 RiskConcept inMaritime Container Supply Chains

2.3.1.1 Definition of MCSRisks

Although the research on supply chain risk management showed an increasing trend in the
last decaddas shown in Figure 2.4bnly a few authors explicitly answered the questibn o
what a supply chain risk iand what characteristics it has. Yu and Goh (2014) regarded supply
chain risks as the probability of occurrence of an adverse event during a certain period within
a supply chain and the associated consequences which affect supply chain perforniance. Ku
and Closs (2008) carried otlterisk assessment in a simulation environment to examine supply
risk issues within the context of a secdred supply failure. In their study, the grounded
definition of supply r iteebdentiharcreedce of aninZigentd i s i n
associated with the inbound supply from individual supplier failures or the supply market in
which its outcomes would result in the inability of the purchasing firm to meet demand or
threaten customer welleing and safety. eOreskearch on supply chain risk management
using similar definitions included Goh et al. (2007), and Kdkdnen et al. (2016). To minimise
the supply chain cost with embedded risks, Kumar et al. (2010) defined supply chain risk as
the potential deviationgdm the initial objective, which would result in the decrease of value
at different levels. Overall, among the research with an explicit definition of supply chain risk,
analysis on supply chain risk was generally approached from three aspects (Heckahann et
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outcomes (e.g. Chen and Yano (2010); Yu and Goh (2014)), b) a deviation from the expected
480

2015), including a) the probability of occurrence of triggering events and their adverse
objective or value (which was often prefibr costoriented) (e.g. Bgataj and Bogataj (2007);
Kumar et al. (2010)), and c) the supply risk defined by Zsidisin (2003), véhode from
individual supplier failures or market factors. However, most conceptual work with no explicit

definition implies the risk to be a triggeriegentor aprobability. An in-depth discussion on

the definition of supply chain risks refers to Heckmanal. (2015).
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Figure 2.4. Distribution of papers by year of publication

Although there are differences between widely applied risk assessment methods, common
9 The risk factors/hazards

In this study, MCSC risks refer to the combination of the occurrence of a triggering event
which have the potential to negatively influence any component/process of an MCSC, such as

(or a certain situation) during the maritime transport of containertharassociated outcomes
damaging port infrastructure, container ships, cargos, and/or environment, causing injury/death
of seafarers, interrupting container shigpiousiness, and damaging reputation of shipping
elements have been observedriod of the conceptualisatioof risks (Manuj and Mentzer,

companies and maritime authorities.
2008), which are:

2.3.1.2 RislParameters




1 The occurrence of the risk factors, i.e., the probability/likelihood of the occurrence
of a specific risk factor

1 The consequence that a risk factor may bring, i.e., the severity efsadeffects
on the occurrence of a specific risk factor

For a risk to be measured, it is generally representdisks= (P, C), whereP is the
probability of a risk occurrence ais the significance of the consequence. This is one of the
most commonlysed definitions in maritime supply chain risk analysis (Waters, 20(kg
and Hallikas, 2012Chang, Xuand Song, 2014)it presents a simple and effective way
analyse risk which has been used together with other assessment methods such as loss
exposure matricefrang, 2011) and risk mapg$Chang, Xuand Song, 2014However,the
risk is a complex and interdisciplinary concept with a variety of parameters being involved in
addition to the probability and consequence, such as uncertainty, exposure, and scenarios
(Aven, 2012). For example, Aven (2010) definealsiRisk = (P, C, U)where U represents the
uncertainty abouP and C. He also tried to connect another paraméteéhe background
knowledge K) T to the subjective probability in the risk description, resultinBisk = (P, C,

U, K). Another example of the different elementsisk is seen in FMEA, where risk analysis
takes into account three risk parameters: the probability of the failure, the severity of the
consequence, and the chance of the failure being undef¥eteg, Basalland Wang, 2008)

The chance of the failure being undetected is similar to risk exposure; this variable partly

influences the likelihood that a hazardous event will occur (Manuj and Mentzer, 2008).
1) Likelihood

Likelihood refers to how likely aisk factor could negatively affe@n MCSC. It is
represented by the frequency of a risk occurring at a certain time period or the probhibility
occuring, according to the certain circumstanceestigatedlt is a basic risk parameter that
has been wlely discussed and studied by a number of researchers, see, for exdamig,
and Mentzer (2008), Vilko and Hallikas (201and Chang, Xand Song (2014), to name but

a few.
2) Conseqguence

In the domain of maritime engineering, a hazard is normallypdefd a physicd situation
or a condition with a potential for human injury, damage to property, or damage to the
environmerd ( DOSH, 2008). This definition indicat

consequences are more tangible and easy to meeasich as time delay and financial loss.
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Other consequences may be intangible and difficult to quantify and evaluate, such as
environmental damage and reputation loss. According to Rausand (2013), the dimensions of

risk consequences include:

1 Impact onindividuals such as fatality and personal injury (including either physical
harm or psychological trauma);

1 Impact on theroperty such as property loss and damage (e.g., loss of cargo, damage
to containerships and port facilities.);

1 Impact on the environnmg, such as soil, water, and air pollutitimg greenhouseffect,
and global climate change;

1 Impact on business, such as business interruption and damage to a corporate image or
reputation loss.

2.3.2 RiskAssessmenT echniques

There are various methods being developed and appliegsk assessment in the industry
in order to providea referenceor decision analysis. Those popular and most employed risk
assessment technigueass well as their features and applicatioass intoduced in the

following subsections.

2.3.2.1 TraditionaRisk Assessment Methods

Significant progress in the development and application of asskssment methods in
different industrial fields can be traced back to as early as the 1960s. The nuclear and
petrochemical industries are the pioneers adopting various risk assessment methods to the
system design, daily operation, and other aspects. gpleation of risk assessment in the
shipping industry is relatively late. With the increasing importance of the shipping industry,
various traditional risk assessment methods have also been used in the safety analysis since the
mid-1990s, such adAZard and OPerability studietHAZOP) (BendixenandO'Neill, 1989,
FaultTree Analysis (FTA) (Ang and Tang, 1984), Risk Matrix Methbelujg and Tummala,

1996, Event Tree Analysis (ETA) (Kumamoto and Henley, 1998)eliminary Hazard
Analysis (PHA) (Kumamoto and Henley, 1999%nd Failure Mode, Effects and Ciriticality
Analysis(FMECA) (Andrews and Moss, 2002

1) Preliminaryhazard analysi@PHA)

PHA is a method for qualitatilye analysing hazards of a system and their risk levels. It is
mainly perbrmed at the preliminary design stage to identify hazards, associated causal factors,
effects, risk levels, and mitigation measures in the casasoffficienly detailed design

information. The level of risk is generally divided into four categories douprto the
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frequency of the accident and its associated consequence severity, which are negligible,
marginal, critical, and catastrophic. The analysis results are provided by the preliminary hazard
list (Pillay and Wang, 20G$. A PHA process is described follows (Kumamoto and Henley,
1999):

a) Define the system of interest;

b) ldentify hazards;

c) Analyse the frequency and consequence severity of the hazards;
d) Identify the major hazards accruing to risk levels;

e) Use the analysis results in risk prevention.

The PHA is applicable to the analysis of all types of systems, facilities, operations, and
functions, but focuses predominantly on identifying and classifying hazards early in the
development of a system rather than evaluating them in detail. Mader et al.g4@ptidd PHA
in the development process of automotive embedded systems for the identification of hazards
andtop levelsafety requirements. A PHA was performedVidgibel and Hansman (200&)r
two critical hazards (i.e. ground impact and faidcollisiong of unmanned aerial vehicles in
the national airspace system of America. However, it is worth noting that the results of PHA
rely heavily on the subjective cognition and experience of the analysts. Another limitation is

that the effects of interactionstia@en hazards are not easily recognized.
2) Hazard and operability studi@sAZOP)

HAZOP was developed by the Imperial Chemical Industries Ltd (ICl) in 1®@détail the
safety analysis of complex technical equipment systematidtliya structuredechnique for
system examination based on the assumption that risk events are caused by deviations from
design or operating intentions, in which deviations are identified by using a set of standardised
gui de words. Some common HADOP Adwireed ,wdrLes sic
Aso, APart Ofo, AOther Thano and so on. HAZO
equipment, and processes and is capable of assessing systems from multiple perspectives
including design, environment, and ofderas. According to the latest international standard
for HAZOP application guidelines published by the International Electrotechnical Commission
(IEC), the procedure of HAZOP involves the following basic steps (IEC, 2016):

a) Define the scope and objectives;

b) Select the suitable analysis team;

c) Gather the information necessary to conduct a detailed study;

d) Subdivide the system into logical and manageable parts for efficient study;
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e) Identify deviation by using guide words on each element;

f) Analysethe causes of detions and their consequences;

g) Formulate appropriate countermeasures;

h) Record the examination and document the review proceedings.

As a qualitative assessment method for risk prevention at the design stage, HAZOP is simple
and easy to perform. At the sartime, analysis results generated from HAZOP can be used as
the basis for further quantitative analysis by other risk assessment methods (e.g. FTA). For
example, Li et al. (2015) for the first time applied the HAZOP to identify the operational
hazards othe Chinese train control system. However, many reasons exist that may lead to the
failure of HAZOP in practice. Some prevalent ones incladigck of experience, failure to
communicate, management shortcomings, and poorples®ntion practicesMckelvey,

1988.

3) Failuremode, effects and criticality analygSMECA)

FMECA began with the standard developed by the US Military,-BIMD-1629. FMECA
is an extension of the Failure modes and effects analysis (FMEA)cluding criticality
analysis. As an ingttive and proactive analytical method, FMECA studies the effects of single
component failures on the system, and through the control ofrisighailure modes, the
overall safety of the system is achieved. It is usefulefdraustivey listing of all poential

initiating faults. The FMECA procedure typically consists of the following step:

a) Define the system and create a block diagram of it;

b) List items or functions of the system in the worksheet;

c) ldentify potential failure modes;

d) Analyse failure effectand causes;

e) Perform criticality computations and determine critical items;
f) Produce a list of recommended actions

Sayareh and Ahouei (2013) applied FMECA to the cargo handling operations of marine
bulk terminals in order to reduce the delay risk. Basdti®@rdea of FMECA, Yang and Wang
(2015) proposed a novel framework for analysing engineering system risks by incorporating
the fuzzy rule base and evidential reasoning. However, it is noted that the Risk Priority
Numbers (RPNs) employed by traditional FM&®@r ranking risk factors suffefrom some
weaknesses. One of the critically debated limitations is that equal RPN values may generate
different risk implications (Mandal and Maiti, 2014). Besides, the relative importance among

the three risk parameteassignored when calculating the RPNs.
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4) Faulttree analysig¢FTA)

FTA was originally developed in 1962 at Bell Laboratories, undérSAir Force study
for the evaluation and estimation of system reliability and safety. i BAtopdown process
of dedctive reasoning, which is widely used to estimate the probability of an undesired event
resulting from a sequence of failure events in a diagrammatic manner. As one of the most
widely used methods in the safety engineering, it can handle both quanatadigialitative

assessments. Generalilyefollowing steps are needed to conducFT A (Leeet al., 2009):

a) Definethesystemand collect accident data for the target system;

b) ldentify representative failures to be studied as the top events;

c) Construct théault tree by performing a stepy-step analysis in a tegjown process;
d) Simplify the fault tree and conduitte qualitativeevaluation;

e) Quantify the probabilities of failures and identify the hrggk sources;

f) Propose countermeasures according to thdtsesu

FTA is clear in logic and easy faresent the abstraction of the target systems for risk
inference. Thus, its application can be widely seen in the analysis of system safety and
reliability. Chen et al. (2009) developed ETA-based approach to invigdte the risk factors
of supply chaindisruption,and diagnose the supply chain reliabiligong, Cherand Gui
(2012) constructed the fault tree of the automobile logistics service supply chain system failure
and introducedriangular fuzzynumbers for describing the probability of the basic events.
However, the main difficulties of achieving FTA lie in how to establish a scientific and

reasonable fault tree model, which requitesrich knowledge and experience of analysts.
5) Eventtree analysis(ETA)

ETA is a bottorrup inductive inference method used to evaluate the process and its events
leading to a possible accident. It is based on binary logic, that is, an event can either happen or
not. Then, each alternative is considered as a niéal ievent, and the analysis continues until
the final result is found. With this forward process, the sequences of events in the process
leading to the accident will be shown in a graphical logical model. This technique can be
applied to a system eariy the design stage to identify potential risks and prevent negative
outcomes of the risks from occurring. Typical steps of conducting ETA include (Ericson, 2005):

a) Define the system and set accident scenarios;

b) Identify the initiating events;

c) Develop the esnt tree model,

d) Quantify the probability of the event paths and evaluate their risk;

26



e) Take corresponding measures to reduce the risk of the path that is not acceptable.

ETA is able to clearly present the dynamic development process of accidents in order to
support analysts on revealing and analysing the accident paths. Based on the probability of
occurrence of events in each stage, the key path with the highest risk can be identified so that
the corrective actions can be taken to prevenatoedentdrom happening. In the work of Fu
et al. (2016), ETA is used to model the different consequence scendripsebéd natural gas
(LNG) leakage on board LN@uelled ships. According to the ETA model of LNG leakage,
three ynal scenar i osi eodf, LwW\NG clhe aakraeg ep aasrhe vyirdee, n
and pool y huanddangj261R) cgmbieed Matkov chains with ETA to deal with
the uncertainties of some stochastic varialdé the probable fire scenarios. One major
limitation faced by ETA ighat many initial events may exist when dealing with complex
systems, which will result in a large event tree that is too complicated to evaluate, weakening
its operability in reality. Moreover, similar to FTA, ETA also lacks the abitithandleoartial

dependence between components.
6) Risk matrix method

The risk matrix isalso known as the Probabilitgnpact Matrix. The bases for risk matrix

are the definition of risk as a combination of the frequency and severity of the consequences
when it occurs (Mkowski and Mannan, 2008). It is used as an effective screening tool during
the risk assessment to categorise risks according to their importance, so that relatively
important risks can be highlighted and forwarded for further analysis while trivial andsec
disregarded (Wang and Foinikis, 2001). The-timensional graphic representation of the risk
matrix increases the visibility of risks and thus can assist management decision making.
Generally, the following steps are required to build a risk méiarkowski and Mannan,
2008):

a) Categorisation and scaling of the frequency and severity of consequences;

b) Categorisation and scaling of output index (e.g. risk ranking number);

c) Develop riskbased rules
d) Create a graphical edition of the risk matrix.

Due to its good applicability in risk assessment, the risk matrix approach has been
recommended in national and internatiostaindardsaind spread through many application in
the maritime industry. Yang (2011) employed the loss exposure matrix to ideet$gverity
and frequency of risk factors origimag from the container security initiative (CSI) on the
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maritime supply chain in Taiwan. Nwaoha et al. (2013) applied the risk matrix approach to
identify the major hazards related to the LNG carrier dpera. Zhang et al. (2013) used the

risk matrix to assist in developing the inland waterway navigational risk modetcémt
research, the risk matrix was used in the risk analysis to calculate the frequencies and
consequence of identified hazards inesrtb achieve the formal maritime risk assessment of
the Strait of Gibraltar Endrina, Raseraand Konovessijs2018). Furthermore, different
mathematical approaches are also incorporated into the risk toarikance its applicability,
includi furtheng fuzzy logic and Borda method. A detailed introduction of some fundamental

extensions otherisk matrix approach can be found in Ni, Chen and Chen (2010).

2.3.2.2 RislAssessment under Uncertain Environment

With the further development of thegbability theory in risk assessment, some inherent
deficiencies of applying traditional risk assessment techniques are ohsamdedany risk
assessment applications in the manageibas¢d feld indicated that they are more
possibilistic than probabilistic, andore qualitative than quantitative. Besides, the increasing
complexity ofmodern multimodal logistisystens further brings in the uncertainties faced by
risk assessmentlaving energed in the 19709ossibility theory developed quickly and
became one ahe most popular approaches to reasoning under uncertain environment. This
facilitates the development of some advanced risk assessment theories and methods such as
fuzzy logic (Zadeh, 1965)Bayesian networks (BN), and evidence theory, showing some
superorities (e.g. better adaptability and rationality) when dealing with uncertainties. The
incorporation of these methods into traditional risk assessment techniques also provides a way

to deal with their limitations.
1) Fuzzy logic

As an extension of traditnal/binary logic, the fuzzy logic introduced by Zadeh (1965) is
built around the central concepts of a fuzzy set (which is a generalisation of the classical set
theory). It is the logic that deals with situations, where it is difficult or sometimes siyp®os
for an expert to provide clear true/false answers, by introducing the notioed#gredn the
verification of a condition (Mendel, 2001). Fuzzy logic enables the combination of linguistic
knowledge and numerical data in a systematic way, thusngnak possible to process
imprecise information and take into account uncertainties as well (Adriaenssens et al., 2004).
Fuzzy logicbased methods are a powerful tool for modelling the behaviour of systems which
are too complex or too #llefined to allowfor conventional quantitative techniques, or when

the available information from the systems is qualitative and imprecise {digtZidaniand
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Ouzraoui, 2009). However, no perfect application of fuzzy logic in practice has been found
until its combinatdn with a rule base in the control of a Horear dynamical system (Mamdani

and Assilian, 1975), in which its importance as a powerful design methodology was highlighted
and demonstrated.

A fuzzy rulebased system is perhaps the most common way to reaphesaan knowledge
and to model human reasonimga systematic manndoecause in this kind of system human
empirical and heuristic knowledge is represented in an approximate and linguistic r&nner
THEN rules- our own language of communicationg$$ 2009). This makes fuzzy ruleased
systems an invaluable tool for expression when appli@hgineering systems together with
other mathematical models and data processing approachedmbility analysis and safety
assessment (e.g., Bowles and Pel&295; Pillay and Wang, 2008 Guimard&sand Lapa,
2007;Kong et al., 2012; Polat, Aksoy and Unlu, 2015; Zhang et al., 2016; Wu et al., 2017).
Some of theadvantages offzzy rulebasedsystem include the ability wapture and preserve
irreplaceable huan experience, tdevelop a system more consistent than human experts, and

to develop solutions faster than human experts can do (Abrahan), 2005
2) Bayesian network@Ns)

The BN (also known as belief networks) method was developed based on tdefmel
Bayesian probability theory and networking technique. A BN is a graphical presentation of
probability combined with a mathematical inference calculation, which provides a strong
framework for representing knowleddealso has a good ability in modelfj randomness and
capturing norlinear causal relationships, so that the inference based on incomplete, imprecise
and uncertain information can be achiev@dnerally, a BN can beharacterised as a directed
acyclic graph (DAG) and an associated set obability tables (Pearl, 1986). A DAG is
composed of two parts: the set of nodes and the set of diestgedwhere the nodes represent
random variables and are labelled by the variable names, while the edges between pairs of
nodes represent direct dependies among variables that are connected. In particular, an edge
from one node to another represents a statistical dependence between the corresponding
variables, and a conditional probability table (CPT) associated with each node indicates how
strongsudh causal dependence is. As a method that is both mathematically rigorous and
intuitively understandable (Be@al, 2007)the BN approach has been applied in a range of
real applications, especially when predicting and diagnosing properties of a compéen sys
are involved. However, one common criticism of the Bayesian approach exists in its

requirement of too much information during the construction of CPTs. Thus, early work has
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beendone,and it revealed that a combination of Bayesian approach and fugizycéuld be

beneficial to both by compensating their individual disadvantages (Bott and Eisenhawer, 2002).
3) Evidence theory

The evidence theory was first developed by Dempster (1967) and further extended by Shafer
(1976). Thus it is also called the DpsterShafer theory of evidence (which is often shoed
to D-S theory). The core of the-B theory is the rule of theombinatiorby which the evidence
from different sources is aggregated. Assuming that the information sources are independent,
the multple belief structures can then be combined usiegrthogonal sum (Wang and Yang,
2006):

m=m Am A O @n Eq. 2.1

wherertr represents the operator of tt@mbination Suppose subsets B and C defined on a

common spacd are associated with belief structuresandm, respectively. The combination

of my andnp can be achieved as follows (Alyami et al., 2016).

&0, c=A
[MAM(A=_&gemBmQ9 . Eq. 2.2
11- 8 ... m(B) *m(Q’
where,[m:A m]( Ais a basic probabilitgssignmentd , ... M(B)? m( Q represents

the degree of conflict between the pieces of evidence. It is noted that the rule of combination
is proved to be both commutative and associative (Shafer, 1976), which means that in the case
of multiple belief structures, the combination can beducted in a pairwise way. However,

one major limitation of the original application of combination rule in th® eory is that
irrational results will be concluded when aggregating multiple pieces of evidence in conflict
(Murphy, 2000). The efforts sped on solving this problem promdtehe birth and
development of the ER approggartly (see Chapter 6).

4) Networkbased analysis

The concept of centrality was first developed in the social network analysis (Newman, 2010),
and different indicators of ogrality have been designed to identify the most important node
within a graph. Due to various meanings of importance and implicit assumptions about the way
that flows move in a network, these centrality measures/indices can be generally classified into
three categories (Wang and Cullinane, 2016): The most intuitive one is the dmpeé

centrality, which measures the importance of a node according to the number of direct
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connections associated with it. Tocentradtkecond ¢
communication within the network. The two representatives under this category are closeness
based centrality and betweennéssed centrality. The former defines the most central node

as the one moving through the entire network in the mimirtime, while the latter considers

a node as a central one if it is located on the path connecting pairs of other nodes. The last
categorydefines centrality by considering influence measures (e.g. eigenvector centrality).
Centrality measures provide arpapach for assessing the vulnerability of the targeted system

from a network perspective, which enables the collection of more useful insights on the supply

chain risk management.

Centrality measures have been well applied in the global maritime trangpoggstem,

especially in the container shipping industry. These centrality measures are selected with
respect to different characteristics of traffic flows and research purposes. Ducruet and
Notteboom (2012) studied the spatial structure of the marieh&ork of container shipping,

in which the degree centrality was applied as a local level measapeofr t 6 s connect i\
bet weenness <centrality as a gl obal Dutreetv e | me
(2017) investigated the multiplex gperties of global maritime flows from various
perspectives such as centrality, assortativity, traffic distributions, and correlations between

links and nodes.
2.4 Resilience oMaritime Container Supply Chains

Transportationas the core part of a container supply chain, provides the foundation for the
movement of product from one location to another. It also supports the successful function of
other flows involved in a supply chain. Therefore, its safety has been oneis$ule with
great importance in both industry and research. However, in recent years, the foci of
transportation safety haveenexpanded from traditional riskhrough security, to resilience,
and various studies have been conducted on transportation resilience from different
perspectives. In view of this, this subsection presents a systematic review on transportation
resilience with emphases on its definitionkaracteristics, and research methods applied in
different transportation systems/contexts, in order to offer new insigbtherisk assessment
of MCSCs.
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2.4.1 Definition of Resilience

Currently, there are a number of different opinions and defivstaf resilience in various
application domains. For exampieeNational Infrastructure Advisory Council (NIAC) (2009)
defined the resilience of an infrastructure system as its ability to predict, absorb, adapt, and/or
quickly recover from a disruptivevent such as natdrdisastersin an engineering context,
Hollnagel et al. (2007) defined resilience as the inherent ability of a system to alter its
functionality in the face of unexpected changes (Hosseini et al., 2016), to name just a few. The
definitions applied by previous studies associated with maritime transportation or general

transportation systems are listed in Table 2.2.

Table 2.2 Existing definitions of resilience in the transportatioeid

Reference Definition of resilience Research topic

_ The ability of the system to withstand a major
Haimes (2009)  gisruption within acceptable degradation paramete
and to recover within an acceptable time and
composite costs and risks.

Transportation systems

The function othes y s t walnmedability against
potential disruption, and its adaptive capacity in

: , ... Portinfrastructure
recovering to an acceptable level of service within

Mansouri et al.

(2010) reasonable timeframe after being affected by systems

disruptions.
Chen&Miller A net wor kds capabil ity Intermodal Freight
Hooks (2012) disruptionor disaster. Transportation networks

The ability to maintain continuity in operations und Multi-mode

Ishfaq (2012) disruptions. transportation networks

Resilience involves boi
ability to cope with disruptions via its topological ai

Miller -Hooks et operational attributes and potential actions that cal

Freight Transportéin

al. (2012) taken in the immediate aftermath of a disruption or networks
disaster event.
The ability of the system to absorb shocks as well . .
Omer et al. : . : . Maritime transportation
to recover from a disruption so that it can return be .
(2012) . L . ; . infrastructure systems
to its original service delivery levels or close to it.
Tamvakis& The ability of a system to reattt stresses that

Xenidis (2012) challenge its performance. Transportation systems
The abilityof a system to absorb the consequence:
disruptions to reduce the impacts of disruptions an
maintain feight mobility.

Chen et al.
(2013)

International express
logistics

The ability of a social or ecological system to abso
disturbances while retaining the same basic struct

and ways of functioning, the capacity for self Ports
organisation and the capty to adapt to stress and
change.

NurseyBray et
al. (2013)
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The capacity/ability of the system to absorb shock:
Reggiani (2013) without catastrophic changes in its basic functiona Transportation networks
organisation

Baroud et al. A function of the extent of loss experiencedhat Inland waterway
(2014) time and the speed at which the system recovers. transportation networks
Chang et al. The ability to absorb shocks while maintaining Transportation
(2014) function. infrastructure
Becker& The ability of a system to absorb disturbance and :

Seaports

Caldwell (2015) retain its basic function and structure.

The quality that leads to recovery, reliability and

Wang (2015) sustainability

Transport planning

Zhang et al Resilience accounts notl

(2015) ' inherent copingapacitybut also its abilitto adapt ~ Transportation networks
postevent efficiently

Hosseini & The ability to predict, adapt and/or quickly recover Inland waterway ports

Barker (2016) from a disruptive event. yp

Lam& Bai Resilience is the ability to tackle unexpected " .

(2016) disturbances across the supply chain. Maritime supply chain

The ability of the system, with the help of immedia
recovery activities, to meet ti@ansport demand, as

Chenet al. . Container transportation
well as to recover and ensure the persistence of tr
(2017) : e . . networks
performance level at a rational cost within a limitec
period, when faced with disruptions to the network
Loo & Leung The ability to preparand plan for, absorb, recover Transportation svstems
(2017) from, and more successfully adapt to adverse evel b y
Zhang et al. The abilityto restorgunctionality and performance ,
. ) : Traffic networks
(2018) in response to a disruptive event.

As summarised in thabove table, there are a variety of definitions for the notion of
resilience proposed, and some of them are similar, having overlaps with other relevant concepts
such as reliability, vulnerability, robustness, and survivability. Even though the research fo
of these studies are transportation systems, they are conducted from different perspectives.
Some focus on the resilience of the whole generalised transportation system or network, while
others concentrate on a specified segment like inland wateamdyorts. Moreover, most of
the definitions of transportation resilience are given either from a system or a network
perspective. A careful review of definitions of resilience shows that there is no universal
descriptionof what the transportation resiliemcs, or what the standard definitiohit should
be.
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2.4.2 KeyCharacteristics of Resilience

Different terms have been used to describe the resilience and its characteristics, including
but not limited to vulnerabilitfe.g. Omer et al., 2012; Zhang &t 2015) adaptability (e.g.
BeckerandCaldwell, 201%, robustness (e.@lockley et al., 201p, preparedness (e.gliller-

Hooks et al., 2012 redundancy (e.derle et al., 201)] response (e.diPietro et al., 2014

and recovery (e.gddams et al., @12 Ashok and Banerjee, 204t is quite often the case

that the same term is explained from various perspectives and used in a variety of ways to
address different requirements. Moreover, authors sometimes introduce new terminologies for
similar concefs or useéermswithout clearly defining them. Currently, there are few studies
analysing the similarity and difference of the application of such ternigeimansportation

area. Here, we extracted from literature those most commonly used terms whidnndese

features and connotations of resilience, as summarised below.

1 Vulnerability

The increasing importance of vulnerability analysis has been evidenced by many previous
research findings in various transport segments such as road networks (digs étred.,
2006), railway networks (e.g. Johansson et al., 2011), maritime transportation sigstems
Mansouri et al., 2010Q)as well as those from a higher level, such as comprehensive
transportation systems (e.g. Zhang and Levinson, 2008) or irgdggapply chain networks
(e.g. Klibi and Martel, 2012)The winerabilitywas defined as the susceptibility to damage or
perturbationi especially where small damage or perturbation leads to disproportionate
consequence®lockley et al., 2012)Also, itwas regarded as the property of a transportation
system that may weaken or constrain its ability to endure, handle and survive threats and
disruptive events that originated both within and outside the system boundaries (Asbjanslett
and Rausand, 1999).

1 Adaptability

Adaptability (also known as adaptive capacity) is defined as one of the functions of a
resilient system (Dalziell and McManus, 2004), which reflects its flexible abilitgsponl to
new pressures (Fiksel, 200&imilar definitions were preated byPettit et al. (2010as the
ability to modify operations in response to challenges or opportunities. It has also been
encompassed in the definition of resilient countries Eimely adaptation in response to a
changing environment (World Economic Forum, 2013). Such definitions indicate that its main

features lie in response to changes reflecting the dynamic nature of complex systems.
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Adaptability and vulnerability have been considkirepairs in a few studies of resilience, e.g.
Omer et al. (201randWang (2015%.

1 Robustness

Robustness is the property of being strong, healthy and (Blalgkley et al., 2012 hus,
it is generally defined as the ability to withstand or absorb distwds and remain intact when
exposed to disruptiongFaturechi and MilleHooks, 2014) In the construction of the
conceptual framework for resiliencgteen and Aven (201tpnsidered robustness from a risk
perspective as a twdimensional combination afonsequences and associated uncertainties,
given the occurrence of an initiating event. In this context, it became an antonym of the
vulnerability. Similar ideas can be found in the predictive measure taxonomy giv&oxist
al. (2011)

1 Flexibility

The fexibility of a system represents its ability to respond to sh{Cks et al., 2011and
adjust itself to changes through contingency planning after disrugfatsrechiandMiller -
Hooks 2014a)lt is also referred to as an ability to reconfigure reses(Berle et al., 20133s
well as to cope with uncertainties (Goetz and Szyliowicz, 1997). Due to its property to adapt
to changing circumstances and demari@sen and MilletHooks, 2012) it has been
considered as the same as adaptability in some cbs@ag Faturechi and MilleHooks, 2014
in terms of measurinthe performanceof a system. As such, connotations of flexibility are
opposite to that of robustness which emphasises the ability to endure these changes rather than

adapt to them.
1 Reliability

Being a crucial parameter of resiliend&gng, 2015 Baroud et al., 2004 reliability is
generally defined as the probability that a network remains operative given the occurrence of
a disruption evenfFaturechiandMiller-Hooks, 2014)In this way, réability to some extent
is a measure for the pedisaster performance of a system. Howe®arker et al. (2013)
suggested that reliability decides a system
strike of an external disturbance, in which, écbmes a kind of attribute describing the-pre
disruption performance of a resilient system (Shinozuka et al., 2004), and it is able to provide
a baseline for the performance of service when the system operates at the stglBarsiate
et al. 2014)
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1 Remverability

Recoverability has been discussed the most in the research on transportation resilience. It is
defined as the ability of a network to recover functionality in a timely mai@seoud et al.,
2014) I nstead of wusing the concept of Arecover
as Arecoveryo, and Athe ability to recovero.

and highly functioning transport networks.

1 Redundancy

Redundancy indicates the ability of certain components of a system to take over the
functions of faileccomponents without adversely affecting the performance of the system itself
(Haimes, 2009)In brief, it reflectgheavailability of alternative choiceffTukamuhabwa et al.,

2015) through which parallel systems can be utilised to provide alternativatiogme in case

of failures of the original onéOmer et al., 2012)n the context of transportation, redundancy

is also viewed as the existence of optional routes between origins and destinations, which can
help to mitigate adverse impacts on transpmmasystems from disasters. It is commonly
accepted that the more redundancy a system has, the more resilient it will be (Fiksel, 2003),
leading to a longer term of developmén© 6 K e | |. Yhe re@uAdarey) of routes is of great
significance especiallyin emergency situations. However, it should betignorel that over

pursut of redundancy will inevitably lead to an exorbitant cost.

1 Survivability

Survivability is generally defined as the ability to withstand sudden disturbances while
meeting originalemandgFaturechandMiller-Hooks, 2014a)Survivability techniques have
been considered axcesdo mitigating the vulnerability of a network or systéeng. Baroud
et al., 2014; Barker et al., 2013hus survivability approaches can help to redueettverse

impacts on a system from unexpected disruptive events.

1 Preparedness

Preparedness refers to the preparation of certain measures before a djsamgtibn
enhances the resilience of a system by lessening potential negative impacts from éisruptiv
events. It can be subdivided as emergency preparedness and response preparedness, being
favoured by different industrial secto(Berle et al., 2011)In the framework of disaster

management proposed by Altay and Green (2006), preparedness is the steporehd it
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belongs to the prdisruption stage (which are mitigation, preparedness, response, and

recovery).

1 Resourcefulness

Resourcefulness is defined as the availability of materials, supplies, and crews to restore
functionality in a study of trangptation resilienc€Adams et al., 2012)n another research
relating to the transport security policy, resilience was discussed in terms of its applications at
the economic level. In that context, resourcefulness was treated as tmestdbilizing
measures in terms of resiliend®eggiani, 2013)In a review work of resilience analysis of
engineering and infrastructure systefgncis and Bekera (201d&fined resourcefulness as

the level of preparedness in effectively resisting an adverse event.

1 Regponsiveness

Klibi et al. (2010)described responsiveness as the capability of a supply chain system to
respond positively to disturbances, and the development of this capability can be either
redundancy or flexibility based. It provides a barrier against threats and risks, so asaseinc
the expected value of supply chain netwofKsbi et al., 2010) Thus, responsiveness is
regardedas an important factocontributingto the resilience of supply networkklibi &

Martel, 2012) Similar to redundancy, responsiveness factors oftarsysay also increase the
costs although it is able to improve the service level of a system.

1 Rapidity

Rapidityisawelst udi ed concept in the Aresilience
applied in civil infrastructure for decades. It contains al&mdmeaning of recovery, but with
an emphasis on the speed to recover.

2.4.3 ResearciMethods Applied in Resilience Studies

The dominant research methods considered in the literature reviswraesgs, case study,
conceptual work, mathematical modelling, simulation and others (e.g. Wacker, 1998; Woo et
al., 2011; Tukamuhabwa et al., 2015). A survey aims to study the sampling of individual units
on a specific topic. It is a commonly used method to cbltequired information which
generally can be done through the questionnaire and the interview. A case studydsgth in
investigation of a particular person, community or situation. Research conducted through
surveys or case studies belongs to emgliriesearch (Tukamuhabwa et al., 2015). The

conceptual work category here is rather broad, including analysis on concept issues such as
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definitions, properties, theoretical framework and conceptual modelling. While, being different

to the conceptual modaily, papers under mathematical modelling refer to those applying
mathematical concepts and language to describe and represent objective reality. A simulation
method is used to study the operation of a-weald or a theoretical process/system under

various preset circumstances for different purposes (e.g. numerical testing, observing
behaviour, optimising performance, or expl o
encompasses archival analysis, literature review, and perspectives from indegtridéie

number of investigated papers with respect to different research mestioegscted in Figure

2.5. Empirical studies are further analysed in Table 2.3 in order to provide helpful insights

the potential applications of transportation resite in practice.

Survey
Case study

Conceptual work
Mathematical modelling
Simulation

Others

0 5 10 15 20 25 30 35 40
No. of papers

Figure 2.5 Distribution of investigated papers by research methods
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Table 2.30verview of empirical research on transportation resilience

Author(s) Year Country Methodology erlzlsl;catlon Research objectives Disturbances
Gomes etal. 2009 Brazil Survey Helicopter _ To discover transport system res_lllence in terms of Const(alnts of daily
transportation  workload demands and economic pressures. operations
USA & Maritime To provide matrices of the key functions of maritime __.
Berle et al. 2011 Survey . . Failures
Panama transportation  transportation systems.
Adams etal. 2012 USA Case study Road _ To present a set of criteria to qualify the computed Disruptive weather
transportation  resilience measures. events
NurseyBray et 2013 Australia Survey Port To evaluate and learn fr(_)m practices relating to clin Climate change
al. change preparedness within Australian ports.
To propose improvements to the desigmeftro
Bruyelle etal. 2014 UK Case study Metro system  systems, and to improve the management of emerc Terrorist attacks
situations.
Infrastructure To develop gractial approach to characterise
Chang et al. 2014 Canada Survey svstem communitiesdo infrastr ucEarthquake & flood
y in disasters.
To investigate how port stakeholders consttier
Beckeretal. 2015 USA Survey Port impactso f st or ms vunerabgitgaadp o r t Storm
address the concerns
Becker & 2015 USA Survey Port To _|(_3Ient|fy strategies WhICh can |m_prothep ortao Storm
Caldwell resilience from a practice perspective.
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Based on the above review, it can be concluded that a resilient MCSC @ gaaiised with
the ability to maintain its basistructure and function, and recover to a required level of
service/performance within an acceptable time and costs after the failure of one or more

components.
2.5Research gaps

Although the risk assessment of the MCSCs has been given attention by asaal®inic
practitioners, the research of comprehengpegformanceevaluation of MCSCs from a
systematic view is still a fertile area emerging from growing challenges and the fact that a very
limited amount of research actually specifies this issue in litexratis well as in practicéhe
specificresearch gapsre concluded as follows:

(1) Identification of risk factors is an essential step to produce a list of risks in order to
manage them welAlthoughsome good insight has been provided by these stidiesnsof
the identification of risk factors in the container shipping indusipgcial attention is usually
drawn on somearticularaspects such as human factors (e.g. Lu and Shang, 2005; Yang et al.,
2013a; Xi et al., 2017), operational factors (€bang et al., 2014; Yang et al., 2013b; and
2014), and shipping securitglated political factors (e.g. Yang, 2010; Yeo et al., 2014). Thus,
risk factors were identified at segment leyelad the attentiorthatis given to systematic
identification ofall possible risk factors faced by an MCSC is scavimgeover, the increasing
complexity of modern MCSCs has given birth to some emerging risk factors which have been
seldom investigated in previous studies such as climate change and refugee immiggant iss

Their influenceg(especial longerm influencepn MCSCsalsodeserves attention.

(2) A broad literature review shows that most of the previous studies on supply chain risk
assessments paid special attention to the occurrence probability of annelvéire severity of
the consequencde.g. Manuj and Mentzer, 2008; Vilko and Hallikas, 2012; Chang, Xu and
Song, 2014)leaving the other features of risk not being fully explored during the risk analysis
of complicated supply chain systemRelying only o two basic risk parameters (i.e.
probability and consequence) will inevitably lead to the loss of useful information in risk
analysis andmoreimportantly, it cannot really distinguish the safety levels of different risks
when the investigated chains daege and complicated, presenting hundreds of different risk
events. Moreover, the existing risk assessment methods more or less showed some drawbacks
in the industrial application®.g.Gaudenzi and Borghesi, 200Bujawan and Geraldin, 2009;

Samvedi, din, and Chan, 20} 3especially for the quantitative analysis of maritime risks under
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a highly uncertain environmerithis calls formore suitable risk assessment method that is able
to process different types of information from multiple sources in sisgt@mt manner, to deal
with the uncertainties in risk inputs, and to provide accurate results while maintaining a certain

degree of visibility, transparency, as well as easiness to operate.

(3) The majority of the current research focused on themigkagement of a separated
segment of MCSCs (e.g. port operataind maritime transportationyjthout the consideration
of the specific role that the investigated part plays in the whole supply chain g$inar,
Asan and Celik, 2015; Alyami et al., 2QXBui, Wan et al., 2017; Wang and Ma, 2017; Yan et
al., 2017) This may lead to the suboptimal solutions in terms of risk prevention and control,
as it is often the case that ttiskiestcomponent within a system does not necessarily mean
that it also hathe most impact on the system performaiiteis, both the local risk condition
of an MCSC and its impact on the whole supply network need to be considered in order to

obtain more rational and accurate results.

The identified research gaps indicate theushle points of additional work that are

presented below:

1 A holistic framework of risk factor identification

A holistic framework of risk factor identification is required to capture a more exhaustive
variety of risks under a broader context and exterelsisk factor identification and analysis

from segment to system levels.

1 Advancedisk assessment metheahder uncertain environment

Advanced and novel risk assessment methodstodexlable to process different types of
information (e.g. quantitative drqualitative, subjective and objective) from multiple sources
in a consistent manner and to provide accurate results while maintaining a certain degree of

visibility, transparency, as well as easiness to operate.

1 Comprehensive and systemgterformancevaluation methosl

It is importart and necessary to take into consideration the weight and influence of each
MCSC with the entire supply network so as to realise a comprehgesieemancevaluation

of MCSCs from a systematic perspective.
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CHAPTER 3 - IDENTIFICATION OF RISK FACTORS
INFLUENCING THE PERFORMANCE OF
MARITIME CONTAINER SUPPLY CHAINS

Summary

In this chapter,te definition and classification of supply chain risks are comprehensively
reviewed in order to providereference for the understanding and identification of risk factors

in MCSCs. Based on the novel framework for risk classification proposed in tipgecha
distinct risk factors in MCSCs, and those of general supply chains are identified and validated
by incorporating domain expertsd perceptions
of all identified risk factors is conducted using the datdected from a largecale
guestionnaire surveyThe survey was carried about by different groups of maritime
stakeholders, who own the world leading commercial container fleets and container ports. By
doing so, this chapter trieseatend the risk analisfrom segment to systelevelsand realises

the hazard identification and risk analysis of different MCSC nodes (e.g. ports) and links (e.g.
multi-modal transport) on the same plate so that they can be better understood and managed
from a supply chain pepective.Those isk factors with relativiy higher importance are

selected for furtheassessmerih the next chapter

3.1 Introduction

Various kinds of risk factors may appear at different stages of container shipping operations,
such as fluctuation diuel price (Notteboom, 2006), dynamic customer demands (Das and
Dutta, 2013), political instabilityilko et al., 2016, and transportation accidents (Vernimmen
et al., 2007), which will result in different types of risks that hinder the safe and efficient
operations of an MCS(or instance, on 21 February 2010, a container ship of 657 TEU
capsized and foundsl after leaving the Port of ViewForton St Lucia in the Carribeait
was investigated that the accident was causeth$uyfficient stability resulting from the
improper loading and stowage of containers (RINA, 2017). A-Pasiamax container ship
called MOL Comfat broke in two due to bad weather on its way from Singapore to Saudi
Arabia, losing 4,382 containers in the accident on 17 June (Z&did8ai et al., 2018)0On 12
August 2015, a series of explosions occurred at a container storage station at the &agrhof Ti

China. Altogether 173 people were killed, and 797 were injured in the accident, causing a direct
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economic loss of 6.86 billion Cheae Yuan (equivalent to more than 1 billion USD), and severe
environmental damage as well (BBC, 2015). The above ee#dshows that risk studies of
MCSGs are necessary and urgetibwever current literature reveals that most hazards and/or
risk factors are still dealt with atdividual segment levels of MCSCs (e.g. port and container
shipping), leading to their importe@ not being measured at the same plate and safety resources
not being rationalised from a global system perspective. It stimms isa research gap to be

fill ed particularly given the increasedimber ofcontainer transport accidents along with the
fag growth of containerised multhodal transportation in MCSCs.

Analysis of risk factors is critical to the success of effeaislemanagement, as it can help
identify the hazards/threats a company is facing with priority, understand where a risk may
emarate from, and evaluate how much a company is exposed to uncertainties, so that rational
mitigation strategies can be developed to ensure the performance of a whole suppRhehain.
work for the first time uses a uniform scale to evaluate the existergnaenyjing risk factors
influencing MCSCs as a whole on the same measurement scales so that they can be better

managed from a systematic level.

The remainder of thishapteris organisedas follows. Sectior8.2 reviewsthe literature
concerning the classification of supply chain risks. Secti8m&oduces the methods used in
this study for the identification, measurement and validation of risk factorevélframework
for risk classifications proposedn Section3.4, along with all risk factors identified based on
the proposed classification framework. Sect®B describes empirical investigation and
analysis of risk factors based on the descriptive statistical analysis and a risk matrix method.

The researchesuts, implications, andhis chaptemare conclude¢h Section 3.6.
3.2Reviewof Classification of Supply Chain Risks

As the start point othe traditional risk management process, risk classification and
identification have been extensively discussed iwitlhe context of supply chains. The
classificationproces<larifies the relationships among different risk sources and the relevant
dimensions of potential disruptions in a supply chain as well, providing a basis for the
identification of risk factors ahthe followup assessment. Various ways of sorting risk sources
coexist. One of the most basic and straightforward ways is to classify risks into two categories,
which are internal and external risks. For instance, Kumar et al. (2010) argued that internal
risks arose due to improper coordination among different levels, including factors like demand,

production, and supply risks. External risks usually resulted from interactions between a supply

43



chain and its environment, comprising factors such as teraitecks, naturadhazardg, and
exchange rate fluctuations. In a review of enterprise risk management, Olson and Wu (2010)
pointed out that internal risks contained those from available capacity, internal operations, and
information systems, while externasks evolved from nature, political systems, competitors,
and markets. Another similar method was to classify skiheirendogenous and exogenous
origins, depending upon whether the risk soueye within or beyond the supply chain
boundaries. Exames were found in Trkman and McCormack (2009), Wagner and Neshat
(2012), and Vilko et al. (2016). Other binary classification methods included those considering,
for example, operational and disruption risks (Tang 2006), quantitative and qualitative risks
(Svensson, 2000), maerand micrerisks (Ho et al. 2015), and systematic and-agstematic

risks (Baghalian et al., 2013). It is worth noting that, in general, different interconnected
organisations/companies are involved in a sugplgin. Thereforeendgenous risk sources
were further distinguished as -Wbeégondogcomes
Gdze and Mikus (2007). In this way, supply chain risks can be divided into three categories
(Jatner et al., 2003), which were environmental ristetworkrelated risks, and organisational

risks. Organisational risks were those tlagtinside the organisational boundaries, whereas
networkrelated risks were from interactions between organisations and other partners within
the same supply chain. Brenment risks comprised uncertainties existing in the external
environment. An illustration is shown in Figure 3.1. Another classification of supply chain
risks which had also attracted a lot of attention addressed risk factors from the perspective of
three main logistics flows, namely, physical/material flow, information flow, and
financial/ payment flow (Chopra and Meindl,
Tang and Musa (2011) identified supply chain risks in terms of material, informatibn an
financial flows. In the study, material flow risks were investigated from the stages of the source,
production andlelivelty. Financial flow risks involved exchange rate risk, price and cost risk,
financial strength of supply chain partners, and finartwdaldling and practice. Risk factors
related to information flowsay in information accuracy, information system security and
disruption, intellectual property, and information outsourcing. In a similar way, a risk analysis
for container shipping operations was carried out 6fang, Xu and Son@015), who
considered that rks elements associated with information flow were information delay,
inaccurate information, and IT failure, whereas main risk elements in a gtimiccontained
transportation delay and cargo/asset loss or damage, and risk elements related to a payment
flow includedcurrency exchange, payment delay, and-payment. These risk elements were

further analysed, and finally, 35 risk factors were identified. Additional risk classification
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methods were found in previous studies that categorised supply @dka@raccording to their
influence on supply chain performance, controllability of risks, roles within a supply chain,
and uncertain parameters in relation to supply chain activities (Cavinato, 2004; Bogataj and
Bogataj, 2007; Blackhurst et al., 2008anuj and Mentzer2008; Tang and Tomlin, 2008;

Tummala and Schoenherr, 2011; Samvedi et al., 2013; Martino et al., 2017), to name just a few

O Environmental risk sources

L Network-related risk sources
. Organisational risk sources

Figure 31. lllustration of risk sources in supply chains
Source: adapted from Jiitnd?Peck and Christopher (2003)

However, most of the research related to the risk identification, assessment, and
management is usually conducted either from a perspective of the entire supply chain, or with
focus on a specific function or a part of a supgigin (such as container terminal operations,
container shipping, or land transportation) without considering the influence from its
upstream/downstream within the whole supply chain from a systematiqaoirwBY
incorporating multiple dimensional rigkassficationmethods, MCSC riskare classifiednto
two main groups composed of five major risk sources (Zhang et al., 2014).t&8fxtion
3.4 for detailed informatian

3.3 Methodology forData Collectionand Analysis

In this section, a detailed explanation of data collection and analysis methods applied in this
chapter will be presented associated with the risk analysis prdcestentify and understand
the risk factors existing in the MCSCgialitative methods armevolved to collect and examine
risk dataalong with justification due to the lack of standardised statistics data for most of the

risk factors and a variety of uncertainties arigtn daily operations of MCSCs. The first sub
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section introduces the datallection methods in the phase of risk factor identification and
validation. The second stdection describes the data collection methods in the measurement
of verified risk factors. The last st#ection introduces the data analysis methods with emphasis
on the risk matrix approach, and the method for the validation of collected data is also discussed

in this subsection.
3.3.1 DataCollection Method in Risk Factors Identification and Validation

3.3.1.1 Identification oRisk Factors

Several common methods for systematically identifying risk factorstheardlowchart
method, review of accident statistics, analysis of corporate records and documents, risk
guestionnaire, and risk surveys (Yang, 2010). V¢4&£07) also suggested otheols that can
be used in the risk factor identification including document review, interviews, and group

meetings.

Generally, the identification of risk factors can be separated into two distinct phases, i.e.
initial risk factor identification, and egoing risk factor identification. In the first ga, a
framework for risk factoclassification is proposed from a systematic perspective. Based on
that, all possible risk factors related to each aspeat MCSC system are identified through
reviewing releant literature (A detailed introduction of the framework and all identified risk
factors will be presented in Section 3.4). The sdiap is hecessary as it helps tadgntify
new risk factors which did not previouslyise 2) recognise changes @xisting risk factors,
and 3)exclude risk factors which did exist but now do not directly influence our system
anymore. Several studies have also used a literature review to identify risk factors, e.g., Yang
(2011)and Chang, Xu and Song (2014).

3.3.1.2 Védation of Risk Factors

Given the difference between academic studies and industrial applications, as well as
potential ambiguities when presenting those risk factors, it is necessary and helpful to involve
judgements from experts who are most familiathvagonditions tovalidatethe identified risk
factors. Based on the review pffevious studies, considering the complex degree of MCSC
systems and the reliability of data collected fivwe x per t sdé survey, this

method to validate the identified risk factors and explore other potential ones.

The Delphi method is a structured communication technigueh relies on the results of
guestionnaires sent to a panel of expédormally, several rounds of questionnaires need to

be sent out, and an anonymous summary of responses from previous rounds as well as the
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reasons they provided for their judgements are aggregated and shared with the group after each
round. The expertare allowed to revise their earlier answers in subsequent rounds according
to the replies of other members of the panel. Since multiple rounds of questions are undertaken,
and the panel is advised on what the group thinks as a whole, the Delphi metfiaVeddo

be able to obtain a reliable and consistent response to a problem from a group of experts through
consensus. It is well suited, as a research instrument, to model incomplete knowledge
(Skulmaosijietal., 2007). It thus especially works well ingtstudy given the uncertainties of
various risk factors and the complexity of an MCSC system. As a flexible research approach,
Delphibased methods have been successfully used in industrial risk management, particularly
in the identification of risk facts where subjective inputs are largely dependede.g.
Chapman, 1998; Markmann et al., 20Q@&ireshi et al., 2014).

Different Delphi processes have been introduced and applied (Linstone and Turloff, 1975).
According to the specific research background abjectives in our research, a brief flow chart
of the main processes of the Delphi method is shown in Fig@revRile the specific steps
applied in this study are introduced as follows. The Delphi expert survey started in January
2017, and it took tlee months to reach the final results of accepted consensus.

Research .| Research _| Questionnaire design
question "l sample "] and preparation
A 4
Questionnaire design | Questionnaire
based on analysis results | distribution

No

Consensus
achieved?

Yes

A 4

Feedback collection
and analysis

Research
documentation and
verification

Figure 32. Flowchartof the Delphi process
Source: author
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1 Step 1: Define the problem

Research questions are generally derived in accordance with the main research purpose. In
this study, we aim to propose a classification framework for the identification of risk factors in
MCSCs from a systematjmerspectiveand to identify relevant riskactors and evaluate their
risk levels. Thus, two issudgbat need to be dealt with through the Delphi metlaod 1)
establishment of a classificatidrmework,and 2) exploration and validation of risk factors
in an MCSC. It is worth noting thatebore all questions are finalised for the formal Delphi
expert survey, a pilot study is firstly conducted to identify the possible ambiguities and
vagueness in the designed questions. Based on the results and comments of participants in the
pilot survey, the intation letter of the survey improved,and the layout of the questionnaire

is modified to provide a clearer instruction

1 Step 2: Research sample

Selecting research participants is a critical componethieddelphi method since it is their
expert opinios that contribute to the final outputs of the Delalmivey(Skulmosijiet al.,2007).
In terms of the sample selection of the Delphi survey in this study, 28 experts from different
countrieswerecontacted. Ten of them from eight organisations repliecheoauthors within
the given time window (from 2 to 29 January 2017), showing their willingness to serve as a
member of the Delphi expert group in this workhe profile information of selected

participantss listed in Table 3.

Table 31. Profile of paticipants in Delphi expert group

No Typfa Of. Year_ of Depar tment/ Position Country
organisation working professional area
1  University* 32 Inte_rnatlonal shipping Professor China
business management
2 University* 26 Supply phaln management Professor UK
marketing anaperations
3 Port_ 21 Port safety and operation Senior officer Sauc_il
authority management Arabia
4 Marltlme 27 Mar_ltlme transportation, Senior advisor USA
authority environment, and energy
Maritime Maritime safety and waterwa Senior marine .
5 . 33 . . ) N : . China
authority traffic accident investigation  investigator
6 Shipping 25 Contract logistics Senior managel China
company
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7 Shipping 27 Supply qhaln development ar Senior managel Singapo
company project management re

8 Shipping 27 Marketingand sales Vice present  China
company

9 Shipping 29 Marine operating centre ~ Senior captain  China
company

10 Shipping 26 Container ships more than Senior captain  China

company 10,000 TEU

* Both of them also had rich working experience in the container shijrmiugtry.

A single panel of experts with different backgrounds (for example, academics, industry
experts, and administratonsjpsselected in this study for the completeness of the judgements
from different stakeholdersd perspectives.
expert group, thus being able to reasonably represent a general understanding of an MCSC and
provide reliable outputsThe ten participants are from one university in China, one university
in the UK, one port authority in Saudi Arabia, one maritime authority in the USA, one maritime
authority in Chinapne shipping company in Singapoaed tvo shippirg companies in China
Besides, it is worth noting that thebeeeshipping companies asmong the top tecontainer
shipping companies ithe world In addition, they all have rich working experience in

container shipping or related industries/resedeiting a relatively senior position in the field.

1 Step 3: Round one Delphi expert survey

In the first round survey, some sestiuctured questions are developed to collect opinions
on the rationality of the risk factor classificatistructureand the ientified risk factors. We
can then figure out whether the structure of the framework for risk faategorisatioris
appropriate, whether these identified risk factors really exist, and whether there are any other
risk factors that should also be considered. The questionnaire is distributed to the ten Delphi
participants separately, and they are given four weeksttonr their comments. During the
defined period, they can revise their responses at any éintethey are also encouraged to
attach reasons why these changes are nth@eguestionnaire fahefirst round Delphi expert

survey is listed in Appendix One.

1 Step 4: Round two Delphi expert survey

All opinions of the participants from the first round survey are summarised, based on which
some modifications are made to the initially proposed framework and identified risk factors.

The main changdg in the struture of the framework for risk factor classification. Besides,
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some risk factors are modified/deleted, and new ones are added. Théwouqndstionnaire
is developed according to the responses from round one and then released to each participant

in theDelphi expert group.

In the second round survey, the participants are first given the opportunity to check if their
responses in round one indeed reflect their opinions and then asked to evaluate the extent to
which they agree with (if not agree, expltie reason) the changes made in the previous survey
in this round. This process may be repeated several times until the convergence on the
agreement degree of the participants is obtained. A time limit of two weeks is set for the second
round survey sincall participants had already been familiar with the study, and this process
would not take as much time as the previous one. Again, a similar process of asalysis

conducted based on all responses from the second round.survey

1 Step 5: Round three Delphi@ert survey

The statements that do not reach the consensus from the last round will be reformulated
based on panel comments and included in the next round. Thetloeedguestionnaire is
developed according to the responses of all participants tliensecond round and then is
distributed to each participant. Again, these participants are given the opportunity to change
their answers and to comment on the emerging and modified risk factors according to other
participants. In this study, the roundahrDelphi expert survey is the final one. According to
their feedback the consensus from the majority of participants in the expert panel on the
structure of the framework for risk factors classification and the identified risk factors is

reached

1 Step 6Verify and document research results

For the validation purpose, a revision report generated from thertsued Delphi survey
is sent to each Delphi expert. The revision report preseatdifference between the original
statement and the modified ometerms of the structure dghe framework for risk factor
classification and the identified risk factors, along with the reasons for all the modifications (as
shown in Appendi x Two). No more modification

revaling an acceptable consensus level of their opinions on the results.

In this study, the research steps are developed based on the distinct phases introduced by
Linstone and Turloff (1975) which have proven to be reliable over the years. Moreover, a

sufficient number of participants who hawn academic, industrial or administrative
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background are chosen and involved in a tmoemd Delphi survey. All the participants have

rich working experience (more than twenty years) in container shipping or related
industries/research areas with a senior position in their fields. In addition, a pilot survey is
conducted to improve the quality of the questionnaire. Thus, the validity and reliability of the

Delphi expert survey are guaranteed
3.3.2 DataCollection Method in Risk Factors Measurement

Measurement of risk factors usually conducted in a quantitative way to provitle
reference needed for decision making, and two parameters that have widely been used for
guantifying risks are 1) the occurrence likelihoofda risk event, and 2) the consequence
severity when it occurs. However,istworth noting that likelihood and consequence are just
two considerations among many factors when conduetimgk analysis in practice (Waters,
2007).

In this chapter, a questionnaire survey wdthikert scale is used to gather information in
the MCSC domain due to the lack of accurate indusicific risk data. Based on the results
of the Delphi expert survey, the questionnaire is constructed asmg of six major parts: the
respondentsod profile, the mesacety the measuemeatf r i s
of risk factors associated with natural environment, the measurement of risk factors associated
with management, the measurement rigk factors associated with infrastructure and
technology, and the measurement of risk factors associated with operations (see the whole
guestionnaire in Appendix Three). The questionnaire is designed to elicit expert opinions on
the identified risk faairs in terms of occurrence likelihood and consequence severity. In order
to collect data suitable for a 7>4 risk matrix as suggested by IMO (2008gaiitimerelated
research, different categories of occurrence likelihood and consequence severityi@darappl
this thesis, illustrated as foll@wv

M The occurrence likelihood

The occurrence likelihood of a risk factor means how likelg thatthe risk factor will
occur, represented by the frequency of it occurring at a certain time period or the groibabili
occurs, according to the certain circumstanoderinvestigation Thus, the value of occurrence
likelihood is located between 0 and 1, where 0 indicates that it will never happen while 1 means
it will definitely happen. However, it is not alwapsssibleto propose an accurate numerical
value for the occurrence likelihood of each risk factor in practice, and thus the linguistic terms
are usually used to describe thecurrence likelihoodln this thesis, a questionnaire wih
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Likert sevenrpoint scag is used to collect the occurrence likelihood of a risk factor within the
MCSCs. 1, 2, 3,4, 5, 6, and 7 are used to represent the likelihood of occurrence of a risk factor

in an increasing order, inwhichidf or AExtr emel y Rarreldoi,ke&l yo,r 4AF
APossi bleo, 5 for #ALikelyo, 6 for AFrequenta

occurrence likelihood of a risk factor is further illustrated in Talite 3.

Table 32. Definitions of the occurrence likelihood of a risk fagtalyami et al., 2014)

Likelihood Likert scale Definition
Extremely Rare 1 Has never or rarely happened
Rare 5 Not expected to occur for a few years;

May only occur in exceptional circumstances
Unlikely 3 Trivial likelihood, however, could occur at some tin
Might occur at some time;

Possible 4 Expected to occur every few months
Likel 5 Will probably occur in most circumstances;
y Expected to occur at least monthly
Frequent 6 Expected to occur at least weekly
Can be expected to occur in most circumstances;
Very Frequent 7 :
Occur daily

1 The consequence severity

The consequence severity refers to the magnitudieeqfossible effect when a risk event
occurs. It can be measurdtbm a variety of aspects such as health impacts, service
interruptions, reputation issues, objective failures, etc. For example, the consequence of a risk
event in engineering domains is usually estimated involving injuries/fatalities, property loss,
and/or environmenal damage. While, in the risk management of a supply chain, the
conseqguence is normally measured considering time, cost, and quality (Vilko and Hallikas,
2012). To describe the degree of consequence, different categories of linguistic terms have
been proposed such as fAno safety effect, mi
2008), fAnegligible, marginal, moderate, crit
2008), and Al ow i mpact, medi umOidmiptaisthesis, and h
a questionnaire with Likert foypoint scale is used to collect judgements on the consequence
severity of each risk factor, and the four linguistic grades are represented with af dgdte
3, and 4, respectively. The definition different levels of risk consequence is illustrated in
Table 33.
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Table 33. Definitions of the consequence severity when a risk factor o@durst al., 2007)

Consequence Likert

) Definition
severity scale

Cause some inconvenience with minor aos such as small

Minor 1 cost/schedule increase.

Moderate 5 _Cause some disruption_s with medium impacts such as moderat
increase, delay, and minor environmental damage.

Severe 3 Cause some disruptions, or sometimes failures with severe imp

such asnajor cost increase, major environmental damage or injt
Cause complete and irrecoverable failures (thus the minimum
Catastrophic 4 requirements cannot be achieved), kbagn environmental damag
or death

The questionnaires for the measurememiséffactors are developed in English at the early
stage and translated into Chinese. The target sample for the questionnaire survey is selected
from the top ten shipping companies in China (and their branch companies worldwide),
shipping agencies, freiglibrwarders, maritime safety administrations, port authorities, and
other organisations related to the container shipping industry. Several questionnaires are sent
to the relevant departments of each company in person or through emails. The quest®nnaire i
also coded to an online guestionnaire via -suevey creator
(https://wwwdiaochapai.com/survey253953® ensure that more validated participants can

be involved in the questionnaire survey easily
3.3.3 DataAnalysis andValidation

3.3.3.1 Descriptiv&atistics Analysis

After having collected all data needed for the measurement of risk factors, a descriptive
statistics analysis wil/ be conducted to pr
Descriptive statistics analysis is a method to ¢jtetively describe or summarise features of a
collection of data, and present the processed data in the foartable or chart, so that the
meaningful infemation we need can be revealddtributes that are commonly used in
descriptive statistics analig includebutarenot limited tq the minimum and maximum values,
standard deviation (SD), mean value, percentage, and frequency. Moreover, there are also tools
that can be used to present the statistics in a more intuitive way, such as histogram, polygon,
pie chart, etc. In this thesih)e percentage, mean value, and standard deviatidhestteree
main features used in the descriptive statistics analysis, and these features are shown by using

tables.

3.3.3.2 RislScale Analysis
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M Risk calculation

In practice, it is necessary and impottemknow which risk factors are the most serious so
as to optimise the risk management with limited resources. The lesigk chn be calculated
by the following formula (Manuj and Mentzer, 2008; Vilko and Hallikas, 2012; Chang, Xu and
Song, 2015):

Risk= probability x consequence Eq. 3.1

In which, theprobability may also be presented as frequency or likelihood, while the
consequencenay be expresd using severity, impact, or loss. In this thesis, the risk scale of
each risk factor in MCSCs is defmhas:

Risk = occurrence likelihood x consequence severity Eq. 3.2

As a key step to perform risk analysis, calculating the risk level for each risk daetaalll
respondents enables the comparison daf tiegative importance. Given that the risk level i
determined by the likelihood and the consequence, there are two main nibtitads) be
considered to calculate the risk level with multiple expert judgements (Chang, Xu and Song,
2015). The first method is to multiply the average value of likelitoved allrespondents with
that of consequence for each risk factor, while séxmnd method is to average the risk levels

of each risk factor obtained from each individaaér alltherespondents.

Three pieces of resulg informationcan be obtained frorne first method, which are an
average likelihood, an average consequence, and the risk level calculated based viotise pre
two. These results are easytappied andmapped in the risk matrix as all three are necessary.
However, one majodisadvantage of this methdiés in the wayof approaching the final risk
level of each risk factor. In the first method, the likelihood from one respondent is multiplied
by the consequence from other respondents, which may distort the résufigaed to that,
the second method is more reliable and reasonable in terms of the calculation of risk level, as
the risk | evel is obtained firstly consider.i
then finalised by averaging the results from all respondétasever, it suffers from the
deficiency that it only provides the overall results of risk levels without the corresponding
information on risk likelihood and consequence. Therefore, a risk matrix approach is applied
in this thesis in order to benefit froboth of the risk calculation methods by introducing

logarithms into the measurement of likelihood and consequence.

1 Risk matrix
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A risk matrix has been widely used in various areas to evaluate risk factors in a quantitative
way. A risk matrix table is compged of two dimensionsone verticadimensionconsisting of
several likelihood categories, and one horizontal dimension made up of several consequence
categories. In this thesis, seven categories are developed for likelihood, and four for
consequence, wth are associated with the Likert scales set in the risk factor questionnaire, as
shown in Table 2 and Table 3, respectively. Based on that, a 7>4 risk matrix can be
constructed. As recommended by theernational Maritime OrganizatioiMO, 2002, the
likelihood and consequence indices are defined on a logarithmic scale to facilitate the ranking

and validation of ranking. Consequently, Eqg. 3.3 can be obtained.

Log (RisK = Log (occurrence likelihood+ Log (consequence seveity Eq. 3.3

Then, the Rk Index RI) is established by adding the Likelihood Inddx)(and
Consequence Inde() (Wang and~oinikis, 200).

Risk Index =Likelihoodl ndex +Severityl ndex Eq. 3.4

In this way, the average risk level of each risk factor obtained from @thibe above
mentioned methodsill be the same due to the associative law of addition (which can be seen
from Eq. 3.5.).To classify the risk levels and quantitatively compare the importance of each
risk factor, the Average Risk Inde&XR)) is defined irthis paper, which can be calculated using
Eq. 3.5.

1.,
AR, = NaiNzl AR|
Lavu +st -1
NSz S ri (r =12,.M:i =12,.N Eg. 3.5
_1..NLI +1 ..NSI 1
NSt Ty @
:Ur+§r -1

Where,M is the number of risk factors, amdis the number ofthe respondentﬁr is the

average Likelihood Index of thé&' risk factor, andSl, is the average Severity Index of e
risk factor.Ll: is the Likelihood Index of the" risk factor by thé'" respondent, whil&l; is
the Severity Index of the" risk factor by theé'" respondent. Both of them are obtained through

guestionnaires as described in Section 3.3.2

According to the numerical risk outcomes, identified risk factors can generally be classified

into three or four different risk categosi@iarkowski and Mannan, 2008). In this woidr
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risk categoriesre defiendo support a more flexible and reasonable decisiaking process

in risk managemeniThe risklevels can be determined according toAld value of each risk
factor. They areq) lowrisk level, in whichARIF  [1, 4) and is coloured in green. Risk factors

of this level have a minor impact on an MCSC which can be ignored, and thus no further action
needs to be taken by managers; b)-toaderate levelARI1 [4, 6), in yellow colair; c) high
moderate levelARIT [6, 8), in orange colour. Both levels belong to a moderate risk level, to
which certainattention needs to be paid. According to the ALARP principle, risk reduction
measures are needed until they are no longer reasonable according to-tieaefisanalysis;

and d) highkrisk level, whereARIr [8, 10], and it is represented in red colourskRfactors

falling into this region hae high occurrence likelihood with serious consequsnegich will
severely influence the whole supply chain. Thus, they have to be either forbidden or reduced
to an acceptable risk levélhe risk matrix method antthe associated risk classifications are

employed in a combined way in thirk, asillustrated in Figure 3.

LI ¢4
/'
Severity Index (ST) " AR
Likelihood Index (LI) 1 2 3 {/’ .
Minor | Moderate | Severe | Catastrophic

7 | Very Frequent
6 | Frequent
5 | Likely
4 | Possible
3 | Unlikely
2 | Rare
1 | Extremely Rare R

S|

Figure 33. Category ofisk levels in the riskmatrix
Source: Developed by authors based on Wang and Foinikis)(2001

3.3.3.3 Validity andReliability Test

A validity test aims to examine whether the study measures what it purports to measure,
which normally can be improved by, for example, conducting an exhaustive literature review,
incorporating expert opinions, anddifying the questionnaire according to the results of pilot
test survey (Davis, 2000). Reliability refers to the consistency and stability of the results
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obtained. It is important to the validity of a questionnaire, but not a sufficient conditien
reliability test of the collected data can be carried out by using Cronbach's Alpha method with
Eq. 3.6 (Cohen and Swerdlik, 2010).

LK,
K a. SYi) Eq. 3.6

K-1 s2

[y

Where, theK indicates the number @fuestionsn the survey,s: means the variance of
the total samples¢ is the variance of the current question, amelpresents thé" question.

Examination of the Cronbach's Alpha Based on Standardised Items can be achieved by Eq. 3.7.

Kg

a = ——————
standardised (1 + (K _1)5)

Eq. 3.7

Where, g indicates the mean of the noedundant correlation coefficients.

3.4 Risk Factor Classification andldentification

3.4.1 Framework for Risk Classificationin Maritime Container Supply Chains

Based on a systematic review of the previous studies §hgshank and Goldsh2009;
Acciaro and Serra, 2013; Ho et al., 2015; Zhao et al., 2016) anddaptin discussion with
domain experts through the Delphi survey, the framework for risk fad@ssiftcation is
proposedas shown in Figure 3.4.is a topdown structure framework, which helps to clarify
the relationships among different risk sources step by step. It provides the basis for the
identification of risk factors. It is composed of fdavels (Level I, 11, lll, and IV). Level |, as
the starting point, presents the purpose of this study, thad @assify risk factors within
MCSCs rationallyLevel Il divides all possible risk factors into two general categories, which
are externalisks and internal risks. The external risks usually result from an interaction
betweena supply chain and its environment, while internal risks arise due to improper
coordination among different levels within a supply chain. In the next level, five ns&in ri
perspectives are identified from external and internal envirorsmespectively, whicrare
society, natural environment, management, infrastructure and technology, and operations.
However, society offers a relatiyebroad concept comising of a varigy of humanrelated
activities which may nobe enough to support a specific risk factor identification. In view of

this, society is further subdivided asonomicenvironment (Heckmann et al., 2Q1political
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environment (Yang, 2011), and security (YaR@10). Similarly, management and operations
are also expanded, making up Level lll. Such new develomireMCSC risk classification
aresupported by the Delphi expert group. Finally, 64 risk factors in Level IV are identified
with respect to the risk pgpectivegwhich will be discussed group by group in detail in Section

3.4.2) based on all risk sources identified from the upper level.
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Figure 3.4. Framework for risk classificationMCSCs
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3.4.2 ldentification of Risk Factors in Maritime Container Supply Chains

Based on the framework proposed in the last section, the identification of risk factors in
MCSCs was achieved through two main steps in this thesis. Firstly, a systematicatview
relevant literature on risks associated with the MCSC processes was conducted to provide
critical insights into the investigated risk factors in previous studies. In order to make the risk
identification comprehensively, apart from the existing studiegsks in container shipping,
the risks in a general supply chain were also inctdée the background of risk identification.
After that, a Delphi expert survey was conducted (as described in Section 3.3.1) to facilitate
proper and comprehensivekiactor identification from industry practice. With the assistance
of experience and knowledge from domain experts, all the risk factors identified in the literature
review were confirmed. In addition, a number of risk factors that have not been addnessed
previous studies were suggested by them. All the identified risk factors are discussed according

to the sources in the following subsections.

3.4.2.1 RislEactors Associatedith Society

In this thesis, society belongs to a kind of external environareltCSC relies on, where
human activities are usually involved. In general, it can be divided into three categories, which
areeconomicenvironment, political environment, and security. Each of them influences the

performance and safetf MCSCsin different aspects.

The economic environment consists of factors in a business market that can influence a
container shipping business directly or indirectly. Some factors may affect the business
decision makingon the part of the participants, such as turbulshtpping markets, and
competition (Notteboom, 2004; Vilko et al., 2016). While, some will affect an entire economy
and all of the participantiavioved inan MCSC, such as the financial crisis, interest rates, and
exchange rates (Vilko and Hallikas, 2082mvedi, Jain and Chan, 2013; Chang, Xu and Song,
2015). These factors will affect the price and inrestt which increase the uncertainties in
MCSC operations. Oil price is also an important risk factor to be considered, as bunker fuel

makes up more thafb per cenof the operating cogChang, Xu and Song, 2015

The political environment is a critical concern for global trade, as government actions will
inevitably affect the operations of a company or business on different levels. In this category,
four main risk factors are identified, which are trade policy instability, maritime security
initiatives, regulations and measures, and regional political conflicts (Tummala and Schoenherr,
2011; Vilko and Hallikas, 2012; Samvedi, Jain and Chan, 2013p éillal., 2016).
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Security mainly refers to the potential threats to MCSCs, which may result from malicious
acts or other unpredictable events. Security risks not only worry supply robaiagersbut
also bring trouble to the public. Terrorism is one of the factors that has been studied by most
of the researchers, especially after the 9/11 eventyRgalso an important risk factor that is
attracting attention from both indugtand academiaOther relevant risk factors include
sabotage, smuggling, spying/espionage, and epigdMenuj and Mentzer, 2008; Vilko and
Hallikas, 2012; Acciaro and Serra, 2013; Chang, Xu and Song, 2015; Zhao, Yan and Zhang,
2016). It should be noted that the refugaenigrant is a factor that has been less investigated
in previous studies, but it is recognised as a risk factor by some industry experts due to the
increasing number of refugee immigrants in European countries in recent years. A summary of

the abovadenified risk factors can be found in Tablel3.

Table 34. Risk factors associated with society

Risk sources Risk factors References

Vilko and Hallikas (2012)
Chang, Xu and Song (2015)
Manuj and Mentzer (2008)
Samvedi, Jain, and Chan (2013
Tummala and Schoenherr (2011
Change of exchange rateg Samvedi, Jain, and Chan (2013
Chang, Xu, and Song (2015)
Cucchiella and Gastaldi (2006);
Manuj andMentzer (2008)
Unattractive markets Vilko and Hallikas (2012)

Vilko and Hallikas (2012)
Samvedi, Jain, and Chan (2013
Monopoly Vilko et al. (2016)

Tummala and Schoenherr (2011
Trade policy instability Samvedi, Jain, and Chan (2013

Financial crisis

Change of interesates

Economic
environment

Fluctuation of fuel price

Fierce competition

Soclety ootical Vilko et al. (2016)
environment Maritime security Yang (2010)
initiatives Acciaro and Serra (2013)

Regulations and measureg Vilko and Hallikas (2012)
Regional political conflicts| Vilko et al. (2016)
Tummala and Schoenherr (2011
Vilko and Hallikas (2012)
Terrorism Acciaro and Serra (201,3Chang,
Xu and Song (2015); Vilko et al.
(2016)

Vilko and Hallikas (2012)
Piracy/maritime robbery | Acciaro and Serra (2013)
Chang, Xu, andong (2015)
Sabotage Manuj and Mentzer (2008)
Smuggling Vilko and Hallikas (2012);

Security
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Zhao, Yamand Zhang (2016)
Spying/espionage Vilko and Hallikas (2012)
Epidemic Vilko and Hallikas (2012)
Vilko et al. (2016)
Refugee immigrants Identified fromthe expertsurvey

3.4.2.2 RislEactorsAssociated with Natural Environment

It is another major component contributing to the external environment with a focus on the
natural phenomena that could impair MCSC operations in the affected Hne&hangeable
weather conditionsrethe one that has been experienced by most ofmtmtime container
transportation. The complex navigation environment such as changeable weather, sea current,
and wave, will impair the stability and safety of con&iships, thus causing potential dangers
to both cargos and seafarers. As the Bagh w eisabedoreimg more activanincrease in
risks and catastrophic losses has been observed in maritime transport in recent years resulting
from the natural hazardsich as typhoons, storms, atter extreme weather events (Lam and
Lass, 2017) Meanwhile, global climate change has also emerged as a rising issue in the recent
year, and its potential impact on the maritime transportation has been studied as i@arly as
2012 (Benamarand Asariotis2012). All the abowadentified risk factors are summarised in
Table 35.

Table 35. Risk factors associated witlhe naturalenvironment

Risk sources Risk factors References
Notteboom (2006); Vilko and
Changeableveatherconditions | Hallikas (2012) Chang, Xuand
Song (2015)Vilko et al. (2016)

g'r?\%ﬁ:mem Vilko and Hallikas (2012)
Naturalhazard Samvedi, Jaiand Chan (2013);
Ho et al. (2015)
Climate change Vilko and Hallikas (2012)

3.4.2.3 RislFactors Associated with Management

Management in the proposed framework consists of two major parts, i.e. human resource
and working environment. The formigrprimarily conceredwith the management of people
within organisations, such as the number,cttme, quality, health (both physical and mental
health), and wages of employees, while the latter involves not only the physical condition of
the working environment including equipment, location, aswroundings,but also the
atmosphere such as the cuét of safety and teamwork within an enterprise. Among all risk

factors, human error, which is claimed to be the roairseof maritime accidents according to
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the UK Marine Accident Investigation Branch (MAIB), should not be ignored. Another
potential riskfactor arisingfrom the expert survey is ergonomics. Ergonomics aims to match
the user with equipment and environment so as to optimise the overall system performance. It
is especially important for those who work on board. Talles@Bmmarises the rislkators

associated with managemenamMCSC.

Table 36. Risk factors associated witlhe management

Risk sources Risk factors References
Vilko and Hallikas (2012)
Lack of skilled workers | Mat eusz and $Ww
Vilko et al. (2016)

Vilko and Hallikas (2012)
Vilko et al. (2016)

Lack of motivation

Human Hetherington, Flin and Mearns
resource Mental health of seafarerf ( 2006 ) ; Mat eus
(2014)

Hetherington, Flin and Mearns
(2006); expert survey
Unreasonable salary and Identified fromthe expert

Human errors

Managemen welfare survey

Language and cultural .
diversity Hetherington et al. (2006)
Lack of cooperation vang et al. (2008)
among departments

Working Poor safety Lu and Shan¢2005)

environment culture/climate Hetherington et al. (2006)
Low degree of safety
leadership Lu and Yang (2010)
Poor ergonomics dhe Identified fromthe expert
workplace survey

3.4.2.4 Rislactors Associated with Infrastructure and Technology

Infrastructure and technology are teckbone supporting the sustainable development of
a supply chain, as well as its operations in a reliable and efficient way. As a crucial node
connecting different transportation modes of containers, lack of intatneodiipment will
reduce the cargo handling capacity in terms of containers loadingfling and shorterm
transportation, and thus increase the waiting time of ships at ports. Other elsutdrds
storage ability, berthing capability, entrance ch#soéa port, anground access systems are
also important to maximise port productivity. Regular maintenance helps to ensure the
equipment (whether port machinery or equipment on board) runs efficiently. It is important to

i ncr ease equlfgsomtbattheGdal cost af mviestmeent during a life cycle can be
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reduced. Technical reliability indicates how much a technigsdhi# daily operations, and
how long the applications of this technique can maintain a safe condition. THaatisis

asso@ted with infrastructure and technology are summarised in Table 3.

Table 37. Risk factors associated with infrastructure and technology

Risk sources Risk factors References
Lack of intermodal equipment | Vilko and Hallikas(2012)
Vilko and Hallikas (2012);
Vilko et al. (2016)

Poor entrance channels of a p

Infrastructure Limited storage ability Yang et al. (2008)
2 Low technical reliability Ho et al. (2015)
technology Undevelopedground access Hsieh, Tai and Lee (2014)

system of a port
Lack of regular maintenance o
equipment
Insufficient berthing capability | Identified fromthe expertsurvey

Identified fromthe expertsurvey

3.4.2.5 RislEactors Associated with Operations

Regarding the operations mfaritime containelogistics, thre main flows which have been
widely studied are information flows, financial flows, and physical flows (Chopra and Meindl,
2010).

Information flow mainly includes the transfer of data, knowledge or documents among
different partners in a supply chain. Tgr@cess of a supply chain relies heavily on information
flows in terms of the product or service lifgcle. Information flow can promotealueadded
activities and enhance the operational efficieoicsupply chains. The speed and accuracy are
two fundamental and key factarsexisting methods ahformationtransfer suclas telephones
calls, faceto-face meetings, emails, and Electronic Data Interchange (EDI), which may
increase time in informationansmission due to the usage of different information formats.
Moreover, the effects of delay and inaccuracy may be amplified in a global supply chain
network with more participants being involved. The lack of information standardisation and
compatibility, as well as poor information sharing, will also reduce the quality and value of
information, and thus lead to improper decisimaking. During the Delphi survey, some
experts also pointed out t hat Ahi de oargo
information inaccuracy, although it may be different for the above reasons if considering how
the inaccuracy is caused. IT vulnerability contains both hardware issues such as IT

infrastructure breakdown and crash, and software issues including sydtew tand other
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technical problems. With the rapid development-blusiness in recent years, the wide usage

of the internet also brings risks to information safety such as intrusion and fraud.

Financial flow refers to the@conomierelated activities in aupply chain, such as the
payment for either goods or sernsceash in and cash out of an enterprise, business cooperation
with other partnersvithin a supply chain, etc. Although there is no specific literature on risks
associated witfinancialflow in container shipping, several related risk factors in the general
supply chain context have been identified in previous studies. Tummala and Schoenherr (2011)
stated that unrealised contracts with partnaghthtead to payment delay, and bankruptcy or
having partnerswith bad credit may lead to nggayment. However, one expert frahe Delphi
survey pointed out that the impact of shippers going into bankruptcy magivetydifferent
international contracts of sale usedhiecontainer shipping businegsccording to the Delphi
expert survey, ship charter rates also matter in terrmestéontrol. But, it is difficult to predict
the trend of ship charter rates during the period of a contract, thus leading to uncertainties.
Another risk factor that shoulie considered is cash flow, which is essential to keep a business
afloat. Unfortunately, it is not rare in practice, and the problem is particularly prominent for

small business owners.

The physical flow refers to the movement of container cargasMiCSC, and it is perhaps
the most important section during the whole process of container logistics as a type of
transportation industry. From the perspective of a container shipping network, activities related
to both port operations and maritime transpastatf containers are taken into consideration
in this thesis. Forecasting is the basis for supply chain members to make suitable plans of all
kind of operational activities. However, it is not easy to capture changes arising from market
or downstream membes i n order to make accurate forec
supply chain makes it even harder (Samvedi, Jain and Chan, 2012), thus damaging the
competitiveness of a supply chain. This is also related to the management of containers, which
will partly result in either theontainer shortage or transport of empty containers (in which
trade imbalance on container shipping routes is another important contributor). In terms of the
port operations, risk factors of port strikes, port/ terminal congegirobJems with customs
clearance, improper container terminal operations, and improper management of container
storage aresmare identified (Notteboom, 2006; Tummala and Schoenherr, 2011; Chang, Xu
and Song, 2015). While, risk factors of transportatiodasfgerous goods, lack of flexibility
of designed schedules, electricity failure, bottlenecks/ restriction in the transportation routes,

incorrect container packing, and transport accidents (such as ship contract, grounding, sinking,
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collision on quay, anail spill) are considered with respect to the maritime transportation
process (Vilko and Hallikas, 2012; Chang, Xu and Song 2015; Ho et al., 2015; Vilko et al.,
2016). Among them, electricity failure is recognised to be an extremely severe risk factor in
cold chain transportation, anchhsportation of dangerous gaad regarded as a special risk
factor in the transportation industry supply chains compared to other general supply chains
because explosions may cause huge damage to cargos, ships and eearbthports. For a
container ship, the weight and centre of gravity of the hull itself are usually fixed, which
however will change significantly after loading the cargo. The proper packing of cargos helps
to maintain the stability of a ship during i@iléhg in the sea, thus having a greater impact on
the safety of shippingdlhis risk factor contributed to more than halfthe damaged cargm
2017.Risk factors identified fronthe three main flows in MCSCs are summarised in Table
38.

Table 38. Riskfactors associated with operations

Risk sources Risk factors References
Cucchiella and Gastaldi (2006);
Information delay Vilko and Hallikas (2012)
Chang, Xu and Song (2015)
Information inaccuracy Tummala and Schoenherr (2011);
Information Chang, Xu and Song (2015)
flows IT vulnerability Tummala and Schoepherr (201Chang,
Xu and Song (2015)ilko et al. (2016)
Internet security Wu, Blackhurst and Chidambaram (200¢
Poor information sharing Vilko et al. (2016)
Lack of information Tummala and Schoenherr (2011);
standardisation and compatibilityy Chang, Xu and Song (2015)
Payment delay from partners Seyoum (2014);
Chang, Xu and Song (2015)
Break a contract Chang, Xu and Song (2015)
Financial Shippers going into bankruptcy Tummala and Schoenherr (2011);
Chang, Xu, and Song (2015)
verat flows o arere wi bad credit Vilko and Hallikas (2012)
perations artners with bad credi Chang, Xu, and Song (2015)
Charter rates rise Identified fromthe expertsurvey
Cash flow problem Identified fromthe expertsurvey
Manuj and Mentzer (2008amvedi, Ja,
Inaccurate demand forecast and than (201310 ét al. (2015)
Transportation of dangerous Vilko and Hallikas (2012)
goods Chang, Xu, and Song (2015)
Container shortage Chang, Xu, and Song (2015)
Notteboom(2006);
Physical Port strikes Tummala and Schoenherr (2011);
flows Chang, Xu, and Song (2015)
Notteboom (2008)
Port/ terminal congestions Tummala and Schoenherr (2011);
Chang, Xu, and Song (2015)
e . Tang and Nurmaya Musa (2011)
Is_sﬁlédouflftlaesmbnlty of designed Chang, Xu, and Spng (2015):
Ho et al. (2015)Vilko et al. (2016)
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Problems with customs clearanc

Tummala and Schoenherr (2011);
Vilko and Hallikas (2012)
Chang, Xu, and Song (2015)

Electricity failure

Chang, Xu, and Song (2015)
Vilko et al. (2016)

Bottlenecks/ restriction on
transportation routes

Notteboom (2006)Vilko and Hallikas
(2012} Vilko et al. (2016)

Improper container terminal

operations Moon and Nguyen (2014)

Mat eusz and $wiebo
Chang, Xu, and Song (2015)

Yang et al. (2005)Ellis (2011)

Vilko and Hallikas (2012)

Incorrect container packing

Transport accidents

Trade imbalance on container
shipping routes

Improper management of
container storage area

Identified fromthe expertsurvey

Identified fromthe expertsurvey

3.5 Screening oRisk Factorsin MCSCs

A statistic of global trade shows that in 2016, Chies ranked the first in terms of the
merchandise exports and ranked the seconérims of merchandise imports. According to
another recent statistics report (WSC, 2017b), among the top ten world's busiest container ports
by thetotal number of actual twentpot equivalent units (TEUS) transported through the port,
seven of them aii@ China. Given the faétthe data is collected from the maritime stakeholders
in China, including the COSCO SHIPPING Lines Co., Ltd and its branches (such as COSCO
Beijing International Freight Co., Ltd., COSCO Tianjin Shipping Agency Co., Ltd., COSCO
shipping Logistics Co., Ltdand COSCO SHIPPING Development Co., Ltd.), local maritime
safety administrations (such as Changjiang Maritime Safety Administration), and major
container ports in China (such #ee Port of Shanghalj)it is believed that the findings are
meaningful in he region and can also bepreserdtiveand provide insights for other regions

given the involved fleets and ports in China are world leading, involving global MCSCs.

Table 3.9Top three countries by imports and exports in 2016

Rank Importers USD (millions) Exporters USD (millions)
1 Unites States 2,248,209 China 2,097,637
2 China 1,587,921 Unites States 1,450,457
3 Germany 1,060,672 Germany 1,340,752

Source International trade statisticghttp://www.intracen.org/itc/markenfo-tools/trade
statistics/)

31t is also to improve the efficiency of data collection and addegggiage barriers in trguesionnaire design,
timeliness of this research, and consensus issues of the primary data.
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To systematically identify and analyse the risk factors in MC3€seral methods are
utilised in this chapter in a combined way. A Delphi expert survey is conducted to develop a
risk classiication framework, to validate the risk factors identified frivaliteraturereview,
and to explore the emerging ones, which are not available from the current literdange A
scalequestionnaire survey is conducted to collect data for measuring the occurrence likelihood
and consequence severity of each identified and validated risk factor. Finally, the risk matrix

method is applied to analyse the relative importan@acirisk fador.
3.5.1 RespondentsProfile in the Risk-Factor Survey

In this section, domain experts in container maritime logistics from 44 organisations (such
as shipping companies, maritime safety administrations, customs, port authorities, and
maritime universig, etc.) are contactedsing the university membership directories on
maritime containelogistics in Liverpool John Moores University, and Wuhan University of
Technology. Also, domain experts with knowledge on risk management of any parts of the

process bMCSCs had beertontactedo elicit their opinions.

In total, 267 questionnaires were sent out in April 2017, and 101 replies were received by
13 June 2017. There were 71 valid questionnaires and 30 invalid ones (containing incomplete
or conflicting infomation). The overall valid return rate is 26.59% (with a valid return rate of
64.10% for inperson distribution, and that of 20.18% for email distributidio).ensure the
involvement of more validated experthe questionnaire was also converted to amenl
edition via an esurvey creator. The website litd the online questionnaire was distributed to
all potential participants (including those who did not répthe email questionnaires) through
instant messaging apps for the eafkfinishing the qustionnaire. The contacted researchers
couldsign in the esurvey creator and view the given answers when they cordpie®d more
valid replies were received by the end of June 2017. As a result, in total 132 valid responses
were collected from the quéstnaire survey. These data are firstly used to provide statistics
of the likelihood and the consequerxdeeach riskfactorand then used to compute th&Rls.

The summary ofhe questionnaire re@sdetail is shown in Table 301

Table 3.D. A summaryof questionnaire remsdetail

Questionnairg Questionnairg Invalid Valid | Valid reply
distributed returned replies replies rate
In-person 39 37 12 25 64.10%
By email 228 64 18 46 20.18%
Online - 63 2 61 -
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More than 7%6 of therespondents have worked in the container shipping industry for more
than 10 years (115 years: 12.12%; 1B0 years: 35.61%; over 20 years: 28.79%), and
meanwhile, more than 9086 respondents hold a middi¢ass job title or above, which reveals
that themajority of the respondents have long professional working experience and abundant
knowledge reserves ithe container shipping business, contributing to the reliability of the

results of this questionnaire survey

I n this survey, A eraheasdvenonwaakoin, foreelkaenples, mdrittme r e s e
universities and research institutes with experi@mcenducting research projects on container
shipping safety related issues. Most of the respondents from industry work in container
shipping companies, whil&é rest work in companies including container shipping agencies,
freight forwarding companies, and container terminals, which play important rofesitmme
containerlogistics. Governmental bodies in this study represent maritime transportation
authorites, including maritime safety administrations, shipping administrations, and port
aut horities. The cat e-govarnynental forganisationse(N@O) inn c | u
relation tothe shipping industrysuchasChina Logistics Association (CLA), and ChiBaip-
ownerso6 Association (CSA). As an empirical s
a dominant position. The others, however, which account for nearljifimef the total
respondents (academia: 5.30%; governmental body: 12.12%; other: 2&83&ojprovide a
complementary view on the overall understanding of the whole MCSC from different
perspectives. Among all the respondents, 8.33% and 31.82% of them take part in port
operations and maritime transportation, respectivdig rest of them (585%) are involved

in the whole process of MCSCs

In terms of the size of the participating organisations, only 15.91% of the respondents work
in small companies/organisations (fewer than 50 employees). More than 60% of the
respondents work fatompanies/organisations with more than 200 employees, as the target
sample is mainly selected from suggant enterprises in the maritime shipping industry of
their branches or agencies worldwidée profile of 132 respondents in the survey is presented
in Table 3.1.

Table3. 1. A summary of respondentsoé pr

Respondent Profile Number %
Academia 7 5.30%
What is the type of your Industry 106 | 80.30%
organisation? Governmental body 16 12.12%
Other 3 2.27%
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Which part of the process of| Port operations 11 8.33%

maritimecontainer supply Maritime transportation 42 31.82%

chain are you involved in? | Whole process 79 59.85%

Primary (technical) job titfe 10 7.58%

What is your job title/ Middle (technical) job title 44 33.33%
position? Advanced/Senior (technical) job

title® 78 59.09%

1-5 years 12 9.09%

For how many years have y(q 6-10 years 19 14.39%

worked in the container 11-15 years 16 12.12%

shipping or related industry?| 16-20 years 47 35.61%

Over 20 years 38 28.79%

1-50 people 21 15.91%

How many employees are in 51-100 people 17 12.88%

your company/ organisation” 101-200 people 6 4.55%

| 201-500 people 36 27.27%

Over 500 people 52 39.39%

3.5.2 Validity and Reliability Test for Risk-Factor Survey

The validity and reliability of the results obtained from the questionnaire survey are of high
concern to questionnaire builders, as they are the basis of obtaining a reasonable and

convincing result in the followap analysis.

The questions of the ridlactor survey are developed from previous studies conducted in
container shipping and general supply chrmaemagementnd have been validated through a
Delphi expert survey from domain experts with rich experience in different aspects of maritime
containershipping. Moreover, a pilot tegtascarried out to improve the questionnaire on both
guestions and response options before its distribution to a large scale. Besides, most of the
respondents in the survey come from famous container shipping companigsof@dsional
working experience and knowledge in the field of container shipping. Therefore, this survey is

believed to have a high level of validity.

The reliability of the questionnaire survey is measured using Cronbach's alpha method, as
described in &ction 3.3.3.A total of 124 questionsvere tested, including occurrence
likelihood (64 questions), and risk consequence (64 questions). The results of reliakility test

for the whole survey, the questions of likelihood, and questions of consequencesardqut

4Such as research assistant, assistant lecassigtant customs supervisor, and clerk.
5 Such as research associate, lecturer, engioggioms supervisor, amdptain.
8 Such as professor, senior engineer and above, senior customs supervisor, senior captain, and manager.
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in Table 3.2. The Cronbach's alpha of the whole survey is 0.955 and Cronbach's Alpha Based
on Standardised Items is 0.956. According to the criteria by Cohen and Swerdlik (2010), the
result is acceptable when it is between 0.7 and 0.8, and teetedldata is reliable when it is

over 0.8. Therefore, this survey achieves a high level of reliability.

Table 3.2. Reliability test for the questionnaire survey

Cronbach's Alpha Base( Number of

Cronbach| " siandardised ltems questions

Wholesurvey 0.955 0.956 128
Occurrence likelihood 0.930 0.932 64
Consequence severit 0.948 0.951 64

3.5.3 Analysis ofSurvey Results and Screening of Risk Factors

The results of the riskactor questionnaire survey are firstly described from the aspects of
risk likelihood and risk consequence, respectively. Then, the risk levels of each risk factor are
analysed and presented using the risk matrix method, in order to identify the most significant

ones.

3.5.3.1 Results iRelation to the Occurrence LikelihooflRisk Factors

Basedon the risk matrix introduced in Section 3.3.2, occurrence likelihood is also divided
into four levels in this thesis, which are 1) low level (in green colour), with a mean value of
r [1, 2), 2) low- moderate level, which is reented in yellow colour with a mean value of
LI r [2,35), 3) highmoderate level, mapped in orange colour with a mean vallue rof
[3.5, 5) and 4) high level (in red colour), with a mean valuklaf [5, 7]. Although a seven
point scale has been usedhe survey to measure the likelihood, no risk factor falls into scale
1, 6, and 7 aft erareaerdaged, ehsclpmeans thenaccairéence ljkelimbodo n s

of no risk factor is under low level (below scale 2).

Among the five main risk sourcessk factors associated with managemenelthe highest
likelihood (mean value: 4.25), which indicates that the human factor (and the working
environment provided for daily operations) is a principal source bringing risks into container
shipping industryin practice. It is followed by the likelihood of risk factors associated with
operations (mean value: 3.99), and society (mean value: 3.79). Among all risk factors of all
ri sk sources, the top ten risk faot ¢HS/ EE_bHBe
5.58), fAfluctuation of fuel priceo (HS/ EE_4:

Atrade 1 mbal ance on container shipping rout
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(HS/ EE_5: 4. 83) , Aport/ t®)y,mimméntcaolngleeadl tom s
(Man/ HR _ 3: 4. 55) , Atransport at iwmasondble dange
salary and welfaee ( Man/ HR _5: 4.50), and Al ack of mo
risk factorsaremainly generated from human sety, management, and operations. Moreover,

the top three of them belong to economic environment risks under the category of human
society, revealing the more often emagguncertainties faced by entrepreneurs and managers

in economicenvironment and adfities.

~

I n the category of economic environment, ff
are two most likely happened risk factors, and also, they are the only two risk factors among
all that fall into the high level of occurrence likelihofwith a mean value over 5). Another
ri sk factor worth noting is Amonopolyo. Al th
(mean value: ©2), its Standard Deviation ($s the greatest one among all identified risk
factors. This indicates the deviations in the understanding and definition of monopoly among
all respondents. The monopatgn be a problem according some respondents (e.g. those
from port/terminal operats and shipping companies), while other respondents (e.g. those from
port authorities and universities) may care less about this problem. Tabkufnarises the

data acquired from the questionnaire survey on the occurrence likelihood of all risk factors

Table 3.B Likelihood of risk factors

Risk factorsassociated witsociety Mean | S.D. Rank
Economic Environment (EE) L |G
1. Financial crisis HS/EE 1 [3.70 |1.71 7

2. Change of interest rates HS/EE_2 [4.38 |1.34 5

3. Change of exchange rates HS/EE_3 [4.98 |1.30 313
4. Fluctuation of fuel price HS/EE 4 1.34 2 | 2
5. Unattractive markets HS/EE 5 |4.83 | 1.38 4 | 5
6. Fierce competition HS/EE 6 1.38 1|1
7. Monopoly HS/EE_7 [4.02 |1.78 6
Mean value of EE 4.66

Political Environment (PE)

1. Trade policy instability HS/PE_1 [3.50 |1.26 4

2. Maritime security initiatives HS/PE 2 [3.75 |1.13 2

3. Regulations and measures HS/PE 3 [3.83 |1.42 1

4. Regional political conflicts HS/PE_4 [3.52 |1.54 3
Mean value of PE 3.65

Security (SE)

1. Terrorism HS/SE 1 |256 |1.36 7

2. Piracy /maritime robbery HS/SE 2 |3.04 |1.35 2
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3. Sabotage HS/SE 3 |2.63 |1.13 6
4. Smuggling HS/SE 4 [4.06 |1.31 1
5. Spying /espionage HS/SE 5 [294 |1.61 4
6. Epidemic HS/SE_6 |2.98 |1.15 3
7. Refugee immigrants HS/SE 7 |2.73 |1.19 5
Mean value of SE 2.99

Mean value of risks associated w#ociety 3.79

Risk factors associated wittatural environment

1. Changeableveatherconditions NE_1 443 |1.61 1
2. Natural hazards NE_2 292 |1.19 3
3. Climate change NE_3 3.19 |1.57 2
Mean value of risks associated withturalenvironment 3.51

Risk factors associated withanagement

Human Resource (HR)

1. Lack of skilled workers Man/HR 114.15 |1.15 5
2. Lack of motivation Man/HR 2[4.42 | 1.28 3 |10
3. Mentalhealth of seafarers Man/HR 3[4.55 | 1.37 1|7
4. Human errors Man/HR 4]4.37 | 1.09 4
5. Unreasonable salary and welfare Man/HR 5[4.50 |1.44 2 |9
Mean value of HR 4.40

Working Environment (WE)

1. Language and cultural diversity Man/WE_1|4.08 | 1.55 3
2. Lack of cooperation among departments Man/WE_2]4.30 | 1.29 1
3. Poor safety culture/climate Man/WE_3|4.22 | 1.33 2
4. Low degree of safety leadership Man/WE_4]3.88 | 1.32 5
5. Poor ergonomics at workplace Man/WE_5[4.02 |1.19 4
Mean value of WE 4.10

Meanvalue of risks associated withanagement 4.25

Risk factors associatedth infrastructure and technology

1. Lack of intermodal equipment 1&T 1 3.45 |1.21 6
2. Poor entrance channels of a port & T 2 3.88 | 1.30 3
3. Limited storage ability I&T 3 3.33 |1.18 7
4. Low technical reliability 1&T 4 3.50 |1.10 5
5. Undevelopedyround access systemofaport || &T 5 3.53 |1.15 4
6. Lack of regular maintenance of equipment I&T 6 3.94 |1.09 2
7. Insufficient berthing capability 1&T 7 407 |1.14 1
Mean value of risks associated wittifirastructure and technolog 3.67

Risk factors associated witiperations

Information Flow (IF)

1. Information delay Op/IF_1 431 |1.41 1
2. Information inaccuracy Op/IF_2 428 | 1.27 2
3. IT vulnerability Op/IF_3 3.81 |1.31 4
4. Internet security Op/lIF_4 3.70 |1.45 5
5. Poor information sharing Op/IF_5 3.86 |1.33 3
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6. Lack.o!c llnformatlon standardisation and Op/IF_6 370 |128 5
compatibility

Mean value of IF 3.95

Financial Flow (FF)

1. Payment delafyom partners Op/FF_ 1 425 |1.21 1

2. Break a contract Op/FF_ 2 |3.98 |1.24 4

3. Shippers going into bankruptcy Op/FF_3 [3.50 | 1.36 6

4. Partners with bad credit Op/FF_ 4 |3.91 |1.33 5

5. Charter rates rise Op/FF_.5 |4.14 |1.18 2

6. Cash flow problem Op/FF 6 |4.04 |1.43 3
Mean value of FF 3.97

Physical Flow (PF)

1. Inaccurate demand forecast Op/PF 1 |436 |1.24 4

2. Transportation of dangerous goods Op/PF 2 |453 |1.44 3|8
3. Container shortage Op/PF 3 |3.88 |1.33 9

4. Port strikes Op/PF_ 4 |334 |117 | 14

5. Port/ terminal congestions Op/PF 5 |459 |1.37 2 | 6
6. Lack of flexibility of designed schedules Op/PF 6 |4.02 |1.23 6

7. Problems with customs clearance Op/PF 7 13.91 |1.29 8

8. Electricity failure Op/PF 8 359 |1.11 | 13

9. Bottlenecks/restriction amansportation routes | Op/PF 9 [3.66 |1.29 | 12

10. Improper container terminal operations Op/PF_10 [ 4.03 | 1.32 5

11. Incorrect container packing Op/PF_11 |3.69 |1.33 | 10

12. Transport accidents Op/PF 12 |3.67 |1.21 | 11

13. Trade imbalance on container shippiogtes | Op/PF_13 |4.86 | 1.32 114
14. Improper management of container storage | Op/PF_14 |4.00 | 1.11 7
Mean value of PF 4.01

Mean value of risks associated with operations 3.99

S.D. = Standard Deviation
Rank L means the local rank of each risk facimder its category (main risk source).
Rank G means the global rank of each risk factor among all (only the top 10 are shown.)

3.5.3.2 Results iRelation to the Conseguence SeveritRisk Factors

Four levels of consequence in this thesis are 1) low level, in green colour, with a mean value
of SIr [1, 2), 2) lowrmoderate level, in yellow colour, with a mean valu&hof [2, 2.5) 3)
highh-moderate level, in orange colour, with a mean valuglof [2.5, 3) and 4) high level,
in red colour, with a mean value 8fr [3, 4]. It can be seen from the consequence severity

of all identified risk factors that the majority of the risk factors fall thimscalebetween 2 and
3.

Among all risk sources,sk factors associated with human society are identified to have the
greatest influence in terms of consequence severity, with a mean value of 2.31. As an important

component of the external environment, it is crucial for managers to pay attention tatte re
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risk factors in order to reduce their negative impacts on the operation of a business. The
category of risk factors associated with operations (mean value: 2.30) ranks second, and that

associated with management (mean value: 2.25) is in the thael pla

Among all the identified risk factors, the top ten in terms of consequence severity are

Aterrorismo (HS/ SE_1: 3.23), Apiracy [/ marit.
(HS/ EE_1: 3.02), Airegional pol irsiganglintoconf |
bankruptcyo (Op/FF_3: 2.77), fAtransportation

accidentso (Op/ m&ards2 :( NE._&®9) ,2.bmMagt,uridlow degr e
( Man/ WE _4: 2.53), Afbreakpartcoatrakeso( OPpFPI
Achange of exchange rateso (HS/ EE_3: 2.52).
Op/FF_2, and Op/PF_4 hold the same mean value of 2.53, rankinfj fhac@ at the same

time, and that is the reason why altdgettwelve risk factors are mentioned here. Human

society and the operations are identified as the main sources (7 out of 10) where these risk

factors come from.

There are three risk factors which have been identifietligtslevel risks in terms of
consegence severity, which ardiaancialcrisis, terrorism, and piracy/maritime robbery. For
example, the financial crisis in 2008 led to the economic downturn of many countries
worldwide, and the container shipping industry has been seriously affectedrigrtane due
to the fact that its development heavily depends omthsperity of globatrade. Security
issues such as terrorism and piracy have been emphasised and received a lot of attention in
both industry and academia in recent yeAcxording toEwence (2011), more than 7 billion
dollars could behe cost per yeato shipping companies and governments to deal with the
Somalia piracy. Apart from the risk factors such as change of interest rates, maritime security
initiatives, and refugee immigrant&hich belong tdow-level risks in terms of consequence
severity, the rest fall into the moderate level. A summary of all the data on risk factors in terms

of consequence severity is listed in Table43.1

Table 3.4. Estimated onsequence severity of risk factors

Risk factors associated witiociety Mean | S.D. Rank

Economic Environment (EE) L |G
1. Financial crisis HS/EE_ 1 068 | 1 |3

2. Change of interest rates HS/EE_2 0.77 | 7

3. Change of exchange rates HS/EE_3 252 | 073 | 2 |10
4. Fluctuation of fuel price HS/EE_4 247 | 059 | 3
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5. Unattractive markets HS/EE_5 243 | 060 | 4

6. Fierce competition HS/EE 6 241 | 0.77 | 5

7. Monopoly HS/EE_7 238 | 083 | 6
Mean value of EE 2.44

Political Environment (PE)

1. Trade policy instability HS/PE 1 225 | 064 | 2

2. Maritime security initiatives HS/PE 2 0.74 | 4

3. Regulations and measures HS/PE_3 213 | 065 | 3

4. Regional political conflicts HS/PE_4 295 | 081 | 1 | 4
Mean value of PE 2.31

Security (SE)

1. Terrorism HS/SE 1 112 | 1 | 1
2. Piracy /maritime robbery HS/SE 2 109 | 2 | 2
3. Sabotage HS/SE_3 238 | 1.00 | 3

4. Smuggling HS/SE 4 200 | 087 | 5

5. Spying /espionage HS/SE 5 083 | 6

6. Epidemic HS/SE_6 0.89 | 4

7. Refugee immigrants HS/SE 7 079 | 7
Mean value of SE 2.37

Meanvalue of risks associated wislociety 2.39

Risk factors associated wittatural environment

1. Changeableveatherconditions NE_1 208 | 0.76 | 2

2. Naturalhazards NE 2 259 | 100 | 1 | 8
3. Climate change NE_3 F 074 | 3
Mean value of risks associated withturalenvironment 2.16

Risk factors associated withanagement

Human Resource (HR)

1. Lack of skilled workers Man/HR 1| 2.47 | 0.77 | 1

2. Lack of motivation Man/HR 2| 2.14 | 0.75 | 4

3. Mental healttof seafarers Man/HR 3| 2.26 | 0.78 | 3

4. Human errors Man/HR 4| 2.32 | 0.64 | 2

5. Unreasonable salary and welfare Man/HR 5| 2.09 | 0.75 | 5
Mean value of SE 2.26

Working Environment (WE)

1. Language and cultural diversity Man/WE_1 N8O8N 0.76 [ 5

2. Lack ofcooperation among departments Man/WE_2| 225 | 0.71 | 3

3. Poor safety culture/climate Man/WE_3| 2.23 | 0.81 | 4

4. Low degree of safety leadership Man/WE_ 4| 253 | 087 | 1 | 9
5. Poor ergonomics at workplace Man/WE 5| 2.41 | 0.77 | 2
Mean value of WE 2.24

Mean value of risks associated wittanagement 2.25

Risk factors associated withfrastructure and technology

1. Lack of intermodal equipment 1&T 1 219 | 0.66 | 4

2. Poor entrance channels of a port & T 2 233 | 0.71 | 2

3. Limited storage ability I&T 3 208 | 0.72 | 6
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4. Low technical reliability 1&T 4 222 | 0.70 | 3

5. Undevelopedjround access systemofaport || &T 5 219 | 0.71 | 4

6. Lack of regular maintenance of equipment 1&T 6 238 | 0.72 | 1

7. Insufficient berthing capability 1&T 7 217 | 0.70 | 5
Mean value of risks associated witfrastructure and technology 2.22

Risk factors associated witperations

Information Flow (IF)

1. Information delay Op/IF_1 206 | 0.73 | 4

2. Information inaccuracy Op/IF_2 236 | 0.76 | 2

3. IT vulnerability Op/IF_3 230 | 085 | 3

4. Internet security Op/lIF_4 238 | 086 | 1

5. Poor information sharing Op/lIF 5 |94N 0.66 | 5

6. Lack _of_ !nformatlon standardisation and Op/IF_6 206 | 066 | 4
compatibility

Mean value of IF 2.18

Financial Flow (FF)

1. Payment delay from partners Op/FF_1 231 | 069 | 4

2. Break a contract Op/FF_2 253 | 069 | 2 | 9
3. Shippers going into bankruptcy Op/FF_3 277 | 073 | 1 | 5
4. Partners with bad credit Op/FF_4 227 | 074 | 5

5. Charter rates rise Op/FF_5 223 | 061 | 6

6. Cash flowproblem Op/FF_6 250 | 083 | 3
Mean value of FF 2.43

Physical Flow (PF)

1. Inaccurate demand forecast Op/PF_1 222 | 068 | 8

2. Transportation of dangerous goods Op/PF_2 272 | 079 | 1 | 6
3. Container shortage Op/PF_3 2.13 | 0.63 | 10

4. Port strikes Op/PF_4 253 | 080 | 3 |9
5. Port/ terminal congestions Op/PF_5 233 | 0.71 | 7

6. Lack of flexibility of designed schedules Op/PF_6 [O2N 0.80 | 14

7. Problems with customs clearance Op/PF_7 202 | 0.77 | 13

8. Electricity failure Op/PF_8 239 | 081 | 5

9. Bottlenecks/restriction on transportation route| Op/PF_9 234 | 065 | 6

10. Improper container terminal operations Op/PF_10 | 220 | 0.74 | 9

11. Incorrect container packing Op/PF 11 | 242 | 092 | 4

12. Transport accidents Op/PF_12 | 269 | 085 | 2 | 7
13. Traddmbalance on container shipping routey Op/PF_13 | 2.03 | 0.64 | 12

14. Improper management of container storage { Op/PF_14 | 2.09 | 0.73 | 11
Mean value of PF 2.29

Mean value of risks associated with operations 2.30

S.D. = Standard Deviation

Rank L means thiecal rank of each risk factor under its category (risk source).

Rank G means the global rank of each risk factor among all (only the top 10 are shown.)
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3.5.3.3 Risk_evel Analysis of Risk Factors

Based on the statistics of occurrence likelihood and consequence severity from all
respondentsiRIs for each risk factor can be calculated using Eq. 3, and then be grouped into

different risk levels defined in Figure 3 (see TaBlg5. The top ten riskdctors in terms of

the values of ARI are Afierce competitiono
(HS/ EE_4: 6.59), Afchange of exchange rates
(HS/ EE_5: 6. 26) , Atransportat&h, ofipdratn/gteear
congestionso (Op/ PF_5: 5.92), Atrade 1 mbal a
5.89), fiment al health of seafarerso (Man/ HR

Ahuman errorso (Man/ HR _fieriskbfactér® gre locateshnithg t h et
high-moderate level, while the rest belong to the-lowderate level. The macroeconomic
environment plays a crucial role that can influence a container shipping business both directly
and indirectly. Some factors paaity affectthe businesdecision making, including turbulent
shipping markets, and competition (Notteboom, 2004; Vilko et al., 2016). Some will affect the
entire economy and all of the participants, such as the financial crisis (Vilko and Hallikas, 2012;
Samvedi et al.,, 2013 hang, Xu and Sond@015). These factorwill affect the price and
investment which increases the uncertainties in MCSC operations. Transportation of
dangerous good is regarded as a special risk factor in the container transpootapaned to

other general supply chains because accidents such as explosions, leakage of hazardous
chemical materials, and fire during the transportation of dangerous good can cause huge
damage to cargos, ships, and even the nearby ports. Port/terrmgaston will increase the
waiting time of a ship in port areas, thus making it difficult to keethe fixed schedule.
Appropriate and effective management of empty containers caused by trade imbalance is also
a major issue, which contributes to bothaficial savings and environment protection (Song

and Carter, 2009). Due to the harsh working environment on board a ship, seafarers usually
suffer from mental health problems such as fatigue, stress, and anxiety, which will negatively
affect their behaviouand increase the risks at sea. Human error is recognised as one of the
main causal factors in up to 80% of accidents across various industries (Stewart and Chase,
2010). It is interesting to note that although the terrorism and piracy are of greatargrefi

in terms of severity, they are only ranked adtjHS/SE_1: 4.79) and 36th (HS/SE_2: 5.12) in
terms ofARIrespectivelywhen taking into account their relatively low frequency of occurrence.
Although some of the factors were analysed in previoudieguo havéiigh risklevels, they

were tackled only with reference to the limited investigated scope (often a segment of a chain)
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and thus have receivedlativelylow ARIs in this systematic analysis within the context of the
whole MCSCs. The facts tha} there are few studies presenting and comparing the risk factors
influencing container shipping chains as a whole, and 2) fewer providing quantitative risk index
to reveal their safety prioritisation empirically, reveal the new findings and contributfon

this work TheARIs, as well as the risk levels of all identified risk fact@r®e summarised in
Table 3.5.

Table 3.5. ARIvaluesand risk level of all risk factors

Risk sources Risk factors| ARI Risk level

HS/EE 1 | 5.72 | Low-moderate
HS/EE_2 | 5.23 | Low-moderate
HS/EE 3 | 6.50 | High-moderate
HS/EE 4 | 6.59 | High-moderate
HS/EE 5 | 6.26 | High-moderate
HS/EE 6 | 6.98 | High-moderate
HS/EE_7 | 5.40 | Low-moderate
HS/PE 1 | 4.75| Low-moderate
Human society HS/PE_2 | 4.67 | Low-moderate

ARI 6.17 HS/PE_3 | 4.95| Low-moderate
HS/PE_4 | 5.47 | Low-moderate
HS/SE 1 | 4.79 | Low-moderate
HS/SE 2 | 5.12 | Low-moderate
HS/SE_3 | 4.00 | Low-moderate
HS/SE 4 | 5.06 | Low-moderate

HS/SE 5 Low
HS/SE_6 Low-moderate
HS/SE_7 Low

Naturalenvironment NE_1 2.0l Low-moderate
) NE 2 452 | Low-moderate
ARI: 5.67 =
NE_3 898 Low

Man/HR 1| 5.62 | Low-moderate
Man/HR 2| 5.56 | Low-moderate
Man/HR 3| 5.81 | Low-moderate
Man/HR 4| 5.69 | Low-moderate
Management Man/HR 5| 5.59 | Low-moderate
ARI: 6.50 Man/WE_1 | 4.88 | Low-moderate
Man/WE_2 | 5.55 | Low-moderate
Man/WE_3 | 5.45| Low-moderate
Man/WE_4 | 5.41 | Low-moderate
Man/WE_5 | 5.42 | Low-moderate
1&T 1 4.64 | Low-moderate
Infrastructure & technology 1&T _2 5.2 | Low-moderate
ARI: 5.89 &T 3 441 | Low-moderate

1&T 4 4.72 | Low-moderate
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1&T 5 4.72 | Low-moderate
I&T 6 5.32 | Low-moderate
1&T 7 5.24 | Low-moderate
Op/IF_ 1 | 5.38 | Low-moderate
Op/lF_ 2 | 5.64 | Low-moderate
Op/IF_3 | 5.11 | Low-moderate
Op/lF_ 4 | 5.08 | Low-moderate
Op/lIF 5 | 4.80 | Low-moderate
Op/lF 6 | 4.77 | Low-moderate
Op/FF_1 | 5.56 | Low-moderate
Op/FF_2 | 5.52 | Low-moderate
Op/FF_3 | 5.27 | Low-moderate
Op/FF_4 | 5.17 | Low-moderate
Op/FF_ 5 | 5.38 | Low-moderate
Op/FF_6 | 5.54 | Low-moderate
Operations Op/PF_1 | 5.58 | Low-moderate
ARI: 6.28 Op/PF_2 | 6.25 | High-moderate
Op/PF_3 | 5.00 | Low-moderate
Op/PF_4 | 4.88 | Low-moderate
Op/PF 5 | 5.92 | Low-moderate
Op/PF 6 | 4.94 | Low-moderate
Op/PF_7 | 492 | Low-moderate
Op/PF_8 | 4.98 | Low-moderate
Op/PF_9 | 5.00 | Low-moderate
Op/PF_10 | 5.23 | Low-moderate
Op/PF_11 | 5.11 | Low-moderate
Op/PF_12 | 5.36 | Low-moderate
Op/PF_13 | 5.89 | Low-moderate
Op/PF_14 | 5.09 | Low-moderate

It is notabk that almost all risk factomx cept f or A SpHP/SH 5388espi on

ARef ugee | ASMIEAEGH3&,t sand A/ CIl i MEa3399, falhiato thee 0 (
moderate risk levekith anARIy [4, 8), which is in harmony with the experience of domain
experts. According to the survey results, the spying/espionageis recognised to be
acceptable, which may be partly due to the fact that business espionage is not a common issue
in the container shipping industry. The refugee immigrant is a factor that has been less
investigated in previous studies, but it is Igased as a risk factor by more and more experts

due to the increasing number of refugee immigrants in European countries in recent years.
However,its impacton the container shipping industry has not been evidenced currently,
compared to other highsk factors It is also probably due to the limitation of this study by
having less response frotine EU, which will be further addressed in future by conducting a

global survey. Regarding the global climate change, which has been an emerging research topic
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in recent years, especially in the area of transportation resilience and port operations (e.g.
Brown et al., 2012; Wan et al., 201@though there is less direct evidence compared to other
risk factors of a moderate risk in terms of negative effect, stsindex value (3.98) is the
highest in normoderate risk factors. It well reflects the observation from the survey in which
experts are aware of and pay increasing attention to the impact of climate change to container
transport logistics (particularly ps), however high uncertainty in terms of the frequency of
climate disasters made them conservative when evaluating its likelihood. It looks likely that
with more evidence collected from climate accidents (e.g. hurricafiéeitulf ofMexico in

2016), he risk index of climate change within the context of MCSCs will increase in future.

3.6 Conclusion

Identification of risk factors provides the foundation for supply chain risk analysis and
accident prevention. In thiShapter a new risk factor classifition framework is developed,
including five main risk sources namely societyatural environment, management,
infrastructure and technology, and operations. The first two are external risk sources, whereas
the rest three belong to internal ones. It imaggs different classification methods and
incorporats them in a logical hierarchy suitabfer modelling the risk factors influencing
MCSCs. Its development is validated by a Delphi expert group of 10 persons tkinoemggh
round verification proces8ased on that, 64 risk factors are identified through a critical review
of previous studies, along with an exploration and validation process using a Delphi expert
survey. These risk factors are assessed from the aspects of occurrence likelihood and
coneguence severity by conducting a questionnaire survey, and they are further categorised

into different risk levels and ranked according to their ARIs calculated through the risk matrix

analysis. The results show that pfiercoce dacim
exchange rateso, Aunattractive mar ket so, Atr
congestionso, Aftrade i mbal ance on container
Afinanci al crisiso, optedriskifactormmafluen@ng the safe andar e

effective operations of an MCSC.

Furthermore, the research results based on empirical data fustterlyprove the relevant
findings from previoustudiesbut alsoinvolve new contributions by providing qu#ative
ri sk prioritisation information. I nthelam and
system, operational risks, and human resource management risk were identified as the top three

risks. In our research, management (which is composib@ ohanagement of human resource
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and working environment) is the main risk source with an ARI of 5.50, while risk factors related
to operations are ranked the second with an ARI of 5.28. In line with the research findings of
Notteboom and Vernimmen (2008nd Chang, Xu and Song (2014), our research discloses
that the fluctuation of fuel price (spectity, fuel price rise) is an important risk factor. It ranks

the second of all risk factors with high likelihood and consequence. Thus it deserves the
attenton of carriers as bunker fuel accounts for more than tjueetersof the operating cost
(Ronen, 2011). Our research findings also emph#watthetransportatiorof dangerous goods

is an important risk factotQhang, Xu and Son@015). It ranks theirkt among operational

risk factors, and rargthe fifth among all, belonging to a highoderate risk level with an ARI

of 6.25

Although the risk matrix method provisl@ clear framework for systematic review of
individual risk factos and convenient documentatifmm the rationale of risk ramkgs (Cox,
2008), it suffers from some mathematical limitations that should not be ignored such as weak
consistency and ambiguous outputs (Cox, 2008). For specific, risk matrices show limited
ability to correctly reproduce the risk ratings implied by quantitative models, especially for
categorizing black swan events (i.e. the incidents that occur in a very low probability but with
severe and widspread influence). Errors may occur when compaghtiranking risk factors
under such situation. This suggettat risk matrices should be used with cautionview of
this, a novel risk assessment method will be proposed in the next chdptérd¢oinvestigate
the identified risk factor in order fwovideamorecomprehensive evaluation of the risk factors
in MCSCs.
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CHAPTER 4 - AN ADVANCED APPROACH FOR RISK
ASSESSMENT OF MARITIME CONTAINER
SUPPLY CHAINS

Summary

This chapter, as a followp study of Chapter 8justrates an efficient and powerful belief rule
based Bayesian network (BBN) method to deal witlthe in-depthassessment of identified

risk factors and prioritssthem under uncertain environment. The proposed method is mainly
composed of two parts. THest one is the belief rule base (BRB) whichgarticularly
established for evaluating the container maritime logistics risks in this study. A BRB is a
collection of fuzzy rules with belief structure which are made up of an antecedent part and a
consegent part. Then the relationships of attributes between the two parts are modelled in the
Bayesian network BN) so that all relevant rules can be aggregated for evaluating and
prioritising risk factors. A case study of one Chinese container shipping comspamducted

to illustrate the application of the proposed model.

4.1 Introduction

The research work in Chapter 3 mainly dealt with the identification and classification of risk
factors in MCSCs, in which the risk factors identified were broadly cledsifto four different
levels according to their ARIs with the careful usage of risk matrix analysis. It offers an
effective and straightforward screening tool for managers to focus their attemtios initial
phase of supply chain risk management ((2008). However, when an-gepth analysis of
risk factors is required, the traditional risk analysis method introduced in Chapter 3 may not be

able to provide sufficient safety management information.

In the past decade, numerous methods (either qiaditar quantitative) have been
proposed in terms of their applications in the different stages of supply chain risk management,
especially for risk identification and assessment. They are, for example, the analytic hierarchy
process (AHP) method (Gaudemaid Borghesi, 2006), TOPSIS method (Samvedi, Jain, and
Chan, 2013), and the Failure Mode, Effect Analysis (FMEA) (Pujawan and Geraldin, 2009).
These traditional risk analysis and decision making tools are popular due to their easiness and

visibility when conducting quantitative risk evaluation. However, under many circumstances,
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they have shown inherent drawbaekealincapabilityof providing accurate and reme risk

estimate in theipractial applications. The high uncertainty in risk data in contagupply

chains also constrains their application in risk analysis @6Ms (Alyami, 2016). Thus, new
models based on advanced uncertainty methods have been developed to overcome the
deficiencies, including fuzzy logic, Dempstghafer theory, Bayesian Networks (BNs), and
Monte Carlo simulation (Yang, Bonsaihd Wang2008).

A review of 224 journal papers by Ho et al. (2015) revealed that most of the previous
research on supply chain risk assessments paid special attention to the occurrence probability
of an event. Few studies assessed the severity of the consequences theasther features
of risk not being fully explored. Although supply chain risks have already been assessed from
the two aspects of likelihood and consequence, the existing studies have not addressed more
risk parameters for advanced risk analysis of placated supply chain systems. Therefore, it
is necessaryo understand bettethe risk management of MCSCs involving multimodal
transport and develop flexible risk approaches capable of tackling uncertainties for precise risk

assessment.

In light of thisresearch need, an effective risk assessment tool should at leagh&a
following two characteristics. First, the method should be able to process different types of
information (e.g. quantitative and qualitative, subjective and objective) from mudtiptees
in a consistent manner. Second, the method should be able to provide accurate results while
maintaining a certain degree of visibility, transparency, as well as easiness to operate. In this
paper, we propose an advanced risk modelling approaatcbgpiorating the fuzzy rule base
(FRB) with BNs to evaluate and prioritise risk events in MCSCs. FRB is used to elicit expert
judgments and to rationalize the configuration of subjective probabilities. The Bayesian
marginalization rules are employed to @eunodate all relevant #fHEN rules with belief
structures and to calculate risk priority values of all identified risk events. The novelty of this
chapteris threefold. First, the study incorporates new risk parameters which can be used to
better model sks of MCSCs. Second, it introduces a new method to rationalize the degrees of
belief (DoB) distribution in fuzzy IHFHEN rules by taking the weight of each risk parameter
into account when constructing the BRB. Third, it systemically identifies and asdhgs risk
events relating to MCSCs from multiple dimensions of operations, enviroaimamd

economic

Therest of this chapter is organised as follows. In Section 4.2 detailed information of the

selected risk parameters is discussed, along with thedageaent and application of fuzzy rule
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bases. Section 4.3 elaborates the risk analysis and inference framework step by step. The
application and validation of the methatecarried out in Section 4.4 with a real case study.

The calculation of the risk asssment results artlde validationprocess are achieved by using

a usetfriendly softwarepackagewhich enables the end users to collect raw data from the real

observations and perform calculation easily. Finally, this chapter is concluded in Section 4.5.
4.2 Background information

4.2.1Extensions ofRisk Parameters in Maritime Supply Chains

As discussed in Section 2.3.1, such studies often argue that having two basic risk parameters
(i.e. P andC) will sometimes lead to the loss of useful informatiomisk analysis. However,
considering more risk parameters is not necessarily better. This is particularly true for industrial
cases as more resources (e.g., data, time, and expert knowledge) are usually required to support
an indepth risk assessment, inasing risk management costs. Jtigereforecrucial to strike
a good balance between the number of risk parameters/accuracy of risk analysis rethdts and
costof carrying outa risk estimate. In this study, two main extensions are considered to
rationalise the risk assessment of MCSCs. The first one vggtibdity of risk in a supply chain
(Vilko, Ritala, and Hallikas, 2016), and the other is the decomposition of consequence into
three categories, based on different types of impacts. Theyinaee delay/disruption,
additional cost/financial loss and quality damage (Vilko and Hallikas, 2012). They are
discussed in detail as follows

1 Visibility

Both academia and industry have identified that the visibility of risk is a major consideration
in supplychain risk management (Caridi et al., 2014). This is because good visibility in a
supply chain will benefit operational efficiency, productivity, and effective planning (e.g.
Smaros et al., 2003; Petersen, Ragatz, and Monczka, 2005; Yu and Goh, 20del),aas
enhance supply chain stability and mitigate the bullwhip effect (Ouyang, 2007). Furthermore,
case studies conducted by Harland, Brenchley, and Walker (2003) indicated that more than half
of the risks influencing the studied companies were assdcwith the lack of sufficient
visibility in the supply chainsandthe situation becomes more worrisome given the increasing

use of Avi rt uEadow (2806)opnd that mdreathiamtbrpeartersof the large
companies in a global survey ider@d the lack of supply chain visibility as their top concern.
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Visibility can be treated as the outcomeeafernalintegration. To some extent, it reflects
co-operation among partner firms, in terms of information/knowledge within a supply chain
(Vilko, Ritala, and Hallikas, 2016). Internet of things (loT) technologies (e.g., electronic
product code (EPC), and radiefuency identification (RFID)) have facilitated information
sharing among actors in a supply chain. This enables the mogitdrthe status of cargo
shipments, improving the visibility and connectivity of the entire supply chain (Zhou et al.,
2009). Thee tools significantly contribute to reducing supply chain uncertainty, facilitating

more stringent control of product inventory.

Risk visibility is also expressed in other forms. Cats, Yap and van Oort (2016) explored the
role of exposure in risk analysis the context of transport networks. The results showed that
including exposure allows forecasting network link criticality, so the assessment of disruption
effects can be embedded in a eoshefit analysis. In an FMEA model, risk visibility is
measuredi si ng an indicator <called fAdetectiono:
detected, and the time it needs (Pentti and Atte, 2002). In this paper, the risk visibility indicates
the level of awareness of the risk factors to be estimated, and hihywneasagers can detect
them during regular risk checks

1 Consequence

In recent research of risk analysis in container shipping operations, Chang, Xu, and Song
(2015) considered three types of risk consequences when developing risk maps: financial loss,
reputation loss, and safety and security incident related loss. Vilko and Hallikas (2012) also
described three types of risk consequences in the field of supply chain risk management: time
based, financkased, and qualithased effects. Timbased effectsncluded the delay and
disruption of material or information flows of a supply chain; finabaeed effects usually
influenced financial flows, leading to cost increases or lost profits; and the ehasdityl effects
referred to the damaged quality of cargervice, or equipment. In thikesis the risk
consequence is subdivided into three categories based on the nature of its impact, which are
time delay/disruption, additional cost, and quality damage (or damage to quality).

Delays cause pressure on the schedule flexibility of liner shipping and decrease liner service
reliability. Due to the complex and variable navigation environment, maritime transportation
can be delayed for days or even a week without serious conseq(¢ikesand Hallikas,

2012). Generally, there is no clear time limitation on delays, and the severity of time delays
varies significantly, depending on the cargo being transported. For example, a shipping delay
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of time- and temperatursensitive products Wihave more severe consequences than that of
normal goods. Here, disruption is identified as a breakdown in a maritime supply chain, where
minimum requirements cannot be achieved. The parameter time delay/disruption has been
widely studied in the contexrf cortainer shipping (e.g. Chang, and Song, 2014 otteboom,

2006; Vilko, Ritalaand Hallikas, 2016). Additional costs include costs associated with
additional operations and management (such as additional inventory costs and production
costs), and fesattributable to risk drivers. For example, these costs include fees spent to hire
armed guards on ships to protect cargo on routes with a high possibility of piracy attack (Willis,
2011). Quality damage refers to the damage to any component within aniMB@ing

transported goods, port infrastructure, and container vessels

In spite of the clear differences as discussed among the consegelateg risk parameters,
it should be noted that there are still overlaps among them, and thus they are retetpmp
exclusive and independent from each other. For example, a maritime traffic incident auch as
ship collision may cause damage to ships or even cargo, and at the same time, there is a high

probability that the influenced shipping will be delayed.
4.2.2 Fuzzy Rule-basedSystems

A rule-based system is composed of a set of fuzzyHIEEN rules that relate input to output
variables, and the rules are usually defined relative to the context and situation of problems
(Khuankrue et al., 2017). Theh IF-THEN rule in a conventional rule base can be expressed
in the following form {Yang, Bonsallnd Wang, 2008):

R : IF A“andA and..andf , THEN) Eq. 4.1

whered "Q pf8 h) is a referential value of thi¢gh antecedent attribute in theh rule,
andM is the number ofhe antecedent attributes used in ktterule.Dx (r D, the set of all
consequents) is the consequent inkiierule. Obviously, the HHEN rules consist of two
parts: an antecedent part that responds to the input variable(s) and a consequestndartg
the corresponding values of the outputs. These fuzzy rules can be derived from botld experts

reasoning and domain knowledge.

As shown in Eq.4.1, the case of single output is usually considered in a classical fuzzy rule
based system. While theatlitional rule base is constructed to represent fuzziness, this kind of
fuzzy system composed of such simpleTHHEN ruleshasbeen criticised due to the fact that

the consequent pdeckssensitivity against the antecedent part in-veatld applicatios. In
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other words, it means that the consequence may sometimes not be able to respond to slight
changef linguistic variables occurring in the antecetde’ good example to illustrate this
deficiency can be found in its application in the FMEA for sefssessment, shown as follows
(Yang, Bonsall, and Wang, 2008)

Ru: IF occurrence likelihoodbf a risk factori s i v e rLY) ANDocandeqguence
severityi s A n e gQl)iAYD probabdity ¢f failures being undetectéds @A hi ghl vy
unl i KPe)ITHEN thesafety levei s figSbhod o (

Ro: IF occurrence likelihoodbf a risk factori s i v e rLY) ANDocansequence

severityi s A n e gCll)IA§D poobability of failures being undetecteds A unl i kel

(P2), THEN thesafety level s A gSb).od 0 (

It can be seen thatslightinput change fronfP1 to P2 cannot be reflected the outputIn

addition, in a traditional H'HEN rule base, inputs and outputs are usually expressed with 100%
certainty, resulting in other obvious deficiencies includinglithéed power of representm
knowledge inthe realworld and not being able to deal with other types of uncertainties such
as ignorance and incompleteness. Thus, a new knowledge representation scheme in a rule base
has been proposed to enhance its ability of processing uncertatiesmplex system, which
will be elaborated in the following section.

4.2.3Belief Rule-basedMethods and Its Application

4.2.3.1 FRB witla beliefstructure

In order to modeh complex environment and handle uncertain information inrigie
managemenbf supply chains, the classical fuzzy rblased systems are extended by
incorporating the concept BioB into the consequent parts of traditionalTAEN rules (Yang
et al., 2006). The belief rule expressions in a fuzzy-bakked system can provide a better
compact framework for expert knowledge representation, enabling it to deal with the situation
where @idence available is not enough or experts are not 100% certain of their judgements but

possess only degrees of belief or credibility regarding a hypothesis (Yang et al., 2006).

Three important concepts that should be taken into account to suppoahgxténsion are
the distributionof DoB in a consequent, attribute weights, and rule weights. DoB in a
consequent indicate the expertsd opinions on
within the set of all consequents; the weight of an attribyfgesses its relative importance
regarding its influence on the consequence of a rule; and the weight of rule represents its
relative importance to the associated conclusions, reflecting the reliability of the rule (Tang et

al., 2011). Based on that, thienple rule as expressed in Eq.4.1 can be extended toadlso
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belief rule with all possible consequents associated with belief degrees, as shown in Eq. 4.2
(Yang et al., 2006).

R:IFA andA and..and§ |,
THEN {(Dllblk ),0,, é)""!DN ' ri(rb)} Eq. 4.2

N

&Lty
where] "Q plti8 M is the DoB to whih Djis believed to be the consequent inktie
packet rule, when the input satisfies the antecedents & i B B . Nis the number of

all possible consequents.Bf T p, thekth rule is considered to be complete; otherwise,

it is incomplete. A belief rule base (BRB) is a collection of such belief rules. For comparison
purpose, similar ruless described in Section 4.2.2 are presented as follows to show the
advantages dfelief rules (Yang, Bonsall, and Wang, 2008)

Ru: IF occurrence likelihooaf a riskfactori s i v e k1yAND comséquénce severity

i's fAnegQliAYD probabdity df failures being undetecteds fhi ghl y unl
(P1),

THEN thesafety leveis {(good §1), 1), (averageR), 0), (fair &3), 0), (poor &), 0)}.

Ro: IF occurrence likelihood af riskfactori s fivery |l owdo (L1) AND co
i s fAnegll)AgDporloebdab(i I ity of failureR®),being ur

THEN thesafety leveis {(good 1), 0.91), (averagesR), 0.09), (fair £3), 0), (poor &),
0)}.

where {(good, 0.91), (average, 0.09), (fair, 0), (poor, 0)}is a DoB distribution representation
for safety level consequent, indicating thasi®1% sure that the safety level is good and 9%
sure that the safety level is poor. In this example of belief rule, the total DoB is 0.91+0.09=1,

so that the assessment is complete.

4.2.3.2 Mplicationof BRB systems

The BRB methodology is described &y capable of capturing the relationships between
system inputs and outputs that could be discrete or continuous, complete or incomplete, linear
or nonlinear, linguistic or numerical, or their mixture (Yang et al., 2006). Some major
advantages of a BRBver traditional rulebased systemare, for examplein a BRB, the
consequence of a rule is preseritetthe form ofbelief degreedistributionso that any changes
in antecedent attributes can be clearly reflected in the consequencespalesiiith the help
of input transformation techniques (Yang, 2001), different types of inputs collected from multi
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sources with different features can be handled in a consistent manner in a BRB. Thus, the BRB
model will be more informative, more flexible, and closeitte reality (Tang et al., 2011).
However, due to the special structure of belief rules, traditional fuzzy logic reasoeingds
developed based on the fuzzy set operatiaresno longer suitable for the inference in BRB
systems. In view of thigthe approaches are introduced and incorporated into the BRB system

to facilitate its application.

Zhou et al. (2010) combined the BRB with the hidden Markov model (HMM) to achieve
the realtime prediction of hidden failures of a system, in which the BRBs&d to model the
relationships between the environmental factors and the transition probabilities of the hidden
states of the system, while the HMM is used to capture the relationships between the hidden
failures and observations of a system. BasedBK-#&ree, Su et al. (2016) proposed a structure
optimization framework to improve the reasoning efficiency and decision accuracy of the
extended BRB system. In another research, Aminravan et al. (2013) employed a novel
proposed networked fuzzy BRB systemdesign decision support tools for relative water
guality assessment in the distribution network. A learning algorithm was also incorporated to
find the locally optimum parameters of the networked fuzzy BRB system. Among them, one
of thewidespreadapplicaions of the BRBthatis worth mentioning is thgenericrule-basel
inference methodology using the evidential reasorRIYIER) approach, which is short for
the Rulebase Inference Methodology using the Evidential Reasoning approach (Yang et al.,
2006). The inference procedure the RIMER approach is basically composed of three main steps,
which are input transformation, activation of rule weights, and rule inference using evidential
reasoning approach (Chen et al., 2011). Owinthéssuperiorities in deatig with complex
reasoning problems under uncertainty, its related application can be found in a variety of fields
such as environmental impact assesgnmeulti-attribute decisiofXu, Yangand Wang, 2006),
engineering failure detection (Zhou et al., 2008)d risk analysis in offshore and maritime
engineering (Ren et al., 2009), etc. However, one possible disadvantage of the RIMER
approach that may hinder its development in practice is the complex calculation process it
involves, which is argued to be niotendly to mathematically unsophisticated usefar(g,
Bonsalland Wang, 2008) herefore, Bayesian networks (BNs), another important and popular
method for modelling uncertaintiegreintroduced to BRB systems in order to enhaitesr
applicability inrisk analysis and decision making without compromising the easiness and

transparency.
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An important application of BNs in BRB was conductedriayng, Bonsaland Wang (2008).
In the research, a new hybrid methodology was proposed to deal with some r@ivthaaks
regarding the use of conventional fuzzy rbksed methods in FMEA. The BN was
incorporated into FRB risk inference in a complementary way, in which the subjective belief
degrees were assigned to the consequent part of the rules to model thpletermess
encountered in establishing the knowledge base, and a Bayesian reasoning mechanism was
then used to aggregate all relevant rules for assessing and prioritising potential failure modes.
The new approach is tested by using a benchmarking techwitdiune RIMER approach, and
its applicability was demonstrated by a series of case studies of collision risk in offshore
engineering. After that, the proposed method has also led to many new applications including
theselectionof suitable steaming speedaantainer shipgRahman et al., 2012), pipeline leak
detection (Hu et al., 2011), risk analysis of academic research laboraRigss Grosoand
Meyer, 2013), supplier selection in a global sourcing environment, and ingsessl
prioritising risk factors in portéYang, Ngand Wang, 2013; Alyami et al., 20149 name but

a few.
4.3 Use of BN tdVlodel BRB for Risk Assessment of MCSCs

Due to the lack of objective date risk management ithe container shipping industry, a
novel subjectie knowledgebased approach is proposed to condudepth risk evaluation in
MCSCs, which is called a belief rubmsed Bayesian network (BBRN) approach. In the BR
BN approach, the relationships between risk parameters and risk status are modelled and
represented in the form of a rule base with belief structure, and the belief degrees in the rule
base are then transformed into subjective conditional probabilities in Bayesian networks, so
that the advantages of both fuzzy rolesed systems and BN techueg in modelling and
processing muksource information under uncertain environment can be effectively taken. The
proposed methodology consists of six major components, which outline all the necessary steps

required for risk assessment (as shown in Figute They include:

Step lldentification of risk factorsn MCSCs;
Step 2. Btablishment of the BRB for risk assessment;
Step 3. ksk factors estimation and data collection;

Step 4. ksSk inference using a BN technique;
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Step 5. Roritisation of risk fators with uti

Step 6.Validationof the results.
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Figure 4.1. The research methodology of risk factors prioritisation in MCSCs

4.3.1 Identification of Risk Factors in MCSCs

Identification of risk factors is normally recognised as a starting point of the risk assessment
process, and it is critical to the success of supply chain risk management. The MCSC in the
research refers to the part of a supply chain in relation to #iedss of maritime logistics of
containers, which is mainly composed of container port/terminal operations and seaborne
transportation. Besides, external and internal influence from the upstream/downstream of the
sectionds also considered. The risk facsoare identified with respect to different risk types
originated from various sources. Detailed informatémisk identification and classification
canbe found inChapter 3 for reference. The top ten risk factors selected with a consideration
of both teir occurrence likelihood and consequence severity are considered for a case study in

this chapter.
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4 .3.2 Establishment of the BRB foRisk Assessmenbf MCSCs

This step is to construct the BRB for risk assessment of MQSQFEQ. 4.2. To construct
sud systems, five risk parameters are considered as the antecedent attributes in fuzzy rules
(the IF part), which are risk occurrence likelihodd, (visibility (V), consequence severity in
terms of time delay/disruptiol€{l), consequence severity in ternfisadditional costCC), and
consequence severity in terms of quality damag@)( Risk status R) is presented as the
consequent attribute (the THEN pai@oBs are assigned to the linguistic variables used to
describe the consequent attribiRen the BRB. To facilitate subjective data collection and
representation of judgements on the five antecedent attributes and conclusion, a set of suitable
linguistic variables are defined. The linguistic variables for describing each attribute are
decidedaccording to the situation of the case of interest. A literature survey suggests that the
linguistic variables employed to describe risk paramétevsCT, CC, andCQin thecontainer
shipping industry may be defined as follop#dyami et al., 2014; Alyami etla2016; Vilko,
Ritala, and Hallikas, 2016)lo estimatd., one may often use variablds,(i =1, 2, 3) like

C

C

a

a |

Aunl i kel yo, foccasi on &ljs8l, 2, 3 usdd tdiebtimatgre eftant 6. V a
Apoor o, fAnor mal o0, CTg k=, 2Bpused o éstimatElarr iea If ¢ & n( |
Amedi umo, and €alilgh 4,;3) uged toieatimdteCsar € of t en Al
Amedi umo, and @hiCQnim=1l, 3 B)dused @ restimadie ars oft€én
Ainegligibleo, NnmabératGemil antdyficthe risk st
linguistic variables Rh h =1, 2, 3) as Al owo, Amedi umo,

linguistic variables of all risk parameters are obtained taking into account the knowledge from

both literature and domain experts, as summarised in Table 4.1.

Table 4.1 Definitions of linguistic grades of each risk parameter

Parameter Linguistic Definition
grades
Unlikely | Occurs less than once per year
Likelihood Occasional Expected to occur every femvonths
Frequent | Expected to occur at least monthly
Impossible or difficult to be detected through intensive
Poor )
Visibilit risk checks
y Normal Possible to be detected through intensive risk checks
Good Possible to be detected through regular cisicks
. Low A delay less than 24 hours in total
Time delay/ ai delav b han 20% of the orainal schedul
disruption M_e ium A delay but no more than 20% of t e original schedule
High A delay of more than 20% of the original schedule
Additional cost Low An additional cost no more than 10% of the total cost
Medium An additional cost between 10% and 50% of the total G

93



High An additionalcostof more than 50% of the total cost
Slight cargo, equipment, or system damageudiyt
functional and serviceable

Minor incapability of systems aquipmentand a small
portion of goods mape damaged

Damage/loss of major systems or equipment, and seri(
damage to the transported goods

Negligible

Quality damage | Moderate

Critical

The number of linguistic grades for each risk parameter should not necessarily be the same,
and more linguistic variables can also be applied according to the requirement under different
circumstances (examples can be found in the researdfamy, Bonsalland Wang (2008)).
However, it is worth noting that the number of rules in a BRB is directly proportional to the
number of linguistic variables of each antecedent attribute, indicating that the rule number will
be multipliedwith the increase of variableaimber, which may largely weaken its practicability

in industrial application.

Regarding the conclusion part of a BRB, the DoB of the rules can be assigned based on
knowledge accumulated from past events (Alyami et al., 2014) or directly by using multiple
expert knowledge (Yang et al., 2009). Howevarpractice it is difficult to determine all the
DoBsofruesaccurately in a BRB by using only expe
a largescale BRB with hundreds or even thousands of rules. ln wiethis, a proportion
method was proposed by Alymai et al. (2014) to rationalise the distribution of DoB. It provides
a logical and straightforward way to calculate the DoB in the THEN part. However, one major
deficiency of the research is the ignoran€e¢he weight of risk parameters when calculating
the DoB. This may impair the accuracy of the results, as any change in an attribute weight may
lead to significant changes in the performance of the BRB systems. Thus, the relative
importanceof the anteceeht attributes should be appropriately considered in the process of
developing a rule representation. In this research, the weight of each risk parameter is
calculated by using an AHP method, and the results are shown in Table 4.2 (the sample
guestionnaireised tacollectexpert opinions on the relative importance of each risk parameter
is listed in Appendix Four). The relative importance of each risk parameter is taken into
consideration when approaching the DoB distribution on the basis of the propoetibad.
Observing that all attributes in both Ipartand THEN part are described by variables with
three grades, thus, for any specific conclusion attribute, its DoB belonging to a particular grade
can be calculated by summing up the normalised weiglatis idk parameters that receive the

i s a me 0 TageRale? as. an illustration:
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1 Rule#2: If L is Unlikely, V is Good CTis Low, CCis Low, andCQ is Moderat,
thenRis Lowwith a 69% DoBMediumwith a 31% DoB andHigh with a 0% DoB.

The total weights of all risk parameters holding the Low (or equivalent) and the Medium (or
equivalent) grades are 0.69 (0.18+0.08+0.35+0.08) and 0.31 (CQ, 0.31), respectively. The
DoBs belonging to Low and Medium in the R are therefore 69% and 31%, treslyec
Similarly, the BRB used in risk assessment of MCSCs containing 243 (3 x3 x3 x3x3) rules
hasbeen developeandlisted in Appendix six (such a rule base represents functional mappings

between antecedents and conclusions).

Table 4.2 The weightof each risk parameter in the BRB

Risk parameters (antecedent attribute  Local weight vGV(la?Sﬁ tl
Occurrence likelihood (L) 0.18 0.18
Visibility (V) 0.08 0.08
Consequenc Tim(.-:'.delay (CT) 0.47 0.35

severity Addlt_lonal cost (CC) 0.74 0.11 0.08

Quality damage (CQ) 0.42 0.31

4.3.3 RiskFactors Estimation and Data Collection

This step is to estimate the risk parameters in the antecedents in terms of each identified risk
factor by using the defined linguistic variables, collect subjective flata experts, and
transform them into a unified form if needed, so that they can be appropriately used in a BRB
system for risk inference. In a traditional FRB system, membership functions are generally
used to model linguistic variables. Some typical ispi@.g. a single deterministic value, a
triangular distribution, and a trapezoidal distribution) may be encountered due to the possible
uncertainties involved (EleyPatubo, 2004) and they are usually represented using fuzzy
membership functions basedlon st or i cal dat a Yang, Bansalprel Wang,6 e x p
2008). A mapping function method (Liu et al., 2004) is usually incorporated to transform the
inputs into probability distributions of linguistic variables in antecedents. However, some
researbers argued that such observation transformation operatigié be debatable given
that the risk analysis results are sensitive to the qualitative judgment of the linguistic variables
used (e.gBraglia, Frosoliniand Montanari, 2003; Yan Bonsalland Wang, 2008). Thus, a
subjective probability method is employed in this study to overcome the possible weakness, in
which the linguistic variables are treated as independent value sets without fuzzy membership

functions being involved.
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Subjective probability s a probability derived from an
of a specific linguistic variable that one
and past experience. In the subjectwebability method, risk parameters are estimated
represented using the probability distributaifrihe linguistic variables, which can be given by
experts directly. For example, theof one risk factor is estimated by expertsiagdn | i kel y 0
with 0.7 subjective pr ob a bubjedive yprobabdity the i Oc c a
subjective probability distribution from multiple expert judgments can be merged using a
weightedaverage based on the relative importance of each expert. In this study, a questionnaire
survey is conducted to colleekpert®judgement of risk parameters in terms of the selected

MCSC. The questionnaire used is listed in Appendix Five.
4.3.4 Riskinference Usirg a BN Technique

Once all the data needed has been collected and prepared, a BN technique can be applied to
conduct rig inference. Since multiple rules will be used in risk assessment for a particular risk
factor, BN can serve as an appropriate tool to synthesise the DoBs of different rules involved
due to its ability in capturing neimear causal relationships (Alyméaia&., 2104). To achieve
the rule aggregation, the BRB developed in Section 4.3.2 is firstly represented in the form of
conditional probabilities. For example, Rule 2 in Appendix Six can be displayed using Eq. 4.2
as the following:

Ro: IF Unlikely (L1), Good (V1), Low (CTL), Low (CCl), andModerat (CQ2),
THEN {(Low (R1), 0.69), Medium(R2), 0.31), High (R3), 0)}.

It can be further represented in the form of conditional probability as follows.

GivenlLl, andVl, andCT1, andCC1, andCQ2, the probabity of Rh(h=1, 2, 3) is (0.69,
0.31, 0), or

p(Rh L1,V1,CT1,CCl, CQ2) = (0.69, 0.31, 0) Eq. 4.3

whetoe siymbol i zes conditional probability.

Using a BN technique, the BRB constructed in Section 4.3.2 can be modelled and converted
into a converging connection consisting of six nedigs parent nodes, which akg, Nv, Ncr,
Ncc, andNcg (NodesL, V, CT, CGandCQ); and one child node, whichi (NodeR). Having
transferred the BRB into a BN, the ritbdased risk inference for the risk assessment will be
simplified as the calculation of the marginal probability of the nédelo marginalizeR, the
required CPT ofNg, p(R™ L, V, CT, CC, CQ) can be obtained using Eq. 4.3, and the BRB
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shownin Appendix Six. It indicates a 3 x3 x3 x3 x3 table containing valyeRHh Li, Vj,
CTk CCI, CQm) (h,i,j,k |, m=1, 2, 3), as shown in Table 4.3.

Risk assessment of each risk factor can bieseshusing subjective judgments from experts
based on real observations with respect to the five risk parameters and associated linguistic
grades as presented in Table 4.1. Subjective probabilit@stained from observations can be
considered as tharior probabilities of node N p (Li). Similarly, the prior probabilities of all
parent noded\lv, Nct, Ncc, andNcg, can be computed aqVj) =1 ,p(CTK =1 ,p (CCI) =
I, andp (CQm =T , respectively. Then, the marginal probabilityN# can be calculated
using Eg. 4.4 (Jensen and Nielsen, 2007).

3 3 3 3 3

MRO=Z & & 8 B LIV CTK CCICON p ki B Y6 CTk(P CBPCE

(h=1,2,3)
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Table 4.3 The conditional probability table &z

L L1

v V1 V3

cT CT1 CT3 CT1 CT3

cc ccl ccs3 cc1 cc3 ccl cc3 ccl cc3

X2 | cu cQ3 CQ1 cQ3| | cQ1 cQ3 CQ1 CcQ3|é | cq1l CQ3 CQ1 cQ3| | cQt CQ3 CQ1 CQ3

RL [ 1 | |o069|é 092 |06l ° 065 |034|¢é |057| |026 092 |061|¢é |084| |053 © 057| |026[¢é |049| [018
e e e e e e e e

R2 | © 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

R3 | 0 0.31 0.08 0.39 0.35 0.66 0.43 0.74 0.08 0.39 0.16 0.47 0.43 0.74 0.51 0.82

L L3

v il V3

cT cT1 CT3 CT1 CT3

cc cc1 cc3 ccl cc3 ccl cc3 ccl cc3

X2 | cu CQ3 cQ1 cQ3| | ca1 CQ3 CQ1 CcQ3|é | cal CQ3 CQ1 cQ3| | cQ1 CQ3 CQ1 CQ3

RL [082| |O051(¢é |074| |043 ) 047| | 016|é | 039| | 008 074| | 043|é | 066 |035 © 039| |008(é |031| | O
e e e e e e e e

R2 | © 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

R3 | 0.18 0.49 0.26 0.57 0.53 0.84 0.61 0.92 0.26 0.57 0.34 0.65 0.61 0.92 0.69 1
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4.3.5 Prioritisation of Risk Factors with Utility Functions

In order to prioritise the risk factors, appropriate utility valugs are required so that the
DoBs of risk status can be transformed into crisp values for the comparison purpose. The utility
values can be defined based on the combination of some specific fuzzy rules (Wang, Yang and

Sen, 1995) and risk scorbkyg satisfyingthe following conditions.
1) IF Unlikely (L1), Good (V1), Low (CT1), Low (CC1), and Negligible (CQ1),
THEN {(Low (R1), 1), Medium(R2), 0), High (R3), 0)}.
2) IF Occasional (L2), Normal (V2), Medium (CT2), Medium (CC2), and Moderate (CQ2),
THEN {(Low (R1), 0), Medium(R2), 1), High (R3), 0)}.
3) IF Frequent (L3), Poor (V3), High (CT3), High (CC3), and Critical (CQ3),
HEN {(Low (R1), 0), Medium(R2), 0), High (R3), 1)}.

The risk scoreRS describes the individual grade of each lingasstermLi, Vj, CTk CClI,
orcQm(,j,kIm= 1, 2, 3) wusing a number in the sca
|l evel 0 (contributing the |l east to final ri sk
the most to final risk statugjor instancelRS(L1) = 1,RS(V2) = 2,RS(CC3) = 3. Consequently,
the values oUrn can be calculated as,

Uri= RS(L1) x RS(V1) x RS(CTL) x RS(CC1) x RS(CQL) =p =1
Urz= RS(L2) x RS(V2) x RS(CT2) x RS(CC2) x RS(CQ2) =¢ = 32
Urs= RS(L3) x RS(V3) x RS(CT3) x RS(CC3) x RS(CQB) =0 = 243

Thus, a new risk priority inde>®PI) can be developed by Eq. 4.5.
3
RPI=a p(RH L, Eq. 4.5
h=1

where the larger the value BP], the higher the risk status of a risk factor.
4.3.6 Validation Using Sensitivity Analysis

When a new model is developed, a careful test is required to test its soundness. It is
especially important and desirable when subjective elements are involved in the evaluation
process based on the proposed rottethis study, a sensitivity analysis is conducted to test
the accuracy of the belief structures, and logicality of theBBRmethod proposed. Sensitivity

analysis provides an analytical judgmentR&?l. It refers to chedkg how sensitive the outputs

99



(the risk assessment resultsRIP) areto minor changes in inputs (judgments of the risk
parameters). If the BRB is reliable and the proposed model is sound, then the sensitivity
analysis must at least follow the following three axioms (Yd&wpsalland Wang, 2008;
Alyami et al., 2014).

Axiom 1. A slight increase/decrease in the prior subjective probabilities of each input node
should certainly result in the effect of a relative increase/decrease of the posterior probability

values of the output node.

Axiom 2. Given the same variation of subjective probability distributions of each risk
parameter in the antecedents, its influence magnitude t®Rhwill keep consistency with

their weight distributions.

Axiom 3. The total influence magnitudes of thendamination of the probability variations
from x attributes (evidence) on tiRPI shouldalways begreater than the one from the sekof

T y(yr x) attributes (sub evidence).

4.4 Case study

In this section, an anonymous container shipping company (ahe ¢bp three container
shipping companies in China) was selected to conduct the risk assessment on one of its MCSCs

as a case study in order to demonstrate the feasibility of the proposed method.
4.4.1 Selection oMajor Risk Factors

In Chapter 3, altogber 64 risk factors in MCSCs were identified and classified into four
distinguishing groups according to the values of tA&lls by usinga risk matrix analysis.
Those risk factors which are recognised to hawelative high ARI valuare selected for
further risk assessment in this chapter. Theyiatei er ce competi ti ono, Af

Achange of exchange rateso, funattractive ma
4.4.2 Establishment of the fApropriate BRB

The detailed informgon on the construction of the BRB can be found in Section 4.3.2, and
it is used in the case study. It is noteworthy that such a rule base provides a standard, generic
belief structure. It is obvious that the DoBs of each individual rule can be reassigmedme
flexibility to suit various specific applications in different supply chains. However, the inputs
from multiple domain experts, as well as appropriate verification would be necessary and

significant to ensure practical and Abiased belief funioons (YangBonsalland Wang, 2008)
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4.4.3 Use ofQuestionnaire Survey to Estimate the Major Risk Factors

A questionnaire was designed (see Appendix Five) to collect risk assessment information

on the five major risk factors from three experienced staff, who work cooperatively for the safe
and efficient operation of the investigated shipping route. The tkpestehave beemctively

working at the investigated shipping line for more thanyesrs,and their basic information

is described as the following.

1 Expert No.1: Senior captain, head of technical safety department, who has been

working onboard ships ahe investigated shipping lifer more than 12 years.

1 Expert No.2: Senior officer, head of marine operations centre, involved in the safety

and security management of global container fleets in the shipping company with

12

year so

experience.

1 Expert No.3:Senior manager, deputy director thie operations and emergency

services division, who has been working for more than 15 years in the shipping

company.

The feedbackreceived from the three experits combined using a weighted average.

Referring to the siitar seniority of the three experts selected for the case ,stinelyelative

weight of every expert is assigneduallywhen merging their judgments of risk parameters in

terms of each risk factor. The average inputs will be used in thBNBRethod to rak the

five majorrisk factorsT a k i nfgi eheefAcompet i t,th@assessaewluasn

of the five risk parameters are obtained and calculated, as shown in Table 4.4.

Table44Experts evaluation results
Risk Experts .
pamameters No.1 No.2 No.3 Combined DoBs
10% Unlikely 0% Unlikely 0% Unlikely 3.3% Unlikely
L 30% Occasional| 20% Occasional| 35% Occasional| 28.3% Occasiona
60% Frequent | 80% Frequent | 65% Frequent | 68.4% Frequent
40% Good 70% Good 60% Good 56.6% Good
\ 40% Normal 30% Normal 40% Normal 36.7% Normal
20% Poor 00% Poor 0% Poor 6.7% Poor
80% Low 80% Low 0% Low 53.3% Low
CT 20% Medium 20% Medium 80% Medium 40.0% Medium
0% High 0% High 20% High 6.7% High
30% Low 20% Low 30% Low 26.7% Low
CcC 60% Medium 80% Medium 50% Medium 63.3% Medium
10% High 0% High 20% High 10.0% High
80% Negligible | 100% Negligible| 70% Negligible | 83.3% Negligible
CQ 20% Moderate | 0% Moderate 30% Moderate | 16.7% Moderate
0% Critical 0% Critical 0% Critical 0% Critical

101

of

i f



Estimationresults of all risk parameters in terms of each risk factor can be transformed into
the format of prior probability by using Eqg. 4.3, and the BR method can then be applied to

conduct risk inference.
4.4.4 Use of BRBN Method for Risk Inference

Still, tak i ng the risk factor nAfierce competitio
competitiono can bespRhEGLI%328%, 1696, inwigch E6@ . 4 . £
out of 234 rules in the establishB&B are fired during the particular calculatiprocess. The
result can also be expressed do{(, 51.7%), Medium 32.3%), High, 16%)}, and explained
as that the risk status associated with the
medium with a 32.3% DoB, and high with a 16% DoB. The dalimn can be modelled using

GeNle 2.Csoftware to facilitate BN computation, see an example in Figure 4.2.

Figure4.2Ri sk assessment of G@GeNle2ldsoftvearec o mpet i t i

As shown in Figure 4.2, any risk input related to the five risk parameters can trigger a change
in the output node, which helps to realise the automation of instant risk assessment of any target
risk factors withinan MCSC In a similar way, the risk stauof other risk factors can be

obtained, listed as follows.
Therisk statusofif | uct uapriceon of f uel
={(Low, 58%), (Medium, 27.3%), (High, 14.7%)};

Therisk statusofic hange orate®e x change
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